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“You have to remember that one thing about being a painter is that you're part of this
wonderful tradition from Vermeer to Velasquez to Degas to Picasso to Rembrandt, on and on
and on — to Chinese painting, Japanese woodblocks, Mayan ceramics.

And the problem suddenly suggests to you, what in the world am I thinking of, picking up a
brush when there’s a painter like Rembrandt out there?

I mean, why do it? Because it’s such fun.”
— Wayne Thiebaud
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Abstract

Intermittent computing enables applications to thrive in energy-scarce and in-
accessible environments, where manual device maintenance is infeasible. Instead
of relying on batteries, devices in these applications are instead powered by energy
from the environment. They harvest energy from the environment into a recharge-
able buffer, compute when energy is available, and power off when energy is de-
pleted, halting program execution until more energy can be retrieved. To enable
correct program re-execution despite these potentially frequent and arbitrary power
failures, runtime support is needed to save and restore necessary state.

This thesis lays a logical foundation for intermittent computing by building type
systems and runtime systems to guarantee correct program execution across diverse
features and behaviors, including sequential and concurrent execution, as well as in-
puts and effectful outputs. First, we explore sequential, intermittent computing and
model checkpoint, crash, restore, and re-execute operations as computation on crash
types. We draw inspiration from adjoint logic and define crash types by introducing
two adjoint modality operators to model operations on nonvolatile and volatile mem-
ories. We define a crash type system for a core calculus. To prove the correctness of
intermittent systems, we define a novel logical relation for crash types. Throughout
this thesis, we extend crash types to consider more realistic program and system be-
haviors, such as more flexible checkpointing policies, common logging styles, I/O
and branching.

Lastly, we provide the first provably-correct system for concurrent, intermittent
program execution, which is needed for supporting hardware-triggered interrupts
and accesses to shared memory which are common to many embedded systems ap-
plications. We present a co-designed runtime system and type system that together
support the provably correct intermittent execution of concurrent programs running
on shared memory. This system promotes a more flexible programming model and
supports a broader spectrum of task re-execution behaviors than is considered by
prior work. We provide the first formal definition and proofs of correctness for con-
current, intermittent execution.
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Chapter 1

Introduction

Intermittent computing is an emerging paradigm that brings the promise of complex and so-
phisticated computation to remote and inaccessible environments. The applications are diverse,
spanning from tiny medical implants [36, 99]], to smart wildlife monitors [87], to smart traf-
fic light networks in cities [6], to nano-satellites in space [88, [130]]. In each of these settings,
manual device maintenance to replace a battery or fix a firmware bug is infeasible; for exam-
ple, regularly replacing the battery of a medical implant is invasive and financially expensive for
patients. In more remote applications, invading the territory of orca pods to replace batteries in
wildlife sensors is hazardous to both the maintainer as well as to the surrounding ecosystem. In
smart civil infrastructure, tracking down and replacing batteries in all 13,000+ stoplights in New
York City is labor-intensive and would cause traffic jams. Furthermore, nano-satellites in space
could even be impossible to retrive once deployed.

Therefore, to reduce the cost of maintaining devices in such applications, the devices them-
selves are designed to be self-sufficient and durable, requiring little to no manual maintenance
over prolonged periods of time. Furthermore, to meet the high assurance requirements of each
of these domains, programs running on these devices must be guaranteed bug free prior to de-
ployment, therefore demanding formal static correctness guarantees.

To eliminate the need for regular battery replacement, intermittent computing relies on bat-
teryless, energy-harvesting devices (EHDs) [7, 35, 49| 158, 163, [78], 187, (110, 111} [131]. Instead
of relying on a battery, EHDs operate solely on energy harvested from the environment, e.g.,
through solar or kinetic sources, which is stored in a re-chargeable energy buffer. When the
buffer has energy, the device powers on and begins executing a program, consuming the available
energy until it is depleted. When the buffer is empty, the device powers off until more energy is
retrieved, at which point the device turns on and the program may attempt to re-execute. To make
progress despite these frequent and arbitrary power failures, these devices typically compute on
a combination of volatile and nonvolatile memory [31,156,123]. Whereas volatile memory (e.g.,
registers and stack) is lost on power failure, nonvolatile memoy (e.g. program code and data)
persists and can be used by the next re-execution.



1.1 Challenges of Correct Intermittent, Computing

Unfortunately, the very reliance on environmental energy which makes EHDs attractive also im-
pedes these applications’ goals for correctness. In particular, the problem stems from a reliance
on volatile and nonvolatile state; if left unprovisioned, the device will re-execute on an inconsis-
tent memory state and compute incorrect results. Re-execution of code on unprovisioned systems
could spell unintended or disastrous consequences for users of these applications, ranging from
a nano-satellite logging an incorrect distance computation, to notifying a forgetful patient to take
an extra dose of medicine even after they have already done so.

To enable correct behavior in these settings, an EHD requires intermittent system [106] sup-
port to save necessary copies of values in checkpointed locations, while also maintaining memory
consistency [77, [119] despite these partial clears. To reason about intermittent program execu-
tion, recent work [20, 137, 119, 120, [121]] provides formal frameworks that define correctness as
follows:

“Any intermittent execution of a correct program can be simulated by a continuously-powered
execution of it”. [119]

This criterion ensures that any sequential, intermittent execution of a “correct” program can
generate results that are equivalent to those expected from a continuously-powered execution,
regardless of the number of power failures endured. However, proving that a program is cor-
rect according to this criterion for sequential intermittent execution is challenging due to the
re-execution of code regions, which could cause effectful operations to repeat or computation
to rely on results from failed prior executions. Therefore, proving that a program is correct is
inherently tied to which variables it checkpoints as well as underlying runtime supports of the
system. Moreover, in order to provide guarantees that are useful to real programs, the reasoning
must take care to employ reasonable assumptions regarding program behavior as well as hard-
ware constraints. For example, it is expensive to manage a checkpoint for every single variable
in a program, leading researchers to investigate smarter checkpointing policies [77, [82] [119].
As another example, embedded systems applications are often concurrent in nature, relying on
interrupts to preempt a main application to process inputs from hardware peripherals.

However, proving concurrent intermittent programs will behave correctly in the presence
of shared memory only becomes more challenging, requiring supports for more sophisticated
re-execution behaviors than those considered by sequential intermittent systems. Furthermore,
concurrency demands new strategies for checkpointing, as the notion of shared memory breaks
checkpoint mechanisms designed for sequential intermittent systems. Prior work has provided
a few such systems that tend towards restricted programming models and limited program fea-
tures [109, [129]]. However, no one has developed formal correctness definitions of concurrent,
intermittent programs, leaving expected program behavior unknown and applications susceptible
to bugs.



1.2 Thesis Statement and Contributions

The overarching goal of this thesis is to uncover the logical foundations of intermittent comput-
ing and to build systems that support correct intermittent execution. If the behaviors underlying
intermittence can be explained by logic, we can provide richer supports and correctness guaran-
tees for these systems, laying groundwork for examining even more complex program behaviors.
If we provide well-defined correctness principles and clear correctness proofs, the resulting sys-
tems will be more easily extensible and more dependable. This thesis designs type systems and
runtime systems for supporting correct intermittent execution. The contributions and vision of
this thesis are summarized by the following statement:

Type-based abstractions rooted in adjoint logic provide a uniform way to statically reason
about the safety of intermittent computation that scales to more realistic scenarios.

1.2.1 Contributions and Outline

The contributions of this thesis aid in developing more general and expressive provably correct
intermittent systems with well-defined correctness properties. In this section, we explain the
progression of this dissertation and highlight contributions from each chapter.

In Chapter |2} we provide more background on sequential intermittent execution, guided by
running examples to illustrate key challenges and how correct intermittent systems are designed
to overcome them. To set the stage for the following chapters, we present a base syntax and key
operational semantics, as well as primers for key concepts that recur throughout the dissertation.

Chapter 3] presents our first key contribution: a logical interpretation of sequential, inter-
mittent computing. To provide a general abstraction for reasoning about failures, we present a
calculus defined according to the key operations of intermittent execution: crash, restore, and
re-execute. To capture the behavior of a power failure in the type of a computation, we introduce
crash types that are defined in terms of these operations according to the prevailing memory pat-
tern — some values persist across power failures while others do not. In particular, nonvolatile
memory state persists across power failures, while volatile memory does not; results from com-
pleted computations (or checkpointed values) should persist across power failures, while par-
tially computed results should not. We classify the former as stable and the latter as unstable,
and observe that the interactions between these components bear close resemblance to shifts T, |
in adjoint logic [18, [107]] for switching between different worlds. In particular, the checkpoint
and restore operations correspond to these shifts and are internalized in the definition of crash
types, depending on the underlying logging style of the intermittent system. For example, in a
redo-logging style, updates are made to a separate volatile copy of checkpointed locations that
is automatically lost on power failure. In this setting, volatile memory is considered unstable
whereas nonvolatile memory is stable, and a commit operation moves data from volatile mem-
ory (unstable) into nonvolatile memory (stable) while restore performs the inverse. We develop
an operational semantics and type system for this language, and a logical relation defined over
crash types for reasoning about correctness. We prove type soundness according to progress
and preservation, and correctness according the fundamental theorem of logical relation and ad-
equacy. The text in this chapter is based on published paper [40].

To bring crash types closer to reasoning about real intermittent systems, Chapter 4| examines



a more flexible checkpointing policy than is assumed by the core crash types calculus which re-
quires checkpointing fewer variables and is used by real intermittent systems [/7]. By extending
the type system and redefining policies, we are able to reuse the same crash types and logical
relation from Chapter [3|to establish similar correctness guarantees. This chapter is based on the
published paper [44]].

In Chapter[5] we examine crash types through the lens of a more popular logging style: undo-
logging. In undo-logging, updates are made directly to nonvolatile memory and will be reverted
by checkpointed copies on reboot. In this setting, the nonvolatile memory that have checkpointed
copies are considered unstable, whereas their copies are stable. To match the execution behavior
of resetting all unstable values across volatile and nonvolatile memory, we redefine the crash type
with an adjusted ordering of modalities. We define a crash types calculus for undo-logging, and
prove progress and preservation. Furthermore, we show that the key operations of intermittent
computing for undo-logging continue to have interpretations in adjoint logic.

In Chapter [6] we extend crash types with additional program features that are common to
embedded systems applications: sensor inputs, outputs, and more flexible branching behaviors.
The resulting system supports more expressive system behaviors than previous provably correct
intermittent systems, accepting more correct programs and allowing fewer variables to be check-
pointed. Furthermore, outputs are a novel extension for which there currently exist no provably
correct intermittent system supports. We define a crash types calculus that supports all of these
features, and prove progress and preservation.

Chapter [/| motivates the last main contribution of this thesis, which is a co-designed run-
time system and type system for concurrent, intermittent program execution, where programs
are specified as tasks that access shared data. To our knowledge, this system provides the first
provably correct supports for concurrent, intermittent computing. We build upon the notions of
stable and unstable data for undo-logging and information flow type systems to support nestings
of more complex re-execution behaviors that do not arise in the sequential setting. Furthermore,
we define and prove the correctness of the resulting system. The resulting system is capable of
supporting more flexible program behaviors and memory access patterns than do the few existing
concurrent, intermittent systems, whose correctness is not guaranteed.

Chapter [§] presentes related work, Chapter [9] presents directions for future work, lastly and
Chapter [I0| concludes the document with a final discussion of key contributions and insights of
this thesis.

The contributions of this thesis are partially based on the published papers [40, i44]].



Chapter 2

Background

This thesis aims to provide language and runtime system supports for correct intermittent com-
puting on EHDs. Such supports ensure that every intermittent execution of a program will com-
pute the same results that would otherwise be computed on continuous power. Supporting correct
intermittent execution is especially challenging due to a combination of non-deterministic power
failures and memory accesses across volatile and nonvolatile memory, which if handled naively,
could leave programs susceptible to memory consistency bugs.

This chapter details these challenges and presents runtime mechanisms commonly used by
intermittent systems to uphold correct program behavior. We first present a basic syntax of a
simple imperative language used for programming embedded devices with re-executable code
regions annotated. Then, we define an operational semantics for this language and present an
example program. This operational semantics will serve as a building block for future chapters,
whose systems formalize intermittent execution in these terms. We conclude with a primer on
adjoint logic, whose concepts recur throughout the contributions of this thesis.

2.1 Intermittent Execution Models

To allow long-running programs to make progress and compute correct results despite frequent
and arbitrary power failures, the on-board intermittent system must save a snapshot of execution
state, such as by creating a checkpoint to be restored upon reboot. When, where, and how such
checkpoints are updated is determined by the intermittent execution model under which programs
execute. There are two prevailing execution models. Under a just-in-time (JIT) execution model,
a program would resume execution from the line of failure, requiring all of volatile state to be
saved just before power failure [13, 14} 165, 127]. Alternatively, under an atomic region model,
a program would re-execute from the beginning, relying on programmer-defined atomic regions
to checkpoint nonvolatile state and the region command prior to its execution [77, 82, [109] [125]]
to remember from where to re-execute and with what state.

These execution models have their benefits and tradeoffs, leading programmers to sometimes
favor one over the other depending on application demands and available hardware. For exam-
ple, JIT regions are advantageous in being easy and eflicient to implement, requiring relatively
low checkpoint management and relying on the hardware to handle power failure and reboot be-
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havior, instead of requiring special programmer instrumentation like atomic regions. Though, to
execute properly, the JIT execution model requires special hardware, e.g., a voltage comparator,
in order to issue the necessary low power signal and checkpoint state before power fails. Even
though most EHDs are equipped with these hardware features, a programmer may additionally
favor atomic regions over JIT checkpointing to run code that should not be interrupted by power
failure, e.g., timing-sensitive reactive tasks [59, (71} 120] and peripheral interactions [19, 159, 80]],
but at the expense of requiring programmer instrumentation to decide where to place atomic re-
gions and which variables to checkpoint. To allow applications to benefit from both models of
execution, state-of-the-art intermittent systems often rely on a hybrid “JIT + atomics” model,
defaulting to JIT checkpointing outside of atomic regions. This is the model assumed throughout
this thesis.

2.2 Syntax

We summarize a basic initial syntax for sequential, intermittent program execution in Fig.
values v o= n|tt|ff|lx
expressions e = v]ieOe|Qe
commands c = skip|letx=einc|ifethenc,elsec, | x:=e|c;ca
programs p = skip | startyom(alD, aPol); c; endaom | ¢; p
nonvolatile memory N = -|¢{—=vyN
volatile memory \ = | l—>wvV
memory location mapping vy = x4y
execution mode Md = alD|jit

Figure 2.1: A basic syntax for intermittent programs and execution

Values and expressions include integers, booleans, variables, and binary (©®) and unary (@) op-
erations. Commands include skip instructions, mutable let bindings, conditionals, assignments,
and sequences of commands. A program consists of sequenced JIT blocks c¢; p and programmer-
defined atomic regions, denoted starty,m(alD, aPol); c; enda,em With a unique region identifier
alD, an enclosed command ¢, and a variable policy aPol indicating which variables to check-
point and how other variables should be accessed within the region (to be detailed later). This
policy can be obtained by direct programmer annotation or automatic inference using established
techniques [[121]. The execution mode Md of the currently-running command indicates whether it
is an atomic (alD) or JIT (jit) region, which will determine how checkpointing is handled during
execution. Nonvolatile and volatile memories are denoted as N and V, respectively, which map
memory locations to values. The mapping y associates program variables with their memory
locations, which will be needed to separate high-level reasoning about a program’s source code
from its execution.

For example, consider the simple intermittent program in Fig. 2.2] The program has four
variables that a programmer declares as being stored in nonvolatile memory: x, y, and z of type
int and u of type bool. It consists of two code blocks: a regular code block executed in JIT
mode and an atomic region. For now, the atomic region policy is left blank ().
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let w=not u in start_atom(aID, _)(

if w then yi=y+z;
X:=X+Y; let w= x-y in
w:=ff if w>0 then
else u:=tt
skip; else
skip; u:=£ff£f);
end_atom

Figure 2.2: An example program with a JIT block (left) and an atomic region (right)

2.3 Sequential, Intermittent Execution by Example

To ensure correct behavior despite frequent and nondeterministic power failure, an intermittent
runtime system must checkpoint portions of volatile and nonvolatile state. To illustrate why,
this section examines the execution of the simple program in Fig. Since each region has a
different (re-)execution behavior, we discuss them separately.

2.3.1 JIT Region Execution

A program executing with JIT checkpointing resumes execution from the point where power
failed. To enable correct resumption, the intermittent system must save all of volatile state and the
continuation command right before power fails, which would otherwise be wiped.
Formally, the intermittent execution of JIT re-

gions relies on a nonvolatile checkpoint con- cmd. ;N Y Vv,

'text denoted 'for now gs K= (V;, c‘k), contain- L etote .

ing checkpointed copies of volatile memory let w = not u in IE

and a continuation command to be restored on b <

reboot. - tt]
We provide a selection of operational se- reboot (2]0]1]] i

mantic rules for intermittently executing JIT if wthen x:=x+y [2]0]1]ff]

regions in Fig. To model relevant as- w=ff [ 1]

pects of the execution state, each rule steps skip

configurations of the form v | Md | K | N | final state [2[0]1]f]

V| ¢, containing a variable-location mapping, correct result

the current execution mode, a checkpoint con-

text, nonvolatile and volatile memories, and Figure 2.4: Example JIT region execution.
the next command to execute. The command

evaluation rules are defined with a small-step operational semantics (=) that step configurations
to configurations. The expression evaluation rules use a big-step operational semantics where
the judgment y, N,V + e || v states that an expression e evaluates to a value in one big step, with
respect to the current memories N and V and the variable-location mapping y which will be used
to look up values from locations of variables when they are read in a program. For example, to
read a variable x whose location is in volatile memory, the rule D-V-Reap applies to first deter-
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Command evaluation rules.

K =(V,c)
yljitl-IN|V]c=vyljit| K| N|-|reboot

(D-Ji-Low-PWR)

K=(\,c¢)
v|Md|K|N|-|reboot = y|Md|-|N|V]c

(D-rEBOOT)

{ fresh v,N,Vielv
y|Md|K|N|V|letx=einc =2y, x> |MA|K|N|V,{, —v]|c

(D-LET)

v.N,Vielv £, € dom(V)
yIMA|K|N|V]|x:=e=>y|Md|K|N|V[{, — v]]|skip

(D-AssiGN-V)

v,N,Vielv £, € dom(N)
y|IMd|K|N|V]|x:=e=y|Md|K|N[{, — v]|V]skip

(D-AssigN-N)

Expression evaluation rules.

x)={, V() =v x)={, N, =v
S Sl (D-V-REeAD) ) ) (D-N-REaD)
v,N,VEx v v,N,VEx v

Y.-N,Vier v Y. N,Vier v v=[vion]

(D-BINARY)
Y>N,Vie 0er v

Y. N,VFkel| vy v = [@v]
v, N,V el v

(D-UnARY)

Figure 2.3: Selected operational semantic rules for JIT regions, commands and expressions

mine the location of x according to vy, which is £,, which it then look up the corresponding value
in volatile memory: V(£,) = v. The rule for reading values in nonvolatile memory (D-N-REgap)
is similar. The rules for evaluating binary and unary expressions D-BiNnary and D-UNary are
standard.

We highlight key execution steps of the example JIT region in Fig.[2.4/explained together with
the operational semantic rules for commands from Fig. Each row in Fig. indicates how
the state changes as a result of running the command on the left, with key changes bolded. Let
us associate each variable with a memory location y = (x = £,y <= €,z — {,,u — {,) where
v will uphold the invariant range(y) = dom(N) U dom(V) throughout the program’s execution,
and suppose the initial memory state is £, < 2,{, — 0,{, — 1,{, < ff.

The first command to run is a let construct, which binds the results of not u to a new volatile
location ¢,, corresponding to the program variable w. To evaluate a let construct, the D-LET rule
applies to first evaluate the bound expression (e.g., notu) to a value (e.g., tt), and then stores the
result in a new volatile location (e.g., {,,). Execution continues with the resulting configuration.
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Suppose that the hardware issues a low power signal immediately after, indicating that power
failure is iminent. On this signal, an intermittent system saves all necessary state to resume
execution from the point where power had failed, as modeled by the rule D-Jit-Low-pwRr. The
runtime command reboot indicates that the system will soon encounter a power failure, signaling
the system to stash the current volatile memory (e.g., £,, < tt) and continuation command (e.g.,
if wthen...) to the checkpoint context.

When the energy buffer replenishes, the device reboots and prepares the state for re-execution
by the rule D-reBoOOT, restoring the volatile state V; and the continuation command c; from the
checkpoint context. Execution resumes with the conditional, first evaluating w to tt, and then
running the first branch x := x + y;w := ff, which writes 2 to ¢, (via D-AssionN-N) and ff to ¢,
(via D-AssignN-V). At the end of the region, the variable w falls out of scope, resulting in the final
state £, — 2,0, — 0,{, < 1,{, — ff. These results are correct, as they match those expected
of a single continuously-powered execution.

2.3.2 Atomic Region Execution

Alternatively, atomic regions are needed to execute code that should not be interrupted by power
failure, at the expense of a more complex system design with an increased surface for errors.
Without care, re-execution of atomic regions can violate memory consistency. Because updates
to nonvolatile memory survive power failure, some code patterns cause an intermittent execution
to compute different results than a single, continuously-powered execution.

cmd. N \ N Vo Ko (N p fckNﬂ ok V' Kiedo (£)

u fx v Z u X
2

’,
initial state (2]0/1]] 10| — 4 4 (20 1]ff] b 4
[0 ff] [0 ff]
”

start,.,,(alD, w) ... "
yi=y+z [2[1/1]] [2[1]1]1]

— — 210/1|ff| = -
reboot

5 2 ff 2[o[ 1] \Tﬁﬂ
yi=y+z 2][2[1[f] o 2 ¢ L1
letw =x—y [o] m EI EI
ifwithen... (212 1] 2011 ]nt 201 [1Ttt]

final state [2]2]1]#] 2[1]1][tt 2[1]1]t}—"_
incorrect result correct result correct result
(a) no checkpointing (® = @) (b) undo-logging (@ = {y, u}) (c) redo-logging (@ = {y, u})

Figure 2.5: Possible atomic region executions: an incorrect execution (a) and correct executions
using undo-logging (b) and redo-logging (c)

We illustrate a potential memory consistency bug for the example atomic region in Fig. [2.5]
(a). Suppose that the initial nonvolatile memory state is £, — 2,f, — 0,{, — 1,{, — ff
and no variables are checkpointed. The assignment writes the sum of y and z, which is 1, to
location £,. If power fails immediately after (and before the end of the atomic region), the
program will re-execute from the beginning with the state £, — 2,{, — 1,{, — 1,{, — ff.
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On re-execution, the assignment to y would read its own value from the failed prior execution,
storing 2 in £,. This causes 0 to be stored in £,, and the else branch of the conditional to execute,
which writes ff to £,. Execution ends in an incorrect final state, i.e., one that does not match
the expected final state of any continuously-powered execution of the same program, which is
ty = 2,0, = 1,{, — 1,{, — tt. The results are incorrect because they depend on unstable
values computed by prior failed executions.

To execute an atomic region correctly, the intermittent system must checkpoint a portion of
nonvolatile state prior to its execution. Checkpointing sufficient state will allow the intermit-
tent system to revert unstable values after each failed execution of an atomic region so that the
program can re-execute as expected. Which variables to checkpoint in a given atomic region is
denoted by a special variable set w in the atomic region policy. As EHDs are highly resource
constrained, the system should save state judiciously. Not only is checkpointing all of nonvolatile
memory expensive — it is unnecessary. For example, variables that are read-only (e.g., x, 7) in an
atomic region do not change value, and therefore need not be checkpointed [70, 81} [109]. When
to create and update checkpoints for these variables is decided by the underlying logging style of
the intermittent system, of which there are numerous [13} 14, 77,182, (119, [125].

Undo-logging

A popular logging style used among state-of-the-art intermittent systems [//, [121] is undo-
logging. With undo-logging, an atomic region saves a snapshot of nonvolatile memory, the
entirety of volatile memory, and the continuation command to a special checkpoint context for
undo-logging prior to its first execution, denoted K,,,4,. For hybrid programs consisting of both
JIT and atomic regions, K4, extends the checkpoint context for JIT regions with checkpointed
nonvolatile memory N to hold stable values that will be used to restore a portion of nonvolatile
state in the event of a power failure. For systems that use global volatile memory, V; is also
populated with checkpoints at the beginning of the atomic region execution.

Kundo = (Nka Vk, ck)

This context will remain until the program finishes executing, and will be used to revert
nonvolatile updates and recover volatile values on reboot from each failure. We show the key
rules for undo-logging in Fig. and explain them together with the atomic region execution in
Fig. (b).

According to the policy described above, suppose the programmer checkpoints only variables
y and u which are not read-only. To allow the atomic region to re-execute as expected, the
intermittent system stashes a copy of variables declared in w in Ni (e.g., £, and ¢,) and the
atomic region command in ¢, as performed by the rule D-A-starT-u. The locations in N that have
checkpointed counterparts in K4, are annotated with a tag un indicating that these locations hold
in-progress, or unstable, values.

As before, the atomic region command executes, this time storing the value 1 in a fresh lo-
cation £}". Power fails immediately after, wiping the volatile memory and the current command,
as modeled by the rule D-A-PwRr-FaIL-U.

When energy is restored, the device turns on and attempts to re-execute the atomic region.
This time, the values of nonvolatile locations (e.g., f‘y‘“ — 1 and " < ff) are rolled back to
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dom(N%) = w Kundo = (N, V, c; endatom)
N’ = NS, N° N, fresh Y =yU{x > ly | x € w)

un?

v Ljit]- I NS, NO | V| startaiom(alD, w); ¢; endatom = ¥ | aID | Kynao | N' | V | ¢; €ndatom

(D-A-START-U)

range(y,) = dom(V)

(D-A-PwWR-FAIL-U)
Yns Vv |alD | Kugo IN[V | c= Yn | alD | Kuudo | N | - | reboot

Kundo = (Nk’ Vk’ Ck) N = Nl’ N12m
y 1 Md | Kungo IN'| - | reboot = | Md | Kungo | N',Ng | Vi | e

(D-A-REBOOT-U)

Kundo = (Nk, Vi, ©) Yun = dom(Ny) U dom(Vy)
Y>Yun | aID | Kundo | N | V | endatom :7|]|t| . | N | V | Sklp

(D-A-END-U)

Figure 2.6: Selected operational semantic rules for atomic regions with undo-logging

their checkpointed counterparts (e.g., {, = 0 and ¢, — ff), thereby “undoing” the effects from
the failed partial execution, and the continuation command c is restored, as modeled by the
rule D-A-REBOOT-U. As ¢y was the atomic region command and the nonvolatile checkpoints were
created (and last updated) prior to its first execution, this operation has the effect of re-executing
the atomic region from the beginning on its initial nonvolatile memory state.

When the atomic region finishes executing, the rule D-A-Enp-u applies to finalize the state. As
the region will endure no more power failures, the rule resets the checkpoint context to empty,
and the execution mode to jit to prepare for executing the next region (if any). As expected,
the final state in the example is correct, as it matches that of a single, continuously-powered
execution of the atomic region.

Redo-logging

Another implementation of atomic regions is redo-logging, which makes use of a checkpoint
context K,.4, consisting of a volatile log £ that contains an unstable copy of checkpointed loca-
tions to be operated on throughout the region’s execution.

Kredo = (-E, Vkv Ck)

Since volatile state is wiped on power failure, updates made by failed executions would
be automatically forgotten, thus preventing partial updates by failed executions from affecting
future re-executions. The volatile log is (re-)created on every (re-)execution of the program
until the execution concludes successfully, at which point its results are committed back to the
corresponding locations in nonvolatile memory.

We show key rules for redo-logging in Fig. Using these rules, we sketch the key steps
involved in executing the example atomic region with redo-logging in Fig. (c). Suppose
the programmer checkpoints the same variables as before, y and u. When an atomic region
starts executing, a redo-logging system would initialize the checkpoint context with a volatile
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log and the atomic region command cy; €Ndatom, as in the rule D-A-sTaRT-R. To remember which
locations are checkpointed, which will be needed to recreate the log on each re-execution and
commit results back to nonvolatile memory after the final execution, the rule additionally tags
checkpointed nonvolatile locations with an annotation ck. Then, the atomic region begins to
execute, writing O to the volatile log {’;k. Power fails immediately after, and volatile memory,
volatile log, and the current command are all wiped, as modeled by the rule D-A-PwR-FAIL-R,
allowing the updates made by this failed execution to be forgotten by the next.

When power is restored, as in the rule D-REBOOT-R, the runtime system reboots and recreates
the volatile logs by copying values from the checkpointed locations tagged ck into the same
log locations. When the program finishes executing successfully, values computed in £ (e.g.,
[;k < 1 and [;k — tt) are committed to their respective nonvolatile locations (e.g., £, and ¢,,),
as in D-A-EnD-r. As before, the results of the example execution are correct.

N=N',N> dom(N)=w
N = NG N* Kiego = (€, = N'(€2) | x € dom(N'), £, fresh}; V; ¢; @ndatom)
Y =yUfx € | xew)

— - - (D-A-START-R)
y ljit]- N | V| startaom(alD, w); c; endatom = ¥' | aID | Krego | N* | V | ¢; €Ndatom

Kredo = (L’ Vk’ C) K;edo = ('9 Vka C)

y1alD | Kyego IN|V|c=vy|alD|K,, |N]|-|reboot

redo

(D-A-PWR-FAIL-R)
N=NNZ Kedo =G Vo) Koy = (N* Vi, 0)
v]alD| K |IN|-|reboot = ylalD|K , [N|Vi]|c

redo

(D-REBOOT-R)

Kredo = (£L,V,c)  dom(L) = range(y*)
¥, 7?1 aID | Kpego | N', N2 | V | €ndatom = ¥' |jit| - | N', £ V| skip

(D-A-END-R)

Figure 2.7: Selected operational semantic rules for atomic regions with redo-logging

In general, supporting hybrid programs with JIT and atomic regions requires a checkpoint
context that includes the command ¢, in addition to both V; and either N; or £ depending on
which logging style for atomic regions is assumed. All of these components are present in some
form in provably correct runtime systems for intermittent computing, whether explicit [119] or
implicit to other parts of the formulation [40, 44].

Conceptually, the operational semantics for programs running on continuous power is similar
to those running intermittently, except that they will never encounter power failure. Therefore,
in a continuously-powered execution, atomic regions do not checkpoint any variables, instead
simply running the enclosed command, and JIT regions will never encounter a low power signal
where checkpointing is otherwise triggered.

2.4 A Crash Course in Adjoint Logic
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In this section, we review the key concepts behind adjoint logic that motivate the contributions
of this thesis.

Adjoint logic [18},164},95, 1100, 101} [107] provides a general framework for combining logics
and languages based on simple principles. In adjoint logic, every proposition has an assigned
mode of truth that represents a single base logic. These modes are arranged according to a pre-
order, and are combined uniformly into one instance of adjoint logic. For example, in LNL [1§]]
linear and nonlinear propositions correspond to different modes L and N. For general modes m
and k that form a preorder k > m, the key principle of adjoint logic states that a proof of A,, can
only depend on a hypothesis B, [101]. This property is called the independence principle. In
LNL, since nonlinear propositions admit weakening and contraction while linear propositions do
not, these modes form a preorder N > L. Hence, a nonlinear sequent should not rely on linear
assumptions. This property is enforced by the independence principle.

Shifts and adjoint logic sequent calculus rules. To illustrate the sequent calculus rules of
adjoint logic, we inspect a simpler example, truth and validity, whose relationship can also be
modeled in these terms. To first build some intuition, we begin with a simple motivating example:
I wish to prove that every time one of my hair ties goes missing, the culprit is always my cat Zena.
I suspect this because last week, she indeed stole one from me. Though, just because Zena ran
off with one of my hair ties previously, it is not the case that she is always the culprit.

In general, truth in one instance does not imply truth in all instances, or validity, though
they can be used in proofs of each other under the right conditions. The relationship between
truth and validity embodies the independence principle of adjoint logic. In the instance of truth
and validity, a proof of validity may only depend on valid assumptions whereas a proof of truth
can depend on combinations of true and valid assumptions. For example, in the case of the
perpetually disappearing hair tie, the independence principle for adjoint logic finds Zena the cat
not guilty: a proof that Zena the cat is always the culprit (validity) cannot rely solely on knowing
that she was once the culprit (truth).

To embed propositions of truth into proofs of validity, and vice versa, adjoint logic defines
shifts |} (downshift) and 7}% (upshift), where the former demotes a proposition of validity
to truth, and the latter promotes a proposition of truth to validity. The adjoint modalities allow
going back and forth between valid and true judgments.

We show a selection of sequent calculus rules for adjoint logic below, of which the first four
show the back-and-forth behavior of these shifts. Like [95]], we introduce two kinds of contexts
for hypotheses: one for truth (denoted I') and one for validity (denoted A). We introduce two
judgment categories. The first category is for deriving validity and corresponds to judgments of
the form A + A, 4, meaning that a proof of A, ;s can rely only on valid assumptions. The second
category is for deriving truth and corresponds to judgments of the form A;I" + A,,,., meaning that
a proof of A, can rely on both true and valid assumptions.

A; -k Atrue TR A; F, Atrue F Btrue TL
A+ Trﬁ,ﬁdAtrue A9 T;}fulédAtrue; I'+ Btrue
Ar Avalid ~LR A, Avalid; I'+ Btrue ~LL

A; I'+ lvalidAvalid A, F, ivalidAvalid F Btrue

true true
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The sequent calculus rules for upshift and downshift formalize the intuitions above regarding
how truth and validity should interact in a proof, and are read bottom-up. In particular, to prove
that A is valid, the rule TR says it suffices to prove A is true under a true judgment with an empty
truth context. In | R, the rule says that to establish a proposition A is true, it suffices to prove that
A is valid under a strictly valid context. The left rules allow moving assumptions between the
truth and validity contexts I" and A: the rule |L moves an assumption from I" to A by use of the
modality ' and vice versa for TL by way of 1'%

true ° true *

Additional sequent calculus rules. We also take the opportunity to introduce a particular
selection of sequent calculus rules that will arise in discussions of key derived rules in this section
and in later chapters.

A; I'+ Btrue A’ I'+ Btrue A’Avalid’Avalid; I't+ Btrue
WL, WL, 1
A; F, Atrue - Btrue AaAvalid; I't+ Btrue AaAvalid; I'+ Btrue
A; I'r- Atrue A; Fa Atrue F Btrue A; '+ Atrue
cuty \/R1 — idl
A; I'r Btrue A; 'k (A \4 B)lrue Avalid F Avalid

Assuming that both contexts are structural, we have weakening and contraction rules that
allow for discarding and duplicating assumptions. Weakening and contraction will be important
for our reasoning about intermittent computation later on, which is nonlinear: variables may
be used any number of times in a computation. The rules for left weakening, WL, and WL,,
respectively allow us to dispose of an assumption from the true and valid contexts that is not
needed to prove By,,.. The rule CL; for left contraction allows us to copy valid assumptions.

Lastly, we include additional sequent calculus rules: cut, for introducing an intermediate
formula A, in a proof of By.., VR, for proving (A V B);,. given a proof of A,,., and id; for
assuming A, 4 to prove itself.

Towards independence for intermittent computing. Truth and validity are specific examples
of modes of truth, of which all propositions in adjoint logic have inherent. For truth and validity,
the independence principle enforces that proofs of validity cannot rely on true assumptions.

In the following chapters, we will see other examples of adjoint logic, where stable and
unstable computation in intermittent computing resemble validity and truth. Moreover, the key
correctness criterion of intermittent computing bears close resemblance to the independence prin-
ciple of adjoint logic [18, 101} 107]:

“Stable computation can rely only on stable data, while unstable computation can rely on both
stable and unstable data.”

Chapters develop a type system based on sequent calculus rules for adjoint logic for
shifting between modes stable (s) and unstable (u#), where s > u. Like the example, we make use
of two categories of judgments corresponding to these modes. In our setting, true is interpreted
as unstable (u), valid is interpreted as stable (), and the truth and validity contexts are interpreted
as unstable (X) and stable store typing contexts (£2). Below, we show typing rule skeletons that
are derived from the adjoint logic sequent calculus rules for truth and validity. The explanations

14



for rules TR, |R, TL, and | L are similar to before. Combining a cut, rule with |R and id,, we
introduce a derived rule TL* that allows us to copy an assumption from the stable context into
the unstable context. This rule will be used to model the checkpoint and restore operations for
redo-logging atomic regions, which copy stable values to unstable volatile logs.

. i : : A s Q, ALY, PTAYE ot
Q-+ 7T 'R QY AYr 7T L T U T L
Qr_: T Q, _TAGEE T Q,_TAGZE T

. s Q, _TAY X o T

Ql_i.TS S‘LR TMS Ry u TM‘LL

QX+ _: T Q2 _TAF T
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Chapter 3

Modal Crash Types for Intermittent
Computing

This chapter introduces the crash types calculus that uses adjoint logic to reason about intermit-
tent computing in terms of its key operations: power off, restore, and commit. As we observed in
Chapter 2 the correctness principle for intermittent computing can be represented by the inde-
pendence principle for adjoint logic: stable computation must not rely on unstable values. This
observation is most clearly explained with redo-logging. As sketched in the previous chapter,
in redo-logging, locations in nonvolatile memory (e.g., £,, f;k, {,, and 5;"‘) are all stable, mean-
ing that their values are safe to impact future re-executions of the program. On the other hand,
volatile logs (e.g., ¢y, ¢,) which are updated intermittently and disappear on power failure are
unstable, as their values should not influence future re-executions of a program. In order to en-
sure the correct intermittent execution of a program, unstable values should not be written to
stable locations until the program successfully finishes executing. This pattern is enforced by
redo-logging, where volatile memory contains all unstable values for a given atomic region exe-
cution, which are automatically erased when a device shuts off due to power failure, and whose
logs are restored with copies of stable values when the device reboots. Otherwise, if stable loca-
tions could depend on unstable results, an unstable value could persist across power failures and
affect later re-executions of the program, causing it to compute incorrect results, thus violating
the independence principle.

We begin by presenting a calculus for atomic regions, whose re-execution causes the most
interesting behavior with respect to execution and correctness of computation. Section [3.1] for-
mally motivates the key ideas behind the core crash type system. Sections and formally
define our operational semantics and type system. Section defines key correctness theorems
and a novel logical relation to help us prove that correctness is upheld by all programs in the
defined language. Section [3.5]defines our calculus for JIT regions, which uphold similar correct-
ness guarantees by means of the same logical relation. Lastly, Section [3.6] presents key theorems
of our calculus, including progress, preservation, the fundamental theorem of logical relation,
and adequacy to establish correctness, and sketches the proofs of the latter two. Throughout the
chapter, we refer to the program executions from the previous chapter as an example.
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3.1 Key Ideas of Crash Types

This section presents the intuition behind crash types, beginning with stable and unstable mem-
ory types (Section [3.1.1), then how to construct crash types for an intermittent computation
(Section 3.1.2)), and lastly how to build typing rules from these types based on the independence
principle of adjoint logic (Section [3.1.3).

3.1.1 Modal Store Types

An unstable value is an intermediate result of a partial execution towards a stable value. Unstable
values are lost upon power failure, like the update to the volatile copy of y on the first failed
execution. On the other hand, stable values persist, like those stored in nonvolatile memory (e.g.,
Ly, 5;", {,, and €*). Unstable values that are committed to nonvolatile memory become stable
and thus persist, like the values of ¢, and ¢, committed from their volatile locations to their
checkpointed locations in nonvolatile memory at the end of the atomic region. To reflect the
behavior of a memory location in its type, we encode the adjoint modalities 1 and |} into our
types, such that T; 7" types a location storing a stable value of type 7 and | 7* types a location that
stores an unstable value of type 7. These types are further annotated with a qualifier describing
the access mode of a variable’s location, read-only RD and checkpointed CK. Including this
information at the type level will help the type system check for appropriate memory accesses.

For example, the read-only variables x and z are stored in nonvolatile memory, so they have
types x :T% int@RD and z :7% iNt@RD. The checkpointed variables y and u have type y& :1%
int@CK and u* :7% int@CK in nonvolatile memory, while y’s volatile copy has type y :l31%
int@CK. The variable w in volatile memory also has unstable type w :|;T; int@CK. We sketch
the correct program execution from the previous chapter in Fig.[3.1|with this typing information,
where aPol indicates that variables y and u are checkpointed, the typing contexts €2 and X type
nonvolatile (N) and volatile (V) memory, respectively, and we write i for int and b for bool. In
the figure and following formulation, the volatile log £ from the previous chapter is lumped into
volatile memory.

row cmd. N \%
A,
© mwatsae [2]0]11#] 4 e 1 Comi Qy={x:1i@CK,y:1 i@CK,z:1 i@CK,u :1 b@CK}
(1) start,,.,(aID, aPol) f Cunit Q, o= {x:1i@RD,y*:1 i@CK,z:1 i@RD, u* :1 b@CK}
@ y=y+z [1] T,=1{y:l 1i@CK u:| 1 b@CK)
(3) pwoff nat ~ 1t Cypir
(4) ﬂ - T Cmir
() restore [o Cmir To6=1{y:l 1i@CK,u:l T b@CK)
(6) Dy:=y+z II 4,
7 letw=x—-y [2]0]1]#] m Ts=1{y:l 1i@CKu:l 1 b@CK,w:| 1 i@CK)
(8) ifwthen... |2‘0‘1‘ﬁ| |1‘tt‘1|
(9)

finatstate  [2[1[1][w] - 1 Unit Qo= {x:1i@CK,y:1 i@CK,z:1 i@CK, u:T b@CK)

correct result

Figure 3.1: Atomic region redo-log execution with crash type annotations.
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3.1.2 Crash Types

To capture the effects of intermittent execution in the type of expressions and commands, we
introduce crash types, as the notion of stable and unstable values alone is insufficient. One might
expect the expression x — y to have the type | T int as it is a (partial) execution () towards
computing a stable (7;) integer value. However, this type does not account for steps due to
power failure: the crash itself, waiting for the device to charge, restoration, and re-execution. To
reflect these runtime system steps at the type level, we assign the expression a type in the form
of a disjunction | ? |V | T7int, where | ?|is a type for computations that handle power failures.
This type means that the expression either fails its execution, or succeeds and evaluates to int.
Next, we fill in | 7| for commands and expressions. is a recursive type because it handles
re-execution.

Commands. The crash type for commands is Cynir = |,(mat ~» T) Cuit) V ;Tiunit. The
definition of the crash type represents each possible outcome of an intermittent execution: suc-
cess or failure. The right disjunct states that if executing the command succeeds with no power
failure, then it computes a stable value of type unit. This case also represents the last exeuction
of an intermittent computation, at which point the computation succeeds and returns a stable
value: after unstable state is lost due to failure ({;), stable state is restored (7;) and the command
successfuly completes (unit).

Alternatively, the left disjunct states that on power failure, the computation continues as a
function: on power failure the unstable state is lost ({;), at which point the system must receive
a (logical) energy input from the environment (nat) to charge the energy buffer before unstable
state is restored and becomes a computation that yields a stable value (7! Cyni+). This computation
will execute after the restore, which differs for atomic and JIT modes. In an atomic region, the
system re-executes the region from the beginning, and in a JIT region, the system continues with
the same command that was interrupted by the failure.

Expressions. The definition of the crash type for expressions depends on the execution mode,
which dictates whether a program would resume execution from the failed expression or re-
execute from the beginning as a command. In an atomic region, the system restores an interrupted
run of the expression to the original command enclosed in the region, so the type of an atomic
mode expression is Ci“’m = ll(mat ~ 15 Cuir) V IITSA, where the left disjunct is the same as
that of a command. On the other hand, an interrupted run of an expression in JIT mode will be
restored to the expression itself. Hence, the type of a JIT mode expression is C'/': = |i(nat ~~
flCit )V [T, A, where the left disjunct states that after power failure and reception of the energy
input, the computation again yields a stable value of a JIT mode expression type.
To type a program, we develop a type system for crash types. In the next section, we show
the structure of these typing rules and explain their relation to adjoint logic.

3.1.3 Typing Intermittent Execution Based on Adjoint Logic

We explain each operation’s interpretation in adjoint logic according to the rule skeletons from
Chapter 2l We explain the switching between stable and unstable modes using the execution
steps in Fig. in terms of the key operations of intermittent computing: restore, power off,
and commit.
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Start and Restore (TR and TL*). A combination of the rules TR and TL* corresponds to creating
a volatile log from checkpointed nonvolatile locations when starting an atomic region, as in the
step from row (0) to row (1) to create volatile locations for y and u. The row (0) type T; Cunit
and typing context Q corresponds to the conclusion of a TR rule: Q + _: T) Cyni+. An application
of TR from bottom to top drops the T; modality from the type of the program and starts an
empty typing context for the volatile memory region: Q;- F _ : Cynir. Next, one application
of TL* copies the variable y of type T;int to the volatile memory typing context X with the
type |;T,int. The same combination corresponds to creating a volatile log from a nonvolatile
location when restarting the atomic region: the step from row (5) to row (6), where the variable
y is copied to the volatile memory.

Power Off (| R). The |R rule corresponds to a power failure, which erases the volatile memory
typing context X. From row (2) to row (3) in Fig. [3.1] the system loses the volatile locations
of y and u and closes off the volatile context. Row (2) corresponds to the conclusion of the
rule, and row (3) corresponds to its premise. The type of the command in row (2) changes from
Cunit to |,(mat ~ T;Cuni¢) (by a logical V-R rule as a crash is detected), and then to the type
(nat ~» 7T Cunit) in rTow (3).

Commit (|L, |R, WL,). Finally, a |L rule combined with weakening WL, and a |R rule cor-
responds to the final commit of the volatile context: stepping from row (8) to row (9). There,
the nonvolatile context drops the location of y with type 7T;int by an application of WL, since y
in the nonvolatile context maps to a location with an outdated value. Next, the up-to-date value
stored in the volatile location of y is committed to the nonvolatile location of y and thus y in
the X context is committed to the ) context by a |L rule. Then, a |R rule drops the remaining
volatile context, which contains w of type | T;int. The type of the command in row (9) becomes
T*unit, signifying that the system detects a successful execution.

3.2 Syntax and Operational Semantics for Atomic Regions

In this section, we introduce the syntax and operational semantics of our base calculus for inter-
mittent computing, focusing on atomic region execution.

Syntax. The syntactic constructs in our language are summarized in Fig.[3.2] Values, expres-
sions, and commands are standard from the previous chapter. A program, for now, is a sequence
of atomic regions. Since the assumed checkpointing policy checkpoints all variables that are not
read-only, the atomic region policies aPol consist of sets of read-only and checkpointed variables,
p and w.

The variable-location mapping vy is defined as before, and nonvolatile memory (N) and volatile
memory (V) map locations ¢ to values v that are each annotated with an access qualifier (RD or
CK). These access qualifiers are set at the beginning of an atomic region depending on whether
the correponding variable is declared in p or w. Nonvolatile memory locations that have a volatile
log are tagged as €., while their volatile counterpart is identified as €.

The runtime command cy;y ¢, is used for evaluating ¢ under the execution context W which
will assist with enforcing proper variable scoping. The execution context W (written concretely
as y | V) consists of the volatile memory state of in-scope variables for the command ¢; and a
mapping from these variables to their memory locations ().
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Commands and expressions

values v = n|tt|ff|x

exprs e = vi|ieOe|oe

cmds c = skip|letx=einc|ifethencelsec|x:=¢el|c;c|cwc
atom. reg. pols. aPol ::= (p,w)

progs p ::= sKip | startaom(alD, aPol); c; endatom; p

Access qualifiers and memories

access qualifier q = CK|RD

nonvolatile mem N = - |@g—>v,N|ly @CK— v,N
volatile mem Vv = | L@CK —> v,V

var loc map Yy = |ly,x— ¢

Instructions, statements, and configurations

continuations K = cle

statements K = «l|ilp

crash instrs I = le#in(b>0,Tx) | e#in(b>0,Tk) |T «
energy level g n= -|n

charge stream  y = niy

open config Co = (yIMd|gIN[V]s)|(y|Md|g|N]|s)
closed config C. = > elec,

exec. mode M == alD(c)

Figure 3.2: Summary of syntax

To model energy harvesting from the environment, we assume a unique external energy chan-
nel, g, from which the system receives energy. Three crash instructions control the system in the
event of a power failure. For these, we use shifts | to denote power failure and T to denote
re-execution. The instruction |e # in(b > 0, T«k) models the system that faces a power failure,
where « is the interrupted command or expression, and b > 0 is a guard to ensure that the bound
incoming energy variable b is positive. The instruction £ # in(b > 0, Tk) models the system
awaiting an energy input to be bound to b. The instruction T« models the system ready to restore
memory and re-execute.

We write C, to denote an open system configuration, consisting of the mapping v, the mode
of execution Md (for now, just alD for atomic regions), energy available for this execution g,
memories, and the statement s to be executed. In the mode alD(c), the inclusion of ¢ indicates
from where an atomic region will re-execute. The energy level (-) models the state right after
power failure. We assume that there are no global volatile memory locations, and hence V is
neglected from some configurations (e.g., top-level program execution and power failure steps).
We close an open configuration with [y > ]; we connect it via an external energy channel € to an
infinite charging stream y of natural numbers, which models available energy the configuration
harvests from the environment at each power failure for re-execution.
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n>0 n>0

— (V-skip) (V-Nar)
Val(y |Md | n | N |V | skip) Val(y |1Md |n [N |V ]| n)
n>0 n>0
(V-BooL-1) (V-BooL-F)
Val(y |1Md |n [N |V ] t1) Val(y |[Md | n | N |V | ff)
(V-CcrASH) - (V-1
Val(ly |1MA |0 | N| V| k) Val([y > e]l®@y | Md |- | N| V| le#in(d > 0, T«))
n>0
, (V-#1in) (V-1
Val([y > e]l®y | Md |- | N| e #in(b > 0, T«)) Val([y > e]l®y | Md|n| N| T«)
n>0 n>0
— (V-P-DONE) — (V-c-DONE)
Val([y > €] ® y | n | N | skip) Val([y > €]l ®y | n|N| V| skip)

Figure 3.3: Value configurations

3.2.1 Operational Semantics

In this section, we present the operational semantic rules for our base calculus with atomic re-
gions. The top-level operational semantic rule for evaluating a sequence of atomic regions is of
the form C. =, C.; the operational semantic rules for stepping commands and handling power
failures inside an atomic region are of the form C. = C/, and rules for evaluating commands and
expressions under an open configuration where no power failure occurs are of the form C, — C,.
We first define several auxiliary definitions before explaining each set of the operational semantic
rules.

Value Configurations. We call a configuration that cannot take a step a value configuration
(value for short), summarized in Fig. An open configuration is a value if the statement s
under evaluation is a constant or skip (the first four rules), the configuration of s has depleted
all energy for this execution (rule V-crasH), or s is a crash instruction (rules V-|,V-# in, and
V-7T). The latter two cases are values because they cannot take a step without interacting with the
environment or perform operations on the volatile and novolatile memory specific to handling
power failures. A closed configuration is a value only if the statement s is skip with some energy
left (n > 0) (rule V-p-poNE for programs and rule V-c-poNe for commands).

Top-Level Atomic Region Execution (Closed Config). The D-P-Ckpr rule in Fig. executes
the next atomic region in a program according to its policies InitWorld, and FinWorld,. The
nonvolatile locations Ny and checkpointed context V are initialized using the InitWorld, func-
tion, which takes as inputs: the current N, declared read-only, must-first-write, and checkpointed
variables p and w, and their mapping to locations y. The InitWorld, function (a) changes the
qualifier of locations in N that are declared as read-only in p from CK to RD, (b) checks that the
rest of the locations in N are declared as checkpointed in w and maintains the qualifier CK for
these locations, (c) creates volatile logs by copying the locations of N that have qualifier CK, (d)
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extends y with variable-location mappings for the logs, and (e) marks the original version of the
locations ¢ in N that still have qualifier CK as checkpointed (£.) to indicate that they now store
checkpointed values. This part corresponds to the step from row (0) to row (1) in Fig. 3.1} The
next premise evaluates the closed configuration of ¢, until completion, using the rules in Fig.[3.5]
This execution may undergo several power failures and corresponds to the steps from row (1)
to row (7) in Fig. Finally, the FinWorld, function closes off atomic regions, finalizing the
nonvolatile locations according to the context. FinWorld, (a) copies the values from the volatile
logs into N’ to commit the changes to these variables to nonvolatile memory, (b) removes the
subscript ck from the locations in N’ to indicate that they now store up-to-date values and not
checkpointed values, and (c) replaces the RD qualifiers of the locations in N” with CK to reset the
access mode since they are out of the atomic region. This corresponds to the step from row (7)

to row (8) in Fig.
n>0 InitWorld;(N; aPol;y) = No | Vo | yo

x>el®yolalD|n|No|-lco="[x¥'>el®y |alD|n [N |V |skip
n >0 N; = FinWorld,(N"; V")

[x > el ®y | n| N|startaom(@lD, aPol); co; €ndatom; p =p Y >el®yln [N |p

(D-P-Ckpr)

Figure 3.4: Operational semantic rule for atomic regions

The policies are formally defined below.

Definition 1 InitWorld,(N; aPol;y) = Ng | Vo | yo where aPol = (p, w) iff
N =N, N,
* dom(N;) = range(y|[p),
dom(N,) = range(y [w),
e Vo, v, =unzip({({X@CK — v, x - {*) | {@CK — v € N, " fresh,x € w s.t. y(x) = {}),
No = {{@RD — v | N{({) = v} U {{x@CK — v | No(€) = v},
* Yo ={xx > {1 { =YW, x €W} U{x > £ y(X)ex, x E W} Uy,
Definition 2 FinWorld,;(N; V) = N, iff

® N =Njw Ny,

e dom(N;) = dom(V),

* Ny =VU({{@CK — v|{@RD — v e Ny}

In Definition[I], we write [ to denote the subset of y whose domain includes all the variables
in the set . When constructing the volatile logs V,, we build the corresponding variable-location
mappings 7y, at the same time which will be split into their own structures via a helper function
unzip. The mappings of checkpointed variables are tagged with a subscript ck. This will en-
force that the variable-location mapping associates checkpointed variables with their new logs
in Vy, and that these logs will be accessed by the execution when their untagged variables are
mentioned.

Command Execution (Closed Config). We summarize rules for a closed configuration in
Fig. Rule D-stEp steps the closed command configuration using the Fig.[3.6/rules. When the
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energy for this execution is depleted (i.e., n = 0), the D-CrasH rule applies, stepping the current
expression or command (denoted «) to the crash instruction e # in(b > 0; T«). Upon a crash,
D-S-AID applies and drops all volatile memory locations. The D-cHARGE rule steps the execution
when a natural number n > 0 is received from the energy channel. The number n represents the
energy available for the re-execution. Finally, the program is restored via D-RESTORE-AID which
copies checkpointed locations into volatile memory to prepare for re-execution. D-RESTORE-AID
maintains the checkpointed locations N¢; and starts re-executing the original command ¢ in the
atomic region.

yIMd|n|N|V|c— y|Md|n" N |V |
k> el®@y|Md[nIN[V]c= [y el@yMd|n N[V |c

(D-stEP)

- (D-CraAsH)
k> el @y MA[OIN|V k= [y > el®y M| - IN[V] | &#in > 0;1x)
Y Cy range(y’) = dom(NV)

[x>e]®ylalD(co)| - IN|V]|le #in(b > 0;Tk)
= [y>el®y |alD(co)| - IN|e #in(b > 0; Tk)

(D-S-AID)

, (D-cHARGE)
[ny>e]l®@y|Md| - IN|e#in(b>0;Tk) = [y >e]®@y|Md|n|N| T«

Nsz{D’N/c,k
[x>el®ylalD(co) [n N[ Tk = [y >el®y]|alD(co) [ n|N[N"|co

(D-RESTORE-AID)

Figure 3.5: Operational semantics for commands and crash instructions under a closed configu-
ration

Command/Expression Execution (Open Config). The rules for executing commands and ex-
pressions in an open configuration are standard and used in combination with the rule D-sTEp to
step a closed configuration command. We present them in Figs. [3.6 and Both sets of rules
use a small-step operational semantics, where each step decrements the energy level by one.

The rule D-NV-REeap looks up the value v stored in a location ¢ corresponding to variable x.
The rule D-AssioN-NV applies when a nonvolatile memory location £ is written to via assignment
statements. If the qualifier ¢ is not read-only, the system replaces the value V" already in the
location ¢ with the assigned value e.

The sequencing rules D-seQ, D-seQ-sTep, and D-seqQ-v use a runtime construct W that handles
the scoping of volatile locations. The rule D-seq steps c; ¢, to the scoped command cy;yy ¢
which initializes the world with a mapping y and volatile memory state V. To ensure proper
scoping, the idea is to remember the original volatile memory V before evaluating the first com-
mand c; of a sequence ci; c,, and to revert the volatile state back to V when the execution of
the first command completes successfully. This removes any volatile locations allocated with let
during the execution of command c;. The rule D-seqQ-sTep preserves this world while evaluating
the first command c;. To simplify the proofs, we assume that D-seQ-sTep always applies to the
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C, - C),
n>0 yIMd|n IN|V]|e—-y|Md|n [N|V]|e
viMd|n [N|V]letx=einc—y|Md|n" |[N|V]|letx=¢€"inc

(D-LET-STEP)

Val(y |[Md|n [N |V ] e1) v =y, [x > €]  fresh n=n+1
yIMd|n IN|V|letx=ejinc—y |Md|n" |[N|V, {@CK < ¢ |c

(D-LET-V)

n>0 yIMd|n IN|V]e - y|Md|n |[N|V]|¢
- ~ (D-ASSIGN-STEP)
yIMd|n [IN|V|p=e - y|Md|n' [N|V|p:=e

Val(y |1Md |n | N |V | e) y=9,[x— (] V=V, t@g— n=n"+

1
. (D-AssiGN-V)
yIMd|n|N|V|x:=e - y|Md|n' |[N|V,(@qg < e | skip

Vally |[Md [n|N |V ]e)
vy=v"[x—>{] N=N,l@qg— q # RD n=n +

1
- (D-AssigN-N)
yIMd|n|N|V|x:=e — y|Md|n" |N|V]|skip

n>0 yIMd|n IN|V]e— y|Md|n [N|V]|e

D-Ir
vIMd|n |[N|V|ifethencielsec; — y|Md|n' |N|V |ife’thenc elsec, (D-Ir)
n=n+1 Val(y |Md |n | N |V |tt)
. (D-Ir-T1)
v|Md|n|N|V]|ifttthencielsec; — y|Md|n' [N|V]|c
n=n'+1  Valty |Md|n|N|V|ff
4 (D-Ir-FF)

yIMd|n|N|V|ifffthencielsec; —» y|Md|n' [N|V]|c;

(D-sEQ)
yIMd[n|N[V]ci;eo = y[Mdn|N|V]ciyve

yIMd|n [N|V]er - [Md]n" [N |V|c]
yIMd[n NIV ] ciwer = ¥ [Md|n" [N |V | cliwer

(D-SEQ-STEP)

n=n+1 W=vy"1V V" =V | dom(V)
yIMd|n|N|V]|skipjwe, — ¥ [Md|n" N[V |

(D-sEQ-v)

Figure 3.6: Operational semantics for command under an open configuration
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y=v.,[x—€ tedom(V) n=n+

1
(D-V-REeAD)
yIMd|n|N|V]|x—>y|Md|n" IN|V]|v

y=y,lx—€] tedom(N) n=n+1
yiMd|n|N|V|x—>y|Md|a" |N|V]|v

(D-N-READ)

n>0 ylMd|n| N|V]ey - ylMd|n [N|V]e]
YIMd|n| N|V]ei©e, = y|Md|n [N|V]|elOer

(D-BmNary-1)

n>0 Vally |Md |n| N |V |ey) yIMd|n|N|V]es = yIMd|n [N|V]é,
yIMd|[n|N|V]ei©e; = y[Md|n [N|V]e O¢

(D-BNARY-2)

n>0 Val(y |[Md |n|N |V ]ep) Val(y |Md | n | N |V | ep) v=e1 Qe
yIMd|n|N|V]|eg®ey —» y|Md|n" | N|V]|v

(D-BINARY-V)

n>0 yIMd|n|N|V]e = y|Md|n [N|V]|e
y|Md|n|N|V|@e - y|Md|n" |N|V]|oe

(D-Unary)

n>0 Val(y |[Md |n|N |V ]e) vV =0Qe
(D-UNARY-V)
yIMd|n|N|V|e - y|Md|n" |[N|V]|v

Figure 3.7: Operational semantics for expression under an open configuration
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leftmost sequence, meaning that ¢; is not of the form ¢’;y ¢”. Finally, when c¢; completely ex-
ecutes to skip, the D-seQ-v steps to ¢, and only keeps those volatile locations that are declared
in the original V’, and their corresponding mapping y’. The rule D-LEr-v does not remove let-
allocated location bindings as this is handled by other parts of the system. If there is a command
that follows, this scoping is handled by the rules D-seq, D-seQ-sTep, and D-seq-v as described
above. If not, these locations will be dropped at the end of the atomic block by the FinWorld
function in the D-seQ-sTepP rule as they are freshly introduced and do not have a checkpointed
counterpart in nonvolatile memory.

Finally, we define the well-formedness conditions for configurations to constrain proper scop-
ing of memory locations with respect to command sequencing as follows.

Definition 3 (Well-formedness for configurations) A configuration y | Md | n | N | V | c is

well-formed iff when ¢ = ci5w, -+ sw,_, Casw, Cnr1 Where n > 1, all of the following hold
* dom(N) € dom(V;) C dom(V;) C dom(V)
*YiCYyicy

where 1 <i< j<nand Wy =7y, | Vi forallk € [1,n].

Deﬁnition@]constrains configurations whose command is of the form ¢ ;w, - -+ ;w,_, Cusw, Cns15
where W; records volatile memory V; and mappings 7y; that are in scope for ¢;. During execu-
tion, volatile memory V grows monotonically except when stepping with D-seQ-v which discards
out-of-scope variables, and the mapping y grows and shrinks accordingly. For this reason, the
locations of V; (which was stashed in W; prior to stepping to this configuration) should always be
a subset of the locations of V which contain in scope memory locations for the whole command,
and hence dom(V;) C dom(V). Similarly, dom(V;) C dom(V;) for i < j because D-SEQ-STEP
always applies to the leftmost sequence in a command and first executes the left part of the se-
quence. As a result, the locations in V; include newly allocated locations while executing the left
part of the sequence and the domain of V; is a subset of the domain of V;. The checkpointed
locations in nonvolatile memory N, always have corresponding locations in volatile memory.
The condition dom(Nc) C dom(V;) asserts that the checkpointed memory locations are never
scoped out of volatile memory. Lastly, the condition y; C y; C y follows because the mappings
¥ vi» and y; grow and shrink with their respective memories V, V;, and V;. This well-formedness
definition is used to establish type preservation in Section 3.6

3.3 Crash Type System for Atomic Regions

We define the types and typing rules of the crash type system for atomic regions. Our types
are summarized in Fig. The two modalities stratify types into the varieties stable (7°) and
unstable (7"). The base store types int and bool are considered unstable, whereas 1. int and
T¥bool are considered stable. A type variable Ci¢ denotes a type in the set {Cynir, C3°™}, and
implements the recursive nature of crash types. For now, we consider Md to be atomic mode
(atom). Below, we repeat the crash types that were introduced in Section 3.1

We include the connectives V and ~+ solely for the purpose of defining crash types; they
are not used elsewhere. Defining crash types using these connectives will allow us to define a
logical relation based on the intended meaning of its index type (to be discussed). Some well-
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formed types, e.g., nat ~» nat ~ T;unit, have no inhabitants in our system, i.e., no well-typed
configuration is of these types.

Store Typing. = We define stable and unstable typing contexts for typing variables also in
Fig. [3.8] A stable store typing context  assigns stable types to variables with locations in
nonvolatile memory, i.e. all variables in Q have a type of the form 7T;A. The unstable store typing
context X assigns unstable types to variables with locations in volatile memory, i.e., variables in
Y are of the type |;TA. We write x to refer to a location in nonvolatile memory that has been
checkpointed. In atomic mode with redo-logging, x. has an active volatile log that is typed by
Y. Each variable’s type is annotated with an access qualifier representing its prescribed access
mode, RD or CK. The access qualifer will be used when type checking commands to enforce that
variable accesses are obeyed (e.g., that read-only variables are not written).

To enforce the runtime stores N and V are well-typed with respect to typing contexts Q and
>, we present the well-formedness definitions for stores in Fig. The rule V-Loc checks a
volatile location’s type with respect to X and y. The rule NV-Loc-aAID-1 checks non-checkpointed
locations in nonvolatile memory by checking that the value stored in the location ¢ allocated for
x has the same type as x. The rule NV-Loc-AID-2 applies when x has a checkpointed value stored
in N and an up-to-date value stored in the log in V. In this case, the rule ensures that these
two values have the same type. Allowing for volatile memory V and the volatile typing context
Y to be -, these rules also define well-formedness of N with respect to  which arises when
configurations only contain nonvolatile memory.

Typing Judgments. Table [3.1] summarizes all the typing judgments, which are also stratified
into two varieties, those that derive a stable type (J;) and those that derive an unstable type (/).

Since programs begin their execution from a stable state, they are typed under a stable typing
judgment with only a stable typing context (e.g., the state in row (0), before the atomic region
begins executing). On the other hand, commands, whose unfinished executions are susceptible
to power failure, are typed under an unstable typing judgment, which depend on both nonvolatile
and volatile store typing contexts. Unstable judgments J, have both nonvolatile and volatile store
typing contexts which type the state during an unstable computation. Alternatively, J; judgments
include only the stable typing context because these type stable command state. The structure

store types A = 1int|bool

basic types T = unit|A

unstable types ™ = Tl |™VvTH| Cr}d

stable types T° w= nat~7|7T1

type variables A= Cunie | CYE

unstable store typing context X n= | x ITIA@CK, 2

stable store typing context Q = |x:TJA@q, Q| xg : TJA@CK, Q
command crash type Cumit = Jmat ~» TCumiv) VI Tunit
expression crash type Cﬁd = |(mat ~ TCumiv) VITA

Figure 3.8: Types and typing contexts
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FPN|V: QX

——— (EmprY)
ID .
FPN|V Q| x
V=V, t@qg—v g=Ck v=v"[x—{] alD|b:nat|Qrgpv:TA

FIPN|V: Q| (x:]14A@q)

(V-Loc)

REN [V:Q|Z
N=N,l@qg—v g # Ck vy=7%,[x (] Md|b:nat|Qtrgpv:TA
FIPN|V: Q (xTA@q) | X

(N-Loc-AID-1)

RPNV QT N=N.lg@q—>v V=V.(@q—Vv g=Ck
y=v[x—{] alD|b:nat |[Qrgppv:TA alD|b:nat | Qrgp Vv : TA
RPNV Q, (xa:TA@g) | Z, (x:[1A@g)

(N-Loc-AID-2)

Figure 3.9: Well-formedness of N | V w.rt. Q| Z

of our unstable and stable typing judgments help guarantee that the independence principle for
intermittent execution is upheld: values in volatile memory should not influence those in the
nonvolatile memory unless a stable state is reached.

The unstable and stable typing judgments are parameterized over the execution mode Md of
the expression or command to be typed. The judgment also tracks a variable b corresponding
to the current energy level of this execution. b ranges over natural numbers (nat) and is con-
strained by a relation R € {>, >} or is set to zero. When the constraint is b > 0, b is effectively
unconstrained. The constraint on b determines whether or not a command can evaluate a value
without power failure.

The command judgments use a signature context Sig, which is populated at different points
of the type checking depending on the mode. For atomic regions, Sig stores the typing judg-
ments for the original command of the atomic region such that when typing commands restored
from a power failure, the signature is used to check that the restored command typing matches the
one stored in the signature without needing to derive it again. This is similar to typing recursive
functions, and the signature makes the typing derivations finitary and inductive. There are three
judgments for command typing. The first judgment is used when the command has not yet suc-
cessfully finished executing; its next step, depending on its constraint R, may or may not crash.
The second judgment types commands with type | Tunit. In this judgment, b no longer needs to
be constrained because this judgment only types commands that have succeeded completing the
execution. This judgment invokes the third judgment and uses it as a sub-derivation-tree to type
the configuration after the volatile log is committed.

The expressions that are being written to are only of the simple form x. As no execution is
required to evaluate a variable x, we consider the operation atomic so its judgment is crash-free,
and hence no constraint is required on b. The labels RD and WT indicate read and write accesses
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cmd. (J,) Md | bRO:nat | X ksige : Cunit ¢ could crash
(J,) Md|b:nat | X Fsig SKIp :lTunit ¢ will not crash
(Jg) Md | b:nat | Q Fsig SKIp :Tunit after commit
expr. (J,) Md | bRO:nat | Q;X  tgpsig e : ng e read, could crash
(J,) Md| b:nat | QX FRD:Sig V T lTA e read no crash
(J;)) Md | b:nat | Q Frp V ' TA e read, commit
(J,) Md| b:nat | QX byt X UTA write on x, no crash
(Js) Md| b:nat | Q Fur X :TA write on x, commit
prog. (Jy,) Md | b: nat | Q Fp : TCunit before execution
crash (J,) Md | b=0:nat | Q;X Fgigk : C”}d about to crash
Jy) Md|-| Q Fsig e #in(b > 0,Tk) : l(nat ~ TCP;d) crash state
Jg) Md|-]Q Fsig € #in(b > 0, Tk) :nat ~» TCI}d waiting for energy
(J) Md|b>0:nat | Q Fsig TK : pcid before re-execution

Table 3.1: Summary of typing judgments

in a program. The static type checking compares these labels to variable access qualifiers in the
typing contexts to enforce proper memory accesses of variables.

For program typing, we only have one judgment that refers to the type of the program before
the execution of its next block starts.

The rest of the judgments type states after a crash. The first crash typing judgment has
the constraint b = 0, which corresponds to the power failure condition. It invokes the second
judgment, which types a state right after a crash. The third judgment types the state awaiting
energy to continue re-execution, and the final judgment types the state that is ready for restoration
and re-execution.

3.3.1 Typing Rules

The structure of our unstable and stable typing judgments help guarantee that the independence
principle for intermittent execution is upheld: values in volatile memory should not influence
those in nonvolatile memory unless a stable state is reached.

Program Typing. In particular, the rules for typing atomic regions encode the behavior of the
T°R rule sketched in the previous section into the crash type system. We show a typing rule
below.

Qq | Zo = InitWorld,(; aPol) Sig ={alD(cp) | b =0 :nat | Qo;Zp + ¢ : Cunit}
alD(co) | b = 0 :nat | Qo; X Fsig €O : Cunit b :nat|QF p: TCunit

(T-P-Ckp1)
b :nat | Q + startyom(alD, aPol); co; endatom; P : TCunit

To type an atomic region, the rule T-P-Ckpt applies. The rule types the enclosed command
co under the mode alD(cy) (e.g.,y := y+z; letw = x —yin...) and then types the rest of the pro-
gram p. The first premise sets up the initial typing contexts for nonvolatile and volatile memories,
as illustrated between rows (0) and (1) in Fig. The partial function InitWorld, initializes the
volatile memory typing context by creating a log of variables in € that are checkpointed (e.g.,
y:1515i@CK and u:|3T5h@CK, from their counterparts y*:1$i@CK and u*:7*h@CK in the sta-
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ble typing context). In particular, for all variables defined in w the function assigns an access
qualifier CK, and RD otherwise (e.g., y*:T5i@CK versus x%*:15i@RD).

We write Q | t to denote the subset of £ whose domain includes all the locations in the set .
We define Q. to be the same mapping as €2 except that a subscript ck is added to all the variables
in the domain of Q. This is used to generate a typing context for checkpointed locations. We
define |Q to be the context resulting from adding a | in front of each type that variables in the
domain of Q are mapped to. This definition is used to generate a typing context for the volatile
log from their checkpointed locations. They are formally defined below:

Qu = (X : TA@g| x: TA@q € Q) 1Q = {x:11A@q| x: TA@q € Q}.

Next, we define the InitWorld, function as follows.

Definition 4 Q | ¥, = InitWorld,(Q; aPol) where aPol = (p, w) iff
dom(Q) = p U w,

e pNw=070,
® Q) ={x:TA@RD | x: TA@qg € Q"} U Q and
L4 20 = lQC

where Q = Q",Q° and Q" = Qlp, and Q° = Qlw.

If the sets of read-only and checkpointed variables, p and w, do not comprise the domain of
Q or are not disjoint, then the function InitWorld, is not defined and type-checking fails.

After constructing the new typing contexts using InitWorld,, the rule T-P-Ckpr uses the sig-
nature Sig to remember that the atomic region’s original command c is typed under the initial
static memory context Qy; Xy. The region is then typed relative to the signature.

Command Typing. The typing rules for commands are presented in Fig. The T-Skip
rule types the command skip at the stable type Tunit. At this point, the command execution is
complete and the initial nonvolatile context 2 should match the final nonvolatile context. Rule
T-V-Succ applies when the command successfully completes its execution and still has at least
one unit of energy available (b > 0) to conclude the execution by committing. In this case, we
close off the constraint on the energy level variable and continue typing the command against the
type |T unit. Rule T-C-SHrrt is invoked by T-V-Succ and updates the memory typing contexts
by removing checkpointed locations in  as now they are not needed, and making locations
in X stable as now they are committed. We write Q = Q', Q7 to uniquely partition the stable
typing context into typings for checkpointed (€7} ) and non-checkpointed variables (€2’), and
¥ = |’ to produce stable typings for all variables in X’. Therefore, to type skip under a stable
type, we type it under the stable context ', %', whose typings correspond to non-checkpointed
nonvolatile variables and volatile logs whose values now stabilize. This corresponds to the last
step of Fig.

The rules T-Ler and T-AssiGN, are mostly standard except that we consider crashes. For
example, in typing the command x := e, the first premise of T-AssiGN considers the type of
expression e to be the crash type C!9, since the evaluation of e could crash. The constraint on
the energy levels for this premise is b > 0, as one energy unit is consumed to deconstruct the
assignment command. The second premise types the location x to be of type |TA because the
assignment only occurs when e completes evaluation.
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- — (T-Skip)
Md | b :nat|Qtsig skip : Tunit

>=1¥ Q=007 Md|b:nat| Q'Y rsig skip : Tunit
Md|b:nat|Q;X ksig skip : [Tunit

(T-C-SHrF1)

Md|b:nat|Q;X ksig skip : [Tunit
Md|b>0:nat|Q;X Fsig skip: 7V |Tunit

(T-v-Succ)

Md|b>0:nat | QX rppsiger : Co0 Md|bh>0:nat| Q% x:]TA@CK ksigc: T

- (T-LET)
Md|b>0:nat|Q;X sigletx=ejinc: v
Md|b>0:nat | QX rrpsige: C0 Md|b>0:nat | QX kyrx: |14
T (T-AsSIGN)
Md|b>0:nat | QX tsigx:=e: Cpiy
Md|b>0:nat|Q;X Frpsig € : ngol
MAd|b>0:nat|Q;Xbsiger @ T MdleO:nat|Q;2|—sigC2:T(TI)
-1F

Md|b>0:nat|Q;Xrsigifethencielsecy : 1

Md|b>0:nat| QX ksig ey : Cl Mdlsz:natlQ;El—sigcz:T(T )
-SEQ
Md|b>0:nat|Q;ZFsigciser:T

W=y|V  Md|b>0:nat| QX rsigc: CH

unit

Y =trimZ,V,y) Md|b>0:nat| QXY tsiger: 7

(T-seqQ-p)
Md|b>0:nat|Q;Ztsigciswer: T

Md|b=0:nat|Q;Ztsigc: T Md[b>0:nat|Q;Ztsigc: T

(T-ENouGH?)
Md|b>0:nat|Q;Ztsigec: T

Figure 3.10: Command typing

In the rule T-Ir, the first premise checks that expression e has type Ci9 ,, and the second and
third premises type the commands ¢; and c;.
The rule T-seqQ types the command c;;c; by first typing ¢; and then ¢,. The rule T-seqQ-p

applies to the runtime sequencing command where an extra context W = y | V keeping track of
the scoping of volatile locations is used. The premise X’ = trim(X, V, y) trims the volatile typing
context to remove let variables scoped within ¢; and match the scoped volatile memory V and

mapping . The trimmed context X’ is the original context for typing the second command c;.
The rule T-ENouGH? cases on b > 0 and considers two cases: b = 0 (the first premise) where

the execution crashes and b > 0 (the second premise) where there is at least one unit of energy

available to decompose a command construct, e.g. T-LET or T-AssIGN.

Expression Typing. Expression typing rules are very similar to those of the commands and they
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Q(x) =TA@g ¢ #RD
Md|b:nat|Qryr x: TA

(T-Loc-WRITE)

=Y Q=0,Q7 Md|b:nat |Q X ryrx: TA

(T-W-SHrrT)

Md| b:nat | Q;Zyr x: lTA
Qx)=TA@
) 1 (T-Loc-REaDp) (T-BooL-T1)
Md|b:nat|Qrgp x: TA Md|b:nat|Qryp tt:T bool
(T-BooL-F) (T-InT)
Md | b :nat| Qg ff: Thool Md|b:nat|Qrgp n: Tint
=1 Q=Q,Q" Md|b:nat |Q,X rppv:TA

ck el (T-R-SHrFT)
Md | b :nat | Q; 2 FRD;Sig V : 1TA
Md | b:nat|Q;X Frpsig X : |TA

K519 (T-v-Succ)

Md|b > 0:nat|Q;X brpsig x: 71 VITA

Md|b > O0:nat | Q;X Frp:sig €1 :CI}d
Md|b > 0:nat | QT kepsiger: Cn @ T X 1T = 1T

Md|b > 0:nat | Q; Frpsig ¢1 @e; : Cg

(T-BINARY)

Md|b =0:nat | Q;Ztsige: T Md|b > O:nat | Q;Z brpsige : T
Md|b > O:nat | Q;Z brpsige : T

(T-eNoucH?)

Figure 3.11: Expression typing

are shown in Fig. [3.T1] The T-Loc-Write and T-Loc-Reap rules match the location variable x
with an existing variable inside the context. T-Loc-WRITE checks a variable to be written to x by
checking that it is not read-only. The T-W-SHiFt rule is similar to T-C-SniFt but considers the
variable x at type |TA under an unstable typing judgment in the conclusion, and at TA under a
stable typing judgment in the premise.

Statement Typing. The typing rules for crash instructions are presented in Fig.[3.12] A crash
is detected by the depleted energy level b = 0 in the T-V-crasH rule. In the premise, the crash
instruction e # in(b > 0, T«’) is typed. The T-aID-stop rule simply drops the volatile locations
in . The T-CHARGE rule inputs a new energy level from the energy channel €. The first premise
shows that the energy channel is needed to provide a natural number greater than zero. Finally,
the T-AID-REsToRE rule prepares for re-execution; volatile memory is restored from the check-
pointed locations in . The checkpointed location typings remain in €2 as we may need them if
there is another power failure. Execution continues with the original command ¢, enclosed in the
atomic region. Instead of retyping the restored judgments, we check if there are already typing
derivations by matching them up with the saved judgment in the signature.
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(T-AID-REesTORE)

Figure 3.12: Crash, restore, and checkpoint typing

3.4 A Logical Relation for Crash Types

To prove the correctness of a sequential, intermittent program over a finite but abritrary num-
ber of crashes, we define a logical relation over crash types. The key idea is that in order to
prove that an intermittent execution is correct, its final results must match those of a single,
continuously-powered execution, which is obtained by matching certain steps from the intermit-
tent execution. The logical relation provides the vehicle for this matching, maintaining a relation
between configurations of the intermittent and continuously-powered executions at each step,
which is eventually used to establish that the final memory states between the two executions are
the same.

In this section, we define a logical relation for relating intermittent and continuously-powered
executions of a single atomic region. We use the logical relation to introduce a semantic typing
for programs consisting of atomic regions. Later, in Section [3.6] we show that statically well-
typed programs are semantically well-typed and that our semantic typing ensures idempotency.

3.4.1 Semantic Typing via a Logical Relation

We define a binary logical relation for crash types that relates an intermittent execution with
a continuously-powered execution for a single atomic region. Since crash types are recursive,
we rely on step-indexing to ensure the well-foundedness of the definitions. The step index is
the maximum number of executions that an observer would allow for the intermittent execution.
Similar to prior work [8, 45| [122]], our definition consists of a term relation E[Cyni¢]” and a
value relation V[r]", which relate an open configuration with at most m attempts for execut-
ing the region to an open configuration with continuous power. The value relation requires the
intermittently executed configuration to be a value configuration.

The logical relation is constructed in such a way that two related configurations will result
in the same nonvolatile memories upon completing evaluation of the command, which captures
the idempotency requirements. The term and value logical relations are inductively defined over

34



Ni = Nfgp, NG
Ny = Nj . vV’ Vi =V, Vv’ dom(V"”) = dom(N"") v Cys.t. range(y") = dom(Np)
Commit(y, alD(co), N1, Vi) = 9" | Ny

Ni = Ngp, N7 V, =N” v Cys.t. range(y”) = dom(Ny) V, =-
Restore(y,alD(co),Ni, k) = N2 [ V2 | ¢ PwOff(y,alD(co),Ni, Vi) =7 | V2

Figure 3.13: Commit, Restore, and PwOff policy definitions for atomic regions

a lexicographic induction on the index m and the structure of the types. Our logical relation is

presented in Fig.[3.14]

Auxiliary Definitions. Before explaining details of our logical relation, we define notations and
policies used in its definition.

We write C;’ to denote an open configuration with an infinite energy level: they are of the
form (y | Md | co | N | V | ¢). Such configuration is used to model a continuously-powered
execution. We write C, —? ., C, to mean that C, evaluates to an irreducible configuration C,,
which cannot take any more steps. Since our semantics for commands is deterministic, for each
configuration C, there is exactly one such irreducible configuration. An irreducible configura-
tion might not be a value but rather an ill-typed configuration that cannot take any more steps.
Syntactic typing, by enabling a proof of progress and preservation, ensures that an irreducible
configuration can only be a value configuration as defined in Fig. However, our logical
relation does not assume syntactic typing of configurations. Instead, by defining a value rela-
tion for each type, the logical relation ensures that an irreducible configuration reachable from a
semantically well-typed program is indeed a value configuration.

To account for the power failure, recovery, and finalizing atomic regions’ effects on memory,
the logical relation relies on PwOff, Restore, and Commi t policies, referred to as power failure,
restore, and commit policies, respectively. We formally define these policies in Fig. The
definitions match the memory operations in the dynamic rules that deal with crash, restore, and
re-execution (D-S-AID, D-resTore-AID, and D-P-Ckpr) for atomic regions, though they can be
generalized as we will discuss in Sections [3.5]

In Fig. [3.13] the commit policy is defined to capture the effects of finalizing the nonvolatile
memory after a successful atomic region execution. The commit policy copies the values of the
volatile logs into the nonvolatile memory and changes the qualifiers of all other locations in the
nonvolatile memory to CK. Additionally, the location variable mapping 7y is scoped down to y’ to
cover only the remaining locations in Ny, i.e., range(y’) = dom(N,).

The restore policy describes the effect of setting up the memories for re-executing an atomic
region, by recreating the volatile logs with the checkpointed nonvolatile locations N” and restor-
ing the atomic region ¢y, causing the program to re-execute from the beginning.

Finally, we define a power off policy to state the effect of the system in the event of a power
failure. Because atomic regions already checkpoint the necessary locations before they begin
executing, the PwOff policy here is defined to lose the volatile memory state and logs upon
power failure. Like in commit, y is scoped down to ¥’ to cover the remaining locations, i.e.,
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or n>0A (y1 [Md|nq | Ny |V, |Cl,C(°)3) € (V[[J,T unit]]}

Figure 3.14: Step-indexed logical relation for crash types

range(y’) = dom(Ny).
Now we are ready to explain our term and value relations.

Term Relation. A pair of open command configurations of type Cyni¢ are in the term relation
of index m if any intermittent execution of the first configuration after m observed executions
is indistinguishable from a continuously-powered execution of the second configuration. In the
base case where the index is m = 0, no execution is observed, so any two configurations are in
the term relation. In the inductive case where the index is m + 1, the term relation relates two
configurations at type Cyyi¢ if the first configuration eventually steps to a value configuration and

the second configuration can take zero or more steps such that the pair continue to be in the value
relation of V[Cynsc ™.

Value Relation. The value relation is defined based on the intended meaning of the type, and
relates two value configurations that will have the same effect on the stores.
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The last two rules omit the index m because the types |Tunit and Tunit are not recursive
and thus no index is needed. The value relation at type Tunit relates two configurations that
have finalized their executions and thus requires they have the same nonvolatile memories N. The
value relation at type | Tunit relates two configurations that have completed their executions and
right before they commit their changes to nonvolatile memory and requires that the commands in
both configurations be skip and that after committing changes to their nonvolatile memory, the
configurations be related at type Tunit. In other words, this requires these two configurations to
have the same effect on nonvolatile memory.

The value relations in the last four rows of Fig. are defined based on the type of the
first configuration, as it goes through power failure, charging, and recovery, characteristic of
intermittent execution. However, the second configurations in these relations do not encounter
power failures at all and continue to be of type Cy,ir. Only in the relations defined in the first and
second rows of the Fig. [3.14]term relation do the types of both configurations match the indexed
type of the relation. Hence, the value relation has varying arity: in the first and second rows
of Fig. the relation is binary while in the rest, the relation degenerates to unary, with the
second configuration as its Kripke world [66].

Each definition relates a configuration with a crash instruction to a continuously-powered ex-
ecution. It includes conditions on the store that quantify the effects of the partial execution, crash,
or recovery, so that these three rules together requires that previous partial execution, crashes,
and recovery have no impact to the final nonvolatile memory compared to the continuously-
powered execution and at the same time, allow unharmful effects of the partial execution. Be-
cause the structure of the crash type enforces that power failure, charging, and recovery happens
in sequence, each definition applies effects of its own crash instruction and then hands off the
resulting configuration to the previous definition.

The value relation at type TCunic requires that the intermittent configuration runs the crash
instruction Tk, which restores a continuation of the execution. The restored configuration con-
tinues to be related to the continuously-powered configuration in the term interpretation at its
original type Cynix.

The value relation at type (nat ~» TCyuic) requires the intermittent configuration to run an
instruction for charging the energy. It is defined similarly to a function type in a value relation and
requires the configurations to be related at type (TCynit) for every energy input level n provided
to the first configuration.

The value relation at type |(nat ~» TCyit) relates two configurations if the first one runs the
crash instruction |& # in(b > 0, T«) which processes the power failure. The power failure policy
creates a checkpoint of volatile locations such that the configurations continue to be in the value
relation at type (nat ~» TCynit)-

Finally, the value relation relates two open command configurations at type Cyyi+ and index
m + 1 if either (a) the first configuration has faced a power failure, and the two configurations
continue to relate by V[|(nat ~» TCunit)]™, or (b) the first configuration executed successfully
without any power failures, and the two configurations are related by V|| Tunit]. This definition
matches the disjunctive nature of type Cynir, Which is recursively defined in the signature as
l(nat ~» TCuit) V [Tunit. Since we unfold the recursive definition of Cy,;:, we decrease the
index from m + 1 to m to ensure the relation’s well-foundedness. Note that the value relation is
neither defined nor used by other definitions for Cyy,;+ at index 0.
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Semantic Typing. The top-level logical relation is written Md | b > 0 : nat | ;2 IF ¢; <
¢y : Cunit Stating that each intermittent execution of ¢; yields the same nonvolatile memory as a
continuously-powered execution of ¢, if it begins execution with well-formed memories w.r.t.
Q and X (see Fig.[3.14).

We formalize semantic typing as every atomic region of the program being logically-related
to itself. The rule P-CkpT-sEMANTIC says that a program is semantically well-typed if every atomic
region of it is self-related under our logical relation.

Q) | 2y = InitWorld,(Q; aPol)
alD(cy) |b=0:nat|Qy; X IF co<co : Cunit b :nat|QIF p: TCunit

(P-CKPT-SEMANTIC)

Self-relatedness of a block helps us to build a continuously-powered execution for each in-
termittent execution of it as required for idempotency. We give the theorem and proof that a
program comprised of only self-related blocks is idempotent in Section [3.6]

The P-Ckpt-semanTIc rule allows us to reason about programs by considering each code block
independently. We can extend this aproach to accomodate other code blocks in a program. In the
next section, we extend the system to accomodate just-in-time (JIT) blocks and explain how to
compose them with atomic regions in programs.

3.5 JIT and Hybrid Program Execution

Up until this point, we have focused our discussion entirely on atomic regions. In this section, we
extend the system we have developed thus far to also include just-in-time (JIT) regions, written
c¢; p, where c is the JIT region and p is the rest of the program. We add another mode for JIT
regions, denoted jit, which is used to index our operational semantics and typing rules. Below, we
give the full syntax of programs and execution modes extended to accommodate JIT programs:

startaom(alD, aPol); c; endaiom; p | ¢; p | SKip
alD(c) | jit

In Section [3.5.1] we explain the example JIT region from Chapter [2| In Section we
extend the calculus from above with operational semantic rules for executing JIT regions. Sec-
tions [3.5.4] and [3.5.3]introduce types and typing rules specific to JIT mode. In Section[3.5.5] we
revisit the semantic typing and logical relation considering JIT mode.

programs p
execution mode WMd

3.5.1 Example of JIT Region Execution and Typing

Unlike atomic regions, JIT regions are not susceptible to memory consistency bugs because they
do not re-execute. Instead, all volatile state is checkpointed in nonvolatile memory just before a
power failure so that upon reboot, program execution resumes from the point where power had
failed. Due to this, reasoning about memory accesses in JIT mode is not needed. As a result,
all variables in a JIT region are annotated with the qualifier CK. Fig. shows the details of
executing the JIT region from Chapter 2] Fig.
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Figure 3.15: Intermittent execution of a JIT region. We write i for int and b for bool.

Row (0) shows the initial nonvolatile locations, their values, and the mapping from variables
to locations. The system starts executing the JIT region by creating an empty context to be pop-
ulated by volatile locations (Row (1)). The let construct allocates a fresh location ¢,, in volatile
memory corresponding to the variable w. On a power failure in JIT mode, the system creates a
nonvolatile copy of the volatile location ¢, just before it loses the location (Row (2)). It marks the
nonvolatile copy with the superscript ck. When resuming program execution, the system restores
these copies to volatile memory which it accesses during execution, dismissing their nonvolatile
backups (Row (3)). Execution then continues with the if clause, finally dropping the volatile
location ¢,,, as it is out of scope (Row (7)).

Shifts in JIT Mode (Fig. [3.15): We explain how to build typing contexts for JIT programs,
again using the rules from Chapter [2{and the execution in Fig. The process of constructing
typing contexts for JIT regions is the same as for atomic regions. However, all variables in JIT
regions are checkpointed, and thus, the resulting typing contexts differ from those for atomic
regions even when typing the same commands. In Fig. we create an empty volatile context
X when starting the JIT region (the step from Row (0) to Row (1)) by an application of the TR
rule. A combination of the rules |L and |R corresponds to a power failure, i.e., the stepping
from Row (1) to Row (2) in Fig. An application of the |L rule copies the variable w of
type l;1:b in Fig. 3.15] from volatile memory context ¥ into nonvolatile memory context Q.
A |R rule application closes off the (empty) nonvolatile memory context. As in atomic mode,
a combination of TR and TL* rules corresponds to restoring a nonvolatile location to volatile
memory (e.g., w) when restarting the command after the failure, 1.e., the step from Row (2) to
Row (3). The TR rule prepares for re-execution by setting up an empty volatile context into which
the TL* rule copies variable w from the nonvolatile context. We assume an extra weakening rule
to eliminate the remaining variable w in nonvolatile memory context. The dropping of the volatile
memory context at the end of execution (Row (6)) is not a modal step, but rather follows from a
standard rule for the let clause. Lastly, in Row (7), an application of |R drops the volatile typing
context and produces the stable type T;unit, detecting a successful execution.
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3.5.2 Operational Semantics for JIT Regions

The operational semantics for JIT regions are of the same forms as those for atomic regions:
C. =, C. (program level), C. = C. (command level), and C, — C,, (expression level).
We present selected operational semantic rules for JIT programs in Fig.

n>0
>0  [y>eleyljitin |N|-|-lc 2 W >el® ¥ |jitln IN |V |-|skip
p — (D-P-sEQ)
x>eleyln|N|cp =, X >el®y|n [N |p
(D-S-J1m)

x> el@yljit] - INIV]|]le#in(b>0;Tk) = [y > el®vyljitIN, Vx| e #in(b > 0; T«)

m — (D-RESTORE-JIT)
x> el@yljitln|N,Vek | Tk = [x>el®yljit|n|N| V]«

Figure 3.16: Selected operational semantic rules for JIT regions

Top-Level Program Execution. The D-P-sgq rule applies when the next code block is a regular
command c. The closed configuration of ¢ with an empty initial set of volatile locations is fully
evaluated in JIT mode. In Fig. [3.15] we use the rule D-P-sEq to set up an initially empty volatile
context to begin executing the JIT region (the step from Row (0) to Row (1)), and to step the
JIT region (from Row (1) to Row (6)) according to the third premise. Then the resulting volatile
locations V' scoped in ¢ are dropped because in JIT mode the nonvolatile memory always stores
up-to-date values and V' only contains out-of-scope let variables. This corresponds to the step
from Row (6) to Row (7) in Fig. [3.15] The constraint n > 0 checks that there is energy available
for the first code block to take a step, and n” > 0 checks that the first code block finishes executing
successfully and is not in the midst of a power failure.

Together, the rules D-P-SeqQ and D-P-Ckpr allow running programs composed of both JIT

and atomic regions, and the combination of rules T-P-Seq and T-P-Cxkpr allows us to statically
check them.
Command Execution (Closed Config). The rule D-S-Jitr corresponds to checkpointing, and
stores all volatile memory in nonvolatile locations. The rule D-resTore-JiT moves the check-
pointed locations into volatile memory, thereby dropping the checkpointed locations from the
scope of the nonvolatile memory. D-RESTORE-JIT recovers the interrupted command « for the
program to resume execution.

3.5.3 Store Typing

We present the store typing rules for JIT mode in Fig. [3.17; Empry for checking empty stores,
V-Loc-Jit for checking volatile locations, and NV-Loc-Jit for checking nonvolatile locations. The
rule V-Loc-Jit 1s similar to the volatile store typing rule for atomic mode. The rule checks that
the volatile location ¢ has the qualifier CK, and that the type of the value v stored in £ matches the
type of the corresponding variable x in the volatile typing context X. The first premise recursively
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checks the rest of the volatile store. The rule NV-Loc-Jit checks a nonvolatile location ¢ by
ensuring that the variable x, for which ¢ is allocated, has the same type in € as the value v stored
in £ and that the qualifier ¢ = CK. The rule then recursively checks the rest of the store.

HINJV: Q=
i (EmpTY)
'_)’ ||
|-jy“,N|V’:Q|Z
V=V, t@qg—v qg=Ck v=9,[x €] Md|b:nat|Qrgpv:TA
i (V-Loc-JiT)
HINTV: Q2 (x| 1A@g)
Fﬂ‘, N|V:Q|Z
N=N,l@qg—v g =Ck y=7%,[x (] Md|b:nat|Qtppv:TA
(N-Loc-JiT)

HINTV: Q (x14@¢) | =

Figure 3.17: Well-formedness of N | V w.r.t. Q | ¥ in JIT mode

3.5.4 Static Typing

We extend the type system to accommodate JIT regions by introducing crash types and typing
rules for JIT mode, summarized in Figs. [3.18and [3.19]

Crash Types. We begin by extending the definition of type variables Ci¢. Because the mode
has been extended to accommodate both atomic regions and JIT regions, we replace the single
type variable C* with a type variable for each mode: C3°™ and C‘/':. The definition of crash
type for commands in JIT mode (Cyy,;+) is the same as for atomic mode, where the right disjunct
represents successful execution and the left disjunct represents a power failure. To capture the
JIT policy, the type Cuyit in the left disjunct represents the same command that was interrupted
by the power failure. The definition of expression crash type for JIT mode (C’Aft) is similar to
the one for atomic mode (C3°™), where the right disjunct types a successful execution and the
left disjunct represents power failure. However, the type TC’;Lt in the left disjunct captures the
JIT recovery policy, that an interrupted run of an expression in JIT mode will be restored to the
expression itself.

Program Typing. To type JIT programs, we extend our type system with the rule T-P-seq. The
T-P-seq rule types program c; p by first typing ¢ under JIT mode with b > 0, which allows for
the possibility of power failure. The command c is typed under an empty volatile memory typing
context, which will be populated when let commands in ¢ allocate new volatile locations. The
signature Sig for typing c is also empty and will be populated later at individual points of failure
(rule T-eNnouGH?). The second premise types the rest of the program p under the nonvolatile
typing context €.

Command, Expression, and Statement Typing. The command and expression typing rules
are extended to accommodate JIT mode which just entails updating the T-eNouH? rules for
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type variables M = Cynge | CEOT Cgt
command crash type Cynit l(nat ~» T Cunit) V ITunit

atomic crash type C¢Gom n= l(mat ~ T Cunir) V {14
jit crash type Cﬂf = l(nat ~ TCE\I) vV ITA

Figure 3.18: Crash types for both JIT and atomic mode

jit|b=0:nat|Q;- g c: Cunit b:nat|Q+r p: TCunit

(T-P-sE0Q)
b:nat|Qrcp: TCumit

Sig'={Md|b>0:nat|Q;Z+c: 1} Sig” = if Md = jit, then Sig’, else Sig
Md|b=0:nat | QX tgigrC: T MAd|b>0:nat|Q;Xtsigc: 7

Md|b>0:nat| QT rsigc:74Q

(T-ENoUGH?)

Sig'={Md|b > O0:nat | Q;Z rgp e : 7} Sig” = if Md = jit, then Sig’, else Sig
Md|b =0:nat | QX tgigre: 7 Md|b > O:nat | Q;Z brpsige : T

Md|b > O:nat | Q;Z Frpsige : T

(T-ENouGH?)

=11 it | Q1% Fsig e #in(b > 0,7«) : (nat ~ 1CY)
jit]- | Q2 ksig le #in(b > 0,7¢) : L(nat ~ TCY)
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Figure 3.19: Selected typing rules for JIT regions

commands and expressions to populate the signature Sig” at the appropriate place. In particular,
both rules are extended with a premise stating that the signature remains unchanged if the mode is
atomic, but is populated by Sig’ (the current command typing) if the mode is JIT. In JIT mode,
after a power failure, the command c is restored to itself, and Sig’ remembers that the well-

typedness of the command (when the energy level is non-negative) has already been checked.

Typing rules for crash instructions also change to adopt the stop and restore policies for JIT

programs. The T-Jit-sTop rule brings a checkpointed version of all the volatile variables in
inside Q since they are checkpointed upon power failure. Once an energy input is received from
the environment (b > 0), the rule T-Jit-ResTorE applies to type the restored command. Here,
volatile memory is restored from the checkpointed locations in Q. Checkpoints are dropped
from Q and execution resumes with the expression or command «, which is the code running

right before the power failure.
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3.5.5 Logical Relation

Our logical relation from Section [3.4]1s designed to reason about JIT regions too, but according
to different policies. We provide policy definitions for JIT mode in Fig. The policies are
defined to match the dynamic rules for crash, restore, and re-execution for JIT execution (D-S-Jir,
D-rEsTORE-J1T, and D-P-sEQ).

’

N; = Ngp, N2, Ny = N, N2, range(y’) = dom(N;) Y Cy

Commit(y,jit, Ny, Vi) =9 | N,

Ny =N, N7 N, =N’ Vo =N” Vo=V, Y =y
Restore(y,jit,Nj,«) = No | Vo | « PwOf£(y,jit, N1, Vi) =" | V2

Figure 3.20: Commit, Restore, and PwOff policy definitions for JIT mode

The Commit policy for JIT mode simply drops all volatile memory and changes the quali-
fiers of all locations in nonvolatile memory to ck. Additionally, the original map y covers the
committed map y’ (' C v), and the locations mapped to by y’ comprise the locations of N;
(range(y’) = dom(N,)).

The Restore policy for JIT mode prepares for execution to resume by extracting let-bound
variables that were stashed in nonvolatile memory N”" back to their volatile locations and return-
ing the current continuation k. We write N; = N’, N7, to state that N; can be uniquely partitioned
into all locations that are checkpointed (N7, ), which are of the form £y, and regular locations (N")
of the form £. N” is the non-checkpointed version of N, which could be retrieved by removing
the ck subscript from every location in N, .

Lastly, the PwOff policy for JIT mode is defined to checkpoint all volatile locations in non-

volatile memory.
Semantic Typing. Lastly, we extend our semantic typing definition to accommodate JIT regions
too. We do so with the rule P-seQ-semanTic which says that a program of the form c; p is seman-
tically well-typed if the JIT region c is self-related under the logical relation and if the remaining
program p is semantically well-typed.

jit]b>0:nat| Q| -IFc<c: Cuit b:nat | QIF p: TCumit

(P-SEQ-SEMANTIC)
b:nat|QIFc;p: TCunit

For programs composed of a combination of JIT and atomic regions, the semantic typing
rules P-seQ-semanTIc and P-Ckp1-seManTIC indicate that a program is semantically well-typed if
each of its program blocks (JIT and atomic regions) is self-related under our logical relation.

3.6 Metatheory

This section establishes the main properties of our system: progress and preservation, adequacy—
which states that intermittent executions of semantically well-typed programs are correct—and
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the fundamental theorem of logical relation which states that statically well-typed programs are
semantically well-typed. Combining the latter two, it follows that statically well-typed programs
can be correctly executed intermittently. The detailed proofs of these theorems are provided in

Appendix [A]

3.6.1 Statically Well-Typed Programs are Type Safe

We prove type safety according to progress and preservation. The progress and preservation
theorems assume that memory locations are well-formed, |—¥d N |V : Q]| X The progress
theorem (formally defined below) states that if a command c is well-typed, then for all energy
levels n and well-formed memories N and V, either the configuration of ¢ is a value configuration
or it can take a step according to the operational semantics.
Theorem 1 (Progress for Commands) IfMd | b R m : nat | ;X ksiqg ¢ : 7, then ¥ n : nat
withn R m and Y y, N,V with I—ﬁd N|V:Q|Z either

e Val(y |Md |n|N|V]c)or

o Jd(iy' |Md" |n" I[N |V |c)s.t.y|MA|n|N|V]|c = v |Md |n" [N |V ]|

Here, m = 0 and the configuration’s concrete energy level n instantiates energy variable b in
the typing judgment. The energy level decrements with each command step until the configura-
tion of ¢ is a value where n > 0 (indicating a successful execution), or until n» = O (indicating a
crash) which our semantics also considers a value. The constraint n R m in the theorem ensures
that the concrete energy level n preserves the relation of b with m as required by typing. Note that
this progress theorem does not ensure that a given program will always make enough progress to
complete the execution, because sufficient energy may not be available.

The preservation theorem for commands is formally defined below.

Theorem 2 (Preservation for Commands) If Md | b > 0: nat | Q;X vsig ¢ : T where

J l—ng|V:Q|Z,

® n:nat >0, and

e y|Md|n|N|V]c » v |Md|n |N |V |
then for some X', we have Md | b > 0 : nat | Q; X bsig ¢’ : T where

o AN |V Q| and

* n’ :nat >0.

Theorem [2] states that if ¢ is a syntactically well-typed command that, with well-formed
memories N and V and nonnegative energy n, steps to another configuration y’ | Md | n’ | N" | V’ |
¢’, then ¢’ is also syntactically well-typed, the memories N" and V' are well-formed, and »’ is a
nonnegative natural number. Together, Theorems [2 (Progress for commands)| and [2| ensure the

soundness of execution between power failures, where energy is available. Their full proofs are
included in Appendix[A.T]

3.6.2 Statically Well-Typed Programs are Semantically Well-Typed

To prove the soundness of intermittent execution, where power failure may occur, we rely on
the logical relation defined in Section In particular, we prove the soundness of our static
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Assume: {(a) range(y) = dom(NV), (b) NV = NV,V_}
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Figure 3.21: Proof of the fundamental theorem for T-P-Ckpt (inductive case)

typing rules with respect to the semantic typing rules (Theorem [3). We sketch the proof below
and provide the full proof in Appendix |A.2

Theorem 3 (Fundamental Theorem) Ifb : nat | Q+ p : TCuit, then b :nat | Q Ik p : TCunit.

The proof of Theorem [3]is by induction on the static typing derivation for p and considers
the last step in the derivation.

Typing an atomic region: We sketch the high level idea behind the proof for the case where
the last step of the derivation is T-P-Ckpt. By inversion, p = startyom(alD, aPol); c; endaiom; p’
where aPol = (w, p). Also, ¢ is well-typed for static contexts Q" and X, where Q" = Q" X .

The goal is to establish that c is related to itself in the term interpretation for arbitrary n, m,
v, N and V where I—gl,d N |V:Q" Xk | £ This means that we need to prove (y | alD(c) | n |
N|V]cylalD() | o |NJ|V]|c) e E[Cui]™ for all indices m given that the condition
I—gd N |V : Q| X holds. The last condition enforces that the static contexts match the dynamic
context. In particular, N = N’, V. and range(y) = dom(N).

Base Case. For m = 0, the logical relation in Fig. relates any two configurations with the
index zero. Thus, the base case immediately follows from the term interpretation at type Cypit-

Inductive Case. Now we discuss the inductive case where m = k + 1. By the progress and
preservation theorems, the first configuration can take multiple steps until it becomes a value
v1 | alD(c) | ' | N | Vi | ¢; that continues to be well-typed. If n” > 0, then the intermittent
execution was successful, in which case the second configuration steps similarly to completion
such that the two resulting configurations are in the value relation.
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Alternatively, if n° = 0, then the intermittent execution failed. Fig. sketches the proof
of this case. The green conditions (a) and (b) are known by assumption, and (c) is learned while
conducting the proof. The condition (a) asserts that y covers the locations in the nonvolatile
memory N, and the condition (b) asserts that the initial log V matches the values of checkpointed
locations in the intial nonvolatile memory N.

In this case, the second configuration does not step and instead reaches point (2), where the
initial variable location mapping is a subset of the stepped variable location mapping: (¢) y C ;.
At point (2), the proof must show that the configurations are in the value interpretation at type
Cunit-

The dashed line in the figure states that establishing point (2) implies the relation in point (1).
In general, the cascade of implications (dashed lines) follows the definition of the value relations
at each type. At each step, we invert on the typing rule of the open configuration and show
that runtime memories stay well-defined for static contexts. For example, to prove point (1), it
suffices to establish point (2) which follows by the term interpretation at type Cynic. TO prove
point (2), it is enough to prove point (3), and so on. The proof continues unfolding the logical
relation in this manner until point (6) is reached. Point (6) states that c is self-related by the term
interpretation at type Cyni+ but at the smaller index k. By establishing the appropriate conditions,
we can apply the inductive hypothesis to establish the desired result. This is the high-level proof
strategy, and we provide more detail in the explanation below.

At point (4), we apply the power failure policy for atomic regions, which drops the volatile
memory V’ and creates a mapping using the domain of N’. By the prior conditions established,
we know the resulting mapping is the original mapping y which covers nonvolatile memory N.

At point (6), we apply the restore policy for atomic regions, which creates a new volatile log
based on N.

By the semantics of the restore function, we know that the volatile log created is the original
log V containing only checkpointed locations.

The goal at point (6) is similar to our original goal at point (1), but at a smaller index k. We
apply the inductive hypothesis to establish the desired result.

Typing a JIT region: Now, we sketch the proof for the case where the last step of the derivation
is T-P-Seq. Since there is no re-execution, the reasoning is simpler than atomic regions. By
inversion, p = c; p’. Also, c is well-typed for static contexts  and X. Unlike the atomic region
case, initially there are no locations tagged as ck.

The goal is to establish that c is related to itself in the term interpretation for arbitrary n, m,
v, N and V where kgd N |V : Q| X This means that we need to prove (y | jit |n [N |V |c,y |
jit| o | NV ]c)e E[Cyuic]™ for all indices m given that the condition |—¥d N |V:Q]|ZXZholds.
The last condition enforces that the static contexts match the dynamic context. In particular,
range(y) = dom(N).

Base Case. For m = 0, the logical relation in Fig. relates any two configurations with the
index zero. Thus, the base case immediately follows from the term interpretation at type Cypix-

Inductive Case. Now we discuss the inductive case where m = k + 1. By the progress and
preservation theorems, the first configuration can take multiple steps until it becomes a value
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Assume: {(a) range(y) = dom(NV,V)}
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Figure 3.22: Proof of the fundamental theorem for T-P-SEq (inductive case)

vi | alD(c) | n | N | Vi | ¢, that continues to be well-typed. If n’ > 0, then the intermittent
execution was successful, in which case the second configuration steps similarly to completion
such that the two resulting configurations are in the value relation.

Alternatively, if n” = 0, then the intermittent execution failed. Fig. sketches the proof of
this case. The green condition (a) is known by assumption, and (b) is learned while conducting
the proof. The condition (a) asserts that y covers the locations in the nonvolatile memory N.
In this case, the second configuration steps in lockstep with the first configuration and reaches
point (2), where the initial variable location mapping is a subset of the stepped variable location
mapping: (b) ¥ € y,. At point (2), the proof must show that the configurations are in the value
interpretation at type Cynit-

At point (4), we apply the power failure policy for JIT regions, which stashes the volatile
memory V into nonvolatile memory. The subscript ck indicates which portion of the resulting
memory is actually checkpointed.

At point (6), we apply the restore policy for JIT regions, which repopulates volatile memory
with the locations in nonvolatile memory that were marked ck.

The goal at point (6) is similar to our original goal at point (1), but at a smaller index k. We
apply the inductive hypothesis to establish the desired result.

3.6.3 Semantically Well-Typed Programs are Idempotent

A program is idempotent if every intermittent execution of it can be simulated by a continuous
execution. Definition [5 defines this property formally.

Definition 5 (Idempotency) A triple of a program p, nonvolatile memory N, and a mapping y
is idempotent, if every intermittent execution of the program can be simulated by a continuous
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execution of it: for all n,n’, y1, x|, N, p’, if xi > el®@y | n|N| p=,[x;>el®y|n [N |p,
then [y, > €]®@y | |[N| p=), o> e]®@y[oo|N|p".

When showing that a program p with memory N and mapping 7y is idempotent, we construct
a simulation of the continuous execution assuming that it begins with the same program code
p and memory N as the intermittent execution. We use the logical relation from Section [3.4] to
enforce that the stepped configurations are related in the same way; they share the same program
code p’ and memory N’. The charge stream y, remains unchanged between the initial and final
configurations as the continuous execution does not experience power failures.

Theorem [ states that semantically well-typed programs are idempotent. In the theorem, we
use the store typing judgment for the jit mode to ensure the well-formedness of N with respect to
a typing context Q. This reflects the fact that the programs start executing in jit mode by default.

Theorem 4 (Adequacy) Consider b : nat | Q |- p : Cuyir, a nonvolatile memory N, and a map
v such that I—J;t N|-:Q/|- The triple of p, N, and vy is idempotent.

We include the full proof in Appendix [A.3] and sketch the reasoning below. The proof builds
the simulation required by idempotency using induction on the number of observable attempts
during each step of a program’s intermittent execution. The construction of this simulation (and
proof) is illustrated in Fig. The figure presents the trace of the intermittent execution on
the left and builds the corresponding continuous execution on the right. The purple text shows
the relation between the two configurations at each step according to our logical relation. The
orange box highlights the steps taken during a power failure. The green box highlights where the
inductive hypothesis is applied. The red box highlights the base case. Lastly, the blue text gives
conditions that are known by assumption or are learned during the proof.

Executing an atomic region: Assume that c; is self-related and that the configuration [y > €] ®
vi|alD | n| Ny | startyom(alD, aPol); ci; endaem; p takes a step to [y > €] @y |alD |n" | N | p
via the rule D-P-Ckpt while incurring possibly m-many power failures. We need to show that
there exists a continuously-powered execution of the same program that steps the configuration
x> el®y; |alD | oo | Ny | startyom(alD, aPol); ci;endaom; pto [y > e]l®@y|alD | co | N | p.
Our proof constructs such continuously-powered execution.

The proof assumes that program start,om(alD, aPol); c1; €nNdaiom; p is semantically well-typed.
Applying P-CkpT-seManTIC, we learn that the command c¢; is semantically well-typed and self-
related at type Cynix. By the definition of logical relation, it follows that the intermittent config-
uration of ¢; with energy level n is related to the continuously-powered configuration of ¢; with
energy level oo at the type Cynit for every index, including m + 1. We use this relation to build
the desired simulation. Towards this goal, we prove a more general result: for any two related
configurations, if the first configuration takes zero or more steps, then the second configuration
takes zero or more steps such that the two stepped configurations remain related. By definition
of our relation, both configurations result in the same final nonvolatile memories.

The proof is by induction on the number of failures m. Fig.[3.23] shows the inductive case
(lines (1)-(6)) and the base case (lines (7)-(9)). Starting with index m + 1, representing the num-
ber of remaining attempts (point (1) in Fig. [3.23), we build a continuously-powered execution
for ¢, while showing that the intermediate configurations continue to relate to their intermittent
counterparts at a smaller index m (point (6) in Fig. [3.23). At that point, we apply the inductive
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Figure 3.23: Adequacy proof sketch.

hypothesis to obtain the desired result. Finally, the base case establishes that the memories of the
final configurations are the same.

Inductive Case (Fig.[3.23 lines (1)-(6)). By definition of the term interpretation at type Cynit,
ci in the first configuration runs via D-sTep until the next power failure. Moreover, it follows by
the term interpretation at type Cyui¢ that the second configuration can also be executed such that
the resulting configurations remain related (point (2)). The first configuration takes a step from
point (2) to point (3) with the rule D-CrasH. Since the energy level of the first configuration is
0, it follows by the value interpretation at type Cyni+ that these two configurations are related by
the value interpretation at type |(nat ~» TCynit) (point (3)). Using the rule D-S-AID, the first
configuration takes a step from point (3) to point (4). The volatile memory V/ is dropped, and
hence V' = (. Note that this matches the power off policy for atomic mode. By assumption
to D-S-AID, the mapping | drops the discarded volatile memory locations from | such that
Y{ € v;. The two configurations remain related by the value interpretation at type nat ~ TCynit
(point (4)). The first configuration then takes another step to point (5) by D-CHARGE, inputting
the harvested energy no, thus updating the energy stream to x| where y; = ng :: x}. By definition
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of the value relation, the two configurations remain related at the type TCyyit for all ny (point
(5)).

From point (5) to point (6), the first configuration steps via D-ResTORE-AID. In doing so, it
loads the checkpointed data of the nonvolatile memory into a new volatile log V,. As such, the
program counter resets to its original value, and the atomic region re-executes from the beginning
such that ¢y = ¢;. The variable mapping stays the same (yo = ). Note that this step matches the
restore policy for atomic mode. The two configurations are then related by the term interpretation
at the type Cynic. This is similar to what we had initially, but with one fewer power failure
remaining. At this point, we apply the inductive hypothesis to build the simulation at the smaller
index m.

Base Case (Fig. [3.23] lines (7)-(9)). When the first configuration finally steps to comple-
tion by the D-step rule (point (8) in Fig. [3.23), it follows by the definition of logical relation
that the second configuration also steps to skip thus detecting a successfully completed exe-
cution. This completes the simulation of the continuous execution of ¢;. Here, we can apply
the rule D-P-Ckpr on this construction to obtain a continuously-powered execution of the pro-
gram start,,om(alD, aPol); c1; endgom; p- The FinWorld, function copies the up-to-date values of
volatile memory V| that have checkpointed locations back into nonvolatile memory N, removes
the subscript ck from these locations, and changes the qualifiers of all locations in nonvolatile
memory to CK. The volatile memory is dropped and the mapping is reset to y. This matches
the commit policy defined for atomic mode. By the value interpretation at type | Tunit, the two
configurations remain related at the type Tunit (line (9)). Then, by the value interpretation at
type Tunit, the final nonvolatile memories are the same (N;, V) = N;., V;.’) which is the last piece
we needed.

For the case corresponding to initial execution and re-execution, where ¢; = ¢;, N, = Ny, and
V, = Vi, we can apply the rule D-P-Ckpt to the constructed execution to find a continuously-
powered execution of startyem(alD, aPol); c1; €ndaiom; p as desired: [y > ] ®y; | alD | oo | Ny |
startaom(@lD, aPol); ¢i;endaiom; p =, [Y > €] ® y|alD [ oo | N | p.

Executing a JIT region: Assume that c; is self-related, and [y >&]®vy, | jit | n | Ny | ¢;; p takes
astepto [yx > e]l®y |jit|n’ | N | p via the D-P-seq rule with possibly m-many power failures
along the way. We need to show that there exists a continuously-powered execution stepping the
configuration [y > €] ®y; | jit | oo | Ny |cispto[y > €] ® vy |jit| co| N | p. Our proof
constructs such continuously-powered execution.

The overall proof structure is the same as the case for atomic regions. Similarly, the key
idea is that the power off and restore policies in the logical relation exactly follow how the
rules D-S-JIT and D-resTore-JIT handle nonvolatile and volatile memories in the operational
semantics.

The proof assumes that c;; p is semantically well-typed, which by P-seq-semanTic, yields that
c is semantically well-typed and self-related at type Cyuir- By definition of logical relation, if
c; 1s semantically well-typed, then its intermittent configuration with energy level n is related
with the same configuration but with energy level oo for every index, including m + 1. We use
this condition to obtain the desired result. In particular, we prove a more general goal stating
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that for any two related configurations, if the first configuration takes zero or more steps, then
the second configuration can take zero or more steps such that the stepped configurations remain
related. Moreover, in both configurations, the final nonvolatile memories at the end of the JIT
block execution will store the same values.

The proof is by induction on the number of attempts m + 1 until the first configuration suc-
ceeds. Fig.[3.23|shows the inductive case (lines (1)-(6)) and the base case (lines (7)-(9)). Starting
with index m+ 1 (point (1) in Fig.[3.23), we show that the intermediate configurations continue to
relate at a smaller index m. Then, we apply the inductive hypothesis to obtain the desired result.
Finally, in the base case, we show that the memories of the two final configurations are the same.

Inductive Case (Fig. 3.23, lines (1)-(6)). By definition of the term relation, ¢; in the first
configuration is executed via D-sTep until the next power failure occurs, which is detected by a
0 energy level. Moreover, by the term relation at type Cynit, W€ can execute ¢, in the second
configuration to ¢ such that the resulting configurations remain related by the value relation at
type Cunix (point (2) in Fig. [3.23).

The orange box around lines (3)-(5) highlights the steps taken when handling a power fail-
ure. Each step corresponds to one of the key operations crash, power off, restore, and re-execute.
Since power failures are incurred by intermittent executions, we step the first configuration ac-
cording to the corresponding rules in the operational semantics, but do not step the second con-
figuration through this sequence. Here, the first configuration takes a step from point (2) to
point (3) using the D-CrasH rule. By the definition of the logical relation, the two configurations
continue to be related by the value interpretation at type [(nat ~»T Cynit). Then, the first config-
uration takes a step from point (3) to point (4) by the D-S-Jit rule. In this case, we know (by the
assumptions of the rule) that V' = V| and | = y|. This matches the definition of the power-off
policy for JIT blocks. By the value interpretation at type [(nat ~»T Cynit), the two configurations
remain related by the value relation at type nat ~»T Cyuic. Next, the first configuration takes a
step to point (5) by the rule D-cHARGE which inputs a new energy level (ny) from the environment
and updates the energy stream from y to x| where x| = ng :: x}|. By the definition of the value
relation, the two configurations remain related by the value interpretation at type T Cyni«.

Finally, the configuration steps to point (6) by D-rResTore-JiT which copies all checkpointed
locations in the nonvolatile memory into volatile memory and continues by running the inter-
rupted command ¢|. That is, Vo = V" and ¢y = ¢{, and the nonvolatile memory and variable
mapping remain the same (Ny = N} and vy = /). This matches the restore policy defined for
JIT regions. Thus, the configurations continue to be related by the term relation at type Cynit,
similar to what we had earlier at point (1) in Fig. but with fewer power failures remaining.
At this point, we apply the inductive hypothesis (highlighted by a green box in Fig.[3.23)) to build
the continuous execution.

Base Case (Fig. [3.23] lines (7)-(9)). The red box in Fig. [3.23| highlights the base case. Since
the index is 1, there are 0 remaining power failures. So, n; > 0 and the first configuration steps
to completion via the D-step rule. By the definition of the value interpretation, we know that
the second configuration also steps to skip indicating a complete execution. This completes the
construction of the continuous execution for ¢;. The volatile memory V', is dropped, and the
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mapping is reset to y. This matches the commit policy defined for JIT blocks.

Note that the value interpretation at type |Tunit establishes that the two configurations re-
main related at the type Tunit (line (9)). The commit policy drops the volatile memories V, and
V' such that Vi’ = V' = 0. Finally, by the value interpretation at type Tunit, we get that the final
nonvolatile memories are the same (N;., V;.’ = N}, V})) which completes the proof.

In the case where the initial configurations are the same, we have that ¢; = ¢;, N, = Ny, and
V, = V,. Here, we can apply the D-P-seq rule to the construction to obtain a continuous execution
for the program c;; p as desired: [y > &]®7y, |jit| oo | Ny [ci;p =, x> e]l® y|jit| oo | N | p.
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Chapter 4

More Eflicient Checkpointing Policies

The crash types formulation, by nature of being parameterized by policies defining the beahviors
of key operations, is also capable of reasoning about systems that make use of more flexible
checkpointing policies. This chapter investigates an extension to a more efficient checkpointing
policy that is used by real intermittent systems [77, 82, [119]. We highlight key changes from
Chapterin yellow.

4.1 Write-After-Read Patterns

While checkpointing all written variables, as done in the previous system, is simple and relatively
straightforward to reason about, this strategy results in unnecessary memory and runtime over-
heads to track and restore state, rendering it unsuitable for the extremely resource constrained
nature of the domain. To reduce overhead from checkpointing, we must determine which vari-
ables in a program must be checkpointed while still allowing the program to compute correct
results on all executions. For this we recall the example atomic region from Chapter 2| If no
variables are checkpointed and power fails after the assignment y := y + z, the value of y will
not be restored, allowing the next execution to read the unstable value of y. Therefore, y must
be checkpointed. On the other hand, other writable variables, e.g., u, are first written before they
are read, thereby overwriting any unstable values from failed prior executions before they can be
used on the next one. Therefore, variables like # need not be checkpointed, only y.

It happens that an entire class of memory consistency bug in intermittent computing is at-
tributed to write-after-read (WAR) dependencies such as y := y + z if a WAR variable, e.g., y, is
not checkpointed [77,1125]. Prior work shows that checkpointing only variables involved in prob-
lematic code patterns, such as WAR, is sufficient to guarantee that any intermittent execution of
a sequential program corresponds to a continuously-powered execution of that program [1 19]|H

For the example atomic region, it therefore suffices to checkpoint only the WAR variable, e.g.,
y, to produce the same correct result as an execution that checkpoints all written variables. We
sketch the execution of the atomic region that checkpoints only WAR variables in Fig. again
using redo-logging. Before executing an atomic region, the runtime system checkpoints only y,
creating a volatile copy of it in £, (row (1)). Upon reboot from power failure, the checkpointed

'at least for programs that do not depend on sensor inputs
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value stored in f;k recreates the log £, (row (7)), so that the assignment to y re-executes on its
initial value (row (8)), correctly computing 1, and resulting in the same correct final state as
before inrow (11): {, — 2,¢, — 1,{, = 1,{, — tt.

row cmd. N \%
t k¢,
© iniststate  [2]0]1]F] ¢, T Cur Qy=1{x:1i@CK,y:1i@CK,z:1 i@CK,u:l b@CK}
(1) start,,,,(aID, aPol) n Cunir Q,={x:1i@RD,y*:1 i@CK,z:1 i@RD,u :1 b@MFstlt}
2 y=y+z 1]z, Zi,={y:l 1i@CK}
(3) letw=x-y [2]0]1]/ff 1] : Qi =... T, =
(@ ifwthen... [2]ol1]w] [1]1] Q, = {x:1 i@RD,y** :1 i@CK,z:1 i@RD,u :1 b@Wtn} X,=...
(s) pwoff m _ (nat ~ 1 Cy,p Q= ..
(6) TCUnit
(7 restore .n. E Cuyr Q7= (x:1i@RD,y* :1 i@CK,z 1 i@RD,u :1 b@MFstWt)
8Dy =y+z Z;={y:l 1i@CK}
(9) letw=x-y 1] . Qg = ... Yg={y:l 1i@CK,w:| 1 i@CK}
(10) ifwthen... [1]1] ' Qg = {x:1 i@RD,y%* :1 i@CK,z:1 i@RD,u :1 b@Wtn} =, = ...
() final state 2011t - 1 Unit Qo= {x:1i@CK,y:1i@CK,z:1 i@CK,u:1 b@CK}

Figure 4.1: Example atomic region execution with only WAR variables checkpointed.

With the intuitions behind this new checkpointing policy in hand, we are now ready to explore
an extension of the crash types calculus that supports more flexible checkpointing policies —
programs that checkpoint at least their WAR variables. This chapter focuses on formulating
atomic regions which are primarily impacted by this shift in policy due to their re-execution.
Since JIT regions do not re-execute, they are not susceptible to memory consistency bugs, hence
leaving their formulation unchanged from the previous chapter. We relegate the full system
definition and proofs for both JIT and atomic regions to Appendix

4.2 Syntax and Operational Semantics
We highlight key modifications needed to the language syntax below.

atom. reg. pols. aPol ::= (p, u,w)
access qualifier q :>= CK|RD| MFstit | Wtn

According to the new checkpointing policy, since only the write-after-read variables must be
checkpointed (i.e., have qualifier CK), the remaining variables accessed within an atomic region
are either read-only (i.e., have qualifier RD) or first accessed as a write. To handle the latter,
we extend atomic region policies with a set of must-first-write variables (u) that is disjoint from
w and p, and the type system with new access qualifiers: MFstWt and Wtn. Variables declared
in u are first annotated with the qualifier MFstWt, to be updated to Wtn on their first write in a
given execution. This operation is performed by a modified version of the InitWorld, function
and illustrated in the step from row (0) to row (1) in Fig. The modified function is formally
defined in Appendix To guarantee the correctness of an atomic region with must-first-write
variables, all must-first-write variables must be marked Wtn by the end of an atomic region’s
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final execution, indicating that only results from the last successful execution have survived in
the final state and that results from failed prior executions have been overwritten.

Furthermore, these access qualifiers are used to reject programs susceptible to write-after-
read bugs, which we discuss next.

Evolving Access Qualifiers. To enforce proper memory accesses in an atomic region, we define
a function ¢ over the access qualifiers and possible memory accesses write (Wt) and read (Rd).
This function is defined in Fig. We write UN to represent the result of an undefined or
prohibited action that would cause type checking to fail, e.g., writing (Wr) to a read-only (RD)
location or reading (Rd) from a must-first-write (MFstWt) location that has not yet been written
on the current execution. Furthermore, these checks should fail because they could point to
uncheckpointed WAR variables. All other memory accessed are considered safe and are allowed
by our system. We define transitions on these qualifiers. In particular, writing (Wt) to a must-
first-write location causes the qualifier MFstWt to change to Wtn. Since any following write
or read accesses on Wtn locations are allowed, the type qualifier does not evolve further and
remains Wtn. Similarly, write or read accesses of checkpointed locations (CK) and read accesses
of read-only locations (RD) do not change the qualifier.

§(CK, Rd) = §(CK, Wr) = CK S(MFstWt, Wr) =Wtn  6(MFstWt, Rd) = UN
S(RD,Rd) =RD  &(RD, Wf) = UN S(Wtn, W) = 6(tn, Rd) = Wtn

Figure 4.2: Definition of the memory access transition function ¢

We are now ready to define the operational semantics for our calculus. The full operational
semantics is defined in Appendix [B.1} and we highlight the key rules that change from the previ-
ous formulation in Fig.

y=v,[x (] N=N,l@q v q = 6(q,Rd) #+ UN n=n"+1

(D-N-READ)
yIMd|n|N|V|x—>y|Md|n |N,(@q —v|V]|v

Val(y |Md | n|N |V |v)
v=9,[x—{] N=N,{@q — vy q = 6(g, Wr) # UN n=n+1

(D-N-ASSIGN)
yIMd|n|N|V|x:=e - y|Md|n" [N, @ q" < v|V|skip

_ ’ 12 7" _ ’ ’” 1724
N = NRD,MFstWt’ ch’ Nth Ny = NRD,MFstWt’ ch’ NMFstWt

x> el®ylalD(co) | n IN|Tk = [x >el®y|alD(co) | n | N2 IN" | o

(D-rESTORE-AID)

Figure 4.3: Selected operational semantic rules for atomic regions.

Reads and Writes (D-N-Reap and D-N-AssigN). Now when a variable is accessed, we must
check that the access is legal. The operational semantic rules for read and write therefore make
use of ¢ to guard against illegal accesses.
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When a location is read, the rule D-N-REab applies to look up the value v stored in a location
¢ corresponding to variable x. The premise ¢' = 6(q,Rd) # UN first checks that reading the
desired location is allowed by 9, effectively checking that the location being read is not marked
as MFstWt. If the read is allowed, the function computes the resulting qualifier ¢’ from the
original ¢ and updates the access qualifier in nonvolatile memory accordingly.

When a location is begin written to, the rule D-Assion-N applies to check that the write is
legal under 6, meaning that the location being written is not read-only (RD). If the access is
allowed, a new qualifier ¢’ is computed to annotate the new value v in nonvolatile memory.

Restore (D-resTORE-AID). Since a program could crash in a state with a combination of MFstWt
and Wtn qualifiers, the system behavior on restore (D-resTORE-AID) changes. Like before, the
volatile logs are recreated from their checkpointed nonvolatile counterparts. However, since
nonvolatile memory could contain uncheckpointed writes from the previous failed execution,
which are marked as Wtn, the rule reverts these qualifiers to MFstWt. The change in qualifier
indicates that these variables have not yet been written on the current re-execution, which will
help to prevent any illegal reads to these locations on the next execution.

4.3 Type System

At the type level, qualifiers are also extended to include MFstWt and Wtn to denote the access
restrictions on their locations. Since qualifiers evolve over the course of execution, they also
evolve throughout type checking which our typing judgments must be equipped to support.

We summarize typing judgments for commands and selected expressions in Table {.1] that
differ from the previous chapter. To support evolving qualifiers, certain typing judgments are
extended with a post-context Q" whose domain always matches the initial context Q and range
reflects qualifier changes from € that result from type checking a command. Since updating a
qualifier should only occur when checking a write, we must extend WT typings judgments for
expressions to carry a post-context. Since these changes propagate to assignments, and subse-
quently later commands, it is carried by the command typing judgments too.

command (J,) Md | bRO:nat | X Fsigce : Cunit 49" | ¢ could crash
(Jy) Md | b:nat | ;X Fsig Skip @ lTunit 4Q" | ¢ will not crash
(J) Md | b:nat | Q Fsig SKip @ Tunit 4 Q' | after commit
expression (J,) Md | b:nat | QX FuT X LTA 4 Q' | write on x, no crash
(J) Md | b:nat | Q byt X :TA 4 Q' | write on x, commit

Table 4.1: Typing judgments for commands and WT expressions

Now we are ready to discuss the typing rules that change with this formulation. The rules
for statement and store typing, which remain the same as Chapter |3| are relegated entirely to

Appendix

4.3.1 Program Typing

The typing rule for atomic regions is shown below.
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InitWorId,(Q;aPol) = Q() | 20 Sig = {a|D(C0) | b >0:nat | Q();Zo Fco: Cuit 1 Q’ }
alD(co) | b > 0 : nat | Qo; Zo Fsig €0 : Cunic 1 Q'
Q' [{MFstWt} =0 b :nat|Q+F p: 1Cumit

(T-P-Cxkpr)
b :nat | Q + startyom(alD, aPol); co; €ndatom; P : TCunit

The first premise sets up the initial typing contexts for nonvolatile and volatile memories.
As before, the function InitWorld, initializes the unstable typing context X, by creating a log of
variables based on the typings for checkpointed variables from Q. Definition [6] formally states
this policy, which is extended to handle must-first-write variables.
Definition 6 Q, | X, = InitWorld,(Q; aPol) where aPol = (o, u ,w) iff

dom(Q) =pUpuVw,

e pNu=0uNw=0,pNw=0,

Qy={x:TA@RD | x: JA@qg € Q"} U {x: TA@NFstWt | x: TA@q € Q"} U Q¢ and
ZQZlQC

where Q = Q", Q" Q° and Q" = Q[p, Q" = Qlu, and Q° = Qlw.

Like before, if the declared sets of read-only, must-first-write, and checkpointed variables do
not cover all nonvolatile variables or are not pairwise disjoint, then the function InitWorld, is not
defined and type-checking fails.

Using the typing contexts constructed by InitWorld,, the rule T-P-Ckpt proceeds to check the
atomic region command c¢(. In this version of the rule, the command typing judgment contains
a post-context Q" with updated qualifiers resulting from checking c¢y. The rule uses €’ to check
that the atomic region is correct: that all must-first-write variables (MFstWt) are written to on the
last successful execution of the region. Provided the atomic region is correct, the last premise
proceeds to check the remainder of the program p with the original typing context ).

4.3.2 Command and Expression Typing

We present selected typing rules for commands and expressions in Fig.

Successful Execution (T-V-Succ, T-C-SHirt, and T-V-Succ). The T-Skip rule types the com-
mand skip at a stable type Tunit. At this point, the command execution is complete and the
initial stable typing context ) should match the final stable typing context. Rule T-V-Succ ap-
plies when the command successfully completes its execution and still has at least one unit of
energy available (b > 0) to conclude the execution by committing. In this case, we close off
the constraint on the energy level variable and continue typing the command against the type
1lT unit. Rule T-C-Surrr is invoked by T-V-Succ and updates the memory typing contexts by
removing checkpointed locations in Q as now they are not needed, and making locations in
stable as now they are committed. This corresponds to the last step of Fig. [4.1| The post-context
Q, [dom(Q) restricts the post-context to include only variables appearing in Q.

Reads, Writes, Sequences (T-Loc-Reap, T-Loc-WRriTg, T-W-SHirt, T-AssigN, T-seQ, T-SEQ-D).
To check an assignment to a variable, the rule T-AssiGN applies to check the variable x under
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(T-Sxip)
Md | b:nat|QFsigskip: Tunit 4 Q

T=1Y Q=007 Md|b:nat | QX rgig skip : Tunit 4 Q;
Md | b :nat|Q;X ksig skip : [Tunit 4 Q; [dom(L)

(T-C-SHiFr)

Md|b:nat|Q;X ksig skip: [Tunit 4 Q'
sig SKIP (T-v-Succ)

Md|b>0:nat| QX Fsigskip: 7V [Tunit 4 Q’

MdIbZO:natlﬂ;Zl—Rp;sige:CZ{d MAd|b>0:nat| QT byr x: TA 4
Md|b>0:nat | QX Fsjgxi=e: Cl 4Q

unit

(T-AssIGN)

Md|b>0:nat|Q;X Frpsig € : ngol

Md|b>0:nat|Q;Zrsigcy:74Q Md|b>0:nat|Q;Zrsigcr:74Q

(T-Ir)
Md|b>0:nat| QX tsigifethencielsecy : 74 Q'

MdleO:natlQ;EFSigcl:ngit—wl’ Md|b>0:nat]| Q ;Ztsigcr:74Q"
(T-seQ)

Md|b>0:nat| QX ksigcerser:t4Q7

W=y|V  Md|b>0:nat| QX rsigc:CH. 4Q

unit

Y =trim(Z,V,y) Md|b>0:nat| Q ;X Fsiger:74Q"

(T-seqQ-p)
Md I b > 0 :nhat | Q,E I—Sig cruwer s TH Q”

Q% = x:TA@q,Q, q = d(qg, Wt) # UN

(T-Loc-WRITE)
Md|b:nat | QY kyr x: TA4x:TA@Y, Q)

=Y Q=007 MA|b:nat | QX ryr x: TA 4
Md| b:nat | Q;Z kyr x: [TA 4 Q[dom(Q)

(T-W-SHiFT)

Q(x)=1A@q (g, Rd) # UN

(T-Loc-REaDp)
Md|b:nat|Qrpp x: TA

Figure 4.4: Selected command and expression typing rules

a WT judgment. As before, the rule T-W-SHirt applies to check the variable under an unstable
judgment, and then T-Loc-WRritTE applies to check it under a stable judgment. Notably, the T-
Loc-WRITE rule checks if the write is valid, i.e., that the access qualifier ¢’ resulting from writing
(W) to the variable x is not undefined. If the write is valid, the post-context produced by this rule
is based on the initial stable typing context, updated to reflect the write by replacing the access
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qualifier of x with ¢’. Otherwise, if the write is invalid, the program would be rejected. For
example, writing to a read-only variable would cause type checking to fail at this point. If the
check succeeds, a post-context with the updated qualifier is obtained, which propagates down the
derivation to T-W-Suirt where the post-context Q [dom(Q) (similar to T-C-SuiFt) enforces that
the pre- and post-contexts of a judgment always match on their domains and differ only in their
qualifiers. Finally, the post-context propagates to T-AssiGN. If there is a following command, the
rules T-seq and T-seq-p would apply to pass the post-context into the initial context of checking
the next command.

To check a variable read, the rule T-Loc-Reap performs an analogous check, looking up the
qualifier of x and using it to check whether a read is valid: 6(q, Rd) # UN. Since the qualifiers
that are allowed to be read are RD, CK, Wtn which do not change on read, the rule does not include
a post-context.

For the version of the example atomic region which fails to checkpoint y in y := y + z, type
checking would fail by either T-Loc-WRrItE or T-Loc-Reap, depending on the qualifier of y. For
example, if y has qualifier RD, then its write would fail to type check by the rule T-Loc-WRrITE, as
writing to a read-only variable is undefined. Alternatively, if the initial qualifier of y is MFstWt,
its read would fail to type check by the rule T-Loc-REeabp, as reading a must-first-write variable is
also undefined.

Conditionals. In the rule T-Ir, the first premise checks that expression e has type C9 ., and
the second and third premises type the commands c; and c¢,. Both branches should end with
memories whose variables have the same qualifiers. Programs that have branching that causes
variables to have different qualifiers are rejected by the type system, e.g., a program that writes
to a MFstWt variable in one branch but not the other. In this scenario, the qualifiers in the post-
context of each branch will be inconsistent. Even if that variable is written immediately after the

branch, our type system will reject this program. This is one limitation of our type system.

4.4 Logical Relation

We prove our system correct according to a more general version of the logical relation from
Chapter 3| In particular, our logical relation must be equipped to handle values leftover from
prior executions that may momentarily differ from those generated by a continuously-powered
execution. Therefore, in order to establish that the final state of an intermittent execution matches
a continuously-powered execution, we must again show that the intermediary states of an inter-
mittent execution are related to a state in the continuously-powered execution despite the fact
that now an atomic region could re-execute on memory that does not match the corresponding
continuously-powered execution state.

Policies for key operations (Commit, Restore, and PwOff). Before explaining details of our
logical relation, we define new policies used in its definition. We formally define these policies
in Fig. 4.5 The definitions match the memory operations in the dynamic rules that deal with
crash, restore, and re-execution (D-S-AID, D-resTorRE-AID, and D-P-Ckpt) for atomic regions.
As before, the power off policy is defined to lose the volatile memory state upon power
failure and the commit policy finalizes the nonvolatile memory after a successful atomic region
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vy Cy s.t. range(y") = dom(Ny) Vo=0
PwOf£(y,alD(co),Ni,Vi) =y" | V2

Ni = N; RD,Wtn’ N/c’k
No = N o, vV’ Vi =V, Vv’ dom(V"") = dom(N"") v Cys.t. range(y”) = dom(Np)

Commit(y, alD(co), N1, Vi) =y | Ny

N\ ’” 3 _ N ’” 3 _ NI
Ny = NRD,MFstWt’ ch’ Nth N, = NRD,MFstWt’ ch’ NMFstWt Vo =N

Restore(y, alD(cp),Ni,«) =Ny | V2 | co
Figure 4.5: Commit, Restore, and PwO£f policy definitions for atomic regions

execution. The restore policy describes setting up the memories for re-executing an atomic region
though, unlike the previous chapter, it marks all locations with the qualifier Wtn with MFstWt.

Logical relation and semantic typing. Now we are ready to explain our logical relation. First,
the top-level logical relation for atomic regions remains the same as before. The term and value
relations, shown in Fig. [4.6] are similar to the previous chapter but with a slight modification to
accommodate our more general policies.

In particular, the value relation at type TCyni+ changes to accommodate changes made to the
Restore policy. This definition again requires that the intermittent configuration runs the crash
instruction Tk, which restores a continuation of the execution and continues to be related to the
continuously-powered configuration in the term interpretation at its original type Cynit. To ensure
that the program can re-execute on a state with values written by failed prior executions that will
not be reverted on reboot, we extend this line of the relation with a side condition. In particular,
the constraint Ny \ {MFstWt} = N, \ {MFstWt} requires that the intermittent memory is the same
as the continuously-powered one, modulo must-first-writes. This constraint is necessary because
after a partial execution of an atomic region, memory may be updated in its written variables.
This means that the memory of the intermittent configuration may differ from the continuously-
powered configuration in those locations with the qualifier Wtn. The restore policy for atomic
regions resets the qualifier Wtn of these locations to MFstWt. At this point, the values of locations
marked MFstWt may differ between the intermittent and continuously-powered configurations.
Such differences, however, do not violate the idempotency of the intermittent execution; in the
next execution, these locations will not be read from before being overwritten, and if the next
execution succeeds, these locations will be overwritten. This condition makes the logical relation
more general and capable of accommodating more correct programs.

4.5 Metatheory

This section establishes the main properties of our extended system. At a high level, these prop-
erties are similar to those established in Chapter [3| but require extra reasoning about qualifiers.
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Binary relation for commands
MAd|b>0:nat| Q|2 IFc; <2 Cunit
iff Vn,m > 0. Vy,N,V.s.t. HON|V: Q| X,
(yIMd|n|IN|V]cy,y|Md|oo|N|V]|c) € E[Cunit]™
Term relation

ElCunic]™! = {(Co1,C) 1L, 5.6.Co1 =7, C) AACS, 5.5 > C A
(CZ,I,CEE)E(V[[Cunit]]m”}
E[Cunit]° = {(Co1,C )}
Value relation
V[tunit] = {(Co1,C5) 1 Cor = (y[Md|ny [N[skip) A C, = (y|Md]| oo |N|skip)}
V[l Tunit] = {(Co1,C}) 1 Cor = (y11Md|ny [Ny |V | skip)A
C>, = (y2|Md|oo| N2 |V, | skip)A
Commit(y;, Md, N;, Vi) = ¥/ [N A
(¥, 1Md | ny N/ | skip, 7} | Md | oo | N} [ skip) € V[Tunit])
V[1Cunit]” = {(Co1,C)) [ Cor = (y1 1M | n [Ny | T)A
Coy = (y2IMd|oo|N2 [ V2 |e2) A
Restore(y;,Md,Ni,x) = Ngo|Vg|co A
No \ {MFstWt} = N, \ {MFstWt} A
(y11Md|n|No|Volco,y2IMd| oo [N2|Va]c2) € E[Cunit]™)
V[nat~1Cunit]" = {(Co1,C5) 1 Cor = (y11Md] - [Ny ] & #in(b > 0, Tk))A
Vn>0.(y1 [Md |7 N1 Tk, C35) € V[T Cunit]™}
V[lmat~TCumit)]" = {(Cor.C3) | Cor = (y1|Md]| - IN1|Vy|le #in(b > 0,Tx))A
PwOf£(y1,Md, N, Vi) =y [V A
(ypIMd| - [VL,,Ni|e #in(b > 0,14),C5) € V[nat ~» TCunit]"}
V[Cunit]™! = {(Co1,C) 1 Cor = (y1 [Md|ny [Ny [V

eithern; =0 A (yp [Md| - [N [Vi[le #in(b > 0,Tc1),C;))
€ V[lmat ~1 Cunic)]™,
or  n >0 A (yr|Mdlng [Ny [Vi]|c1,C3) € V[IT unit])

Figure 4.6: Step-indexed logical relation for crash types

These theorems and their proofs are provided in Appendix [B]

4.5.1 Statically Well-Typed Programs are Type Safe

We again prove type safety according to progress and preservation, where the well-formedness
judgment I—de N | V: Q| X is the same as before. The progress theorem is similar to before,
stating that if a command c is well-typed, then for all energy levels n and well-formed memories
N and V, either the configuration of c is a value configuration or it can take a step according to
the operational semantics.

The preservation theorem for commands, however, is modified with additional invariants to
reason about qualfiiers. It is formally defined below.
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Theorem 5 (Preservation for Commands) If Md | b > 0: nat | Q; X tsig ¢ : T4 Q" where
(1) y|Md|n|N|V|ciswell-formed,
(2) ngmv:mz,
(3) natural number n > 0, and
(4) yIMd[n|[N[V]c - ¥y |Md|n" [N |V |
then for some o, X", Md | b > 0 : nat | Qo; Y +sig ¢’ 1 74 Q" where
(5) v |Md|n" |N |V | iswell-formed,
(6) HIEN" [V Qo | %,
(7) natural number n’ > 0,
(8) dom(N) = dom(N’),
(9) ifMd = alD(cy), then N" \ {MFstWt,Wtn} = N\ {MFstWt, Wtn}, and
(10) Q <y Q.

Invariants (1) — (8) remain the same as before, while (9) and (10) are new. For the former,
since an arbitrary command step could write to memory, we must also prove that the initial and
resulting memories from running that command are the same excluding their must-first-write and
written memory locations for the mode alD(cy). The latter condition enforces that the qualifiers
of the variables in contexts {2, and  are within one ¢ transition of each other and is defined
below in Definition [ZL
Definition 7 Q <y, Q) iff Vx:it@q € Q, we have x:t@q, € Q, where either g = gy or 6(q, Wt) =
qo # UN.

The full proofs and theorem statements of progress and preservation can be found in Ap-
pendix B.4

4.5.2 Statically Well-Typed Programs are Semantically Well-Typed

We prove the soundness of our static typing rules with regard to the semantic typing rules (The-
orem [6). We sketch the proof below, focusing on atomic regions. We provide the full proof in

Appendix [B.6]
Theorem 6 (Fundamental Theorem) Ifb : nat | QF p : TCuis, then b :nat | QIF p : TCunit.

The structure of the proof of Theorem [f is similar to before: by induction on the static
typing derivation for p and considers the last step in the derivation. Here, we highlight the key
differences to the proof case of D-P-Ckepr.

Again, the goal is to establish that c is related to itself in the term interpretation for arbitrary
n, m,y, N and V where l—gd N|V:Q" Xk | Z. This means that we need to prove (y | alD(c) |
nIN|IV]cylalD()| oo |N|V]|c)e E[Cuir]™ for all indices m given that the condition
I—gd N |V : Q| X holds. The last condition enforces that the static contexts match the dynamic
context. In particular, N = N’, V. and range(y) = dom(N).

Since now nonvolatile memories could differ at intermediate stages of the simulation, we
must prove a generalized version of this goal in the main proof of Theorem [6] In particular, we
prove that a well-typed command c is related to itself for any two nonvolatile memories N; and
N, that agree on every value of their locations except for those with must-first-write qualifiers.
The goal is to show (y | alD(c) | n | Ny | V | ¢,y | alD(c) | o | Ny | V | ¢) € E[Cunit]”
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where (a) range(y) = dom(N;), (b) N; \ MFstWt = N, \ MFstWt, and (c) N; = N; \ Wtn. The
condition (a) asserts that y covers the locations in the nonvolatile memory N;. The condition
(b) enforces that the nonvolatile memories N; and N, be related up to their MFstWt qualifiers.
Lastly, the condition (c) asserts that the intermittent nonvolatile memory N; does not have any
Wtn variables at the beginning of executing an atomic region. We discuss how to establish this
relation in the inductive case explanation below.

First, we observe that command c being self-related is a special case of this generalized goal
where the nonvolatile memories are the same (N; = N, = N) and are well-formed with respect
to the context initialized by inversion on the D-P-Ckpt rule. Observe that the three conditions
required by the inductive hypothesis hold in this special case: (a) range(y) = dom(N) holds as
described above, (b) N \ MFstWt = N \ MFstWt holds vacuously, and (c) N; = N; \ Wtn is true
due to the definitions of InitWorld and well-formedness.

We proceed to prove the generalized result mentioned above by induction on the index m.

Base case (m = 0). This case is similar to before; the result follows immediately from the term
interpretation at type Cynix-

Inductive case (m = k + 1). We now highlight the key differences to the inductive case which
is sketched in Fig. The green conditions (d)-(g) are learned throughout the proof, and (a)-(c)
are known by assumption. The places where these conditions are used in the proof are marked
on the right hand side of the diagram. As before, the dashed lines represent implications.

Our goal is to prove (y | alD(c) |n [Ny |V |c,y|alD(c) | oo [Ny |V ]c) € c‘J[[C,mit]]"+1 which
corresponds to point (1) in Fig. with assumptions (a)-(c). By progress and preservation for
commands, the first configuration can take multiple steps until it becomes a value y, | alD(c) |
n’ | N" | V' | ¢, that continues to be well-typed. If n” > 0, the second configuration steps similarly
to completion and establishes that the two resulting configurations are in the value relation. This
case is omitted from Fig. If n” = 0, the second configuration does not step and instead
reaches point (2) in Fig. At point (2), the proof must show that the configurations are in the
value interpretation at type Cypix.

At point (4), we apply the power failure policy for atomic regions, which drops the volatile
memory V' and creates a mapping using the domain of N’. By the prior conditions established,
we know the created mapping is the original mapping .

At point (6), we apply the restore policy for atomic regions, which creates a new volatile
memory based on N’ and marks all written (Wtn) memory locations in N’ as must-first-write
(MFstWt). By the semantics of the restore policy, we know that the volatile memory created
(V) is the volatile log containing only copies of checkpointed locations, and is the same as the
original volatile memory.

The goal at point (6) is similar to our original goal at point (1) but at the smaller index k.
We can apply the inductive hypothesis to establish the goal at point (6). To do so, it is enough
to show that conditions (a)-(c) hold at this point. First, (a) holds by the original condition (a)
combined with (f) and the definition of N’ given by (g). The condition (b) holds by combining
the original condition (b) with (c), (e), and the observation that N’, sans the locations marked
MFstWt and Wtn, is the same as the final intermittent nonvolatile memory, sans the locations
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(¢) NVi= NV \{Win}

(1)K (¥ laID(c) InINVy I VIcylalD(c) || NV, [VIc)eZ[Cynil<t?
Know: .
@y =y, U By Thms. :.'1 =
(€) NV,\{MFstWt,Wtn} = NV'\{MFstWt, Wtn}¥, 6.1+6.2 U { ByTR1
(H) dom(NV;) = dom(NV")
2 (y1 1aID() 10NV | V' | ¢,y lalD(c) | oo | NV, | V| Cze%‘HCUnit]]k+1
By VR 6

(3 (1 lalD(c) IINV' I V' I ettin(b > 0,1 ¢;),y | aID(c) | o | NV, |V | e)e 7L (nat w1 Cyni) 1%
{ By VRS, (), (). () |

) (v 1 aID(c) Il NV' | e#tin(b > 0,1 ¢;),y | aID(c) | o | NV, |V | )€ 7 [nat +»T Cypie]*
{ ByVR4

(5) (ylalD() In" INV [Tcy,ylalD(c) oo | NV, | V] C)‘E 7711 Cuniel®

Know: L

(g NV' = NV! V' NV? { ByVR3

RD,MFstWt CK Wtn “\ x'.
©)(y lalD(c) I n' | NVlRD,MFstWt VE?K'NVzMFstWt, [VIcylalD(c) oo [NV, [V ]c) k By IH
€& [C ynitl

Figure 4.7: Proof of the fundamental theorem for D-P-Ckpt (inductive case)

marked MFstWt. (c) continues to be true for each subsequent execution due to the semantics of
the restore function which replaces all Wtn qualifiers in nonvolatile memory with MFstWt.

4.5.3 Semantically Well-Typed Programs are Idempotent

Our definition of idempotency is the same as the previous chapter: a program is idempotent if

every intermittent execution of it can be simulated by a continuously-powered execution. Since

the semantic typing also remained the same, the adequacy theorem also remains the same as the

previous chapter but requires a generalized proof to accomodate the modifications to the system.
We restate the adequacy theorem below and highlight key differences in the proof.

Theorem 7 (Adequacy) Consider b : nat | Q |- p : Cuit, a nonvolatile memory N, and a map
v such that I—Jy't N|-:Q/|- The triple of p, N, and vy is idempotent.

We include the full proof in Appendix and sketch the main ideas here. The structure of
the proof is similar, building a simulation required by idempotency by induction on the number of
power failures during each step of a program’s intermittent execution. We show the construction
of this simulation (and proof) in Fig.

Assume that c; is self-related and that the configuration [y; > €] ® y; | alD | n | Ny |
startaiom(alD, aPol); c1; €ndgom; p takes a step to [yx > €] @y | alD | n” | N' | p via the rule
D-P-Ckpt while incurring possibly m-many power failures. We need to show that there exists a
continuously-powered execution of the same program that steps the configuration [y > €] ® y; |
alD | o | Ny | startyom(alD, aPol);ci;endgom; pto [y > e]l]®y | alD | oo | N | p. Again, we
prove this by building such a continuously-powered execution.
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Figure 4.8: Adequacy proof sketch.

The proof assumes that program start,om(alD, aPol); c1; €ndaiom; p is semantically well-typed.
Applying P-Ckpt-semanTIiCc, we learn that the command ¢, is semantically well-typed and self-
related at type Cynit. By the definition of logical relation (Fig. d.6), it follows that the intermittent
configuration of ¢; with energy level n is related to the continuously-powered configuration of ¢
with energy level oo at the type Cyni¢ for every index, including m+ 1. We use this relation to build
the desired simulation. Towards this goal, we prove a more general result: for any two related
configurations, if the first configuration takes zero or more steps, then the second configuration
takes zero or more steps such that the two stepped configurations remain related. By definition
of our relation, both configurations result in the same final nonvolatile memories.

The proof is by induction on the number of power failures m. Fig.|4.8also shows the inductive
case (lines (1)-(6)) and the base case (lines (7)-(9)) for the case of an atomic region. Starting
with index m + 1 (point (1) in Fig. @.§), we build a continuously-powered execution for ¢; while
showing that the intermediate configurations continue to relate to their intermittent counterparts
at a smaller index m (point (6) in Fig. 4.8)). At that point, we apply the inductive hypothesis
to obtain the desired result. Finally, the base case establishes that the memories of the final
configurations are the same. We detail each of these cases below.
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Inductive Case (Fig. 4.8, lines (1)-(6)). By definition of the term interpretation at type Cynit,
ci in the first configuration runs via D-sTep until the next power failure. Moreover, it follows by
the term interpretation at type Cyni¢ that the second configuration can also be executed such that
the resulting configurations remain related (point (2)). The first configuration takes a step from
point (2) to point (3) with the rule D-CrasH. Since the energy level of the first configuration is
0, it follows by the value interpretation at type Cyni+ that these two configurations are related by
the value interpretation at type [(nat ~~» TCyit) (point (3)). Using the rule D-S-aID, the first
configuration takes a step from point (3) to point (4). The volatile memory V| is dropped, and
hence V' = (. Note that this matches the power off policy for atomic mode. By assumption
to D-S-AID, the mapping | drops the discarded volatile memory locations from | such that
Y{ € v;. The two configurations remain related by the value interpretation at type nat ~» TCypni¢
(point (4)). The first configuration then takes another step to point (5) by D-CHARGE, inputting
the harvested energy no, thus updating the energy stream to x| where y; = ng :: x}. By definition
of the value relation, the two configurations remain related at the type TCy,i: for all ny (point
(3)).

From point (5) to point (6), the first configuration steps via D-REsTORE-AID. In doing so, it
replaces all Wtn qualifiers in the nonvolatile memory N’, V' with MFstWt in Ny and loads the
checkpointed data of the nonvolatile memory into the volatile memory V. As such, the program
counter resets to its original value, and the atomic region re-executes from the beginning such
that ¢y = ¢;. The variable mapping stays the same (y, = y{’). Note that this matches the restore
policy for atomic mode. The two configurations are then related by the term interpretation at the
type Cunit- This is similar to what we had initially but with one fewer power failure remaining.
At this point, we apply the inductive hypothesis to build the simulation at the index m.

Base Case (Fig. 4.8, lines (7)-(9)). When the first configuration finally steps to completion
by the D-step rule (point (8) in Fig. @.§), it follows by the definition of logical relation that
the second configuration also steps to skip thus detecting a successfully completed execution.
This completes the simulation of the continuously-powered execution of ¢;. Here, we can apply
the rule D-P-Ckpt on this construction to obtain a continuously-powered execution of the pro-
gram start,om(alD, aPol); c1; endgom; p- The FinWorld, function copies the up-to-date values of
volatile memory V| that have checkpointed locations back into nonvolatile memory N, removes
the subscript ck from these locations, and changes the qualifiers of all locations in nonvolatile
memory to CK. The volatile memory is dropped and the mapping is reset to y. This matches
the commit policy defined for atomic mode. By the value interpretation at type | Tunit, the two
configurations remain related at the type Tunit (line (9)). Then, by the value interpretation at
type Tunit, the final nonvolatile memories are the same (N;, V) = N;., V;.’) which is the last piece
we needed.

In the case of the initial execution, where ¢, = ¢;, N, = Ny, and V, = V;, we can apply the
rule D-P-Ckepr to the constructed execution to find a continuously-powered execution of the pro-
gram as desired: [y >¢&]®vy; |alD | co | Ny | startyom(alD, aPol); c1; €ndaom; p =, [x > €] v |
alD| oo | N | p.
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Chapter 5
Undo-Logging

The systems introduced thus far have all assumed a redo-logging interpretation for the crash
types calculus: stable values are always stored in nonvolatile memory, and unstable values are
always stored in volatile memory. However, this interpretation is tied specifically to redo-logging
when in reality, intermittent systems implement many different kinds of logging styles [13, 14,
77,182,119, 1125]], with undo-logging being a popular one.

Whereas redo-logging creates volatile logs for checkpointed variables that are operated on
until failure, undo-logging instead creates a separate checkpointed copy at the beginning of an
atomic region’s first execution and uses it to revert updates to nonvolatile memory in the event
of a power failure. Therefore, since the nonvolatile memory locations that are declared as check-
pointed are operated on intermittently, their values are unstable while their separate checkpointed
versions are stable. Under this interpretation, unstable values could live in nonvolatile memory.
Designing an undo-logging interpretation for crash types that reasons about restoring nonvolatile
memory therefore requires a paradigm shift.

This chapter details an undo-logging formulation of the crash types calculus. Reasoning
about restoring nonvolatile memory requires us to redefine the crash type for atomic regions to
account for unstable values in nonvolatile memory. We first highlight the key intuitions behind
the new crash types and present a running example (Section[5.1)). Then we detail the system while
focusing on the formulation for atomic regions, and explain how the typing rules are connected to
adjoint logic (Sections [5.2]and[5.2.2)). The chapter concludes with the progress and preservation
theorems and a discussion of the logical relation and adequacy (Section [5.3).

5.1 Modal Crash Types for Undo-Logging

In this section, we present the crash types for atomic regions with undo-logging and informally
motivate them with a running example. Since in undo-logging the unstable portion of nonvolatile
memory is restored, we need to redefine the crash types for atomic regions to reflect the semantics
of this operation. We summarize the modified crash types below.
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atomic command crash type Cupir = (mat ~» [TCuit) V [Tunit

atomic expression crash type Cj'D = (nat ~ |[TCumit) VITA

As before, the command crash type Cy,i. for atomic regions is a disjunction. The left disjunct
arises when the device crashes and volatile memory is wiped. Once more energy is harvested,
stable values restore nonvolatile memory from the checkpointed context (1), and then the device
attempts to re-execute the program (Cynit). As before, the right disjunct represents a successful
execution. The interpretation of |T for restoring nonvolatile memory with stable values matches
its interpretation in the right disjunct and from redo-logging: an intermittent computation that
returns a stable value. Like before, the crash type for atomic region expressions matches the one
for commands.

row cmd. N vV N
£ et
(©) initiststate  [2]0]1 —_— 1 Comr  Qu={x:1i@CK,y:1 i@CK,z:] i@CK,u :1 b@CK}
(1) start,,,(aID, aPol) : \’@ Cunit Q,3={x:1i@RD,y:?i@CK,z:1 i@RD,u :1 b@MNtWt}
@ y=y+z [2]1[1]#] o I, ={y":l 1i@CK}
(3) letw=x—y : |I| : : Ty, ={y™:l 1i@CK,w:| 1 i@CK}
(@ ifwthen... [2]1]1[w] - Q5= {x:1i@RD,y:1 i@CK,z:1 i@RD,u :? b@Wtn}
() pwotf ~ [o] (at = 11 Cyi) Tsg={y"™:l 1i@CK}
(6) 11 Cnie
(7)  restore 210l @ Cumir Q9= {x:1i@RD,y:1 i@CK,z:1 i@RD,u :1 b@MtWt}
@oy=y+z [2]1]1]
(9) letw=x—y : [1] : Tg10= (¥ :} 1i@CK,w:| 1 i@CK}
(10) ifwthen... 2011 |#®| - Qo= {x:1i@RD,y:1i@CK,z:1 i@RD,u :1 b@Wtn}
W finatstate  [2]1[1[1] - 1 Unit Q= {x:]i@CK,y:] i@CK,z ] i@CK,u :} b@CK)

Figure 5.1: Example atomic region execution with undo-logging.

With crash types in hand, we sketch the undo-logging execution of the example atomic re-
gion in Fig. [5.1] with its typings. Upon entering an atomic region, the runtime system copies
the value of y into a separate location ¢, in the nonvolatile checkpoint context N, and the orig-
inal location is tagged with a subscript un to remember that this version is unstable and that it
has a checkpointed copy in K4, (row (1)). The variable y is typed as unstable according to
(Vun : 1 Ti@CK), while its checkpointed copy in N; is typed as stable according to Q (y : Ti@CK).
The type of the computation turns from stable (TCyyi¢) to unstable (Cynit), and the atomic region
begins to execute. The execution writes 1 to the unstable location {’;‘” (row (2)), binding the result
of x — y to a new location ¢,, (row (3)), and executing the true branch of the conditional which
writes the value tt to €, (row (4)). At this point, power is about to fail and the device will shut off.
Volatile memory is wiped (row (5)) and more energy must be harvested, as represented by the
unstable type of the computation: nat ~» |TCuic. Once the device charges (row (6)), the system
restores nonvolatile state by copying the checkpointed values in N into nonvolatile memory and
reverting the Wtn qualifiers back to MFstWt as before (row (7)). The combination of these steps
has the effect of resetting the unstable values in nonvolatile memory to their stable checkpointed
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counterparts to prepare for the next execution. The type of the computation matches this inter-
pretation, changing from |TCynit to Cunic. Both types are unstable, with the former reflecting
that there still remain unstable values in nonvolatile memory that will be cleared, committed,
or overwritten (e.g., must-first-write variables), and the latter representing that the program will
re-execute on a combination of nonvolatile and volatile state. Upon reboot, the atomic region
re-executes as before (rows (8)-(10)). The atomic region execution concludes in row (11) with
the correct final state £, — 2,¢, — 1,{, — 1,{, < tt. At this point, the type Tunit indicates
that the results are stable and the execution was successful.

Next, we present the undo-logging formulation of the crash types calculus. Since undo-
logging and redo-logging for JIT regions are the same, JIT regions follow the same formulation
as before. Therefore, we focus on the formulation for atomic regions. The full system definition
can be found in Appendix [C|

5.2 Syntax, Operational Semantics, and Typing Rules

In this section, we show the modifications needed to support undo-logging for atomic regions
below. We highlight the key changes from Chapterin yellow . The definition of crash instruc-
tions change accordingly to reflect the new ordering of modalities in the modified crash type
definitions. Additionally, to distinguish nonvolatile locations from their checkpoints, we intro-
duce a separate checkpoint context K4, as described in Chapter 2] Though since in this system
we assume there is no global volatile memory, atomic regions only make use of N;. Since the
checkpoints are only used in the event of a power failure, only the closed configurations carry
Kundo- Therefore, the operational semantics for open command configurations and values remain
the same as before.

e#in(b>0,1T0)| LTk

checkpoint context Kido = (Np)

x>el@@yIMd|gIN|V] Kiao | 5)
Ix>elo(y|Md|g|IN| Ko | 5)

crash instructions i

closed configuration C.

5.2.1 Operational Semantics

We present the key operational semantic rules that must change to support undo-logging in
Fig. The rule for atomic regions D-P-Ckpr relies on a modified definition of InitWorld, to set
up the checkpoint context K,,,4,, making checkpointed copies of variables declared in w (e.g., y)
and tagging their original locations in N, which are unstable, with a subscript un. The definition
of FinWorld, is similar to before; since all updates are made directly to nonvolatile memory, the
function simply removes the subscript un from the locations in N and resets qualifiers back to
CK. These definitions can be found in Appendix

The rule D-CrasH-AID models the system when its energy is depleted and where volatile
memory is wiped. The configuration steps to a crash instruction that encapsulates the atomic
region command ¢, preceded by the combination of modalities |T. After the device charges
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n,n >0 InitWorld,(N; aPol; y) = No | Kundo | Y0
x> el®vyolalD(co) [n|No || Kindo | co="[x' >el®y |alD(co) | n" [N |V | Kiunao | skip
FinWorld (N") = N”

- — (D-P-Ckpr)
[x>el®y|n|N]|-|startaom(alD, aPol); co; endatom; p =, ¥ >el®@y|n’ [N"|-|p

yIMd|n|N|V|c— Y |Md|n" N |V |

(D-sTEP)
x> el®@yMA|nIN|V| Kindo ¢ = [x>el®@y [Md|n' NIV | Kundo |’

Md = alD(cop)

x> el@y[Md|OINIV] Kindo |«
= >el®@y[Md| - IN] - | Kundo | #in(b>0; ITco)

(D-Crasn-AID)

Md = alD(co)

[n:x>el®@yMd] - IN| - | Kindo € #in(b > 0; L Tk)
= [x>el@yMd|n N[ K 1T«

(D-cHARGE-AID)

Md = alD(co) N = Nf{D,MFstwv Ni7en> Nim Kundo = (Nx)

x>el®@yMd|n|N|-| Ko | LTk
= [y>el®y|Md|n| N{{DJ’[thWt? NI(’I’FstWt’ Nil- | Kundo |

(D-rESTORE-AID)

Figure 5.2: Closed configuration operational semantic rules

and energy is replenished, the nonvolatile state is restored from the checkpoint context and these
modalities are dropped, as modeled by D-RESTORE-AID.

Since in undo-logging the checkpoint context is only accessed in the event of a power failure,
it does not appear in the rules for expression and command execution under an open configura-
tion. Therefore, the operational semantic rules for expressions and commands remain the same
as before. The full operational semantics can be found in Appendix [C.1]

5.2.2 Typing Rules

This section highlights the changes to the type system needed to accommodate undo-logging.
The full type system definition can be found in Appendix We summarize changes to the
typing constructs in the grammar below.
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unstable types ™ = Tl |™VvT| nat ~ 7 | Cr}d
stable types ™ ou= 1T

type variables A= Cye | CE

unstable store typing context X ) x: TA@QCK, X | xun : |TA@CK, X
stable store typing context Q | x:TA@gq,Q

Since nonvolatile memory is not restored until more energy is harvested, the state will remain
unstable thus making nat ~~ 7" an unstable type. To type the unstable portion of nonvolatile
memory, the unstable store typing context is extended with typings of the form x, : |TA@CK.
Lastly, Q2 is now used to type both the stable portion of nonvolatile memory as well as the
checkpoint context, and hence it consists of typings of the form x : TA@gq. Unlike the previous
systems for redo-logging, there are no typings for variables of the form x,, in €.

The typing judgments for commands, expressions, and programs all remain the same, while
the judgments for crash instructions are augmented and typed according to the corresponding
crash type. Unlike previous chapters, the state throughout processing a power failure remains
unstable because nonvolatile memory can contain unstable values until it is restored before the
next re-execution. Next, we present a key selection of typing rules for undo-logging.

Setting up typing contexts. The typing rule for atomic regions is the same as before, but relies
on a modified definition of InitWorld, to suit undo-logging. We present the modified definition
below. The function generates an unstable typing context with typings for all variables declared
in w, and tags these typings with the subscript un (e.g. X in row (1)). These will type the
original nonvolatile locations, that will store unstable values, while Q is left untouched. The
stable typings for checkpointed variables that remain in Q¢ will type the stable copies in the
newly-created checkpoint context.

Definition 8 InitWorld,(Q; aPol) = Qg | Xy iff

dom(Q) =pUpuU w,

s opNu=0,uNnw=0,pNw=0,

Qy={x:TA@RD | x: TA@qg € Q"} U {x: TA@NFstWt | x: TA@qg € Q"} U Q°
%0 = {xum : |TA@CK | x : TA@CK € Q°}

where aPol = (p, u, w) and Q = Q", Q" Q° and Q" = Qlp, Q" = Qlu, and Q° = Qlw.

Command, expression, and statement typing. We present a key selection of typing rules in
Fig. whose definitions differ from the previous chapters.

Most of the typing rules for commands and expressions do not change, except for a select few:
T-seQ-p, T-C-SHrrt, and T-W-Snuirr. The rules T-C-Surrr and T-W-SHiFt are similar to before but
share a slightly different interpretation; since stable checkpointed copies of nonvolatile memory
are not operated on (only the original nonvolatile locations which are unstable), the premise of
these rules selects and promotes the unstable typings of checkpointed nonvolatile locations that
reside in X while disregarding the checkpointed stable typings €. When a post-context for
the premise is obtained, the rule constructs a post-context for the conclusion by replacing these
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W=y|V

Md|b>0:nat| QX ksiger: Gl 4 Q) =350 Q= Q4 O wrstiien
Y = trim(Z,V,y) UZg, Md|b>0:nat| QY ksiger:tQ”
(T-seq-p)
Md|b>0:nat| QX ksigepwer:74Q"
=0 Q = Qpp wrstieiens ok Md|b:nat| QX kgig skip : Tunit 4 Q;
’ : (T-C-SHiFT)

Md|b:nat | QX Fsig skip : [Tunit 4 Q;[dom(Q'), Q%

=Y Q = Qpp wrstitans Sk Md|b:nat | QX kyrx: TA4Q

! (T-W-SHirr)
Md| b:nat | X byr x: LTA 4 Q[dom(Q), Q%

z =332 alD(co) | - | %2, ksig & #in(b > 0, [Tco) : nat ~» [7CaP

> ~un

alD(co) | b = 0:nat | Q; ksig k: (nat ~ [TCA°) v [T

(T-AID-V-CraAsH)

e#in() :nat >0 Md|b>0:nat|Q;ZI—SingK:lTC?D
Md| - | QT ksig e #in(b >0, [Tk) : nat ~ |7¢2P

(T-CHARGE)

alD(co) | b > 0:nat | QT rsiq « : C2P € Sig
alD(co) | b > 0:nat | QX ksig LTk : {1CP

(T-AID-REsTORE)

Figure 5.3: Selected typing rules

typings with their stable counterparts . This enforces that the domain of the initial typing
context continues to match the post-context.

In T-seqQ-p, since the function trim is defined to throw out all typings from X that do not cor-
respond to in-scope volatile variables, additional handling is required to recover the checkpointed
variable typings (denoted X2 ) in ',

The remainder of the rules in Fig. [5.3|type crash instructions according to the corresponding
crash types. The T-aID-V-CrasH rule detects a crash and generates a typing for the crash instruc-
tion € # in(b > 0, | Tcp) according to the type nat ~» |7 C?',D in the premise (e.g., row (5)). The
typings for volatile memory are dropped to match the dynamic rule for crash. The T-CHARGE rule
inputs a new energy level from & (e.g., row (6)) that is a natural number greater than zero.

The T-aID-REsTORE rule drops the combination of modalities to model restoring the check-
pointed state, matching the dynamic rule (e.g., row (7)). The same typing contexts propagate
from conclusion to premise to type the recovered continuation, which will be the atomic region
command c¢,. The rule checks if there are already typing derivations matching the signature.

5.2.3 Interpretations in Adjoint Logic

The typing rules for checkpoint, restore, commit, and power off continue to have interpretations
in adjoint logic, though they differ from before to match the semantics of undo-logging. The
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main difference regards checkpointing. In undo-logging, the newly-created checkpointed copies
of nonvolatile locations are stable, whereas the original locations become unstable when tagged
un. Therefore, we cannot simply apply a TL* rule as before to copy the stable typing into the
unstable typing context because the original nonvolatile locations do not remain stable. To reason
about checkpointing in undo-logging, we introduce a rule C*™" that is based on contraction and
an interpretation of the tag un. In particular, the tag un is generated when moving a typing from
the stable context to the unstable context, and is removed on the inverse.

Q,_:TA"@CK; yp @ |, TJA"@CKF _: 7"
Q, 1 TAY@CK; - F _: 7"
From conclusion to premise, the rule C*™" first uses contraction to copy the stable typing of
a checkpointed variable, and then tags the original with un which moves the typing into the
unstable typing context (e.g., y:Ti@CK and y*":| Ti@CK in row (1), respectively). This matches
the dynamics of checkpointing in undo-logging, which makes checkpointed copies of locations
whose values will remain stable and tags the original location with un.
We are now ready to sketch the adjoint logic derivations of our typing rules. We refer to the
typing rule skeletons from Chapter 2| throughout.

un

Checkpointing (T-P-Ckprt). The typing rule for checkpointing corresponds to a combination of
the rules C*" and TR. The rule TR creates an empty unstable typing context, which the rule C**
populates with unstable typings of checkpointed variables, as described above.

Q, : TWA"@CK; yy : |ITIA"@CK + _ o T
Q, :TPA"@CK; -+ _: 7" R
Q,_:TJA"@CKF _: ToT" T

Cun

Crash (T-AID-Vv-CrasH). A crash corresponds to a combination of standard weakening and
logical or rules (WL, and VR). In the derivation, a VR rule first applies to select the first disjunct
of the type, indicating power failure. Then, a WL, rule applies to eliminate typings of volatile
variables in the premise.

QX+ _: 7t
QX A o T
T, UTPAYF _: 74V [Junit ¥

WL,

R

Restore (T-AID-ResTorE).  Restore corresponds to a combination of the rules | R, TR, and C*".
The derivation is similar to checkpointing, but begins with a | R step to lose the unstable typing
context, which corresponds to forgetting the old nonvolatile values. Then TR and C"" apply to
regenerate the unstable nonvolatile typings.

Q, : TWA"@CK; yy : |ITIA"@CK +- _ o T
Q, :TA"@CK; -k _: 7"

Q, :TPA"@CK+ _: T1"
Q,_TA"@CK; Xk _: [T

un

TR
IR
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Commit. Lastly, the commit operation — which drops the checkpointed copies and removes
the un tags from the original nonvolatile locations — corresponds to a combination of |R with
a modified weakening rule WL3". First, the rule WL" applies, where the stable typing of a
checkpointed copy is lost and the tag un transports the unstable counterpart back to the stable
typing context. Then, a | R rule applies to close off the remaining unstable typing context. Since
no volatile variables are in scope at the end of an atomic region execution, X is always empty.

Q,_:TJA"@CKF_:7°
Q,_TA'@CXF _: N7 W
Q,_TA"@CK X, yn: [JTIAY@CK 2 )T? 2

IR

5.3 Metatheory

In this section, we discuss progress and preservation for the calculus with undo-logging (Sec-
tion[5.3.1)), and conjecture about the proof of logical relation (Section [5.3.2).

5.3.1 Progress and Preservation

While the progress theorem remains the same as before, the preservation theorem differs from the
previous chapter in its treatment of checkpoints. We state the preservation theorem for commands
below.

Theorem 8 (Preservation for Commands) If
(f) Md|b > O:nat| QZksigc: 74

andy | Md | n | N | V| ¢ is well-formed, I—gd N|V:Q|ZX and for some (co-)natural number
n >0, we have
yIMd|n|N|V]|c - Yy |Md|n" [N |V |

then for some
Md|b > 0:nat|QyZksigc’ 174

where I—ﬁfjl NV QX Q>Q andn’ = 0. Moreovery' |Md | n” | N | V' | ¢ is well-formed.
Moreover, dom(N) = dom(N"), and ifMd = alD(cy), then N"\ {MFstWt,Wtn} = N\ {MFstWt, Wtn}.

The well-formedness definition for configurations in undo-logging is similar to redo-logging.
However, since in undo-logging volatile memory V houses no checkpointed copies of locations,
the nonvolatile memory N is no longer mentioned in this version of the definition; the definition
reasons only about local variables in volatile memory. Additionally, the store typing definition
for checkpointed variables in N is extended to consume both an unstable typing and stable typing
for its checkpointed counterpart. This will be needed for setting up the logical relation (to be
discussed). We provide the full definitions in Appendix [C.2]

Since the checkpoint context is not carried by open configurations, the proofs of progress and
preservation and their supporting lemmas remain mostly the same with modifications to the cases
corresponding to the few typing and dynamic rules that changed. We present the full proofs in

Appendix
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5.3.2 Logical Relation and Adequacy

Though the proofs of logical relation and adequacy for undo-logging are left to future work, we
conjecture about their challenges relative to previous chapters. In particular, the new ordering of
modalities for crash types in undo-logging will require a new logical relation for reasoning about
correctness. The term relation will be similar to the ones from Chapters [3]and 4] while the value
relation will reflect the new ordering of modalities and rely on new policies for PwOff, Restore,
and Commit. We include their definitions here, which match their dynamic counterparts.

v Cys.t. range(y”) = dom(Ny) V=10
PwOff(y, alD(co),N1, V1) =" | V2

N1 = N rpwens Nom Ny = Nj ., N” v Cys.t. range(y”) = dom(N,)

Commit(y, alD(co),N1) = 7" | N,

_ NI ’” 3 _ N1 3
Ny = NRD,MFstWt’ N B Nth K= (Nk) Ny = NRD,MFstWt’ N ’NMFstWt

Restore(y, alD(cp), N1, K) = Ny | ¢

Figure 5.4: Commit, Restore, and PwOff policy definitions for undo-logging

As before, the PwOff policy clears volatile memory and throws out their variable-location
mappings from y. Since all updates are made directly to nonvolatile memory in undo-logging,
the Commit policy simply drops the un tag from locations. Lastly, Restore prepares for re-
execution by resetting the Wtn qualifiers to MFstWt (like before), and the values of locations
marked un with their checkpointed counterparts N;. Since the checkpoint context is needed by
the Restore policy but is omitted from open configurations, the top-level logical relation will
include it in its store typing. The same definition of store typing described above, where the
checkpoint context was disregarded can be used to type - N | V | K : Q | ¥. When checked
together, the checkpointed variables in N and K will consume their unstable and stable typings.

In proving the fundamental theorem of logical relation, the inductive case must again estab-
lish that the restored nonvolatile memories of the intermittent execution match the continuous
execution up to MFstWt variables. For undo-logging, establishing this condition will hinge on
the fact that Restore additionally reverts updates to unstable nonvolatile locations with their
checkpointed copies.
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Chapter 6

Non-idempotence, Inputs, and Outputs

Though the systems presented in Chapters 4] and [S]adopt more flexible and realisitic checkpoint-
ing policies into reasoning about crash types, the programs supported by those systems are still
limited in expressivity, lacking supports common to many embedded systems applications, such
as sensor inputs, outputs, and non-idempotence. This chapter outlines the challenges behind
supporting a few such features, and extends the crash type calculus accordingly.

We begin by motivating the importance and challenges behind supporting non-idempotence,
sensor inputs, and outputs with respect to correct intermittent execution in Sections [6.1] and [6.2]
In Section [6.3] we introduce the key ideas behind our approach. Then, we present the syntax
and semantics for our calculus in Section followed by the type system in Section [6.5] The
chapter concludes with progress and preservation, and a discussion about logical relation and
adequacy (Section|[6.6).

6.1 Supporting Non-idempotence

Thus far, our systems have assumed working with only data that must produce the same results
on every (re-)execution. However, some pieces of data in a program must be allowed to differ
across (re-)executions in order to have correct execution behavior, such as a variable that counts
the number of reboots endured by an atomic region. The former variety we refer to as idempotent,
and the latter as non-idempotent. In order to uphold that idempotent variables compute the
same results across (re-)executions, idempotent computation must not depend on non-idempotent
values. Thus, supporting the correct interaction between idempotent and non-idempotent data is
essential for upholding correctness guarantees in real intermittent systems.

To support the combination of (non-)idempotent data in a program, Curricle [[121] uses a
special form of dependency analysis [3] called an information flow type system to enforce that
non-idempotent data does not flow to idempotent variables. Curricle defines types for non-
idempotence (Nid) and idempotence (ld) according to a join semilattice |d C;; Nid, where join is
denoted as Ll;;.

To better understand how such an information flow type system works, consider the two
programs in Fig. Program (a) increments a reboot counter rb, and writes its contents to 1og.
Since rb purposefully records the number of power failures undergone by the atomic region, it is
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(a) start_atom(al, aPol) (b) start_atom(a2, aPol)

rb ++; rb++;
log := rb if rb > 3 then
end_atom log := 0
else
skip
end_atom

Figure 6.1: Two incorrect programs, where aPol = {rb : Nid, log : Id}

expected to differ across re-executions of a program and is therefore specified as non-idempotent,
whereas log is specified as idempotent. Therefore, the assignment log := rb would illegally
cause an idempotent variable 1og to depend on non-idempotent data.

To automatically check whether a program is correct, Curricle’s type system first encodes the
atomic region policy into a typing context for checking the program, e.g., I' = {rb : Nid, log :
Id}, which it uses to type check the program. For example, to check whether an assignment x := e
obeys the policy, Curricle defines a rule similar to T-assiGN-A. The rule looks up the label of x
in I', checks e according to the rules T-var, T-const, and T-BINARY to determine its label gID,,
and lastly checks that gID, is less than or equal to the label of x (¢/D, C;; I'(x)). By definition,
this check would rule out dependencies of idempotent variables on non-idempotent data, such as
from rb to log.

T-vAR T-BINARY T-ASSIGN-A
T-const I'(x) = gID I'+te; :qlID, I'+e,:qlD, I'te:qlD, qlD, C;; I'(x)
'rv:Id I'kx:qlID I'te ©e,:qlD, UgqlD, 'Fx:=e:0k

However, programs with non-idempotence are additionally prone to control flow dependen-
cies, which is not handled by the previous checking alone. For example, consider the program
(b) in Fig. The variable 1og is reset to O after three re-executions, i.e., if rb > 3. Though
log would not read the value of rb explicitly, its computation still depends on non-idempotent
data. In this case, we could either adjust our policy to allow 1og to rely on rb by specifying it as
non-idempotent, or we could upgrade our type checking rules to reject this program. The latter
involves augmenting our typing rules with a ghost variable pc that will represent the idempotence
level of a conditional expression while checking its branches. If an assignment to a idempotent
variable occurs under a non-idempotent pc, the program will fail to type check. We show the
augmented rules below.

T-ASSIGN-B
I'te:qlD, gID, Ui pc Eiy T'(x)

[,pckx:=e:0k

T-1r-B

I'+e:qlD, I',pc s qID, + c; : ok I',pcUi; qID, + ¢, : 0k

I',pc +ifethenc elsec, : ok
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Notably, the rule T-1r-B checks if a conditional is safe against control flow dependencies by
checking the conditional expression and determining its qualifier (g/D,), raising the program
counter to account for gID, (pc U;; gID,), and then checking whether each branch ¢, and ¢, is
correct under the raised program counter. To check that no non-idempotent data could flow to
idempotent variables through assignment, the rule T-assionN-B checks that the label of e joined
with the pc 1s bounded by the label of x (¢ID, L, pc E;; I'(x)). Under these typing rules, the
program in Fig. (b) will be rejected; the branching condition depends on a Nid variable,
causing the program counter to be raised to Nid and the assignments within the conditional to
fail type checking by T-assiGN-B, since non-idempotent data flows to an idempotent variable.

6.2 Challenges of Supporting I/O-Dependent Programs

Sensor inputs are also important for reasoning about real systems, but present challenges for
supporting correct intermittent execution. In particular, supporting conditionals that depend on
sensor inputs is important because many embedded systems applications read sensor inputs from
hardware peripherals and make decisions accordingly, e.g., raising a flag if the temperature is
too hot or too cold. Since sensor inputs often depend on an array of environmental conditions
under which they are taken [120], programs depending on them are therefore non-deterministic
in nature. In the context of intermittence, reliance on inputs could cause program behavior
(and subsequently, observable state) to differ across (re-)executions, e.g., executing one branch
initially, and the other on re-execution because a different input is obtained. If checkpointing is
not handled correctly, a program running intermittently could compute results that are impossible
to retrieve from a continuously-powered execution of it. Such input-dependent programs are
not supported by the existing crash type calculus. For example, choosing not to checkpoint all
writable variables forces conditionals to access variables in the same way across all possible
execution paths, as in Chapters 4] and [5] Such constraints make the system difficult to use and
incapable of supporting many correct programs. Lastly, effectful outputs introduce additional
challenges for reasoning about program correctness in the presence of intermittence and are not
currently supported by any provably correct intermittent system.

This section details the challenges involved in reasoning about programs with inputs and
outputs (I/O) with respect to intermittence.

6.2.1 Repeated I/O (RIO) Bugs

Programs that rely on I/O are prone to an additional class of memory consistency bug, where
re-execution could cause unintended repetition of outputs or divergent execution paths due to
nondeterministic sensor inputs 108, [118]. For example, consider the atomic region in Fig.
which stores a temperature reading from the environment in a variable femp and branches on it;
the program raises a flag 4 to tt if the reading is high (greater than 0), and a flag c to tt otherwise.

Let ¢, {., and ¢, be nonvolatile memory locations corresponding to ki, ¢, and temp, and
suppose that the initial state is ¢, <— ff,{. — ff. If the sensor reads a temperature of 30, the
first branch of the conditional will execute, raising the flag 4 to tt. Supposing that power fails
immediately after, volatile memory is wiped, leaving behind a nonvolatile state of ¢, < tt,{. —
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cmd . N \ N \ N,

ty . g gun
initial state - — Cy e
start_atom(alD; ); start,,,.(aID, w) \fg‘

e ft
let temp=IN() in lettemp = IN()
if temp > 0 then h:=tt m

h:=tt

else

Ci=tt reboot l

[t ff ]

D lettemp = IN() [E
et [uln]
[tt]tt] [#e]t]

final state

end_atom

(a) no checkpointing (b) checkpoint h and ¢

Figure 6.2: Possible atomic region executions, (a) incorrect and (b) correct.

ff. When energy is replenished, the program re-executes on this state. However, in the time
it took to harvest more energy, the surrounding environmental conditions could have changed
significantly. Suppose that now it is nighttime and the temperature has sunk to 0, such that the
else branch of the conditional executes, setting ¢ to tt. When the program finishes executing,
the final state will be £, < tt,{, < tt. These results do not match the behavior of any single
continuously-powered execution of the same program, therefore making it incorrect. For those
results to be correct, a single continuously-powered execution would need to run both branches
of the conditional, which is impossible.

This program executes incorrectly because it has a repeated /O (RIO) bug, where effectful
outputs are unintentionally repeated or non-deterministic sensor inputs cause program behavior
to differ on each (re-)execution of the program. To make programs with sensor inputs execute
correctly, prior work has established that an intermittent system additionally needs to checkpoint
variables that are written on at least one path but not on all [118][121], e.g., 4 and c.

Returning to the program in Fig. suppose that 4 and c¢ are checkpointed by the atomic
region with undo-logging. The first execution proceeds as before; the sensor reads a value of
30, stores it in ¢;, causing the first branch of the conditional to run, writing tt to the nonvolatile
location £}". If power fails immediately after, the buffer and volatile memory are both wiped and
the unstable value stored in fun;, — tt is reverted to its checkpointed counterpart. On reboot, the
program will re-execute on the nonvolatile state ;" — ff, " < ff, which happens to match the
initial state. The re-execution reads a sensor input of 0 and executes the second branch of the
conditional, writing tt to £". Execution ends in the correct final state £;" < ff, £" < tt.

6.2.2 State-of-the-Art RIO Bug Supports are Limited

A system that protects against RIO bugs therefore must reject programs that do not checkpoint
sufficient variables and safeguard against repetition of effective outputs due to atomic region re-
execution. We examine limitations in existing supports for repeated inputs and outputs separately.

Prior work’s repeated input checking is too conservative. Prior work on correctly handling
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sensor inputs is limited. The system introduced in Chapter 4| that only checkpoints WAR vari-
ables does not handle programs with sensor inputs. Though, if that system were extended naively
to accommodate sensor inputs, the incorrect programs would still fail to type check only be-
cause we assumed that in a given atomic region the same variables are written across conditional
branches, meaning that effects from failed prior executions that are stored in those variables
would always be overwritten on the next execution. However, this constraint makes that system
incapable of supporting many correct programs that write to different variables on some program
paths but not on all, regardless of whether or not those programs depend on sensor inputs.

To accept more correct programs, we could implement a conservative merge as in Curri-
cle [121]. To track the propagation of input-dependent and noninput-dependent data in a pro-
gram, Curricle marks data as tainted (Tnt) or non-tainted (Nt), respectively, and defines a join
semi-lattice over taint qualifiers Nt C, Tnt with join denoted as LJ,. In particular, Curricle co-
designed an inference of access qualifiers and a type checking algorithm, which together enforce
that the inferred qualifiers for a given program guarantee its freedom from RIO bugs. Together,
their system enforces that if a variable is written on one branch of a tainted conditional but not
on the other, then that variable must be checkpointed.

cmd . I N V
l’ﬂl
initial state in(50)::in(32):: ... -
start_atom(alD, -); start,,,(aID, aPol) ) ¢,
let t=IN( ) in lett = IN() in(32):: ... ’
if t > 40 then log :=1t/2
log:=t/2; —
else lett = IN() : [32]
skip; | ¢
og :=
log:=t; 3 & @
caog s |18 = g ~32°519 o
end_atom final state e E —

Figure 6.3: A correct program that is not supported by prior work [121]].

However, their approach to identifying RIO bugs is still overly conservative, eagerly reject-
ing an entire class of input-dependent programs that are actually correct. In particular, prior
work [121]] does not consider accesses (particularly, writes) that occur after the branch merge.
We show one such program in Fig. [6.3] where no variables are checkpointed. This program first
reads a temperature and stores it in the variable 7. If the reading is too high (¢ > 40), half of the
value is written to the variable log. After, log is set to ¢ and converted to degrees Celsius. That
is, regardless of which branch actually executes, log would be overwritten with the same value
temp on all executions before it is later read by the computation. In other words, if log is not
checkpointed, the program would still compute the correct results.

For example, consider the execution to the left of Fig. where, like before, variables are
associated with memory locations: log — {;. Suppose that the program executes and reads a
temperature of 50, stores it in ¢, which causes the first branch to execute and write 25 to ¢,.
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Suppose that power fails immediately after, wiping the volatile state. Since no variables were
checkpointed, the program re-executes on the state £; < 25. If the program takes the else branch
on its re-execution, the value of log gets overwritten to ¢ after the conditional, and before it
gets read by the conversion to Celsius. Supposing the new input is 32, the execution concludes
successfully on this attempt with the final state ¢, < 0, which corresponds to a continuously-
powered execution that reads a temperature of 32. This result is correct, particularly because the
write log := t would overwrite the results from prior failed executions before /og is read.

There are no provably correct supports for repeated outputs. Currently, there are no prov-
ably correct supports for effectful outputs in intermittent computing. If handled naively, the re-
execution of an atomic region could unintentionally cause outputs to repeat, potentially spelling
incorrect program behavior.

cmd. I N V obs .

initial state in(50)::in(32)::... — —
start,,.,(aID, aPol) Z
lett = IN() in(32):: ...

output(water_crop, t)

start_atom(alD, -);
let t=IN( ) in
output(water_crop,t)

end_atom

S lett = IN() [32]
output(water_crop, t)

end_atom

final state e - —
Figure 6.4: Naively supporting outputs in atomic regions is incorrect.

For example, consider the program in Fig. which takes a temperature reading, stores it
in ¢, and then triggers an automatic crop watering system that dispenses an amount of water
proportional to z. We mark observed outputs over the course of execution, e.g., the amount of
water discharged, under a column obs.. Suppose that the program executes, reading a temperature
of 50 and watering the plants accordingly. If power fails soon after, the program would re-execute
from the beginning, taking another temperature reading and watering the crops yet again. When
the program finally finishes executing, the program behavior is incorrect as multiple waterings
have occurred, meanwhile a programmer likely intended for the crops to be watered only once —
overwatering could cause flooding, water waste, and crop ruin.

Therefore, developing a system capable of supporting outputs and accepting more correct
I/O-dependent programs is an important yet challenging task, requiring runtime supports for
outputs and a more flexible type checking algorithm for inputs than is considered by prior work.

6.3 Key Ideas

We present the key ideas behind our flexible RIO bug checking and supports for I/O.
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6.3.1 Fine-Grained Qualifier Evolution for Repeated Inputs

This section provides intuition behind our approach to a more flexible type checking algorithm
for RIO bugs in input-dependent programs. To correctly support inputs while accepting more
correct programs than prior approaches [121]], we must develop more fine-grained access quali-
fiers and a checking algorithm that does not eagerly reject spurious RIO bugs — one that is capable
of inspecting variable accesses occurring after conditionals.

The key idea is to track memory accesses and the propagation of tainted data to variables and
to delay failing in input-dependent conditionals until the end of the atomic region. A program
will be rejected if by the end of checking an atomic region, there is a variable written on one
input-dependent branch but not on all. We make use of taintedness and idempotence qualifiers
from Curricle [121], and embellish idempotence qualifiers with an access qualifier describing
why a variable is idempotent. To track information about variable accesses over the course of
type checking and execution, we extend the access qualifier evolution from Chapter 4] with more
sophisticated qualifiers and evolution. Like before, our access qualifiers describe how variables
have been accessed previously according to key memory access patterns. In this chapter, these
patterns become more fine-grained, including variables that are checkpointed (CK) and initially
not read yet (NRD), which could evolve to other qualifiers over the course of type checking: first
read on some path (mayFstRD), written in a tainted branch on all paths (MTntWt), written on some
path but not all (mayTntWt), and written on all paths (Wtn). The intuition is that variables that are
marked NRD are safe to access freely, whereas variables marked mayFstRD could be susceptible
to WAR bugs on a subsequent write, and those that are mayTntWt could be susceptible to RIO
bugs if they are read before being overwritten on all program paths (MTntWt and Wtn). The type
system presented in this chapter will use these qualifiers to perform local checks, and combine
them to perform a whole-program analysis.

Q ) Q z
T
.12 T NRD),Nt), . A :
start_atom_(aID, ) ¢ 1 i@(Id(NRD), )} start_atom(‘aID, ) | @) {l:1 t@(Id(NFD),Nt)}‘ ot
let temp = IN() in @) . {t:11 i@(Id, Tat)) let t=IN( ) in (9) : {t:11i@(1d,Tnt)}
if temp > 0 then . if t > 40 then
h:=tt (4) {h:1 l:@(Id(MTntWt),Tnt), log:=t/2; (10){1 1 i@(Id(MTntWt), Tnt)}
¢:1 i@ (Id(NRD),Nt)}
else . else .
Ci=tt () {h:1 i@(Id(NRD), Nt), : skip; ){l :1 i @ (Id(mayTntWt), Tnt)} °
¢:1 i@ (Id( MTntWt),Tnt )} log:=t; (12){ :1 i @ (Id(Wtn),Tnt)}
end_atom (6) {h:1i@(Id(mayTntWt), Tnt), log:=(10g-32)*5/5; (13){1 :1 i@ (Ta(Wtn) Tat))
¢ :1 i@ (Id(mayTntWt ), Tnt)) g:=tog ‘ ' ’
end_atom (14){1 :1 i@ (Id(Win),Tnt)} _
a) rejecting an incorrect program b) typing a correct program

Figure 6.5: Example program typings, (a) accepted and (b) rejected.

Rejecting incorrect programs. Under this schema, a program would fail type checking if
(1) amayFstRD variable is written, (2) a mayTntWt variable is read, or (3) there are remaining
mayTntWt variables by the end of checking an atomic region. The first case points to a WAR
bug, while the other two indicate RIO bugs, where tainted data written on one branch but not on
all could influence future program execution.
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For example, recall the incorrect program from the previous section that failed to checkpoint
variables & and c. We show the program next to its typings in Fig. (a). In row (1), the
variables & and ¢ begin with type Ti@(ld, Nt), indicating that they will be checked as idempotent
and initially contain non-tainted data. When the atomic region begins in row (2), their types are
set to Ti@(Id(NRD), Nt) indicating that the variables have not been read yet. Then, the program
writes a sensor input to a variable femp. Since that variable now stores tainted data, its type
is |Ti@(ld, Tnt). When checking the conditional, we check the first branch where 4 is written
and evolve its type to Ti@{ld(MTntWt), Tnt) (row (4)). The qualifier MTntWt indicates that at
this point of the checking, & was written on a tainted branch on all program paths. In row (5),
the checking computes the analogous result for the else branch where ¢ is written. At the end
of the conditional (row (6)), the program execution paths rejoin. However, on one branch only
h was written and on the other only ¢ was written, meaning that by the end of the conditional
neither variable has been written on all program paths, as the qualifier MTntWt purports. Since
c and h each were written on a tainted branch, but not on all, their access qualifiers become
mayTntWt. The type checking therefore fails at the end of the atomic region. The leftover
mayTntWt variables indicate that execution could end in a final state with data from failed prior
executions, and that these variables need to be checkpointed for the program to execute correctly,
like the Fig. |6.2| example executions from the previous section.

Accepting more correct programs. A program with mayTntWt variables could still pass type
checking if it is overwritten by the end of the atomic region, e.g., log in the Fig. [6.3] program.
This allows us to be more flexible than Curricle and to accept more correct programs.

We show how our type system is able to accept the actually correct program from Fig.
in Fig. [6.5] (b). The type checking begins similarly to the previous example, deriving a qualifier
mayTntWt in row (11) after the conditional. In its subsequent write, the qualifier of log evolves to
Wtn, indicating that the variable has been written on all paths. The atomic region type checking
successfully concludes with no remaining mayTntWt variables.

Evolving access qualifiers, formally. = We take the opportunity to formalize the intuitions
behind our evolving access qualifiers. To evolve access qualifiers sequentially, we redefine the
access transition function ¢ from Chapter 4{to now take as inputs the current pc, an idempotence
qualifier, and an access. We define the function below.

o(pc, Id(NRD), Rd) = 6(pc, Id(mayFstRD), Rd) = Id(mayFstRD)

O(Nt, Id(NRD), Wr) = 6(Nt, ld(mayTntWt), W) = 6(pc, ld(Wtn), a) = Id(Wtn)

o(Tnt, Id(NRD), Wr) = 6(Tnt, Id(mayTntWt), Wr) = §(Tnt, ld(MTntWt), a) = ld(MTntWt)
o(pc, Id(mayFstRD), Wr) = 6(pc, Id(mayTntWt), Rd) = UN

o(pc, 1d(CK), a) = 1d(CK) o(pc,1d,a) = Id o(pc,Nid, a) = Nid

First, writing on a qualifier Id(NRD) in a tainted context results in |[d(MTntWt) (e.g., Fig.
row (10)) whereas writing on a qualifier Id(NRD) evolves it to Id(MFstWt) or Id(Wtn) in a tainted
or non-tainted context, respectively. If a variable with type Id(NRD) is read under any context,
its qualifier becomes Id(mayFstRD), and any future reads would result in the same qualifier
Id(mayFstRD). Writing on a variable with type Id(mayTntWt) will result in a qualifier Id(MTntWt)
or Id(Wtn) if written under a tainted or non-tainted pc, respectively (e.g., Fig.|6.5|row (12)). Any
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subsequent write on these variables under the same pc context results in the same qualifier (e.g.,
Fig.[6.5]row (13)). Lastly, any access to variables with the qualifiers d(CK), Id, and Nid is allowed
and results in the same qualifier. The transitions resulting in undefined behavior UN would cause
a program to fail type checking due to ill-checkpointed variables in WAR and RIO code patterns.

To merge a variable’s access qualifiers at the end of a conditional, as we do in Fig. row
(11), we must select the most restrictive access qualifier between the two. We observe that our
access qualifiers constitute a semi-lattice where selecting the more restrictive qualifier corre-
sponds to a join operation (denoted V,). In particular, the access qualifiers follow the partial
order: Wtn <, NRD, NRD <, mayFstRD, NRD <, mayTntWt and MTntWt <, mayTntWt. The
qualifier CK is separate because it does not evolve on any access. We denote join on access qual-
ifiers as V,, and extend the definition of Ll;; with a case for merging interior access qualifiers:
ld(gAcc,) Uy ld(gAcc,) = l1d(gAcc, V, gAcc,).

6.3.2 Buffering Prevents Repeated Outputs

Supporting correct output behavior depends on what behavior is deemed acceptable for a given
application. Applications requiring outputs to occur exactly once, e.g., watering crops, could
suffer from incorrect or even disastrous behavior if outputs are repeated. Alternatively, other
applications with higher levels of fault tolerance may withstand or even anticipate repeated out-
puts, e.g., a steering wheel calibration algorithm that resets a steering wheel position on every
invocation.

Therefore, a correct intermittent runtime system for outputs must ensure that outputs expected
to run exactly once will do so despite atomic region re-executions. We refer to outputs required
to run exactly once in an atomic region as idempotent, e.g., water_crop, and those that tolerate
repetition as non-idempotent. To correctly support idempotent outputs in an atomic region, we
make use of a volatile output buffer. When an idempotent output is encountered during program
execution, its effects are delayed in the output buffer, to be cleared on power failure and released
at the end of the atomic region. In the Fig. program, such an output buffer would delay
the first occurrence of water_crop, forget it on power failure, and delay its reccurrence on re-
execution until the end of the atomic region. Therefore, only the second watering where 7 is
32 will occur in the corrected program execution. This strategy of buffering outputs allows the
observed idempotent outputs made in the intermittent execution of an atomic region to match
those made by a continuously-powered execution of the same program.

In the next section, we extend the crash type calculus with non-idempotence and supports
for more flexible RIO bug checking. Throughout this chapter we focus on atomic regions
whose re-execution primarily impacts the behavior of sensor inputs, effectful outputs, and non-
idempotence. The full system definition including supports for JIT regions is given in Ap-

pendix D]
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6.4 Syntax and Operational Semantics

This section presents the syntax and operational semantics for our crash types calculus with non-
idempotence, inputs, and outputs. We present necessary extensions to the program and runtime
syntax in Fig. Changes from Chapter are highlighted in yellow.

Commands
output id ID =N
cmds c = ---| letx = IN()inc | output(ID, e)

| ife@gthenc;elsec; | x := e@q | output(ID, e@gq) | endjs
-|ID,0
R | Startatom(aID, aPOl, O ), C; endatom, p

idem. output ids O

programs p

Program policies and qualifiers

atom. reg. policy aPol ::= (w, nlds)

access qualifier qAcc = CK|Wtn| NRD | mayFstRD | MTntWt | mayTntWt
idem. qualifier qgID = |Id|Id(gAcc) | Nid

taint qualifier qglO = Tnt|Nt

qualifier q = (qID,ql0O)

Instructions, statements, and configurations

prog. counter pc = (qID, qlO)

pc. stack pcS = - |pcD pcS

crash instrs i = g#inb>0,lT«k @pcS) | [Tk @pcS
nonvolatile mem N = | 0@qg — v,N|{yx @ (Id(CK),glO) — v,N
volatile mem Vv w= | @(ld,qglO) — v,V |{ @(Nid,qlO) — v,V
input stream I = in() |

output buffer (@) -1 O :: (out(ID, v))

open config C, m= (y|Md|gl I | O |N|V|Kua !l pcS, |s)
[(yIMd|gl 1| O [N[Kuaol pcS, |s)
[(yIMd|gl 1| O [NJV]| pcS, |s)

|(7|Md|g| I | @) |N|Kund0|p)
execution mode  Md == alD(c, O)

Figure 6.6: Summary of syntactic changes from Chapter 3]

As before, atomic regions are identified by a unique identifier alD and are equipped with
a variable policy aPol for the region. In this system, the atomic region variable policy sim-
ply includes the sets of checkpointed w and non-idempotent nlds variables. Though unlike our
previous systems, a programmer need not specify additional variable sets depending on their an-
ticipated accesses because access restrictions on variables are learned throughout type checking,
as described previously. To support idempotent and non-idempotent outputs, a programmer will
also annotate an atomic region with a set of output channels O, each uniquely identified by an /D,
that are restricted to being idempotent, e.g., water_crop. The atomic region mode is extended
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with O to be referenced throughout program execution and type checking.

To denote reading sensor inputs and outputs in a program, commands are extended to include
let bindings of sensor inputs to volatile variables let x = IN() in ¢ and an explicit output command
output(ID, e) that includes an identifier /D of a channel and an expression to send along it. To
aid in evolving qualifiers of locations at the operational semantic level, we introduce runtime
commands whose expressions are tagged with their qualifiers, in addition to end; for detecting
the end of a conditional’s execution.

Configurations are extended with a buffer O to store the results of idempotent outputs, and a
stream | of input values, each of the form in(v). To track the taint and idempotence level of the
command or expression that is running (or being checked), configurations additionally include a
stack of pc, each of the form (gID, glO), where each pc comes from expressions and variables
that are annotated with a tuple of idempotence and taintedness qualifiers that evolve over the
course of type checking. This information will be useful for handling branches with tainted or
non-idempotent conditional expressions. A stack is needed to enforce proper scoping for nested
conditionals. Lastly, the continuation in a crash instruction is annotated with pcS,, which must
be remembered in order to properly resume execution after failure.

6.4.1 Operational Semantic Rules

We show a representative selection of operational semantic rules in Fig. The full set of rules
can be found in Appendix[D.2]

Top-level Atomic Region Execution. At the beginning of a program execution, the pc stack is
initialized to (Id,Nt). For atomic regions, the function InitWorld, is redfined according to the
new definition of aPol; since only checkpointed or non-idempotent variables are declared in the
policy, InitWorld, sets the qualifier of these variables in these sets to (Id(CK),Nt) and (Nid, Nt),
respectively. All other variables are assigned the (initial) qualifier (Id(NRD), Nt).

The atomic region command is evaluated on these contexts and an initially empty output
buffer O, which will be populated over the course of execution. The buffered idempotent outputs
will be processed at the end of the atomic region where the program can no longer re-execute.
This is modeled by adding a premise send(O, n’) to empty O after the atomic region’s execution.
We assume that there is enough energy at the end of the execution to process the entire output
buffer (n” > 0), which the function enforces by returning an energy level n” > 0.

Command Execution. The rules D-Burrer-Ip-aip and D-Output-Nip-AID execute the output
command in an atomic region whose expression is fully evaluated to a value. If an output is
non-idempotent (ID ¢ O) then it processes instantaneously. Otherwise, the output is declared to
be idempotent, in which case it is buffered in O. The rule D-Input models reading a sensor input
in(v) from the stream of sensor inputs, and storing its value v in a fresh location ¢ that is tagged
with the qualifier (Id, Tnt) joined with the current pc.

The rules D-Ir-tT and D-Ir-Enp highlight how the pcS, changes when executing a conditional.
If the conditional expression is tt, the rule D-Ir-TT applies; the context is raised to the join of the
qualifier g, and the current pc and pushed to the top of the pcS,. The runtime command endj is
inserted into the execution to mark the end of the execution of ¢;. The rule for executing an else
branch is similar. At the end of a conditional (D-Ir-Exp), as detected by endi, the pc is popped
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D-P-Ckpr
n,n’,n"” >0 InitWorld;(N; aPol; v) = No | Kunao | v0

x> el®vyolalD(co) [n| I [ Nol-|Kunao | {Id,Nt) | co
=" ¥’ >el®yolalDico) [n' | 'O [N || Kuuao | (Id,Nt) | skip
FinWorld;(N) = N” send(O,n") = n”

x>el®yln| | [N]-]|startaom(alD, aPol); co; €ndatom; p =) ' >el@yln | I IN"|-|p

D-Input
Y =v.lxm ] {fresh n=n"+1 | =in():l’

ylMd|n [IIN|V]|pcS,| letx = INOinec—y [Md|n" |I"|N|V,(@d,Tnt) < v) | pcS, | ¢

D-IF-TT
n=n+1 Valty |[Md [ n | I[N |V ]| pcS, |t @g, ) pc’ =pclyq, pCSOZPCDpCSO

ylMd|n| | [N|V] pcS, | iftt @g, thencielsec; — y|Md|n"| | [N|V]| pc’ > pcS, | c1;endg

D-Ir-EnD
n=n+1

yIMd|n|l[N|V]|pc >pcS,|ends — y|Md|n" [I|N]|V]|pcS,| skip

D-AssigN-N
Val(y [Md [n | TN |V ]| pcS, | e @q) q ={qlD,,ql0,)

y=9,[x—{] N =N, (@ (gID, glO) — V' peS, ={gID,, ql0,) > pcS,,
qID" = 6(pc, gID, Wt) + UN q ={qID’,ql0, L, q10,) n=n"+1

ylMd|n| I [IN|V]| peS, | x:=e@q — y|Md|n' | | |[N,(@q — e|V| pcS, | skip

D-BUFFER-ID-AID
Val(y |[Md |n | 1| O|N |V |pcS| v@q) IDeO n=n+1 O = O'::out(D, v)

v 1alD(co,0) |n | 1|O|N|V|pcS| output(ID,v@g) — v | alD(cy,0) | n’ | I |O" N |V | pcS | skip

D-Output-NiID-AID
Vally |[Md | n |[I1|O N |V |pcS| v@g) ID ¢ O n=n+1

v 1alD(co,0) [ n [ 1] O [NV | peS | outputdD,v@q) 53" 5 | alD(co,0) [ n/ | 1] O [NV | peS | skip

Figure 6.7: Selected representative operational semantic rules for programs with 1/O

from the stack.
The rule D-Assign-N stores a value e in the nonvolatile memory location of a variable x. To

carry the taint of both the expressions and the context under which the write occurs, the taint
qualifier of x gets updated to the join of the taint qualifier of e and the top pc. To reflect that the
location is written to, the idempotence qualifier of x is additionally evolved according to 8. This
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transition is not needed for volatile memory, where qualifiers do not contain an interior access
qualifier.

Like previous chapters, the full operational semantics are capable of executing condition-
als, assignments, and outputs with expressions that are not necessarily values. Though, since
the crash types calculus relies on a small-step operational semantics for expressions in order
to decrement the energy level on each step, the pc level for an expression must be computed
gradually with each step. The method of computing these qualifiers for expressions and values
is left to the Appendix [D.2] The operational semantic rules for closed configuration command
execution are similar to before, except that on crash, pcS, is stashed inside the crash instruction
to be recovered when energy is restored. In alD mode, since atomic regions re-execute from the
beginning, the pcS, is reset to (Id, Nt).

6.5 Type System

This section presents highlights of the type system for inputs, outputs and nonidempotence. The
full type system definition can be found in Appendix

Typing judgments. We discuss the key changes to typing judgments needed for checking pro-
grams with I/O. We show the augmented typing judgments in Table First, unstable typing
judgments for commands are extended with an unstable post-context X’ to reflect the change
in taint qualifiers that could arise when checking commands. All expression typing judgments
are extended to include a stable post-context '. As in the systems from Chapters {] and [5] the
purpose of the post-context is to reflect changes in access qualifiers, except that here, since ac-
cess qualifiers can evolve on read, the RD typing judgments have it too. The expression typing
judgments are extended with a qualifier ¢ indicating the pc level of the expression. All typing
judgments track a pc stack at the type level, denoted pcS,.

Store Typing. The store typing definition is extended to type the operational semantic pc stack
pcS, with respect to the typing pc stack pcS,. We extend the well-formedness definition with
an additional rule for checking the pc stack. At a given step in the program, the pcS, at the
operational semantic level will match the pcS, at the typing level.

PC

HEN|V | peS, - Q| 2] pes,
l—?dN|V|pc>pcSO:QllechcSt

6.5.1 Typing Rules

In this section, we discuss selected typing rules for I/O and non-idempotence.

Program Typing. The rule T-P-Ckpr for checking an atomic region is defined below, where the
pc stack is initialized to {Id,Nt) to match the dynamic rule. The rule is extended to check for
RIO bugs at the end of an atomic region, where in a correct program there should be no variables
that are written (but not on all paths) in a tainted context (i.e., that have qualifier mayTntWt).
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cmd. (J,) Md|bRO:nat | 2| pcS, ‘tsigc : Cunit 41Q ;¥ | ccould crash
(J,) Md| b:nat | %X | pcS, Fsig SKip @ lTunit 41 ;Y | ¢ will not crash
(Js) Md | b:nat | Q]| pcS, Fsig SKip  : Tunit 4 after commit

expr. (J,) Md| bRO:nat | Q2| pcS, Frosig € : Cf‘d @gq 10 e read, could crash
(Jy) Md | b:nat | Q2| pcS, FRD:Sig V 1 lTA @gq 10 e read no crash
(J) Md | b:nat | Q] pcS, Frp V : TA @gq 10 e read, commit
(Ju) Md | b:nat | Q;Z| pcS, byt X ITA @g  4QY write on x, no crash
(Js) Md | b:nat | Q| pcS, FuT X 1 TA @q 4 Q) write on x, commit

Table 6.1: Typing judgments for commands and RD/WT expressions

To set up the typing contexts, the InitWorld, function now only takes sets of checkpointed and
non-idempotent variables w and nlds, and sets the qualifiers of these variables to |d(CK) and
Nid, respectively. All other variable qualifiers are initialized to Id(NRD), meaning that they are
idempotent because they have not been read yet.

T-P-Ckpt
InitWorld,(Q; aPol) = Qg | Zg
Sig ={alD(cy) | b >0 :nat | Q;Zo | {Id,Nt) + cg: Cunie 1 Q" ;2" }
alD(cp) | b >0 :nat | Qp; 2o | (Id,Nt) Fsig co: Cunit 4 Q" ;2
Q' [{mayTntWt} = 0 b :nat | Q+F p: TCuit

b :nat | Q + startyom(alD, aPol); cy; endatom: P & TCunit

Definition 9 InitWorld,(Q; aPol) = Qg | Xy iff
* wUnlds € dom(Q),
wNnlds =0,
Yy = {xex : ITA@(d(CK),Nt) | x : TA@(ld, glO) € Q°}
Qy = {x:TA@(Nid, Nt)|x:TA@(Nid, glO) € Q"}
U {x:TA@(Id(NRD), Nt)|x:TA@(Id, glO) € Q")
U {x:TA@(Id(CK), Nt)|x:TA@(Id, gIO) € Q°}
where aPol = (w, nlds) and Q = Q°, Q", Q" and Q° = Q|w and Q" = Q|nlds.
Next, we discuss the typing rules for commands and expressions, of which we provide a
representative selection in Fig. [6.8]

Expression typing rules. Constant values, e.g., tt, ff, and n, are all typed as (Id,Nt) since
their value is the same on each re-execution (i.e., idempotent) and that value does not depend on
sensor inputs or come from variables (i.e., non-tainted). We summarize their typings in the rule
T-VALUE.

Variables whose locations store values, however, are flexible in their qualifiers and evolve
based on their accesses. For instance T-Loc-READ types a variable that is being read by looking
up its type and evolving its idempotence qualifier via ¢ according to pc and Rd. If the result is
defined, the post-context and type annotation are updated with the result. Otherwise, the type
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T-vALUE
v € {tt, ff, n}

Md|b:nat|Q| pcS, Frp v :T bool @(ld,Nt) 4 Q

T-Loc-ReaDp
Q=0 x:1A@ (gD, qlO,) pcS, = pc > peS; gID’ = 6(pc, gID,, Rd) # UN

Md|b:nat|Q| pcS, trp x: TA@qg 4 Q',x: TA@(gID’, qlO,)

T-Loc-WRITE
Q=x:TA@ (4ID,qlO,) QY pcS, = pe > pcS; qID’ = 6(pc, qID,., Wt) # UN

Md|b:nat|Q|pcS, tur x: TA@q 1 Q' x: TA@ (qID’,ql0,)

T-BINARY
Md|b > 0:mnat | QX| peS, Frosig €1 O @q1 4 Q)

Md|[b > 0:nat | Q;Z| pcS; Frosig ezch}‘j @qgy 4 Q) O: 1T X 1T, = 1T’

Md|b > 0:nat | Q2| peS, Frossig €1 @ e Cod @qp Uy ga 4 Q) LDy

T-LET-IN
pcS, = pc > peS; Md|b>0:nat| XX x:]TA@(d, Tnt) U pc | pcS, Fsig c: T4 QY
Md|b>0:nat| 2| peS, Fsig letx = INOinc: 74 QY

T-1r
Md|b>0:nat | QX peS, Frossig e : Cray @{gID,, ql0,) 4 Qp; o pcS, = {qID, glO) t> pcS,
pc’ ={qID Uiq qID,, qlO L1, gIO,) Md|b>0:nat|QyZo| pc’ > pcS; Fsiger:74Q1 3%
Md|b>0:nat|Qy; X | pc' DpCSt Fsig €2 1 T H Q3 Q = |ift(pC,Q1 L1 €))

Md|b>0:nat| Q2| pcS, Fsig ifethencielsecy : 74 Q5 U,

T-ASSIGN-S
Md |b>0:nat | QT | peS, Frosig € - Cio@{qID,, gIO,) 4 Q'; =!
Md|b>0:nat| Qo X | pcS; tyr x : [TA@{gID,,qlO,) 41 Q' ;X'
pcS, = pe > pcS; pc =<qID,.q10,.) qID,,. Uiq gID, Ciq qID, ql0,. U q10, E; qIO,
x € dom(Q) Q' =x:TA@ID,,qlO,),Q Q" = x:1A@(qID,,ql0, U, g10,),Q

Md|b>0:nat| X |pcS, Fsigx:=e:74Q" Y

T-outPUT-ID
alD(cp,0) | b > 0 :nat | QX | peS Fro:sig € : A@(gID,,qlO,) 4 Q'; ¥’ IDeO qlD, Cig Id
alD(co,0) | b > 0 :nat | Q; X | pcS ksig output(ID,e) : 7 4 Q'; %

Figure 6.8: Selected command typing rules for I/O and non-idempotence
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checking will fail. On the other hand T-Loc-WRrITE performs the analogous check for a variable
being written, producing the appropriate qualifier if the write is allowed. Lastly, T-Bivary checks
a binary expression e; © e, by checking each expressions separately to get a qualifier and a post-
context, and then joining these results.

Command typing rules. The rule T-Ler-In checks a let binding of sensor input, enforcing
that the bound variable x has the type (ld, Tnt) joined with the current pc when checking the
command ¢, which matches the dynamic rule.

The rule T-Ir checks a conditional by first checking the conditional expressions e to deter-
mine its qualifiers and post-contexts, which the rule uses to check each branch separately. The
post-contexts serve as the initial contexts of these judgments. Like the dynamic rule, the pc con-
text 1s raised according to the qualifier of e and is pushed to the pc stack pcS,. The post-contexts
of checking these branches are joined together (denoted L!), has the effect of selecting the most
restrictive access and taint qualifiers between these branches according to U;; and LI, (see Ap-
pendix D] for the full definition). If exiting a Tnt context, the lift function changes all MTntWt
qualifiers in Q' to Wtn (see Appendix [D|for the full definition).

The rules for checking an assignment x := e enforce that no non-idempotent data from e or
the pc could flow to idempotent variables (gID,. Uia gID, Ciy qID,). If this condition is met, the
rules propagate taint from expression e and the context pc to the assigned variable x. The rule
T-Assion-s checks an assignment to a variable that types as stable, and updates the taintedness
qualifier of x to reflect the assignment to e under the context pc (¢1O,. U, g10,). The access
qualifier of x evolves in another rule (T-Loc-WRriTe) when checking the WT judgment. Like the
other command typing rules, the post-contexts from checking e are threaded through into the
initial typing context for checking x to inform its checking. For example, a program x := x + 1
where x is neither checkpointed nor non-idempotent would be rejected since x starts with the
access mode NRD, and evolves to mayFstRD when checking its read, which is then used to check
the write to x. Since a write on mayFstRD is prohibited by ¢, the type checking would fail. The
checking rule for assignment to an unstable variable is similar, concerning X instead.

The rule T-outpuT-ID types an output command over an idempotent channel, enforcing that
values (or expressions) sent are solely idempotent. The rule for checking non-idempotent outputs
is analogous, but allowing outputs to be either idempotent or non-idempotent.

6.6 Metatheory

In this section, we state the key theorems of our combined calculus for I/O, and speculate about
the proofs of logical relation and adequacy.

6.6.1 Progress and Preservation

Since the progress theorems do not change substantially, we focus on preservation for commands
and provide intuitions for its supporting lemmas. All theorems and proofs can be found in Ap-

pendix
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Theorem 9 (Preservation for Commands) If
(f) Md|b > O0:nat| QX |pcS, Fsige:T4Q%Y

andy |Md |n|I|O|N|V]|pcS, | ciswell-formed, I—gd N|V|pcS,: Q|Z|pcS, and for some
(co-)natural number n > 0, we have

yIMd|n|l|O|N|VIpcS,|c — v Md|n"|I"'|O" N |V |pcS,|c
then for some Xy and
Md|b > 0:nat| Q2| pcS) Fsig ¢’ :74Q Y

where l—zfl N [V |pcS, : Qo 2| pcS;, Q < Qo < 2o, andn’ > 0. Moreovery' |Md | n' ||
O N | V' | pcS, | ¢ is well-formed.

Theorem [9 ensures that well-typed commands that can take a step will step to a well-typed
command in a well-formed configuration. As before, to support evolving access qualifiers that
may occur during the step from ¢ to ¢’, the initial typing context in the typing judgment of
¢’ varies from the initial context of c. However, since the taint qualifiers of variables can also
change at the command level, both stable and unstable typing contexts change. The way in which
they differ from the initial contexts €2 and X is characterized by Definition

We say that a context Q' is reachable from Q (denoted Q < Q') if there exists a series of
sequential accesses (0) and join operations (L)) on idempotence qualifiers between them. The ¢
transitions on read and write are accounted for by (1) and (ii), and join is accounted for by (ii1).
Since idempotence qualifiers in the unstable typing context do not change, reachability on X is
defined where the idempotence qualifiers are the same. Since taint qualifiers, by nature, can be
replaced throughout type checking we do not reason about them here.

Definition 10 (Reachability) Q < Q' iff there exists Qg s.t. Qo < Q' and either
(i) Q <ra o or
(ii) Q <w; &g or
(iii) for all x : T@{qID,,qlO,) € Q it is the case that xy : T@{qID,, ql0,) € Q s.t. gID, E;;
qID,

We write Z < X iff forall x : T@{qID,, qlO,) € Q it is the case that x' : T@{gID’, qlO") €
s.t. gID, = qID’

We define Q <y, € similarly to Chapter ] but according to the modified definition of 6.
We define Q <g; Qo similarly, but for read; we write Q <z; € iff for every variable typing
in Q, it is the case that either its type in €, is the same or differs by a single ¢ transition on
Rd. These relations are obtained from Theorem [10]and Lemma 1| for the judgments RD and WT,
respectively, and are stitched together into a series of transitions at the command level. Since the
operational semantic rules for expressions and method of computing qualifiers over expressions
were not stated in the main body of this chapter, we just state a simplified version of these lemmas
below. At a high level, since access qualifiers evolve when reading an expression or writing to a
variable, the initial stable typing context of a stepped expression is shifted in a similar manner to
preservation for commands.
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Theorem 10 (Preservation for Expressions) If

(f) Md|b > 0:nat|Q;X|pcS, Frosig € : T@g 4
and for some l—gd N |V |pcS,: Q| 2| pcS, and natural number n > 0
yIMd|n|I|O|N|V|pcS,le = y|Md|n"|I|O|N|V|pcS,|e
then there exists a € such that
Md|b > 0:nat|Qp2|pcS, Frosig € 1 T@g 4 Q)
where I—ﬁd N |V |pcS,: Q| Z|pcS,andn’ >0, and Q <rq Q.
Lemma 1 (Write Reachability) If

Md|b > 0:nat | 2| pcS, byr x: [TA@g 4 Q'
then Q <y, .

6.6.2 Logical Relation and Adequacy

We conjecture that building a logical relation for reasoning about correctness in this system
would involve extending a logical relation for undo-logging with considerations for the new
qualifiers. In particular, it would rely on modified policies for PwOff, Commit, and Restore,

shown in Fig. [6.9;

vy Cy s.t. range(y’) = dom(N) V=10
PwOff(y, alD(co),N1, V1) =" | V2

N1 = Nignce Nim> Niig Ny = Ni, NiG NSy 7' C v s.t. range(y’) = dom(N»)

Commit(y,alD(cp),Ni) =%" | Ny

’ ” 3 ’ 3
N1 = Niggace) Nun> Nig gAcc # (K K= (Np) N2 = Nigaroy: Ni: Njig

Restore(y, alD(cp), N1, K, k) = Ny |

Figure 6.9: Commit, Restore, and PwOff policy definitions for (non-)idempotence and I/O

As before, the PwO£ff policy clears volatile memory and drops the corresponding mappings
from y. At the end of an atomic region, to prepare for executing the next region, the Commit
policy flattens the idempotence qualifiers to Id. Lastly, Restore resets the access qualifier of all
noncheckpointed variables to NRD, while keeping their taint qualifiers the same.

The term relation would remain the same as before, while the value relation must change to
relate intermittent and continuously-powered states throughout power failure and restoration. In
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particular, after state is restored, we must show that the nonvolatile memories are equivalent in
their checkpointed state, i.e., excluding variables marked after restore as Id(NRD) or Nid which
could hold unstable or non-idempotent data computed by failed prior executions. At the end of
an atomic region execution, we must establish that the final memories are equivalent up to their
Nid variables, which are explicitly allowed to differ across executions. In order to establish that
all tainted values agree by the end of the last successful execution, we rely on the check that there
are no remaining mayTntWt variables. In other words, in a correct program, values written on
one tainted path but not on all will be overwritten on all paths. This overwrite will enable results
from the intermittent execution to match the continuously-powered execution.
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Chapter 7

Formal Foundations of Concurrent
Intermittent Computing

Up until this point, the previous chapters of this thesis and state-of-the-art designs for intermit-
tent systems [20} 40} 44, [119,121] have established rich support for provably correct sequential
intermittent execution, including formal specifications of intermittent systems and correctness
proofs. These proofs show that results of (sequential) intermittent execution of a program are
equivalent to results of its continuously-powered execution, guaranteeing that sequential pro-
grams in high-assurance application domains execute correctly without intermittence corrupting
results.

Equivalent support for concurrent intermittent systems, however, has lagged. While parallel
execution is out of scope for most energy-harvesting embedded platforms, supporting event-
driven concurrent execution is important. In this concurrency model, programs experience non-
deterministically triggered hardware interrupts that preempt the main application and switch con-
trol over to a programmer-defined interrupt service routine (or ISR), which completes execution
before control switches back to main. Many embedded systems applications rely on this concur-
rency model, using hardware-triggered interrupts to support basic peripheral interaction as well
as more complex features like software-scheduled events and pre-emptive multi-tasking. Even
implementations of common models of intermittent execution, e.g., JIT regions [13} [14], typi-
cally involve the hardware issuing a low-power signal in the form of an interrupt to save volatile
state before power fails.

Yet, fully supporting intermittent execution for this concurrency model is challenging be-
cause: 1) power failures introduce unaccounted-for control flow paths and dependencies that
complicate reasoning about concurrent executions; 2) interrupt triggers and peripheral sensor
data are frequently ephemeral and transient, and are potentially unrecoverable after failure; and
3) shared memory accesses break existing checkpoint mechanisms designed for sequential in-
termittent systems. Due to these challenges, past work has provided only a few concurrent,
intermittent systems that tend towards restricted programming models and limited program fea-
tures [109, 129]], e.g., no re-executable code regions, no volatile memory, no reading main mem-
ory from ephemeral ISRs which could abort upon failure. Furthermore, these systems rely solely
on informal correctness notions, precluding provable guarantees, even as concurrent applica-
tions are even more susceptible to subtle bugs.
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This chapter aims to lay a formal foundation for concurrent, intermittent computing. While
many system designs are possible, our goal is to define a general, flexible model of intermittent
execution with shared memory concurrency, co-designing a runtime system specification and
checking algorithm that together ensure programs will provably execute correctly. Our model
overcomes the bespoke limitations of prior systems, laying groundwork for extension to even
more expressive system features, while our type system enforces proper shared memory ac-
cesses, getting away from the rigid restrictions imposed by prior work. We define a task-based
program structure comprised of ISRs and events that access shared memory locations. Our key
observation is that correctness of concurrent, intermittent systems is inherently intertwined with
reasoning about explicit task re-execution policies and their effect on other concurrently exe-
cuting tasks. While past intermittent systems relied on a notion of atomic re-execution where
designated atomic regions re-execute until they complete without failure, this abstraction is in-
sufficient for the concurrent setting, where some partially-executed tasks (e.g., time-sensitive
ISRs) are thrown out entirely upon reboot. We thus identify a broader set of re-execution poli-
cies enabling flexibility in task re-execution that goes beyond simple atomic re-execution. Upon
reboot, these policies allow the system to re-execute a task immediately, discard it completely,
or run an alternate version. Our key insight is that to enable the correct intermittent execution of
concurrent programs with these re-execution policies, writes to shared variables by failed partial
task executions—which we call unstable writes—must not influence the idempotent results of
the computation. This idea extends the notion of noninterference in the sequential setting from
Chapter [6] and prior work [121].

Towards correct concurrent, intermittent execution, we introduce GIaCierﬂ, a co-designed
runtime system and lightweight type system that together support flexible re-execution policies
while rejecting programs that could yield incorrect results when executing concurrently. Glacier
builds on the idea of idempotent and non-idempotent types: partial, unstable computations and
values may differ across re-executions (i.e., be non-idempotent), whereas completed, stable com-
putations and values are idempotent, and any non-idempotent data must not interfere with idem-
potent results. To account for shared memory accesses in our concurrent setting, we extend the
type of a variable with qualifiers that denote the idempotence of a variable both locally and glob-
ally, with respect to writes performed by other tasks. Furthermore, we observe that the meaning
of unstable in this concurrent setting differs from its meaning in the sequential setting. While in
the undo-logging interpretation of crash types for sequential, intermittent computing the mod-
ified checkpointed nonvolatile memory locations are unstable and the remainder of nonvolatile
memory is stable, here all nonvolatile variables that could be accessed by an atomic region via a
write are considered unstable from the perspective of other sharing processes.

Given these types, we design checking rules that account for the influence of task priorities
and re-execution policies on dependencies between variables, ensuring that no non-idempotent
value flows to an idempotent result even in the concurrent setting. We then prove Glacier satis-
fies the key correctness invariant:

“Every intermittent execution of a well-typed concurrent program has an equivalent continuous
execution.”

!Glacier: “General language abstraction for concurrent intermittent execution and re-execution”
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(b) example intermittent execution

entry(pr: 1, _): ISR_IN(pr: 2, _): o ; ; gvmv lo . §
startaom(prev) lety =in()in st " ; E@%
start,,(pr: 2) start,,(pr: 2) 3
d := diff(prev, x); X2V : E]
prev := x; log:=d :
read(log) end,, lety = inQ)in... : @
end,: start,(pr : 2)

endatom X:=y @
reboot ) Bm —
(a) summary of serializable executions o) :

then ISR_IN start,,...end, mnﬂﬂ
ISR_IN start,,...end then IIIBEIII

(c) results expected from running alone|3[2[3]0] skip [11]6[11] 0]

Figure 7.1: Intermittence breaks programs correctly serialized on continuous execution.

The rest of the chapter is structured as follows. Section motivates the challenges of rea-
soning about concurrent intermittent execution with a concrete example, which past techniques
are not equipped to handle. Section[/.2|introduces the key ideas behind the techniques needed to
properly handle concurrent intermittent programs. Section[7.3|defines the syntax and operational
semantics for a provably correct runtime system for concurrent programs, first for continuous
program execution (Section and then for intermittent program execution (Section [/.3.2).
Section[7.4]formally defines our static type system, and discusses its implementation. Section[7.5]
discusses an extension of the core calculus. Altogether, programs in our system that pass type
checking are guaranteed to succeed at runtime, which Section [7.6|states as our key theorem.

7.1 Concurrent, Intermittent Execution by Example

To illustrate the challenges of concurrent, intermittent execution, we present a running example.
Fig. shows the example code on the left. The goal of the snippet is to process a sensor
input and track the difference between the most recently processed inputs, logging the difference
when a new input is taken. The work is split between two tasks: an event handler that
is triggered by a software-scheduled command and an ephemeral interrupt handler ISR_IN that
fires whenever the sensor peripheral is ready. Due to the transient nature of the sensor data,
ISR_IN must abandon its execution in the event of a power failure, whereas can re-execute.
Whenever ISR_IN fires, it first stores the input into a private volatile register y, which it then
writes to x, and then logs the current value of d in the variable log. Meanwhile, the task
reads x, the most recent input value, and calculates the difference between it and the previously-
processed input, prev, storing the result in d. It then updates prev with x and reads log.

While the binding of input in ISR_IN relies only on accesses to local variable y, the assign-
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ments to x and log both access shared variables. To prevent data races, all accesses to shared
variables in both tasks must be wrapped inside critical sections. To implement synchronization,
the system employs the well-established dynamic ceiling priority protocol [1} [113]: each task
and critical section is assigned a priority (by the programmer or static analysis), and only a task
with a strictly higher priority can preempt the currently-running task. When entering a critical
section protecting a shared variable, the priority rises to the ceiling priority of any tasks that
access that variable, preventing racing accesses. In this example, the critical section priority of

ensures that the enclosed assignments execute without interruption from other tasks accessing
shared variables x, d, and log; ISR_IN cannot interrupt ’s critical region as its priority is not
high enough.

Since all accesses to shared variables are protected by critical sections, this program is data-
race free. As such, any continuously-powered execution of the two tasks will be serializable, i.e.,
consistent with some serial execution of the critical sections; we show the final states resulting
from the two possible orderings in Fig. (a). The example again assumes an initial nonvolatile
state of 3, 1,5, 0. The two serial orderings are that ’s critical section executes first, followed
by ISR_IN’s, and vice-versa. Assuming is first, the critical section sets d to 2, and prev
to 3. If the interrupt trigger then fires, the handler preempts and sets x to the input value
11, and log to 2. The handler then returns, allowing to continue its execution. The final
memory state is x < 11,d — 2, prev < 3,log — 2. If the interrupt fires first, the handler sets
xto 11 and log to 1. When executes, it sets d to 6 and prev to 5. The final memory state
is thus x < 11,d — 6,prev — 11,log — 1. Any other result, including ones resulting from
unserialized interleaving of critical regions, would be both incorrect and impossible!

Unstable values in intermittent execution cause cyclic dependence. Unfortunately, an inter-
mittent execution of this program can be unserializable. We show a possible, incorrect intermit-
tent execution in Fig. (b). As before, the code in is wrapped in an atomic region, where
the variable prev is checkpointed by the system. Accesses of x, d, and log are considered safe in
the sequential setting; the write to d would always overwrite updates from partial executions, and
x and log are read-only. Furthermore, the ISR_IN stores the sensor reading in a private volatile
variable that cannot be saved, and accesses the shared variables d, x, and log safely (locally),
since d is read-only and both x and log must be written first.

With the stage set, let us consider an intermittent execution where ISR_IN fires after the
critical section of has completed, but before the atomic region finishes. Power fails right
after the successful completion of the critical section in ISR_IN, resulting in the state x —
11,d — 2,prev — 3,log — 0. Since the atomic region in has not yet completed, on
reboot, the program re-executes from the start of the atomic region, resetting the value of prev to
its checkpointed version. Hence, the re-execution reads the values of x and log that were updated
by the ISR, creating a dependence from ISR_IN to . However, the read of d in the ISR
already created a dependence from to ISR_IN. As a result, this trace has a happens-before
cycle between and the ISR, which makes the execution inherently unserializable. We can
see this in the final result x < 11,d < 6, prev — 11, log — 0, which is not produced by either
serializable execution. Intermittence broke an otherwise data-race free program! We call the
writes to x and /og by the non re-executable task ISR_IN unstable writes and the value written by
the to-be-discarded ISR_IN an unstable value, which caused the incorrect result.
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Conflict between unstable values and checkpointing. At first glance, it may appear that this
issue could be remedied by extending existing checkpointing techniques to consider potential
WAR access patterns across concurrent tasks. However, naively extending analyses and runtime
systems of checkpointing intended for sequential programs to concurrent ones could not only
break the modularity of the analysis, but also lead to new memory consistency bugs, particularly
when the pre-empting thread must also re-execute on failure.

Consider another example in Fig. The program code is the same as above, except that
ISR_IN is periodically scheduled and its code is wrapped in an atomic region that re-executes
after failure. Both tasks checkpoint x, d, and log because they have a potential WAR dependence
when considering concurrent executions: x and log could be WAR variables if the critical
section runs before ISR_IN, and vice versa for d. That is, all variables accessed by these tasks
are checkpointed by them.

Let us consider an execution trace where

ISR_IN preempts between the completions cemd. 1 N N v
of the critical section and the atomic region. The 1 [q ‘ ¥ ‘ 5] '8“|_,|x3 ‘d Tr:‘kﬁ
atomic region in writes the values 2 and L o0

3 to d and prev, respectively, before the atomic EIE' .
region in ISR_IN overwrites x to 11. Power : 1 provek loge* :
fails. On reboot, all saved values are restored start;om(x. d) : |3\2\3\0|—’| 3l2/5/0],
from their checkpoints back into memory, and 'iayrt:(;:(_)z';]”' ;e

the ISR re-executes first. For simplicity, the sen- X =y m sseorest

sor returns the value 11 as before, and this time, = reboot

stores the value 2 in log. When the atomic re- lezt); :(:]r(:);;'” [11]
gion finishes executing, it commits its values x =y [11]

to the checkpoint context as they are part of log :=d [2]

the completed, stable execution trace. Conse- e:z(:;’m : B
quently, after ISR_IN returns, the atomic region o

in re-executes on the state x — 11,d — @E

2,prev — 5,log — 2. Execution ends in an- 5

other incorrect state x < 11,d < 6,prev —

11,log — 2. The problem is that the write to

Figure 7.2: Basic checkpointing “fixes” also

d by before the atomic region completes break.

is unstable, and therefore checkpointing at the
beginning of the atomic region in ISR_IN allows
an unstable value to persist.

The motivation behind this work is to design an intermittent system language and runtime
to guarantee correct concurrent, intermittent execution. There are multiple ways to approach
designing such a system; for example, one could use a type system to disallow this program
completely or develop a more flexible runtime system that makes smarter choices about when to
update the checkpointed variables. This work explores the former, enforcing that unstable writes
do not tamper with stable concurrent computation at the type level to forewarn programmers of
such potential issues.

101



7.2 Key Ideas

Using the example from Fig. this section introduces the key ideas of our co-designed type
and runtime system that together provably ensure correct concurrent intermittent execution.

Modular programming with flexible re-execution policies. To overcome the limitations of
prior work, Glacier supports tasks that adopt a broad spectrum of re-execution policies, rang-
ing from those with JIT and atomic regions [40, 44, [119, [121] which continue their execution
immediately, to those that are completely discarded (as in ephemeral ISRs), to those that run
an alternative (perhaps more energy-efficient [80]) version of the original task. Glacier sup-
ports any chaining of re-execution policies, e.g., first attempting to re-execute the original task
immediately, and then attempting a series of alternative tasks before finally discarding after too
many failures. Sections focus on the first two, immediate and discard, whose behav-
iors are fundamental to the core system design, leaving the more expressive alternative to be
examined afterward in Section

Our modular, task-based programming model with dynamic re-execution policies is inten-
tionally similar to popular frameworks for continuous, interrupt-driven concurrency (e.g., RTIC [1]]).
A programmer would write their program as a collection of tasks, including hardware-triggered

interrupts and software-scheduled events. Each task specification (e.g., for and ISR_IN
from Fig. consists of: an assigned priority number pr (e.g., | or 2), re-execution policy rPol
(e.g., or discard), and sets of shared variables ShAcc (e.g., {x,d, log}).

Local and global (non-)idempotence. The examples of incorrect executions in the previ-
ous section highlight the impact of unstable writes—variables written by tasks that could be
discarded due to power failure. A key insight is that unstable writes could cause values of
variables to differ across executions, and that to rule out incorrect behaviors, the type system
should enforce the policy that unstable values must not interfere with idempotent data. Since
non-idempotent data follows a similar invariant, our observation is that we can label the effects
of unstable writes as non-idempotent, or Nid. In Fig. x is idempotent for , but may
depend on the unstable (Nid) writes by ISR_IN, therefore violating the policy above.

To statically catch such potential dependencies, our type system describes and reasons about
variable (non-)idempotence with respect to both local usage within a given task, as well as global
usage by others. For global usage, we consider writes from tasks with higher or equal priority
versus lower priority separately, each interacting with shared variables in different ways; tasks
with a higher priority relative to a given task could preempt it, thus seeing unstable values gen-
erated by preempted tasks, whereas those with a strictly lower priority could have instead been
preempted, thus revealing unstable writes to their preemptors. Therefore, our types consist of
triples of idempotence qualifiers (qlocal, glow, gheq), where qualifier glocal represents the
local (non-)idempotence of a variable, and qlow and gheq represent its (non-)idempotence with
respect to updates from tasks of lower and greater or equal priority, respectively, from the per-
spective of the local task. Each task is checked separately under its own typing context, which is
built according to local policies, task re-execution policies, and priorities, which we detail in Sec-
tion Since types are determined relative to task priority, the typing context for two tasks may
map the same variable to different types. For example, x and log both have type int@(ld, Id, Nid)
in the typing context of because x is idempotent within , there are no tasks with lower
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priority than (and thus no non-idempotent effects for glow), and the higher priority discard
task ISR_IN has an unstable write to x, producing a non-idempotent effect for gheq.

Therefore, our static typing must check that non-idempotent data, whether it be coming from
local or global sources, could not violate local idempotency requirements. For an assignment
x := y where x:int@(ld, qlow,, gheq,) and y:int@(qlocal,, qlow,, gheq,), the typing rules
would need to check that none of qlocal,, qlow,, gheq, is Nid. For example, when type check-
ing in Fig. the assignment prev := x would fail, as globally non-idempotent data from
the variable x flows to the locally idempotent variable prev.

A type system and runtime system co-design to ensure correctness. Our correctness definition
follows the same principle as existing work [119]: every intermittent execution of a correct
program has a corresponding continuously-powered execution. The problem with the program
in Fig. is that the unstable value written to x by ISR_IN flows to idempotent variables when

re-executes. We have the choice of disallowing this behavior either by ruling out this
program by our type system, or by implementing a runtime system that subverts the effects of
aborted discard tasks (e.g., writes to x in ISR_IN). There are many similar scenarios where
rejecting programs by our type system is too restrictive and we instead rely on the runtime to
ensure correct behavior.

Our observation is processes that do not successfully finish executing should behave as if
they never ran at all, with respect to their effects on idempotent computation. To erase the
effects of x’s writes from ISR_IN’s failed execution, the runtime system can save a stable version
of x in a checkpoint to be reverted upon reboot. More concretely, Glacier relies on fask-level
checkpointing, allowing tasks with discard policy to checkpoint variables at the beginning of
their execution. If power fails before such a task finishes executing, its writes will be reverted
similar to checkpointing in atomic regions, but unlike atomic regions, the task will not re-execute
on reboot. Each task specification is further extended with a set of checkpointed shared variables,
e.g., x in ISR_IN.

Our runtime system assumes
an undo-logging interpretation for ; ,
atomic regions. As in Chapters [5] S [JITC.. | P>[ atom ¢’ [P endyor |P>] discard
and [0] the checkpoint context K, ! l l l
is. denoted explicitly.. . Though in S [T O B[ atom ¢, [D] 17O D>
this system we additionally con-
sider global volatile memory, and
therefore K,,,4, also contains check-
pointed versions of volatile state.
Glacier maintains the invariant that
the checkpoint context must always contain only the most up-to-date stable (idempotent) data.
To do so, the runtime must only update those checkpointed values to be in sync with the current
state: after every write in JIT regions (which are stable), and only at the beginning and successful
conclusion of atomic region and discard task execution.

(a) hold order (b) save restart (c) prepare for  (d) forget discards
command next JIT region

Figure 7.3: Sketch of runtime and checkpointed stacks.

Following prior work [121]], Glacier allows variables to differ in value, for instance, to retain
information about re-execution state (e.g., log which records every computed d). Which vari-
ables are allowed to differ across re-executions of a program is specified for each task by the
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programmer, which we refer to as non-idempotent variables.

Checkpointed execution stack. To properly implement task-based concurrency, our runtime
system schedules a frame for each invocation of a task, which we call a process. Each frame
stores the necessary context such as policies, local variable mappings, and execution context. To
remember which processes should resume execution after failure, and in what order, Glacier’s
checkpoint context additionally includes a checkpointed stack, denoted S ;. Upon reboot, S, will
be used as the new execution stack. Similar to checkpointed memory, Glacier maintains the
invariant that S; only includes frames for resumable processes. We explain the use cases of S,
in Fig. in relation to each frame on §. The top of the figure shows an execution stack S with
four different processes, the leftmost of which is the currently executing frame. For each frame
pair, the frame on the left preempted the frame on the right. In the figure, S includes frames
running (a) a JIT process, (b) an atomic region command c¢’, (c) the end of an atomic region,
and (d) a discard process that should abort on failure. When frames are pushed to the stack, the
runtime builds a checkpointed counterpart in S, shown on the bottom of the figure and each pair
connected by a green line.

The first three processes which are running JIT and atomic regions, which live in immediate
tasks, will be recovered on reboot, and thus have checkpointed counterparts in S;. Since JIT
regions re-execute from the point where power failed, and the runtime saves state right before
this failure, each JIT process on S (Fig. (a)) has a corresponding placeholder frame to hold
its position relative to other processes in S that will be replaced with its frame from S right
before power failure. It can also be replaced by an atomic region frame (Fig. (b)) when an
atomic region executes for the first time to remember from where to re-execute. When the atomic
region completes (Fig. (c)), the atomic region frame is no longer needed and is thus removed
from S;. At this point, the runtime prepares for executing the next JIT region by replacing the JIT
placeholder frame, as described in (a). On the other hand, the last frame (Fig. (d)) is a discard
task, which does not resume execution on reboot. For this reason, it has no corresponding frame
inS k-

7.3 Syntax and Operational Semantics

This section introduces the syntax and operational semantics of our core calculus for interrupts.
We first provide a basic operational semantics for interrupts and critical regions, and then an
intermittent, concurrent operational semantics that accounts for non-deterministic power failures.
For ease of explanation, we present simplified versions of the formalism. Differences between
the formalism presented here and the full formalism are summarized in Appendix [E.I] The full
syntax and operational semantics can be found in Appendices[E.2} [E.3] and [E.4]

7.3.1 Continuously-Powered Execution

Syntax. The simplified syntax is shown in Fig. Values and expressions are standard. Com-
mands are extended with critical sections, denoted start.(pr, ShAcc); c; end.,, where pr is its
priority and ShAcc is the set of shared variables to be accessed by the enclosed command c¢. Each
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Program syntax

Values v = n|true|false

Commands c = skip|x:=el|ifethenc,elsec,|letx=eincl|letx=in()inc
| c1; ¢y | starty(pr, ShAcc); ¢; end., | ret

Expressions e n= x|v|e; © e;luope

Int. Srv. Rt. isr = isr(ID,pr,ShAcc, Ax.c)

Runtime syntax

Interrupt irg = interrupt(ID,v)

Exec. ctx. E = -lend¢>E|endy>E|([];0)>E

Interrupt queue IRQ ::= -|irg :: IRQ

Local vars v = lv,x+ (v,pID)

Inputs 1 = -linw) i 1

Priorities pr -\ pr> pr

Stack S JF> S

Frame F (pID, ID, pr, ShAcc, v, E, ¢)

Queue (@) = -lirg:: Q

Nonvol. mem. N w= -|IN,x+ (v,pID)

Vol. mem. Vv = -|V,x (v,pID)

Cts. Config C”

(I,IRQ,N,V, S, F, Q)

Figure 7.4: Summary of syntax for programs and continuously-powered runtime system.

variable is tagged with its access mode, wt (“writable”) or rd (“read-only”). Interrupt service
routines are denoted isr, which is a tuple of a unique interrupt identifier /D, its priority pr, a
list of shared variables ShAcc to be accessed, and the function to be executed Ax.c, where x will
be bound to the value of the triggering interrupt. Finally, ret is the last command of an isr. A
program is a collection of interrupt handlers IDecl with a dedicated entry point (e.g., the main
function to run).

Runtime constructs for defining the operational semantics appear below the line in Fig.
A continuously-powered runtime configuration C* is similar to previous chapters but extended
with a stream of incoming interrupts /RQ, the currently-executing code enveloped in a frame F,
a stack S of frames containing preempted processes, and a queue Q of deferred interrupts whose
priority is insufficient to trigger execution.

Each interrupt (irg) is composed of a pair of the interrupt /D and the value relevant to the
interrupt. For example, a timer interrupt can be interrupt(5, 1773576000), where 5 is the unique
ID for timer interrupts and 1773576000 is the unix time stamp of when the timer is triggered.
Though in a real system interrupts arise nondeterministically, our semantic model uses /IRQ to
list the interrupts that could trigger in a given program, and likewise for modeling sensor inputs
I. Each input is denoted in(v), where v is the sensor reading.

A frame F captures the relevant runtime state of an isr. In addition to the current command ¢
and execution context E, F includes the ID of the ISR that is currently running, a unique process
identifier pID to distinguish it from any others (e.g., when there are several timer interrupts
triggered at different times), a set of shared variables ShAcc of the ISR, a mapping v of local
variables to values, and a priority stack pr to handle runtime priorities (we will explain more

105



’IDecl FC® — C™

F = (pID, ID, pr, ShAcce, Ve, Ec, )
irg = interrupt(ID, v) isr(ID, pr, ShAcc, Ax.c;) € IDecl pr > top(p_;)’c)

fresh(pID) F, = (D, pr,ShAcc, x — v, -, c;; ret) o = trigger(pID)
TRIGGERINT-C

IDecl + I, (irq :: IRQ),N,V, S, F,Q N LIRQ,N,V,F>S,F,, 0

F = (pIDC,IDC,ﬁC,ShAccC, ve, Ec,ce) irq = interrupt(ID, v)
isr(ID, pr, ShAcc, Ax.c;) € IDecl pr < top(p_l)"c) o = delay(pID)

- DELAYINT-C
IDecl v I, (irg :: IRQ),N,V,S,F,Q — ILIRQ,N,V, S, F,(Q :: irg)

F. = (pID,, ID.,pt., ShAcce, v, -, ret) S = (ID,pr,ShAcc,v,E,c) > S’
isr(ID, pr, ShAcc, Ax.c;) € IDecl pr > top(pr) irg = interrupt(ID, v) fresh(pID)

F, = (pID, ID, pr, ShAcc, x — v, -, c;; ret) 01 = complete(pID,.) 0, = trigger(pID)
RET-QINT-C

01,02

IDecl + I,IRQ,N,V, S, F¢,(irg :: Q) — LIRQ,N,V,S,F,, O

F. = (pID,,ID.,pt., ShAcc, v, -, ret) o = complete(pID,) R
IDecl v IL,IRQ,N,V, (F > S), F., 0 — LIRQ,N,V, S, F, Q

ET-S-C

F = (pID, ID,[T;)*C, ShAcc, v, E, starte(pr, ShAcc); ¢; endgr)
F, = (pID,ID, pr > ;7;)’0, ShAcc, v, endg>E, ¢)

IDecl + I,IRO,N,V,S,F,Q — I,LIRQO,N,V,S, F,, 0

STARTCRIT-C

F = (pID, ID, pr > pi., ShAcc, v, endg>E, skip)  F, = (pID, ID, p#., ShAcc, v, E, skip)
IDecl + I,IRO,N,V, S, F,0 — ILIRO,N,V, S, F,,, O

ExpCrIT-C

Figure 7.5: Selected concurrent operational semantic rules

when introducing the semantic rules). The execution context £ remembers the boundaries of if
statements and critical sections, and enforces execution ordering.

Lastly, for simplicity, the nonvolatile and volatile memories will directly map program vari-
ables to values tagged with an identifier of the process that computed it (a detail needed for proof
purposes).

N

Operational semantics. Continuously-powered semantic rules are of the form: IDecl + C* .
C*’, where 4 is the list of observable events emitted by the step (to be used in defining and prov-
ing correctness). Key rules for processing interrupts and critical sections are shown in Fig.
The rule TrRIGGERINT-C applies when the priority of an incoming interrupt (pr) is strictly
greater than the currently running process (F). The isr corresponding to this interrupt preempts
the current process. The third premise looks up the corresponding isr via the ID. A fresh pID
is generated and a new frame F), is constructed for the isr, where x is bound to input v. In the
conclusion, the preempted frame F is pushed on top of the stack and the new frame F, starts
to execute. Finally, the observable event documents that a new process pID is triggered via
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o = trigger(pID). The rule DELAYINT-C applies when the priority of the incoming interrupt is not
strictly greater than the currently running process. In that case, the interrupt is enqueued to Q.

The next two rules handle completion of the current frame. A new frame is selected either
from the delayed interrupt queue Q or the stack S, depending on the priorities. If there is an
interrupt in Q with a strictly higher priority than the top frame of S, then the rule RET-QINT-C
applies, triggering the execution of the delayed interrupt. Otherwise, RET-S-C applies, resuming
the top frame on S. If both Q and S are empty, execution halts, which we omit.

Following the ceiling priority protocol [113]], when a critical section is encountered, the pro-
cess’s priority is raised sufficiently high to prevent it from being preempted. The rule STARTCRIT-
C pushes the critical section’s priority pr to the frame’s priority stack p7. and end,, to the execu-
tion context E to mark the end of the section. The pr is checked to be sufficiently high by typing
rules. For example, once the critical section in begins executing, the critical section priority

is pushed on top of the task priority !, so that other processes with priority no higher than 2
(e.g., ISR_IN) must wait until this critical section completes its execution. However, another isr
with priority 3 could still preempt, and the protocol ensures the safety of it. The rule ENDCriT-
C applies when the end of a critical section is reached (i.e., a skip command in the frame and
end, on top of the execution context). The current priority is popped off the priority stack, thus
allowing lower priority processes to begin executing. For example, any task whose priority is
strictly greater than the task priority of 1, i.e., ISR_IN with a priority of 2, can preempt at
this point.

7.3.2 Syntax for Intermittent, Concurrent Programs

To support intermittence, our core calculus for concurrency requires constructs to specify desired
re-execution behavior in the event of a failure. This includes task-level re-execution policies
to specify whether to resume or abort a task’s execution, atomic regions within task bodies,
and checkpoints for restoring execution from failure. The necessary extensions to syntax are
highlighted in Fig.

Atomic regions. Commands are extended to include atomic regions, where aPol includes sets of
variables that are checkpointed w (e.g., ), read-only p (e.g., x), must be first written u (e.g.,

), and writable in volatile memory S.

ISR policies. Each ISR is extended with a re-execution policy rPol, which is a program Ax.d
that is evaluated based on the current system state r (e.g., number of reboots) to a concrete
policy name pname: discard (do not re-execute if encounters a power failure) or immediate (re-
execute using the latest checkpoint), as motivated in Section For example, a programmer
could specify a task to re-execute up to three times, and then discard after the third attempt.
ISRs are also extended with a programmer-specified variable policy vPol consisting of shared
variables to be accessed ShAcc, task-level checkpointed variables ShCP (e.g., x in ISR_IN), and
non-idempotent variables nlds (e.g., log in ISR_IN).

Checkpoints and runtime configurations. To support progress and correct (re-)execution,
continuously-powered runtime configurations are augmented with a checkpoint context K4,
that is extended from previous chapters with a checkpointed stack S;. Note that to ensure mem-
ory consistency and adherence to re-execution policies, K4, must contain only stable data and
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Program syntax

Re-ex pol rPol ::= discard|continue(r, Ax.d)

Pol name pname ::= discard |immediate

Atom pol aPol a= (W, u,B,p)

Cmd c = ... | startagom(alD, aPol); c; endatom

Var pol vPol = (ShAcc, ShCP, nlds)

Int. Srv. Rt. isr ::= isr(ID, pr, vPol , rPol , Ax.c)

Runtime syntax

Mode Md = atom(alD, aPol, NVw, Vw, rb) | jit| discard(NVw, Vw)
Stack S n= | Fy@ID) > S |F1>S

Inst. pid. ipID = pID| (pID,alD,rb)

JIT pl fr F;(pID) = (pID,jit)

Ckpl ctx K = (N, Vi, Sp

Frame F = (pID,ID,pr, vPol ,u,E, Md , ¢)| (I,IRQ, Kundo. N, V, S, reboot, Q)
Int Conf C = (I,LIRQ, K ,N,V,S,F,Q)

Nvol mem N = -|N,x (v, ipID)

Vol mem V w= -|V,xe (v, ipID)

Figure 7.6: Summary of syntax for programs and intermittent runtime system. Extensions from
continuously-powered syntax highlighted .

resumable processes at all times. Intermittent runtime configurations C' are extended to include
a state right after power failure, where the command to be executed is reboot.

Other runtime constructs are augmented with additional bookkeeping; some are key to the
runtime system, while others are used only for proof purposes. Frames are extended with an
execution mode Md, which is discard if the task re-execution policy is discard, or is otherwise jit
and atom for JIT and atomic regions, respectively. The sets NVw and Vw track which variables
have been written to by the current frame, which the runtime system uses to update checkpoints
(more details to come in the next section). For proof purposes, we introduce an instance process
identifier ipID, distinguishing task executions via their p/D and re-execution instances of the
same atomic region via an atomic region identifier alD and reboot count rb.

7.3.3 Intermittent Operational Semantic Rules

Selected operational semantic rules for intermittent execution are shown in Fig. We focus
on explaining how the runtime operates on the checkpoint context to prepare for and recover
from power failure, and handle re-execution policies, assuming an undo-logging system. We
explain these rules via an example program execution shown in Fig. Expression evaluation
relies a big-step operational semantics. Though they are not shown in the main text, the rules are
similar to the ones introduced in Chapter [2|but only rely on N, V, and the local state v,.. The full
oeprational semantics and detailed example execution can be found in Appendices and
respectively. Each line of Fig. highlights key components of a runtime configuration and
frame. The rule names used in steps from one configuration to the next are shown in the leftmost
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end finalizeK (18) Sklp %) - %) Enam

Figure 7.7: Fully annotated program and sketch of its correct intermittent execution trace.

cr

column.

Start (rows (0)-(1)). The program begins its execution by triggering the isr . The configu-
ration in row 0 is the initial configuration, and row 1 follows from applying the rule TRIGGERINT-I.
The main differences between this rule and TRIGGERINT-C from Fig. are that the new frame
F, needs an execution mode Md, and the checkpoint context K, needs to be updated, based on
the ’s re-execution policy. The schdFrame function, whose rules are shown on the bottom
of Fig. takes as input the current checkpoint context K,,,4,, nonvolatile memory N, and a few
other components of the new frame, and returns the current mode Md,,, and an updated checkpoint
context K/ .

If the re-execution policy of the new frame is immediate (e.g., ), the rule scHDFRAME-
ImmMEeD applies. The policy immediate indicates that the task’s code will resume its execution
upon reboot from power failure, and since the top-level checkpoint policy of an immediate task
is JIT, the returned mode is jit. To help JIT regions resume upon failure, a JIT placeholder
frame F;(pID) (e.g., ) corresponding to the new process pID (e.g., p0) is placed on top of
the checkpointed stack. This placeholder will be replaced by its corresponding live frame right
before power failure or when the execution enters an atomic region, which we explain later. Once
the new frame is set up, execution continues with running the task code.

Starting an atomic region (rows (1)-(2)). Next, enters an atomic region, which requires
setting up the checkpoints, as shown in the rule StarTATOM-I. The checkpointed nonvolatile loca-
tions N, are initialized with their current values in nonvolatile memory, denoted as the projection
Nl.pore (€., ). We denote updating checkpointed nonvolatile memory with contents
from their corresponding locations in nonvolatile memory as N, «~ N. The rule also replaces
the frame F on top of the checkpointed stack (e.g., ), which is always the top-level JIT
placeholder frame, with the atomic region frame F” (e.g., abbrev. ), allowing the system to

109



Selected operational semantic rules.

TRIGGERINT-I
F = (ID,, IDC,ﬁC, vPol.,v,., E.,Md,, ¢) irg = interrupt(ID, v) isr(ID, pr,vPol, rPol, Ax.c;) € IDecl
pr> top(ﬁc) fresh(pID) Md,, K ,,,) = schdFrame(K,q0, N, pID, ID, rPol, v)
F, = (pID,ID, pr,vPol, x » v,-,Md,, c;; ret) o = trigger(pID,Md,,)

IDecl + 1, (irq :: IRQ), Kyngo, N, V., S, F, Q = LIRQ.K!, . N,V,F > S, F,, 0
N-AssigoN-1
F= (pIDC’ IDC’ﬁC’ VPOZC’ Uc, EC’ Mdc" X = e) Kundo = (Nk’ Vk, Sk)
x € dom(N) N,V,u kel v F = (pIDC,IDC,ﬁC, vPol., v, E.,Md.[NVw <« NVw U {x}], skip)
K. io = (N[x = V], Vi, Sp) if Md,. = jitelse K

IDecl + 1,IRQ, Kunios N, V, S, F,Q = ILIRQ,K'. . N[x > v],V,S,F’, 0

undo’

STARTATOM-I
F = (pID, ID, p¥, vPol, v, E, jit, startyom(@lD, aPol); ¢; endaom) ~ Kundo = (Ng, Vi, Fx > S 1)
F' = @ID»ID7ﬁ7 VPOZ, v, E, atom(aIDa aPOla'a'» 0)9 c endatom) K = (Nk o NlaPol.wa Vk? F’ > Sk)

undo

IDecl v+ I, IRQ, Kynio, N, V, S, F,Q = LIRQ.K . N,V,S,F',Q

undo?

ExpAtom-1
F = (pID, ID, pr, vPol, v, E, atom(alD, aPol, NVw, Vw, rb), endatom)  Kundo = (Nt Vi, Fi > S¢)
F; = (pID, ID, pr, vPol, v, E, atom(alD, aPol, NVw,, Vwy, rb), ¢;eNndawem)  F’ = (pID, ID, pr, vPol, v, E, jt, skip)
K,undo = (N;(lckvaroﬂsk),vk Vi, F;(pID)> Sy) N;{ = Ng e~ Nlyviw 0= endAtom(pID, alD, rb)

IDecl + I,IRQ, Kungo, N, V, S, F, O == L,IRQ,K’. . .N,V,S,F’,Q

undo”

PowEgRFAIL-I
F = (pID, ID, pt, vPol, v, E,Md, c) Kundo = (Ng, Vi, S 1) K io = (Nk, Vi, updJitS(Sy, F > S))

IDecl + I, IRQ, Kynao, N, V, S, F,Q = LIRQ,K/ . N,-, -, reboot, Q

undo?

REeBooOT-1
Kindo = (N&, Vi, F > S) (F' > S};) = incRb(F > Sy) K’

undo

o ’
IDecl + I’ IRQ, Kundov N» KR rebOOt, (Qdiscarda Qimmed.) == I’ IRQ’ Kundo’ Nk ~ N5 Vk’ Ska F/7 Qimmed.

=(Nk,Vk,F’>S,’<) o=rb

Selected definitions for setting up a new task frame.

SCHDFRAME-IMMED
appPol(rPol) = immediate Kundo = (Nk, Vk,Sk) K:mda = (Nk, Vk, FJ(pID) > Sk)

schdFrame(Kyngo, N, pID, ID, rPol) = (jit, K/, , )

SCHDFRAME-DISCARD
appPol(rPol) = discard
isr(ID, pr,vPol, rPol, Ax.c) € IDecl  Kungo = (Ni, Vi, S i) K nio = (Nk e~ NLyporsneps Vi Sk)

schdFrame(Kyngo, N, pID, ID, rPol) = (discard(-,-), K] )

Figure 7.8: Selected intermittent, concurrent operational semantic rules and definitions.

re-execute from the beginning of the region c¢; endyom in the event of a power failure.

Preempted execution (rows (5)-(6)). Skipping ahead, the interrupt with higher priority arrives
and the rule TriGGERINT-I applies to run ISR_IN (i.e., ISR_IN preempting ). The preempted
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task frame F' (abbrev. ) is pushed to the stack F'> S, to be resumed later. Based on the
interrupt’s re-execution policy (e.g. discard), the schdFrame function again computes a mode
Md, (e.g., discard) and prepares the checkpoint context accordingly. Here the rule scupFrRAME-
Discarp applies and since discard tasks do not resume on reboot from failure, the checkpointed
stack S remains the same. The schdFrame function also checkpoints variables at the beginning
of a task execution (e.g., x in ShCP), updating the checkpointed variables in Ny (e.g., x*) with
their current values in N (e.g., 3). The resulting mode has NVw and Vw sets initialized to empty,
as the task has not yet written to any locations.

Writing to nonvolatile memory (rows (8)-(9)). When a variable in nonvolatile memory is
written (e.g., X :=Y in ISR_IN), the rule N-Assign-1, first evaluating the expression (e.g., y) to
a value (e.g., 11) and then storing it in the assigned variable (e.g., x). The NVw set is updated
with the assigned variable to reflect that the current process has written to it. The last premise
updates the checkpointed nonvolatile memory when needed. Since JIT regions do not re-execute,
their writes are considered stable and hence values are written through to K/, “on every write,
whereas unstable writes by atomic regions and discard tasks should not impact K,,,;,. The write
through in a JIT region is also necessary; otherwise progress will be lost when the JIT region is
preempted by another (discard) task and then a power failure occurs and the execution restarts
from a stale checkpointed memory state (more when explaining the reboot). In the example, the
assignment X :=y is performed in a discard task, the value of y is not written through to N;.

Power failure and reboot (rows (9)-(11)). When power is about to fail (e.g., after X :=y
in ISR_IN), the rule PowerFarL-1 instantaneously saves the execution progress on the check-
pointed stack. This models hardware behavior that supports JIT checkpointing. The function
updJitS(S, S ), which takes as arguments the checkpointed stack S, and current stack S and re-
turns an updated checkpointed stack that will be restored on reboot. To make sure every JIT
process on the stack will resume after reboot as expected, updJitS(Sy, S) replaces every JIT
(placeholder) frame in §; with its corresponding in-progress frame in S, while leaving other
frames in S; the same.

The rule ReBoor-I models the system recovery from power failures. To distinguish the re-
executed atomic region from its failed prior executions (e.g., the new versus the failed

), the function incRb(S ) increments the reboot count of all atomic regions on the stack.
Execution resumes with the top frame which provides a context for an interrupted process. For
example, since the atomic region frame is on top of the checkpointed stack, the atomic
region in re-executes from the beginning. The recovered program runs on memories and a
stack restored from the checkpoint context, N, Vi, and S; (e.g., x and restored to 3 and 5
from x* and prev*, respectively). Here N; ~ N is the result of updating the nonvolatile memory
N with the checkpointed part N;.

Frames running in discard mode do not have a corresponding frame in S, and are therefore
not included in the restored stack, effectively causing all in-progress discard processes to be
forgotten on reboot (e.g., ISR_IN). Since discard tasks are thrown out on power failure, the
delayed interrupt queue Q only recovers those with policy immediate (Qimmed.)-

Ending an atomic region (rows (16)-(17)). At the end of an atomic region, when command
endatom 1s reached, the rule EnpArom-I applies. This rule commits updates to memory to the
checkpoint context by updating the checkpoints in N; (e.g., ) and V; with their values in
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N (e.g., ) and V, for only the variables written by this last atomic region execution, i.e.,
variables in the tracked NVw and Vw sets. This is correct because the atomic region is now
complete and therefor all the writes are stable. This is also necessary for maintaining progress,
similar to why writes in JIT regions are reflected in the checkpoint context. Next, to prepare for
executing the next JIT region, the checkpointed atomic region frame (e.g., ) is replaced with
a placeholder frame (e.g., ), and the mode is reset to jit.

Returning from a task and halting execution (rows (17)-(18)). At the end of a program
execution, the last task finishes executing with no remaining tasks on the stack or in the queue.
We omit the counterpart of RET-S-C, as the only addition is setting up the checkpoint context.
At this point, like atomic regions, the runtime cleans up the checkpoint context, either popping
the corresponding JIT placeholder frame from S if the concluding process is immediate, or
committing the computed results to N; and V, if the concluding process is discard. The example
execution ends in the final state of x < 3,d < 2,prev — 3,log — 0, the state from running
alone, as shown in Fig.[7.1](c).

Events and more. Definitions for events are similar to interrupts, with the only difference being
that events are scheduled by a command rather than firing non-deterministically. The full system
definition which handles both interrupts and events, as well as inputs, variable initialization, and
alternate versions of tasks can be found in Appendix [E]

7.4 'Type System

Our type checking relies on three main components: (1) identifying unstable writes of each
isr (Sec. [7.4.1), (2) constructing typing contexts reflecting unstable write effects from all isrs
(Sec. [7.4.2), and (3) checking the program (Sec. [7.4.3). To simplify presentation, this section
focuses on checking global access patterns (e.g. preventing unstable and non-idempotent writes
of other tasks from influencing idempotent data), as shown in Sec. which is the main con-
tribution of this work. Checking local access patterns (e.g. preventing WARS) is also necessary
to ensure correctness, but we elide discussion to Appendix [E.6] as these checks follow prior
work [119,[121]. The full type system definition can be found in Appendix [E.6

7.4.1 Identifying Unstable and Non-idempotent Writes from an isr

The stability of write effects of a given isr depends on several factors, namely, the policy of the
isr and the priority of any task that reads its write effects. As such, our type system is equipped
with two key functions, EffToLeq(isr) and EffloHigher(isr), that each return the set of shared
variables written by isr that have unstable or non-idempotent effects on tasks with a lower or
equal priority than isr and higher priority than isr, respectively. To explain how policies and
priorities interact with stability, we illustrate two scenarios in Fig. where some current task
isr has preempted a lower priority task isr; and is preempted in turn by a higher priority task
isry. In column (a) the current task isr has re-execution policy discard, and in column (b) it has
re-execution policy immediate. In each scenario, isr writes to some variable x that is read by
isr, before isr resumes control and by isr; after isr has either been discarded after power failure
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Summary of an ISR’s Unstable Effects on other Tasks
(a) ISR with Discard Policy (b) ISR with Immediate Policy

ISTh isr(pr, ShAcc, ShCP, nids, immed.) D> ismi

. |> read x .y| read x
ST ism |D startaiom (b2)

[ write x | .
preempted! (@l)= pfeempted. preempted! . .. ... write x -+ preempted!

et
read x |‘ ShCP restored read x |4r~ (b1)= endatom ' |

all writes except nlds stabilized
(al1) EffToLeq(isr): (a2) EffToHigher(isr): (b1) EffToLeq(isr): (b2) EffToLeq(isr):
nlds U (ShAcc M\ ShCP) nlds U ShAcc ™t nlds nlds U (wtsOf (atom) N ShAcc)

isr(pr, ShAcc, ShCP, nids, discard) >
.- vl
):

Figure 7.9: Unstable and non-idempotent writes (repr. by dotted lines) from isr to other tasks
with lower priority vs. higher priority, depending on its re-execution policy: (a) for discard and
(b) for immediate.

(scenario (a)) or re-executed successfully (scenario (b)), with each of these data flows marked
with a labeled dotted arrow.

We now discuss in what situations such a shared variable has unstable effects and must be
returned by EffToLeq(isr) or EffToHigher(isr), as indicated on Fig. bottom. First, if a variable
is declared locally in nlds (e.g., log) it can hold non-idempotent data and naturally have a non-
idempotent effect. If a variable is declared locally as Id, identifying its potentially unstable effects
on other tasks is more complexE] We begin examining the pair isr; and isr in Fig. (a). If isr
is interrupted by a power failure before completion, any writes from the partial execution of isr
to nonvolatile memory will persist, except for variables declared in ShCP (such as x in ISR_IN),
which will be restored to checkpointed (stable) values. Thus, arrow (al) reflects that after a
reboot, tasks with priority less than or equal to the priority of isr can see unstable values written
to any non-checkpointed variables by the partial execution of isr. For example, in Fig. log
is declared in nlds, so EffToLeq(ISR_IN) = {log}. Next, we examine the pair isr and isr,. Since
isr, can preempt isr at any time, isr;, may instantly read values from any shared variables written
by isr; however, if the system subsequently loses power before isr completes, then isr will be
discarded, and the values read by isr, will be unstable. Arrow (a2) reflects that tasks with a
higher priority than isr risk reading an unstable value from any shared variables written by isr,
even checkpointed ones.

Now we turn to scenario (b), where the difference is that isr has re-execution policy immediate
and includes an atomic region. Examining the pair isr; and isr, we note that tasks with a lower or
equal priority can only resume their execution after isr successfully completes, since by the re-
execution policy isr is resumed (or re-executed from the start of the atomic region) upon power
failure, not discarded. Therefore, all of isr’s writes will be stabilized before returning to isr;;
arrow (b1l) reflects that no unstable writes from isr will be visible to isr;. On the other hand, for
the pair isr and isry,, writes from failed partial executions of the atomic region could be read by
isrp, which is problematic. Consider if isr, preempts and reads a value written by the atomic
region, but the system reboots and the atomic region is restarted. If isr, preempts isr again, it
could incorrectly read a value written by some command earlier in the atomic region. Thus,

2This discussion focuses on unstable writes in nonvolatile memory. Writes to volatile memory are much simpler
and can be found in Appendix
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arrow (b2) reflects that tasks with a higher priority than isr may observe unstable values from
any variable written by an atomic region in isr. For example, EffToHigher( ) = {d}. Since d
is written in the atomic region of , d is unstable to ISR_IN.

7.4.2 Building Typing Contexts for each Task

With the sets of unstable and non-idempotent writes in hand, our type system constructs a typing
context for each task that accounts for effects from all other tasks. We summarize the types and
typing contexts below.

idempotence qualifier  qID ::= |d|Nid

type qualifier q = {qlID,,qlD,,qlID,)
task typing context r = 0L (x: t@gq)
program typing context ¥ = -|VY,UD,Md) — T

The base types ¢ are int or bool. As in the previous chapter, idempotence qualifiers form
a join semi-lattice Id C;; Nid where join is denoted Ll;;. First, the local qualifier gID, de-
termines whether or not isr is permitted to write a value to x that is potentially derived from
non-idempotent data. gID, is determined by isr’s variable policy for x; if x is declared in nilds
(e.g., log in ISR_IN), then gID, will be Nid, otherwise it is Id. Next, the qualifier gID, represents
whether any strictly lower-priority tasks might write an unstable or non-idempotent value to the
given variable. If x is in any of the computed sets EffToHigher(isr’) for any isr’ whose priority is
less than or equal to isr, then gID, is Nid. Otherwise, it is Id. Lastly, the qualifier gID,, represents
the effects coming to isr from tasks with greater than or equal priority to isr. If x is in any of
the computed sets EffToLeq(isr’) for isr’ with greater than or equal priority to isr (including isr
itself), then ¢gID,, is Nid. Otherwise, it is Id.

The program typing context ¥ maps each pair of an isr’s ID and Md, as evaluated from its
re-execution policy, to a typing context I'. The two typing contexts for the same isr with different
modes differ in their treatment of task-level shared checkpointed variables SACP, which are only
used when the policy is discard. Glacier maintains the invariant that checkpointed variables
(e.g., ShCP and w), must never contain unstable or non-idempotent effects. Therefore, when
constructing a typing context I' for an isr with discard policy, for every x € ShCP, T’ (x) =
(ld, Id, Id); the type checker will report an error if the computed gID, or gID,, is Nid. The typing
contexts for the tasks in Fig. are as follows:

= {x:int@(ld, Id, Id),d : int@(ld, Id, Id), prev : int@(ld, Id, Id), log : int@(ld, Id, Nid)}
'y = {x :int@(ld, Id, Id), d : int@(ld, Nid, Id), log : int@(Nid, Id, Id)}

If d were checkpointed in ISR_IN, then by construction of I'jy checking would fail because
EffToHigher( ) = {d}, causing I'(d).qID, to be Nid within ISR_IN, however d € ShCP requires
it to be fully idempotent.

7.4.3 Type Checking a Program
We present key typing judgments in Fig.
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b g Foisr : ok isr is typed
[,MFWts +3M¢e  :t@gq e is typed under atom

r Fe 1 t@q e is typed under jit or discard
L, MFWts +3o0 ¢ A MFWts” ¢ is typed under atom
r e, € ¢ OK c is typed under jit or discard

Figure 7.10: Typing judgment summary

A program is well-typed if each isr is well-typed under the program typing context ¥, com-
puted based on the algorithm discussed in the previous section. The typing judgments for expres-
sions and commands are indexed by the mode Md of the execution and the set of shared variables
ShAcc, accessed by the surrounding task command. These judgments take two forms: one for
checking within an atomic region (atom) and the other for any code not within an atomic region
(Md e {jit,discard}). This distinction is needed because following prior work [119, [121]], typing
commands in an atomic region need to check access patterns such as WAR. However, this is not
the contribution of this work, so such checks for atomic regions are elided. Expressions e are
typed under the same contexts as commands and they are of a simple type int or bool, with a
type qualifier g reflecting the (non-)idempotence of the expression e. Next we explain the key
simplified typing rules, summarized in Fig.

Tasks. Each task is type checked individually via the rule T-Task. The rule first evaluates the
re-execution policy rPol to determine an initial mode Md, and uses it to look up the task typing
context in Y. For tasks with policy discard (e.g., ISR_IN), the initial mode will be discard. Oth-
erwise (e.g., ), it is jit (e.g., corresponding to I'.,). Then, the rule checks the task command
¢ under that typing context and Md (e.g., ['\y and discard, and and |it respectively). The input
argument to a task is idempotent, i.e., x : int@(ld, Id, Id), which is included in I".

Atomic regions. The rule T-Atom-BEGIN-J checks the enclosed command ¢ under a typing con-
text I'”, which is constructed from the task’s context and additionally includes an interior access
qualifier to describe why the access is idempotent: e.g., Id(CK) for variables in w, |d(WT) for
variables in u, or Id(RD) for variables in p. The rule checks that every variable in w is not lo-
cally non-idempotent, and is not an unstable write by other tasks (the last premise), to prevent
non-idempotent data from being checkpointed by an atomic region, similar to the check done for
ShCP when constructing ‘Y. Variables in u should not have unstable writes coming from higher-
priority tasks whose preemption and subsequent power failure could also cause the atomic region
to read unstable values, but a similar check is not needed for lower priority tasks, because such a
variable would be overwritten by an idempotent value before it is read by the atomic region.

Critical sections. To protect against data races, the rule T-Cr-A enforces that critical sections
cannot be preempted by tasks that access common shared variables (e.g. the critical section
in should run without preemption from ISR_IN). The checks performed by this rule are
inspired by the ceiling priority protocol of popular frameworks [1]], enforcing that the priority pr
of a critical section is at least as high as the priority of any task that accesses common shared
variables: pr > pr, (e.g. ’s critical section with priority 2 and ISR_IN with priority 2). A
task that does not contend for common shared variables is allowed to preempt a critical section
if its priority is greater than the critical section, causing the task to trigger. Since their sets of
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if rPol = discard then Md = discard, else Md = jit
(P(ID,Md), x : int@(Id, Id, 1d)) +"9 . c: ok

Y v isr(ID, pr,vPol, rPol, Ax.c) : ok

T-Task

I" = mkCtxAtom(T, w, u, p)

r,. k?}gﬂct c;endaom : 0K w, p, u pairwise disjoint

Vx,eulI(x,)=t@(,_Ild Y x € w. I'(xp) = ,@(ld, Id, Id
u- T(xy) ( ) k (xx) = 1@ ) T Atost-Beain.]

r thhAcc, startaom(alD, w, i, B, p); ¢; €Ndatom : 0K
pre = ceilPr({pr’ | ist(..., pr’,vPol) € IDecl A (ShAcc N vPol.ShAcc # 0)})

pr = prg ShAcc € ShAcc,

I" = {x:1@q | x e dom(') A x ¢ ShAcc, \ ShAccy T, MFWis v ¢ 4 MFWis'

atom ’ T-Cr-A
L, MFWis ., Starte(pr, ShAcc); c; ender 4+ MFWis
I'(x) = t@{qlD,., qID,, qID,)
T Hom, e 2 1@(qIDS, qID], qID)  (qID§ Ui gIDf Uig gID}) Cig gD,
T-AssigN-N-A

T, MFWis 300, x = e 4+ MFWis'
Figure 7.11: Selection of simplified typing rules.

shared variables are disjoint, data races with shared variables would be impossible.
Additionally, the rule checks that the critical section’s ShAcc annotation is correct: its shared
accesses are (1) a subset of the task’s shared accesses ShAcc,, and (2) that no other shared vari-
ables are accessed by it. The former is enforced by checking that ShAcc C ShAcc,, and the latter
by restricting the typing context I"” to exclude variables appearing in ShAcc, but not in ShAcc.

Assignments. The rule T-AssioN-N-A enforces that our policy that no non-idempotent data
from local or global sources flows to locally idempotent variables. To gather the effects from
local and global sources, the rule joins the expression’s qualifiers ¢,, and then checks that
the result is bound by the local qualifier of the variable gID,. For the assignment ,

. If x were not checkpointed by
ISR_IN, it would have the type (ld, Id, Nid) in , and the assignment would have
caused a type error because the global effects of x (Nid) are not bounded by the required lo-
cal usage of prev (Id). Likewise, if log were not declared in nlds by ISR_IN, its type would
be (ld, Id, Id) and the assignment log := d would flow globally non-idempotent data from d to
locally idempotent variable log, causing another type error.

7.5 Alternate Versions of Tasks

The core calculus presented is flexible and extensible to additional system behaviors and features.
For example, rather than aborting a task completely or insisting on running the same task over and
over again until it succeeds, some concurrent intermittent systems will instead opt for running

116



an alternate (perhaps more energy-efficient [82]) version of a task. This section presents the
changes to the system needed to support alternate versions of tasks. We highlight key changes to
the syntax in Fig.(7.12/in yellow .

Version number version = n:nat

Policy name pname = discard|immediate| alternative(ID, version)

Interrupt Service Routine isr ::= isr(ID, version ,pr,vPol, rPol, Ax.c)

Mode Md = atom(alD, aPol, NVw, Vw, rb) | jit | discard(NVw, Vw)
| altOf(pID, rPol) | next(pID, NVw, Vw)

Frame F ::= (pID, ID, version ,17;)’, vPol, v, E,Md, ¢)

Figure 7.12: Syntax extensions needed to support alternate versions of tasks.

Syntax. To support alternate versions of a task, we introduce a new policy name alternative
which includes an interrupt /D and version number, that together uniquely identify the alternate
task that will run in this task’s place in the event of a power failure. All tasks in the program
declaration and their frames are extended with a similar version number, which is O for the initial
(or only) version of a task. The mode next corresponds to a task with policy alternative, where
pID identifies the alternate frame to run in the event of a failure. Like discard tasks and atomic
regions, alternatives make use of NVw and Vw sets to dynamically track which variables are
written on the task’s execution. Alternative versions of tasks are initially assigned the mode altOf,
identifying the initial version (pID) and its re-execution policy rPol, which will be evaluated
when the alternate frame begins to execute. All versions of a given task have the same priority
pr to maintain the well-formedness of the stack throughout execution.

Scheduling tasks. To prepare for unexpected failure, such an alternate task is scheduled to the
checkpoint context before the original task begins executing. This is accomplished by extending
the definition of schdFrame with an additional case for when the re-execution policy of a task to
be scheduled evaluates to alternative(ID, version,), and with an additional input v. We show the
definition below.

appPol(rPol) = alternative(ID, version,)
isr(ID, version,, pr,,, vPol,, rPol,, Ax.c,) € IDecl
Kundo = (Nis Vi, Sk) Kindo' = (Nk e NLpor,.sneps Vis Fa > S¢)
F, = (pID,, ID,version,, pr,, vPol,, x = v, -, altOf(pID, rPol,), c,; ret)
fresh(pID,)

schdFrame(K,uq,, N, pID, ID, rPol,v) = (next(pID,,-,-),K )

SCHDFRAME-ALT

The rule scHpFrRAME-ALT combines ideas from scHDFRAME-IMMED and SCHDFRAME-DISCARD to
(1) schedule an alternate version and (2) make sure the current version will be forgotten should
power fail during its execution. Like scheduling an immediate task, this definition must too
schedule a new task, which is specifically an alternate version (version,) of the same type of task
being triggered, i.e, has the same /D. To accomplish this, the rule looks up the alternate task in
IDecl, generates a fresh pID, for it, and inserts a frame corresponding to the alternate task into
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the checkpointed stack. The policy binds the local variable x to the same input data v that the
original task would receive, so that the alternate task would run on the same input.

Like scheduling a discard task, the task with policy alternative will be treated like a discard
and be thrown out on power failure. The new frame is assigned a mode next(p/D,, -, -), where
pID , identifies the alternate task frame and the NVw and Vw sets are initialized to empty, like a
discard.

Finalizing a task execution. If an alternative task, i.e., with frame mode next(pID,, NVw, Vw),
finishes executing successfully, the function finalizeK applies to finalize the memory state.

The definition of finalizeK for alternative tasks also combines ideas from finalizing the mem-
ory state after running a discard task or an atomic region. Since the task successfully completed,
its alternative is no longer needed. To clean up the state, the rule pops the no longer needed
alternative task frame F, from the checkpointed stack, in a similar fashion to cleaning up the
checkpoint stack at the end of an atomic region execution. Since this task behaves similar to a
discard task, this one also commits the nonvolatile data written by the task to their checkpoints
and scopes down the checkpoints to only the ones needed for the remaining processes.

Typing. Since the success and failure behaviors of alternative tasks match those of discards,
all the same typing rules apply. Each version of a task will have its own typing context. To
distinguish these different versions, ¥ is extended to take a version number as input.

7.6 Correctness

In this section, we define and prove the correctness of our system. Following prior work [40,
44] [121]], every intermittent execution of a well-typed program has an equivalent continuously-
powered execution. However, the concurrently executing tasks and flexible re-execution policies
make finding such a continuously-powered execution more challenging than in the sequential
setting.

7.6.1 Defining Correctness

We provide high-level intuition behind key constructs used for defining and proving correctness.
The detailed formalism can be found in Appendices

Effective steps. Intermittent executions include steps that continuously-powered executions do
not have: partial executions of tasks that are eventually discarded, e.g., the first failed execution of
the atomic region in . Such steps, which we refer to as ineffective, should have no effect on
idempotent state. In contrast, steps taken by completed processes, which we refer to as effective,
are matched by a continuously-powered execution (e.g., the highlighted steps in the Fig.
execution). To distinguish effective from ineffective steps, we first define effective processes
for a given intermittent execution trace. We write 7; to denote an intermittent execution trace
of the form Cj, =, C--- SN C' .., as induced by the operational semantic rules. The function
ePidOf(T,) returns the identifiers of effective processes which either have completed successfully
or execute in jit mode.
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ePidOf(T,;) = {pID|complete(pID) € T} U {pID |trigger(pID, jit) € T}
U{(pID, alD, rb) | endAtom(pID, alD, rb) € T}}
Formally, effective steps are those taken by frames with an effective instance process identi-
fier.

Equivalent results. A concurrent intermittent execution is correct if it computes the same results
as a continuously-powered execution. Towards proving this, we augment the return statement of
a task and end of atomic regions with a result argument: ret(res) and endaim(res), where the
type of res is t@(ld, Id, Id). Observations in a trace are augmented with the value of the result:
complete(ipID, v) endAtom(ipID,v). We write T |es as the sequence of results of 7. Since
res can be computed using any expression with appropriate type, comparing results between an
intermittent and a continuously-powered trace is a proxy for equivalence between their memory
states.

Equivalent configurations. To show that an intermittent execution computes the same results as
a continuously-powered execution, we define an equivalence relation between the configurations
C' ~ C* in terms of their memories, execution stack, queue, inputs, and interrupts. Intuitively,
the continuously-powered state need only match stable state in the intermittent state.

The relation between nonvolatile memories involves N¢, the memory from continuously-
powered execution, N;, the memory from intermittent execution, and N, the checkpointed mem-
ory. For a given nonvolatile location x, its value in N; may differ from the one stored in N, if
only x were most recently written to by an ineffective process. Further, No(x) may differ from
N (x) if its value was also written on the intermittent execution (N;(x) = N¢(x)), meaning that it
has yet to be committed to the checkpoint context. This relation is general enough so that after
reboot when the checkpointed memory N; is written to N; and when atomic regions and discard
tasks complete and N, is updated, the relation still holds.

Conceptually, the execution stack of C* matches the stack recovered from S, which contains
no frames for in-progress discard tasks or partially-executed atomic regions, and only contexts
for resumable or re-executable processes, as motivated in Section The task Q is similar,
where only immediate tasks are recovered on reboot.

Correctness theorem. To formally state the theorem, we first introduce a few auxiliary no-
tations. We write RI(CZ) and Rc(Cy) to denote the set of traces from configurations Cf) and

o » respectively, and assume that the program begins execution with the frame F,,. We write
K = (-,V,F,,) to denote the initial checkpoint context with empty nonvolatile memory, a pre-
defined initial volatile memory, and the frame of the entry task. Corollary[2[states our main result,
that for any intermittent execution trace of a well-typed program, there exists a continuously-
powered execution trace that computes the same result.

Corollary 1 (Intermittent results are correct) + [Decl : oK, Cg = (ILIRQ,K,N,V, - F,,,"),
CBO = (19 IRQ’ N’ Va K Fena ')’ imply VT] € R[(Clo)) HTC € RC(CZO)) s.L T[lres = TClres-

7.6.2 Proving Correctness

Corollary [2| follows from a simulation proof, sketched in Fig.[7.13] where an intermittent execu-
tion trace 7 is shown on top, its corresponding continuously-powered execution trace T¢ on the
bottom, and the purple lines connect related configurations. Effective and ineffective steps are
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Figure 7.13: Correctness proof roadmap

highlighted by the green and red arrows respectively. The proof is by induction on the length of
T, and relies on two key lemmas: one for effective steps and one for ineffective steps. If a con-
figuration C;. is related to a continuously-powered execution state C* and IDecl + C; = CS. L1 18
an effective step, we can show that C* can take the same step to C*’ such that C',, 1s related to
C*’. If the step is ineffective, then we can show that Ci. .1 1s related to C*. Proving the latter is
straightforward since the equivalence relation is set up to ignore differences caused by ineffective
processes. For the former, we explain a few interesting cases at a high level, where memory or
the execution stack is updated.

Consider an assignment x := e to nonvolatile memory by an effective process where x’s
local qualifier is Id. The configuration relation ensures that C* is also ready to execute the same
assignment, and we must show that e evaluates to the same value by C;. and C*. Since x is
locally Id and the program is well-typed, the assignment typing rule enforces that e contains only
variables of the type (Id, Id, Id). The memory relation tells us that N; in C’; and N¢ in C™ can only
differ in variables that store unstable values (last written by ineffective processes). Since unstable
writes have at least one qualifier as Nid, it follows that e contains no effects from unstable writes
and therefore it evaluates to the same value by C? and C*.

Next, consider the case where an atomic region finishes executing, at which point its results
are committed to N,. We need to show that these values are stable, i.e., they are written by
only effective processes. The corresponding operational semantic rule ENpAtom-I only updates
locations in N; that have been written in N; by the atomic region. We have proved that if x is in
NVw, it can only be written (1) by this atomic region, or (2) by a higher-priority task. In the first
case, since the atomic region finishes executing, the values written to N, are all the results of an
effective process. In the second case, the higher-priority task cannot be ineffective, for otherwise
the type of x would be (ld, _, Nid), meaning it must not be a checkpointed variable based on our
typing rules.

The correctness proof (in Appendix handles other subtle cases such as branching on a
non-idempotent expression, where re-execution may cause different branches to execute.
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Chapter 8

Discussion and Related Work

This thesis builds upon prior work that establishes the correctness of intermittent and fault tol-
erant systems. To position our contributions, we provide a broad survey of related work on
intermittent computing and related systems, and explain their contributions relative to this thesis.

8.1 Correctness of Sequential, Intermittent Systems

The first intermittent systems [82, [106, [125]] relied on informal notions of correctness, leaving
their programs susceptible to two classes of memory consistency bugs: reading computations
from partial executions [77]] and allowing stale sensor readings from prior executions to persist
in nonvolatile memory [118]]. Surbatovich et al. [[119] provide the first formal framework for rea-
soning about intermittent execution. They give the correctness definition that we use and identify
precise memory invariants needed to ensure correct sequential, intermittent execution. By defin-
ing a separate semantics for a variety of logging styles and proving that each system simulates
undo-logging, they are able to establish the correctness of many different flavors of intermittent
systems. This thesis aims to define a language whose type system is focused on reasoning about
the key operations of intermittent computing. By taking this approach, the proposed language
would also provide a framework for reasoning about the correctness of different logging styles
and policies in intermittent systems. Unlike [119], we are able to establish these guarantees
statically by taking a type-based approach.

8.1.1 Type Systems for Safe Intermittent Computing

To our knowledge, Curricle [[121] is the only other type system for supporting correct, sequential
intermittent computing. To reason about inputs and non-idempotence, Curricle formulates cor-
rectness for intermittent computing as a non-interference property, asserting that non-idempotent
data does not flow to idempotent variables. They use an information flow type system to enforce
that well-typed programs are correct relative to non-interference. In their system, variables are
also typed with a taint qualifier and idempotence qualifiers are annotated with an interior access
qualifier representing basic access modes, e.g., read-only, writable, and a sum type for condi-
tionals. The qualifiers in Curricle are more coarse-grained than the ones introduced in Chapter|6]
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with their typing rules designed to eagerly reject correct programs. It is the design of our fine-
grained type qualifiers that allows us to safely delay the failure to type check until the end of an
atomic region which, in turn, accepts more correct programs. While crash types uses a similar
correctness criteria established by prior work [[119][121], we are the first to use a logical relation
based on the key operations of intermittent computing to reason about correctness. Furthermore,
with crash types, we are also the first to reason about crashes in expression evaluation, which
were assumed to execute atomically in prior work [119]121], as well as effectful outputs.

8.1.2 Enforcing Timeliness and Correct Peripheral Interactions

Other works that investigate the formal properties of intermittent computing either reason about
the effects of intermittent execution on peripheral interactions [20] or enforce timeliness con-
straints on sensor readings [120], which are orthogonal to ours. To reason about computations
depending on external peripheral devices involves logging peripheral interactions in a nonvolatile
log to be replayed on reboot [20]. Proving correctness then comes down to additionally support-
ing this logging mechanism in conjunction with the one used by the intermittent system. To
enforce freshness and temporal consistency in an intermittent program, prior work [120] pro-
poses using a single atomic region to surround where an input is taken and its subsequent usages,
which on reboot, would retrieve and re-execute on new inputs. They provide a tool that automati-
cally infers placement of these atomic regions, and instruments programs accordingly. Enforcing
the same constraints in our systems would involve developing a similar static inference.

8.2 Related Programming Languages Theory

The crash types calculus design finds its roots in several areas of programming languages theory,
such as adjoint logic, logical relations, and algebraic effect handlers. In this section, we provide
more discussion of these areas.

8.2.1 Adjoint Modal Logic

Benton et al. [17, [18]] provided the first categorical foundation for using adjoint functors to
combine linear and nonlinear logics and showed that a well-behaved calculus requires an in-
dependence principle: linear formulae cannot appear in the assumptions of a nonlinear sequent.
Follow-up works further generalized the system [/4, [75, [107/]. There, the relation to Pfenning
and Davies’s [95]] formulation of the lax O modality was noted; O corresponds to UF, where F
and U are adjunctions between truth and validity categories. Short of a full Curry-Howard cor-
respondence for our crash type system and underlying logic, we designed the rules for T} and |;
based on the above calculi. Our stable and unstable contexts correspond to the validity and truth
contexts, respectively. Thus, we speculate that the combination 7]/} in our system corresponds
to the lax modality.

Several prior works used type systems with adjoint modalities to model switching between
program modes [[15,138[101], e.g., switching a process’s mode between shared and unshared [15]],
or adding multicasting, replicable services, and cancellation modes to a session-typed message
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passing system [101]]. We are the first to use these modalities to handle unforeseen shut-downs
and distinguish between stable and power-failure prone modes.

8.2.2 Information Flow Types

Abadi et al. proposed the dependency core calculus framework for tracking program dependen-
cies [3], laying a foundation for reasoning about information flow types. Information flow types
have typically been used for security purposes; for example, by tagging program variables as
either high security or low security, information flow types enforce that high security data does
not flow to low security variables.

Prior work grounds information flow control in modal [[1 1} 84] and epistemic [57]] logic, most
recently developing a framework for information flow types based upon modal logic [53]]. Other
work grounds information flow types in graded modal types, which are based on quantitative
type theory [12], for tracking how variables are used according to a semiring of quantities. Prior
work has observed that information flow types fit this framework, formulating the lattice of
security levels (or grades) as a partially ordered semiring [4, 33, 150, 90]. In particular, graded
types have been used to formulate information flow types in terms of erasure according to a two-
point information flow lattice L < H [3]], as well as quantitative information flow [54]. Though
orthogonal to the modalities used to treat our stable and unstable types, formulating our types Id
and Nid (where Id C;; Nid) in terms of graded types [5] seems a natural fit.

8.2.3 Logical Relations

Step-indexing was first introduced by Appel and McAllester [[10] who characterize type inhabita-
tion relative to a predicate indexed by the remaining number of steps allotted for a computation.
Since then, other works [9, [122] use step-indexing to ensure the well-foundedness of logical re-
lations that handle heaps with cyclic references, dynamic memory allocation, or recursive types.
Our crash types model the infinite computation that an atomic region can experience under a
non-deterministic number of power failures and re-executions. This recursion necessitates an
indexed relation that limits the number of execution attempts a program can make. In our set-
ting, the notion of an allotted number of steps from traditional step-indexing corresponds to an
allotted number of intermittent execution attempts.

Jung and Tiuryn introduced a logical relation for lambda definability that allows varying
arities [66]. The idea is to increase the arity when passing to later worlds instead of starting with
a large arity. Our logical relation can also be viewed as a relation with different arities; the initial
type of the relation is binary, while after a crash the type of the value relation only corresponds to
the intermittent configuration. During these value steps, the relation is unary, with the continuous
configuration acting as a Kripke world for the intermittent configuration. After restoration, the
relation reverts to binary.

Logical relations have been widely used to prove program equivalence, e.g., [8} 19, 22, 45].
At a high level, idempotency is similar to program equivalence, but it handles re-execution and
requires us only to prove simulation from an intermittent to continuous run, not vice-versa.
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8.2.4 Algebraic Effect Handlers

Algebraic effect handlers [85) 96, 97, 98] give a unified theory for computational effects, e.g.,
exceptions and interactive input/output. A handler accesses the continuation to transform the
computation. Following effect handler syntax, we write effectful environmental interactions of
our system as €#in(b > 0,1 k) or e#in(b > 0, ;T:«) depending on mode and logging style,
where b refers to a natural number returned by the environment and « is the continuation that
will run after state is restored. Our Restore policy resembles a handler, in that it has access to
the continuation, but an atomic region with redo-logging may dismiss the continuation, restarting
from a saved command.

8.3 Correctness of Concurrent, Intermittent Systems

To our knowledge, Glacier is the first provably correct concurrent, intermittent system, while
providing a more flexible programming model than is allowed by prior work. This section pro-
vides more detailed discussion of such works here.

8.3.1 Concurrent, Intermittent System Implementations

Our concurrent, intermittent system design draws inspiration from state-of-the-art implementa-
tions of concurrent, intermittent systems [27, 109, [129]], while providing a more general abstrac-
tion to give additional flexibility in task policies and allowed memory accesses. Conversely,
none of these works present precise, formal definitions of intermittent concurrency or proofs of
correctness which is the core motivation and contribution of this work.

Our system semantics are closest to the task-based concurrency model of Coati [109]]. Coati
supports a “split-phase” [2]] model of concurrency, where interrupts are split into a short top half
that fires immediately, e.g., to copy peripheral registers to nonvolatile memory, and a longer bot-
tom half with the actual processing logic that executes later. Using our system’s terminology,
ISRs that fire in the top half are discard tasks that enqueue an event containing the actual han-
dler logic that triggers upon completion. This pair of tasks shares an exclusive set of variables,
forming a unidirectional private channel. Unlike our model, Coati assumes (but does not check)
very restricted access patterns between these two tasks. The discard task must not read or write
to main memory and can only write to the shared variables, while the event can access main
memory freely, but can only read from the shared variables. Intuitively, since the event can only
execute if the discard task finished, the values in the shared variables are stable when read. Fi-
nally, Coati’s notion of tasks is rigid, not allowing interior atomic regions or critical sections, to
reduce the complexity of nesting. The non-standard programming model and strong restrictions
on shared memory accesses imposed by Coati are not present in our system.

Karma [27]] specifically seeks to support asynchronous peripheral accesses, not general con-
current tasks. They provide a low-level system layer between the application and peripheral API
to manage checkpointing and rollbacks, focusing primarily on the problem of recovering the im-
plicit state machine of a peripheral’s accesses—orthogonal to the challenge of shared memory
concurrency. We do not model detailed peripheral actions. Incorporating such detailed periph-
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eral models similar to prior work [20] present an interesting avenue for future work. Combining
these models is not straightforward as Karma’s method of maintaining consistency requires the
system to take a checkpoint before calling a peripheral API, which can break existing atomic
region abstractions. Moreover, their checkpoint function for peripheral tasks relies on interrupts
and peripheral functions not writing to shared non-volatile variables. While this design choice is
reasonable for their setting, it does not scale to general, asynchronous programming tasks since
peripheral library APIs often have strict, limited interfaces.

Another concurrent system, Immortal Threads [129] reasons about preemptive multithread-
ing, but does not handle volatile memory state. Their system does not support atomic regions,
instead taking a lightweight checkpoint after every instruction that writes to memory, similar to
our semantics for JIT regions, though differing under the hood. Their semantics for interrupts are
analogous to our discard tasks. For memory consistency, interrupts can only write to memory,
committing upon completion, again similar to the restrictions of Coati, which are stricter than
ours. Our system supports a superset of the tasks and accesses allowed by Immortal Threads;
the interaction between discard tasks and atomic regions, which re-execute, is a novel challenge
addressed by our system.

Most recently, IntOS [128]] introduces a deeply-embedded operating system layer for inter-
mittent computing. It operates over both nonvolatile and volatile memory, yet their execution
model only handles transactions that re-execute from the beginning in the event of a power fail-
ure. They do not handle discard tasks and have a number of programming model restrictions,
e.g., all accesses to shared memory must be within transactions, locks cannot be used within a
transaction. While these restrictions provide a basis for their correctness argument, they make
no formal guarantees, and their restrictions limit support for the fine-grained critical sections
and flexible re-execution behaviors that we support. Conversely, as an OS, IntOS also contains
features that we do not model, such as system calls, heap management, and kernel-level bypass
mechanisms. Extending support to these features is beyond the scope of this work.

8.3.2 Concurrent, Embedded Systems

Research on concurrency control for embedded systems has a long history [41} 146, [73]], surveyed
here [[117]. We are not attempting to provide a new method of concurrency control; rather we
are trying to make it possible for intermittent systems to use the same concurrency models and
frameworks as continuously-powered embedded systems. We do not assume specific implemen-
tations for priority levels or critical sections, and base our synchronization on the priority ceiling
protocol [113]], frequently used in real-time systems. We particularly base our continuously-
powered semantics on RTIC [[1], a popular real-time interrupt-driven concurrency framework for
Rust, itself based on Real Time for the Masses [47, [76].

8.4 Correctness of Related Systems

Correctness of intermittent systems bears high-level resemblance to correctness of other crash-
consistent systems, e.g., persistent memory systems [[16} 43, 152, 55,160, 61, 69, [102], file sys-
tems [26, 29, [29] 48| [72, 189, [112} [115]], or micro-services on the cloud [42] 68]]. These appli-
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cations all have some notion of a persistent store and compute tasks that should not corrupt the
store, even if power fails, a hardware component crashes, or a service is abruptly descheduled;
the specifics of each setting vary widely, though, making a formal model from one setting lack
abstractions needed by another.

8.4.1 File Systems

For example, Bornholt et al. [26] develop crash-consistency models, similar to memory consis-
tency models, to characterize the failure and recovery patterns of file systems across crashes.
Their framework Ferrite can be used to verify formal specifications of file systems by both
exhaustively executing litmus tests against all possible crash behaviors and symbolically exe-
cuting litmus tests against a specification. Like intermittent computing, their memory model
considers both volatile and nonvolatile state, providing rules that define the interaction between
these memories in the presence of a crash. They rely on a similar notion of correctness for
crash-consistency models, relating a crashy (intermittent) trace of a program to its canonical
(continuously-powered) trace. However, our work provides formal proofs that instead automati-
cally verify idempotence once and for all programs in our language.

Crash Hoare logic (CHL) [29] ensures the correctness of crash and restore operations in a
file system by extending Hoare logic with a crash condition and a recovery procedure. The crash
condition describes what happens to the state in the event of a crash, while the recovery procedure
runs after the crash and manipulates the state before execution resumes. The system checks that
if a program crashes, the storage system will recover to a state consistent with the prescribed
specifications. Unlike us, however, they require manual effort to formalize the crash condition
and recovery policy for each individual procedure they wish to reason about. Therefore, this
strategy lacks the once and for all guarantees provided by the type systems built in this thesis,
and the flexibility in policies offered by more general abstractions. While CHL reasons only
about file system crashes, this thesis sets out to provide abstractions for reasoning about general
program crashes.

8.4.2 Persistent and Software Transactional Memory

Other works study fault tolerance with respect to different memory models. Notably, persistent
memory models rely solely on nonvolatile memory to perform a computation [34, (79, 86, [126]].
Work in this area builds persistent memory interfaces that constrain write orders for executing
concurrent [93]94]] or parallel [25] programs. Our work reasons about sequential and concurrent
program execution on processors with both volatile and nonvolatile memories.

Weak persistency semantics formalize the behavior of programs running under persistency
models for specific processors [102, 103} [104]. They prove their systems are correct according
to persistent linearizability, which characterizes the correctness of concurrent program execution
according to write orders [43,62]. Our formalism is at a higher level than theirs, not considering
specific processors. To our knowledge, our work is the first to characterize the logical interaction
between volatile and nonvolatile memories.

Our proofs of correct concurrent, intermittent execution draw inspiration from prior work us-
ing durable linearizability [01] to prove [43]] the correctness of concurrent programs executing on
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persistent memory systems, decoupling reasoning about correct persistence from linearizability
(for us, serializability). Furthermore, Memento [32] uses types to reason about thread-safety and
crash-safety simultaneously for concurrent data structures in persistent memory systems. Their
language provides a checkpoint primitive, though the meaning is different, saving the results of
a particular operation, not the entire system state, as in intermittent computing. Since the data
structures Memento targets are explicitly lock-free and accessed by threads (not tasks), they do
not reason about transactions and critical sections, as we must. We are interested in providing
similar guarantees, but for intermittent systems which operate according to different semantics
and concurrency models.

Another related area is software transactional memory (STM) which treats memory accesses
like database transactions: committing if an operation succeeds, and retrying if it fails [21} 28,
105]. Unlike STM, Glacier by design does not dynamically detect and recover from write con-
flicts. When one task interrupts another, neither task is aborted or rolled back. Glacier statically
reasons about which variables contain potentially-unstable data. Our re-execution policies are
meant to recover from power failure rather than reconcile conflicting transactions, making this
area orthogonal to Glacier.

8.4.3 Serverless Applications

Other work uses idempotence to reason about the correctness of concurrent operations in server-
less applications [42]]. Serverless applications are less fine-grained than intermittent systems.
They operate over regions that either entirely fail or succeed, and do not allow memory to persist
across failures. The partial updates to memory caused by failed intermittent executions are what
make reasoning about concurrent, intermittent program execution so challenging.
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Chapter 9

Future Work

The contributions of this thesis build a frontier for designing programming languages, type sys-
tems and runtime systems for intermittent computing, a specific class of provably correct fault
tolerant systems. In the current technological climate, building dependable, robust, secure, and
efficient systems — ones that you can bet your life on and that minimize computational waste —
is more crucial than ever before, making reasoning about failures across many applications a ne-
cessity. This progression of this thesis, from a basic sequential, intermittent system to gradually
examine more sophisticated program features and complex behaviors, forms a solid foundation
for adaptations of this work that extend reasoning about intermittency, and beyond to other ap-
plications. Studying more complex system behaviors and analogous correctness guarantees in
other domains will bring the contributions of this thesis closer to being adopted by real-world
applications.

For example, though Glacier provides provably correct supports for concurrent intermittent
computing that surpass existing art in terms of expressivity, such as, flexible re-execution policies
and variable accesses, it is still quite restrictive in other aspects, such as its conservativity of type
checking, that should be addressed in order to support more realisitic programs. As another
example, our work on crash types exposes the underlying logical behavior of power failure and
recovery while taking intermittent computing as an example. By investigating other applications
with similar constraints, we could apply observations from crash types to suit the needs of other
application domains.

This chapter outlines several important avenues for future work, including more flexible mod-
els of concurrency and distributed systems in the setting of intermittent computing, as well as
examining other applications that could benefit from similar static correctness guarantees.

9.1 Flexible and Adaptable Intermittent Concurrency

This thesis provides the first formal reasoning and provably correct supports for concurrent in-
termittent systems. Though to manage the inherent complexity of combining concurrency with
intermittence, we adopted several simplifying assumptions which we plan to relax in future work.
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9.1.1 Relaxing Volatile Variables Typing Constraint

Though not discussed in the main body of this thesis, we assume that volatile variables always
have the local qualifier Id which places unintended restrictions on the programming model. For
example, unstable or non-idempotent nonvolatile data could never be written to volatile memory,
and volatile memory could never be written in a conditional that branches on non-idempotent
or unstable data. To remove this restriction and allow variables in volatile memory to be non-
idempotent, future work would need to weaken the key invariant that only idempotent values are
stored in checkpoints.

9.1.2 Posting Events in Ineffective Processes

The current formulation of Glacier allows events such as a programmer-triggered event via the
command post(/D, e), where events can be posted anywhere in the code except for atomic re-
gions and discardable tasks. The reason is that posting events is an effectful computation that
could modify memory shared by other processes. In particular, because events are scheduled
by the software, posting events in atomic regions could cause duplicates to be posted on each
(re-)execution of the program. Depending on whether intended by the programmer of an ap-
plication, this behavior could lead to incorrect results. In future work, we plan to investigate
designing and implementing flexible event posting policies, similar to the re-execution policies
of tasks. We observe that the behavior of posting events in atomic regions bears resemblance to
idempotent and non-idempotent outputs from Chapter[6] In this vein, supporting event posting in
atomic regions could be solved by similarly classifying events as idempotent or non-idempotent,
and buffering idempotent events to the end of an atomic region execution to guarantee they are
run only once. This strategy would require a more flexible correctness proof that reasons about
reorderings of tasks in an execution trace.

9.1.3 More Flexible Memory Accesses and Reasoning

To ease the proofs and formulation, the current formulation of Glacier’s type system overap-
proximates both true non-idempotent variables as well as tainted variables with the same quali-
fier Nid, which places unnecessary restrictions on our type checking. For example, conditionals
that branch according to variables written by lower priority atomic regions execute under a non-
idempotent context and therefore cannot write to idempotent variables within their branches. As
future work, we will explore relaxing the type system to distinguish different types of unstable
writes to allow such reordering.

9.1.4 Energy Consumption and Fair Scheduling

In our systems, we show that if there is enough energy, the program will eventually finish execut-
ing in a finite number of attempted power cycles. However, we cannot in general guarantee that
there is always enough energy to do so. Reasoning about actual energy consumption for embed-
ded systems is highly complex and should be addressed by future provably correct intermittent
systems.
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Reasoning about energy consumption will be especially challenging in multi-tenant settings.
For example, a concurrent system may schedule tasks according to fair energy usage as well as
available hardware resources. To prevent energy-hungry processes from starving other processes,
a programmer could schedule alternative versions of a task that are more energy efficient than
the original [[110], yet it is up to the programmer to specify the desired re-execution behavior
of tasks and to determine suitable alternate versions. As a more robust approach, future work
should develop energy consumption models for concurrent, intermittent programs, as well as def-
initions of fair scheduling. Integrating these definitions with correctness criteria for concurrent,
intermittent systems will be challenging especially with regard to scheduling constraints already
imposed by process priorities.

9.1.5 Crash Types for Concurrent and Extensible Intermittent Computing

All of the extensions to Glacier mentioned above will require more flexible correctness criteria,
proof strategy, and type system design. From our development of more flexible qualifier evolu-
tion and checking from Chapter|[6] we extracted more fine-grained qualifiers that could be helpful
in tracking variable instability in the concurrent setting to accept more correct programs. There-
fore, a concurrent interpretation of modal crash types has potential to bring more expressivity to
provably correct concurrent, intermittent systems. By approaching reasoning about intermittent
concurrency with a logical relation, we expect encoding policies and invariants of the concur-
rent system to become more principled and the proofs better structured, which could provide a
foundation for more flexible reasoning about concurrent, intermittent systems.

Heterogeneous crash types. There are a few challenges in bringing concurrency to crash types.
First, we would need to develop a semantic typing and policies for discard and alternative tasks,
which abort or run another piece of code with a potentially different re-execution behavior on
reboot. The latter requires examining a form of exception handling for logical relations capable
of diverting a computation from a failed discard task to the checkpointed stack. For the latter,
we would need to develop crash types that are not self-recursive, but rather that are mutually-
recursive, allowing the crash type of one policy to depend on the crash type of another. Further-
more, to prove that computation by ineffective processes does not affect effective processes, the
system must use principles from information flow similar to Glacier. Bringing similar guarantees
to crash types would require building reasoning about information flow into the logical relation,
for which prior work [39} 53] on establishing noninterference via logical relations will serve as
a starting point.

Investigating this nature of crash type also lays groundwork for reasoning about failures in
heterogeneous systems where power could fail on one machine and resume (or re-execute) on
another with potentially different system features, e.g., undo- versus redo-logging for atomic
regions and hardware capabilities to issue low-power signals for JIT regions.

Shared-memory in logical relations. Additionally, reasoning about shared-memory concur-
rency with a logical relation will be another challenge to address. In particular, when relating
two configurations via our crash type logical relation, we rely on establishing that memories
are equivalent up to certain locations at each step of the simulation to establish that the mem-
ories are equivalent in the end. However, in a setting with shared-memory concurrency, this
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approach no longer works because multiple threads could be accessing the same variable at the
same time. Extending our logical relation from crash types to reason about shared-memory con-
currency requires extending the calculus with critical sections to enforce fine-grained locks on
memory accesses, as we did in Glacier. Prior work builds linear logical relations for message-
passing concurrency [124] and for concurrent systems with higher-order stores [23]]. However, a
concurrent logical relation for additionally reasoning about failures has not yet been examined.

Multi-modal crash types. Lastly, future work should explore integrating the modalities of crash
types with a modal interpretation of our qualifiers according to adjunctions and graded types [3]].
In particular, the mode structure of adjoint logic could be applied to model the qualifier lattices
from Chapter [0} While graded types have been used to reason about information flow [5,[54], to
our knowledge, they have not yet been used to reason about memory accesses. Such a formula-
tion would provide an extensible framework for reasoning about intermittent computation that is
logically grounded in all aspects of its types.

9.2 Bridging the Gap from Theory to Real-World Adoption

To bring the contributions of this thesis closer to being adopted in real-world scenarios, future
work should implement the type systems and runtime systems introduced in this dissertation,
investigate their accessibility by non-expert language practitioners, and study how compilation
affects guarantees proved for high-level programs.

9.2.1 Accessibility and Implementation

Developing prototypes of our type systems for users to interact with would allow us to study the
use cases of our systems as well as the effectiveness of checkpointing error messages. In our type
systems for sequential intermittent computing, type checking will fail at the particular point of a
program where an access is violated, which also points to an ill-checkpointed variable. However,
for the concurrent intermittent system in Chapter [/, where task executions are intertwined and
types depend heavily on a task’s priority and re-execution behavior relative to others, developing
useful error messages for ill-checkpointed variables will be even more challenging. For our
concurrent intermittent runtime system, it will be important to investigate whether the proposed
checkpointing strategies of the runtime system realistically fit the energy constraints of the target
hardware and application domains.

9.2.2 Compiler Optimizations

As intermittent systems typically rely on standard compilers such as LLVM, future work should
investigate correctness for intermittent systems while accounting for compiler optimizations.
For example, in SSA while it is safe to store temporary variables in volatile memory (which is
wiped on power failure), future work should examine how to leverage nonvolatile memory for
such temporary variables correctly. Future work should also investigate optimizations such as
dead code elimination and instruction combining, which could change the structure and access
patterns of a program.
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9.3 Distributed Systems

Future work should bring similar guarantees about correct intermittent computing to reasoning
about distributed systems of EHDs. Reasoning about failures in distributed systems is important
for many applications, including networks of air quality monitoring sensors in smart civil infras-
tructures [[6] to networks of agents in an Al application [24]]. While reasoning about distributed
systems is an important task, additionally reasoning about failures is especially challenging be-
cause the failure and recovery of one node in a network could cause it to resume execution on an
inconsistent state from the rest of the network. In each of these settings, failures are expensive to
recover from in terms of resources and impact on life [91, [114], therefore making static checking
of programs prior to deployment a necessity.

Correctness via consensus. In distributed systems where work is split amongst multiple nodes
in a network, the failure of one node could cause inconsistent data to propagate to other nodes,
causing incorrect program behavior. Therefore, to allow a network to remain operational and
compute correct results despite failures, correctness reasoning and system designs for intermit-
tent computing should be extended with consensus protocols that will allow nodes in a distributed
system to agree on shared state and execution order.

9.4 Beyond Intermittent Computing

The work presented in this thesis builds a logical foundation for reasoning about crashes, which
initiates first steps for providing similar guarantees for other systems that also must endure
failures. Writing programming languages and type systems that enforce correct behavior for
other fault tolerant applications can bring once-and-for-all correctness guarantees to systems that
would be otherwise difficult or tedious to verify. This section outlines a few such applications.

9.4.1 Fault-Resilient Cyberphysical Systems

One field that would benefit from correctness reasoning regarding failures is cyberphysical sys-
tems. Cyberphysical systems encompass a realm of safety-critical applications, ranging from
collision avoidance detection for aircraft [116], to safe braking and acceleration algorithms for
autonomous vehicles [92] and trains [67], to ground robot navigation [83]]. In each of these appli-
cations, forward progress is crucial for efficiency and even safety, even in the face of failure. For
example, if a component were to fail in an airplane’s collision avoidance algorithm mid-flight,
the system should handle the failure and not shut off completely, which could pose even more
risk to passengers on the plane.

However, many cyberphysical systems applications rely on commercial off-the-shelf hard-
ware rather than fault tolerant specialized hardware that could provide, e.g., system support to
issue low power signals for handling JIT program execution. These systems are thus considered
Jault-resilient; implicit fault tolerance on the hardware level can no longer be assumed, making
provisioning for failures on the software level prior to deployment especially essential [31]].

In future work, safety-critical reasoning for cyberphysical systems should be extended with
reasoning for fault resiliency, and runtime designs with proper checkpointing for failure-susceptible
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components. For example, while prior work established a type system that brings provable static
safety guarantees to cyberphysical systems [30]], there does not yet exist a type system that com-
bines safety guarantees with fault-resilient reasoning. Designing such a language would require
marrying the refinement types from prior work [30] with the crash type system.
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Chapter 10

Conclusion

This dissertation explores the logical foundations of intermittent computing. Throughout this
work, we found that the design of general type-based abstractions rooted in logical reasoning
forms a solid foundation for reasoning about complex and realistic behaviors in intermittent
systems and furthermore gives rise to dependable system designs.

In Chapter [3) we identified the logical underpinning of intermittent computing as adjoint
logic. In particular, we observed that correctness for intermittent computing embodies the inde-
pendence principle from adjoint logic: stable computation must not depend on unstable values.
From these observations, we defined crash types for intermittent computing that encodes the key
operations of intermittent computing in terms of shifts from adjoint logic. We developed a type
system and operational semantics based on crash types, and a logical relation for reasoning about
correctness.

The framework and logical relation introduced for the basic crash type system was flexible
enough to be extended. In Chapter @ we showed that crash types could be extended to ac-
commodate a more flexible checkpointing policy, requiring that only write-after-read variables
must be checkpointed in a program to avoid memory consistency bugs. To support this more
flexible checkpointing policy, we introduced qualifiers for written variables that are not check-
pointed, and developed a basic qualifier evolution; together, these inform us of how variables
are accessed in previous stages of type checking to rule out memory accesses that could violate
memory consistency.

In Chapter 5] we adapted crash types to support undo-logging, a more popular logging style
across intermittent systems. We observed that the behaviors of checkpoint and restore in undo-
logging differ from redo-logging, not only in the operational semantics, but also in the defintion
of crash types. In particular, we found that in undo-logging, unstable values can persist in non-
volatile memory throughout power failure and be restored on reboot. Therefore, the combination
of |T, previously interpreted as a computation that returns a stable value, is used to type the state
prior to restore, where stable values replace unstable values. We found that the key operations
for undo-logging continue to have interpretations in adjoint logic.

Chapter [0] introduced nondeterministic inputs and effectful outputs; though we could have
built upon either the redo- or undo-logging interpretation, we chose the latter because it is more
common amongst intermittent systems. With inputs and outputs, RIO bugs could arise from the
re-execution of atomic regions with ill-checkpointed variables, causing unintended duplication
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of outputs, as well as divergent program behavior on re-execution for inputs. We observe that
the former variety of RIO bug has not been addressed by any other provably correct intermittent
system. We classified two varieties of outputs, idempotent and nonidempotent, and prevented
RIO bugs in idempotent outputs by buffering them until the end of an atomic region where they
are guaranteed to execute exactly once.

Programs with RIO bugs on inputs, on the other hand, have been studied by prior work [[121],
but in an overly conservative manner that requires more variables to be checkpointed than nec-
essary for an entire class of correct programs: programs that overwrite their tainted effects on all
paths before they can be read. To support these programs, we delayed rejecting these programs
until the end of an atomic region in order to observe program behavior after a branch. To accom-
plish this goal, we identified an overarching set of memory access patterns in input-dependent
programs and generalized the qualifier evolution from Chapter 4| to accommodate the demands
of these qualifiers. Moreover, the resulting type checking does not require the programmer or
a prior type inference to specify variable accesses, which was required by all other provably-
correct system designs.

Lastly, Chapter [/| introduced the first system for supporting concurrent, intermittent pro-
grams. There, we co-designed a runtime system and type system capable of supporting diverse
re-execution behaviors and flexible variable accesses. In a concurrent system with shared mem-
ory, correct behavior requires enforcing that unstable values could not affect other task execu-
tions. In doing so, we observed that the checkpoint context must always contain only stable data,
meaning that the unstable results of partial ineffective task executions should never affect the
checkpoints. We provided the first formal definitions of correctness for concurrent, intermittent
computing and proofs of correctness.

Overall this thesis provides a sound basis for supporting intermittent computing in a range of
complex system behaviors, all progressing towards more sophisticated models of computation
that bring the systems investigated by this thesis closer to benefitting real-world application.
Looking ahead, future intermittent systems will be capable of supporting more complex program
behaviors and execution conditions, ranging from supporting more flexible concurrent behaviors,
to other multi-tenant applications such as distributed or heterogenous systems. Though at its
core, the contributions of this thesis identify the fundamental logical behaviors underlying system
failures and recovery, which we hope will guide future designers of correct fault tolerant systems
towards more dependable, adaptable, and accessible designs.
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Appendix A

Modal Crash Types for Intermittent
Computing

A.1 Progress and Preservation

Lemma 1 (Progress for shifted expressions) If
Md | bnat |Qtrrze: TA

then ¥ n :nat withn > 0and ¥V N,V,y with I—Q"d N|V:Q, either
e Vally |[Md |n|N|V]e)or
e Jiy|Md|n" |IN|V]|e)suchthaty | Md|n|N|V]|e — y|Md|n |[N|V]|e.

Proof: The proof proceeds by structural induction over Md | b : nat | Q rg, e : TA.
Case 1 [T-Loc-Reap]. Suppose the last rule in the typing derivation is T-Loc-ReaDp:

Q=x:TA@q, Q'
Md|b:nat | Qrgp x: TA

(T-Loc-REeap)

Then by inversion, we have Q = x : TA@g, ). By assumption, I—Q"d N|V:Q By
inversion of I—Q,Ad N | V : Q according to the well-formedness definition, one of the two
subcases hold:

Subcase 1. N = (@qg — v,N" withy =y, [x — {].

Since n > 0, it follows that dn’ such that n = »n’ + 1, and hence the evaluation rule
D-roc-Reap applies:

y=7,lxw{]
N={(@g — v,N 6(q,RD) # UN n=n +1

yMd | n [NV x>y Md | [N|V]|v

(D-Loc-READ)

This yields the desired result.
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Subcase 2. V= {(@g — v,V withy =y, [x — {].
Since n > 0, it follows that dn’ such that n = »n’ + 1, and hence the evaluation rule
D-Loc-REaD applies:

y=v,lxw{]
V=(@qg—vV 0(q,RD) # UN n=n+1

yIMd|n|N|V]|x—>y|Md|n |N|V]|v

(D-vAR-READ)

This yields exactly the desired result.

Case 2 [T-Boor-1]. Suppose that the last rule in the typing derivation is T-BooL-T:

(T-BooL-T1)
Md | b :nat | Q kg tt :T bool

By the value rule V-BooL-T and the assumption n > 0 we get

n>0
Val(ylMdlnlNlVItt)(

V-BooL-T)

Case 3 [T-Boor-rF]. Suppose that the last rule in the typing derivation is T-BooL-F:

(T-BooL-F)
Md|b:nat | Qg fF :T bool

By the value rule V-BooL-F and the assumption n > 0 we get

n>0
Val(ly |[Md | n | N | V | f)

(V-BooL-F)

Case 4 [T-InT].
Suppose that the last rule in the typing derivation is T-INT:

(T-InT)
Md|b:nat | Qg n: Tint

By the value rule V-INT and the assumption n > 0 we get:

n>0
Val(ly IMd | n|N |V |n)

(V-InT)
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O
Theorem 1 (Progress for expressions) I[fMd | b R m : nat | Q;X brasig € : T, then ¥ n : nat
with nRm and ¥ N, V,y with I—L‘,’ld N|V:Q|Z either
e Vally |[Md|n|N|V]e)or
e iy |Md|n |[N|V]|e)suchthaty |Md|n|N|V]e — y|Md|n" |[N|V]|e.

Proof: The proof is by structural induction over Md | b6 R m : nat | Q;X Fggsig € : 7. We
consider a specific (co-)natural number nRm and contexts N, V,y with I—yd NIV:Q|Z We
consider cases based on the last step in the derivation:

Case 1 [T-Enoucn?].

Md|b =0:nat | Q;Zbsigre: T Md|b >0:nat | Q;X bppsige: T
Sig'={Md |b >0:nat | Q;Z tppe: 7}
Sig” = if Md =jit, thenSigd’, else Sig

Md|b >0:nat | Q;X brpsige: T

(T-eNouGH?)

By assumption, we know that n > 0. We consider two subcases based on the value of n
(i.e.n=0o0rn>0):

Subcase 1 [n = 0]. By the value rule V-e-CrasH, we have
Val(y [Md |0 | N[V ]e),

which completes the proof of this subcase.
Subcase 2 [n > 0].

By inversion on T-ENouGH?, we have
(1) Md|b =0:nat | Q;Z tgigre: T
(2) Md|b >0:nat | Q;X rgpsige : T
(3) Sig'={Md | b >0:nat | Q;Ztgpe: 7}
(4) Sig” =if Md = jit, thenSig’, else Sig
We can apply the induction hypothesis to (2) to get for n > 0, and N, V, y either

e Val(ly |[Md|n|N|V]e)or

e Jiy|Md|n" [N|V]|e)suchthaty [Md|n|N|V]e — y[Md|n" |[N|V]e.
which completes the proof of this subcase.

Case 2 [T-BmNvary].
Suppose the last rule in the typing derivation is T-BiNaRrY and e = e; © e;:
Md | b > 0:nat | QX rgpsig e : O
Md|b > 0:nat | Q;% bppsiger : Cpy ©: 1T X TT" = 1T”
Md|b > 0:nat | Q;Z bepsig e © ey 0 O

(T-BINARY)

By assumption, we know that n > 0. By inversion, we have
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(1) Md|b > 0:nat | X Fepsig €1 : Coo
(2) Md|b > 0:nat | X Fepsig €2 1 Cro
(3) ©: 1T xX1T" - 11"
By the inductive hypothesis applied to (1), either
e Vally |[Md|n|N|V]ey),or
e diy|Md|n" [N|V|e))suchthaty [Md|[n|N[V]e; — y[Md|n [N]|V]e].
From here, the proof proceeds in two subcases:
Subcase 1. Val(y |Md |n [N |V |e))
We apply the inductive hypothesis to (2) to get two sub-subcases.
Subcase 1a. Val(y |[Md | n | N |V | ey).

Since n > 0, we can apply the dynamic rule D-BINarY-v to get
yIMd|n|N|[V]ei©e; - yIMd|[n" [N|V]|v,

wherev=¢; 0 ey, andn=n" + 1.

Subcase 1b. A(y [Md | n" [N |V | e)) suchthaty [Md [n|N|[V]e, — y|Md|n'|
N |V |eé,. By D-BINaRY-2,

YIMd|[n|N|V]|e,©e; » y|Md|n [N|V]e O¢
Subcase 2. Suppose that (y [ Md [ n" [N |V | e]) suchthaty [Md [n [N |V ]e; — vy
Md|n" | N|V|e]|. Then, by D-BINARY-1,
yIMd|n|N|V]e0e, = y|MAd|n [N|V]elOe,

The desired result holds in all subcases.
Case 3 [T-V-succ].

Suppose the last rule in the typing derivation is T-V-succ:

Md|b:nat | QX tppv: |TA
Md|b > 0:nat | Q;Z kppsig VTV [TA

(T-v-succ)

By assumption, we get n > 0. By inversion, we have:

TMd|b:nat |Q;Xrppv: [TA
We know that the last rule for deriving 1 is T-R-SHiFT:
=¥ Q=0Q,0Q% Md|b:nat|Q,X rppv:TA
Md|b:nat | Q;Zrppv: |TA

(T-R-SHiFr)

By inversion, we have:
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(1) Md| b :nat | QX +ppv: TA
2) =%
3) Q=Q,Q
By assumption F* N |V : Q | £ and (2), it follows from Lemma 27| that F}'* N | V : Q, 3.
Then the desired result follows directly by application of Lemma [26[to (1) (since n > 0).
OJ

Theorem 2 (Progress for commands) [fMd |b Rm :nat | Q;X tsig ¢ : 7, then ¥ n : nat with
nRm and ¥ y,N, V with I-gd N|V:Q|Z either

e Vally |[Md|n|N|V]c)or

e J(v/ |Md" | n' [N |V | ") suchthaty |Md |n|N|V]|c - v |Md |n [N |V |C.

Proof: The proof is by structural induction over Md | b R m : nat | Q; X +s;iq4 ¢ : 7. We consider
a specific (co-)natural number nRm and contexts N, V,y with I—Q"d N|V:Q]|ZXZ We consider
cases based on the last step in the derivation:

Case 1 [T-Enoucn?].

Md|b =0:nat | Q;X bsigr c: T Md|b >0:nat | Q;Xbsigc: T
Sig'={Md|b >0:nat | Q;X+rc: 71}
Sig” = if Md =jit, thenSigd’, else Sig

MAd|b >0:nat | Q;X bgigc: T

(T-ENouGH?)

By assumption, we know that n > 0. We consider two subcases based on the value of n:

Subcase 1 [n = 0]. By the value rule V-c-CrasH, we have
Val(y IMd |0 | N[V o),

which completes the proof of this subcase.
Subcase 2 [n > 0].

By inversion on T-Exouch?, and since n > 0, we have
(1) Md| b =0:nat | Q;Z ksigr c: T
(2) Md|b >0:nat | Q;Ztsigc: T
(3) Sig'={Md|b >0:nat | Q;Z+c: 1}
(4) Sig” =if Md = jit, thenSig’, else Sig
We can apply the induction hypothesis on this judgment to get for n > 0, and N, V,y
either
e Val(ly |[Md|n|N|V]c)or

e J(y' |Md' |n" [N |V |c)suchthaty [Md|n|[N|V|c — ¥ |Md |n | N |
V'|c.
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which completes the proof of this subcase.
Case 2 [T-IF].
Suppose the last rule in the typing derivation is T-ir and ¢ = if e then ¢, else c;:

Md| b >0:nat | Q% rppsig € : Cray
MAd| b >0:nat | Q;Xksigey 1 T MAd| b >0:nat | Q;X ksiger 1 T

Md| b >0:nat | Q;X ts;q ifethenc; elsec, : 7

(T-Ir)

By assumption, we know that n > 0. By inversion, we have:

(1) Md| b >0 :nat | QX kepsig e : G
(2) Md| b 20:nat | Q;Z +gigc) 1 T
3) Md| b >0:nat | Q;Ztgigcr 1 T
By Theorem [I6]applied to (1), either
e Vally |[Md|n|N|V]e)or
e Jiy|Md|n" IN|V]|e)suchthaty |[Md|n|N|V]e — y|Md|n |[N|V]|e.
From here, the proof proceeds in two subcases:
Subcase 1. Val(y |[Md |n|N |V ]|e).

SinceMd | b > 0 : nat | Q;X Fppsig € : CY

oo WE have by inversion on T-ENouGH?
followed by inversion on T-V-succ that

Md | b:nat | Q;X kgpsig € : LTbool
Again, by inversion on T-R-SHiFT, we have
(1) Md | b :nat | Q;Z tppsig € : Thool
(2) Q=Q,Q
3) =¥
By inversion on the rules T-BooL-T and T-BooL-F, we have that either e is tt or ff.

Subcase 1a. If e = tt, then since n > 0 the rule D-Ir-TT applies and yields the
desired result.

n=n+1 Val(y |[Md |n | N |V ]| tt)
v|Md|n|N|V]ifttthenc elsec; — y |Md|n' [N|V]c

(D-Ir-TT)

Subcase 1b. Similarly, if e = ff, then since n > 0, the rule D-Ir-rr applies and
yields the desired result.

n=n+1 Val(y |1Md |n | N |V | £f)
v|Md|n|N|V|if ffthencelsec; — y|Md|n [N|V]|c

(D-Ir-FF)

156



Subcase 2. A(y |Md |n' [N |V |e)suchthaty [Md|n|[N|V]e — y|Md|n [N]|V]
e’. Then the rule D-1r applies and produces the desired result.

yIMd|n [N|V]e - y|Md|n [N|V]¢

-Ir

y|Md|n |[N|V]|ifethenc,elsec, — )
v|Md|n' | N|V|ife thenc elsec,
Case 3 [(T-Ler)].
Suppose the last rule in the typing derivation is T-LET:
Md| b >0:nat | ;X brpsig €5 : Cﬁd
Md| b >0:nat | X, x:|]TA@Cktgige: T
(T-LET)

Md| b >0:nat | Q;X sijgletx =ejinc: 7

By assumption, we know n > 0. By inversion, we have a typing derivation for:
(1) Md| b >0 :nat | QX kepsig €1 : CiO
2y Md| b >20:nat | Q;Z, x:1|TA@Ck bsjgc: T
By Theorem [I6]applied to (1), either
e Vally |[Md|n|N|V]e)or
e diy|Md|n" [N|V|e))suchthaty [Md|[n|N[V]e; — y|[Md|n [N]|V]e].
The proof proceeds in two subcases.

Subcase 1. Suppose that Val(y | Md | n | N | V | e;). Then since n > 0, the rule
D-Let-step-v applies and yields the desired result. Note that here y’ extends y by
adding a new mapping from x to €.

Val(y [Md | n [NV ] er)
Y =v.[x = 1] { fresh n=n"+1

v|iMd|n [N|V]|letx=¢ejinc—y |[Md|n |N|V, {@Ck < ¢ |c

(D-LET-STEP-V)

Subcase 2. Suppose that I(y [Md | n" | N |V |e})suchthaty [Md [n [N |V ]e —
yIMd|n | N|V|ej. Then since n > 0, the rule D-Ler-stepP applies and yields the
desired result.

yIMd|n IN|V]e—y|Md|n N[V
v|IMd|n |[N|V]|letx=cinc—y|Md|n |[N|V|letx=¢"inc

(D-LET-STEP)

Case 4 [T-Vv-Succ].
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Suppose the last rule in the typing derivation is T-V-Succ:

Md | b :nat|Q;X Fsiq skip : [Tunit
Md|b > 0:nat|Q;X Fsig skip: 7V [Tunit

(T-v-Succ)
Then since n > 0, the rule V-skip applies and yields the desired result.

n>0 v
Val(y IMd [ ] N1V [skip)

SKIP)

Case 5 [T-AssIGN].
Suppose the last rule in the typing derivation is T-AssIGN:

Md| b >0:nat | Q2 bepsig e : C
Md| b >0:nat | X Fy, p: lTA

Md| b >0:nat | Q;T kg pi=e : CY

unit

(T-AssiGN)

By assumption, we know that n > 0. By inversion on T-AssiGN, we have
(i) Md| b >0:nat | QX rgpsig € : CI°
(i) Md| b >0:nat | QX Fy, p:lTA
By Theorem [I6]applied to (i), either
e Vally |[Md|n|N|V]e)or
e Jiy|Md|n" IN|V]|e)suchthaty |[Md|n|N|V]e — y|Md|n |[N|V]|e¢.
The proof proceeds in two subcases.
Subcase 1. Val(y |[Md |n | N |V |e).

By inversion on T-w-SHirt applied to (ii), we have:

S=lY  Md|b>0:nat|Q.% ryp:tA Q=00

Md| b >0:nat | Q;Z+y p: ITA (T-w-SHIFT)
) z=lY
Q) Md|b > 0:nat | QX ry, p: TA
3) Q=09

Now we proceed by inversion on T-Loc-WRritE applied to (2). From this inversion,
we have:

QY =xTA@q, Q) q # RD
k|Md|b > 0:nat| QX Fy, x: TA

(T-Loc-WRITE)

158



(1) QY = x:TA@q, Q) , and
(i) q # RD
By assumption, we have F* N | V : Q | Z. By Lemma and X =] X', we have
I—E,Ad N|V: QY. By the well-formedness definition, one of the two subcases hold:
Subcase la. V ={(@q — V',V withy =9/, [x > {].
Since n > 0, the D-AssiGN-V rule applies and yields the desired result.

Val(y |[Md |n|N |V |e) V=V, ,(@qg—V
q #RD y=v,[x—{] n=n"+1

— (D-AssioN-V)
yIMd|n|N|V]|x:=e - y|Md|n |N |V, {@qg — e|skip

Subcase 1b. N ={(@qg — v',N withy =/, [x — {].
Since n > 0, the D-AssionN-N rule applies and yields the desired result.

Val(y |[Md |n|N |V |e) N=N,{@g —V
q #RD y=v,[x—{] n=n"+1

yIMd|n|N|V|x:=e - y|Md|n' |N,{@qg — e |V |skip

(D-AssigN-N)

Subcase 2. A(y |[Md |[n’ |[N|V |¢e)suchthaty [Md|n|N|V]e — y|Md|n |[N|V]|
e¢’. The rule D-AssigN-sTEP applies and yields the desired result.

y|Md|n [N|V]e - y|Md|n |N|V]|¢
ylMd|n [N[V]p:=e - y|Md|n" [N|V]|p:=e

- (D-ASSIGN-STEP)

Case 6 [(T-seQ)].
Suppose the last rule in the typing derivation is T-seq:

Md| b >0:nat| ;X ksig ¢ : Cunit Md| b > 0:nat | QX ksiger: T
Md| b >0:nat | Q;X ksig iz 1 T

(T-seQ)

Then the desired result follows by D-skeq:

D-sEqQ

yIMd|n|[N[V]cico—=y[Md|n|N[V]ciye
Case 7 [(T-seqQ-p)]. Suppose the last rule in the typing derivation is T-SEQ-D:
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W=vy|V Md| b >0:nat| Q;X ksig ¢ : Cunit
Y =trim(Z, V,y) Md| b > 0:nat | Q;X kgigcr: 7

Md| b >0:nat | QX bksigciswer & T

(T-seqQ-D)

By inversion we have
() W=y|V
(2) Md| b >0 :nat | Q;X tsig €1 : Cunit
3) ¥ =trim(Z, V,y)
(4) Md| b >0:nat | Q;X bsiger: T
By the inductive hypothesis applied to (1), we have that either
e Val(y |[Md|n|N|V]cy)or

e d(y |Md' |n" [N |V |c))suchthaty [Md|n|N|V]|c; — y|[Md |n" [N |V |c].

The proof proceeds in two subcases.

Subcase 1. Val(y |[Md |n [N |V | c)).

By (2), Val(y |Md | n | N | V | ¢;), and the assumption n > 0, it follows by inversion

on T-EnoucH? that

(1) Sig'={Md | b >0 :nat | Q;X tsig €1 : Cunit}
(2) Sig” = if Md = jit,then Sigd’, else Sig

(3) Md|b=0:nat|Q;X Fsig’ €1 : Cunit

(4) Md|b>0:nat|Q;X Fsig c1 : Cunit

By definition, Cypie = [(nat ~» TCuie) V [Tunit. Additionally, observe that Val(y |

Md | n|N|V]c)implies that ¢; = skip. Then by inversion of T-V-Succ

Md|b:nat|Q;X tgig Skip: JTunit
Md|b>0:nat|Q;Xksig skip : [(nat ~» TCyi) V [Tunit

(T-v-Succ)

we learn that Md | b : nat | Q; X ksiq SKip : [Tunit.

The assumption n > 0 implies that n = n’ + 1. By this fact, (1), and V = V | dom(V)

(which is trivially satisfied because V = V), the rule D-seQ-v applies

n=n+1 W=y|V V=V [dom(V)
yIMd|n [N[V]skip;yc, = y[Md|[n" [N[V]c

(D-seq-v)

Observe thaty | Md | n | N |V | skip;wco — y | Md | #n' | N |V | ¢, is the desired

result.
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Subcase 2.3y’ | Md’ | n' [N | V' | ¢/) such thaty [Md | n [N |V ]¢, — ¥/ |Md' |n’ |
N[V | ).

Since n > 0, the rule D-cont applies and yields the desired result.

yIMd|n | N|[V]ec — vy |Md |n" [N |V ]|c]
YIMA [ n N[V ] ciwe, = ¥ M |0 [N |V | clwen

(D-SEQ-STEP)

O

Lemma 4 (Well-typedness of expressions under crash in jit) jit| 5 = 0:nat | Q;X bgpsigy
e:C forSig' = {jit|b > 0:nat | QT rpe: C).

Proof: Note that Cj = [(nat ~ TC}) v [1A. Let Q' = Q,Q, where £ = |Q". By axiom[3]
we have & # in() : nat > 0. Then the typing derivation follows by the assumption that jit | b >
0:nat | ;T rppe : C, €Sig.

jit| b >0:nat | Q;1Q" kgpe : O € Sig’
Q=00

jitl b >0:nat| Q rrpsigTe: 1€,
e#in():nat >0

jit |- | Q,Q0 rrosig & #in(b > 0,7e) : (nat ~ TC4)
2 = lQ,/

jit |- | Q% Feosig Le #in(b > 0,Te) : [(nat ~ 1C)
jit|b =0:nat | T repsig e : Lnat ~ TCH Vv [7A

(T-J1T-RESTORE)

(T-CHARGE)

(T-Jrr-stop)

(T-Vv-CRraAsH)

The conclusion jit | b = 0 : nat | Q;X bppsig € @ [(nat ~ TC'}) V |TA yields the desired
result.
O

Lemma 4 (Well-typedness of expressions under crash in alD) If alD(cy) | » = 0 : nat |
Q; Y brpsig € : T then alD(cp) | b = 0:nat | Q;X kppsig e : 7.

Proof: Let the type T = C3° and note that C3° = |(nat ~~ 72 ) v | TA. By inversion on the
assumed typing judgment

alD(co) | b 20:nat | Q;1 Q" + ¢y : Cunit € Sig
Q=Q,Q
alD(co) | b >0 :nat | Q kg7 e : 7CA0

unit

e#ip():nat >0
alD(co) | - | Qrsig e #in(b > 0,7¢) : (nat ~ 1C0 )
alD(co) | - | ;% ksig L& #in(b > 0,7¢) : [(nat ~ 1CA0 )
alD(co) | b =0:nat | QT kig e : [(nat ~» 71CA° ) v [1A

unit

(T-AID-RESTORE)

(T-CHARGE)

(T-AID-stop)

(T-Vv-CRrAsH)
we learn the following:
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(1) alD(co) | b > 0:mat | Q; 1 Q" F ¢y : Cynie € Sig
Q) Q=0Q,9
(3) £ #in() :nat > 0

Therefore, we have the following typing derivation:

alD(co) | b >0:nat | Q;1 Q" F o : Cunit € Sig
Q=02
alD(co) | b > 0:nat | Q rsigl e 1€,

e#in():nat >0

. 5 (T-CHARGE)
alD(co) | - | Qsig e #in(b > 0,7Te) : (nat ~» TC3;,
- ) (T-AID-stop)
alD(co) | - | Q;Z ksig le#in(b > 0,Te) : [(nat ~ TCli,)

alD(co) | b =0 :nat | QX ksig e L(nat ~ TCA0 ) v [TA

uni

(T-AID-RESTORE)

(T-Vv-CRraAsH)

The conclusion alD(cp) | b = 0 : nat | & ksig e @ l(nat ~» TC30 ) v |[TA yields the
desired result.

O

Lemma 5 (Well-typedness of commands under crash in jit) jit |5 = 0 : nat | Q;Z gy
c: % forSig = {jit|b > 0:nat | Q;Trc:C". )

unit unit

Proof: Note that C' . = |(nat ~ 1Ch. )V [funit. Let Q' = Q,Q/ where |Q” = Z. By

unit
axiom 3] we have that & # in() : nat > 0. Then the typing derivation follows by the assumptions
jit| 5 >0:nat | ;X rc:Ch  €Sig.

jit] b >0:nat | Q:1Q" e :dt
Q=009
jit| b >0:nat| Q kgt e: 10
e#ip():nat >0
jit| - | Q Fsig & #in(b > 0,7¢) : (nat ~» 1C° )
3 = lQN

€ Sig’

(T-J1T-RESTORE)

(T-CHARGE)

o 1 520 1 i (T-Jrr-stop)

jit | - 12 bsig LE#I > 0, :lnat ~ TC.,

jit]- 1 sig’ le #1n( Te) = U( ) "tunlt) (T-v-Crash)
jit|b =0:nat | QT ksig c: l(nat ~ TC . )V [Tunit

The conclusion jit | b = 0 :nat | Q;X ksijy ¢ : [(nat ~ Tcﬂ;it)vnunit yields the desired

result. O

Lemma 6 (Well-typedness of commands under crash in alD) If alD(cy) | » = 0 : nat |
Q; %Y bsig ¢’ : Tthen alD(cy) |b = 0:nat | Q; X kgigc: T

Proof: Let the type 7 = C3P_ and note that C3P = |(nat ~» 1 C3P )V |Tunit. By inversion

" . unit unit unit
on the assumed typing judgment

162



alD(co) | b >0:mnat | Q] Q" F ¢y : Cunix € Sig
Q=00
alD(co) | b > 0:nat | Q kg7 ¢’ : TCAD.

e#ip():nat >0
alD ] Q L i # . b 0’ ’ : t o~ CaID
(co) |- | Qtsige#in(d>0,7c") : (nat ~ TCypy;¢) = (T-AID-stoP)
alD(co) | - | X ksig Le #in(b > 0,1¢) : L(nat ~ 1 C

ulgit (T-V-CRASH)
alD(co) | b =0 :nat | 4% Fgig ¢’ @ L(nat ~» 1C5,) Vv lTunit

(T-AID-RESTORE)

(T-CHARGE)

we learn the following:
(1) alD(cp) | b =0 :nat | Q;] Q"+ ¢y : Cunit € Sig
(2) Q=Q,Q
(3) e#in() :nat >0

Therefore, we have the following typing derivation:

alD(co) | b >0:nat | Q;1 Q" F¢o : Cunic € Sig
Q-.9
alD(co) | b > 0:nat | Qrigl c: 7€,

e#ip():nat >0
alD(co) | - | Qrsig e #in(b > 0,7¢) : (nat ~ TC3A0 )

5 (T-AID-stop)
alD(co) | - | Q;Z ksig e #in(b > 0,7¢) : [(mat ~ 7C5,)
D (T-v-CrasH)
alD(co) | b =0:nat | X ksigc: [(nat ~ TC31 )V [Tunit

unit

(T-AID-RESTORE)

(T-CHARGE)

The conclusion alD(cy) | b = 0 : nat | ;% ksiq ¢ @ [(nat ~ TC30 ) v [Tunit yields the
desired result.
|

Theorem 3 (Preservation for expressions) If
(f) Md|b > O:nat|Q;X tppsige: T

and for some F?d N |V : Q| X and (co-)natural number n > 0, we have

v|Md|n|N|V]e — y|Md|n' [N|V]|e

then
Md|b > O0:nat|Q;Z bepsig€ : T

withn’ > 0.

Proof: The proof is by induction on the size of e. We proceed by considering possible cases
fory|Md|n|N|V]e — y|Md|n |[N|V]|e.
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Case 1. [D-BiNnary-1].

n>0 yIMd|n| N|[V]e - y|Md|n [N|V]e]
yIMd|n|N|V]e©e;— y|Md|n [N|V]|e Oe

(D-BNARY-1)

By the first premise of D-Binary-1, we have that n > 0. By inversion on the assumed
typing judgment (7) via T-ENouGn? rule, we have

(f1) Md|b > O:nat | Q;X bppsig €1 Oex: T

and
(f2) Md|b =0:nat | QX tppsiger Oep: T.

By inversion on () via T-BINaRY

Md | b

Md | b
- (T-BmvaRrY)
Md|b > O0:nat | Q;XZ Frpsige1 Oex : T°

0:nat | QX Froisig €1 © T

>
> 0:nat | Q;Z bppsig€2: T

we learn that
(1) MA| b > O :nat | Q;X trpsig e : 7°
(2) Md | b > 0:nat | Q,Z Fro:sig €2 ° T8
By the inductive hypothesis appliedto (1) andy [Md |n | N|V |e; =y |Md|n" |[N|V|
e}, it follows that
Md|b > 0:nat | Q;X Frpsig €] : T,
and n” > 0. By the following application of the T-BiNary rule we get
Md|b > 0:nat | X bppsig €] 0 T°
Md|b > O:nat | ;X brpsiger: T

(T-BINARY)
Md|b > O:nat | QX Fpsige] Qep 1 T°

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd | b > 0 :nat | Q;X tppsig €] @e : 7¥via lemma we
getMd [ b = 0:nat | ;X bppsig €] © ey 1 T°.
Subcase 2. [Md = aID(c()]. By () via lemma wegetMd | b = 0:nat | Q;X Frpsig
ef0e T
In both subcases, we have the typing judgments Md | 5 = 0 : nat | ;X kppsig €] O€r 1 7°

and Md | b > 0 : nat | Q;X Fgpsig €] © e : 7°. Then the desired result follows by
T-ENoucH?:

Md|b =0:nat | Q;Z Fppsig €] Qe 1 T°
Md|b > O:nat | QX Fgpsige; Qer: T

- (T-ENOUGH?)
Md|b > O:nat | Q;X bgpsige; Oer: T
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Case 2 [D-BINARY-2].

n>0 y|ValMd |n| N|V]ep)

yIMd|n|N|[V]e; » y[Md|n" [N |V']e

- — ~ (D-BNARY-2)
yIMd|n|N|V]e 0e, = y|Md|n" [N |V |e OF)

By the first premise n > 0. By inversion on (f) via T-ENoucH? rule, we have

(f1) Md|b > O0:nat | Q;Z Frpsige1 Oex: T°
and

(f2) Md|b =0:nat | Q;X tppsige1 Qe : T
By inversion on () via T-BINARY

Md|b >
>

O:nat | Q;Z krpsig €1 = T°
Md | b

0:nat | QX Froisig €2 © T
Md|b > 0:nat | Q;Z krpsige1 Oex : T

(T-BNaRY)
we learn that

(1) Md| b > O :nat | Q;X trpsig e : T°

(2) MA|b > O:nat | Q;X trpsiger : T°

By the inductive hypothesis applied to Md | b > 0 : nat | Q;X rgpsig €2 : 7° and
yIMd|n|N[V]e, = y|Md|n |N |V ]é), it follows that
Md|b > O:nat | Q;Z Frpsig €5 1 T,

and n” > 0. By the following application of the T-Binary rule we get
Md|b > O:nat | Q;X Frpssig €1 = T°
Mdlb > 0:nat | Q% FrD;Sig 6,2 T

Md|b > O:nat | QX Frpsige1 ©€5 0 T
We consider two subcases based on Md.

. (T-BNARY)

Subcase 1. [Md = Jit]. ByMd |b > 0:nat | ;X bgpsig € © € @ 7° via lemma 28] we
getMd | b = 0 :nat | Q;X bppsig €1 O €)1 T°.

Subcase 2. [Md = aID(cy)]. By (f2) vialemma29, we getMd | b = 0 : nat | ;X bgp;siq
e0e), 1.

In both subcases, Then the desired result follows by T-Exoucn?:

Md|b =0:nat | Q;Z Fppsige1 @€y : T°
Md|b > O:nat | QX Fgpsige1 ©€5 0 T

Md|b > 0:nat | Q;Z bepsige1 O €50 T

(T-ENOUGH?)
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Case 3. [D-BiNnaRY-V].

n=n+1
Val(y |[Md | n|N |V ]ey) Val(y |1Md | n|N |V ]ey) v=e1 Qe

yIMd[n|N|V]ei0e, —» y|Md|n [ N|V]v

(D-BINARY-V)

By the first premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O0:nat | Q;Z Frpsige1 Oex: T

and
() Md|b = 0:nat | QX repsig e Qe : T

By inversion on () via T-BINARY

Md|b > 0:nat | Q;X kgpsiger : T°
Md|b > O:nat | Q;X bpsiger: T

Md|b > O:nat | Q;X brpsiger Oex: T

. (T-BmNARY)

we learn that

(1) Md|b > O:nat | Q;Z Fppsig €1 = T°

(2) MA|b > O:nat | Q;XZ Fppsig €2 1 T°
From (1) and (2), we apply inversion on T-Enxoucn?, T-V-Succ, and T-R-SHiFt to get Md |
b :nat | QY tppsig €1 : TA*and Md | b : nat | Q,% Fgpsig €2 : TA' for X =] X', By

definition of © operator, we have Md | b : nat | % tppsig v : TA® forv = e; © e,. By
application of T-V-Succ and T-R-SuiFt we get

Md|b > O:nat | Q;XZ Frpssig VI T°

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | b > 0 :nat | QX repsig v : 7° via lemma[28] we get
Md|b = 0:nat | Q;X bgpsig v : T

Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b = 0:nat | Q;X Fgpsig
vt

In both subcases, Then the desired result follows by T-ExoucH?:

Md|b =0:nat | QX krpsigV: T
Md|b > 0:nat | ;X brpsig Vi T

Md|b > O:nat | Q;X brpsig V: T

(T-ENouGH?)

166



Case 4. [D-Var-READ].

y=v,[x={] V=>(@q—vV 8(;RD)# UN  n=n"+1
yIMd[n|N|V[x—>y|Md|n [N|V]|v

(D-vAR-READ)

By the last premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O:nat | Q;XZ Frpssig X: T

and
(f2) Md|b = 0:nat | Q;X Fgpssig X : T

By inversion on (f;) via T-vV-Succ

Md | b :nat | Q; X bepsig X LA
- (T-V-Succ)
Md | b > 0:nat | QX kepsig x: 71 V {TA’

we learn that Md | b : nat | Q; X bepsig X @ [TA'.
By inversionon Md | b : nat | ;X bgpsig X : 1TA’ via T-R-SHIFT
L=1Y  Md|b:nat|Q,X rpsig x: TA

Md | b :nat|€;X Fppsig X : LTA

(T-R-SHIFT)

we learn that Md | b : nat | Q,% Fepsig X : TA'and T = |%'.

By Lemma applied to the assumption ng N|V:Q|ZXZand premise X = |X’, we know
that l—ﬁ”d N|V:Q,%. By definition of well-formedness, we know thaty = v/, [x — €] and
Md|b:nat| QX bgppsig x: TA

By application of T-V-Succ and T-R-SHiFT we get
Md | b > 0:nat | Q,Z '“RD;Sig x: 7

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd | b > O:nat | Q;X tppsig x : 7° via lemma@ we get
Md|b = 0:nat | Q;X krpsig X : T°.
Subcase 2. [Md = aID(cy)]. By (f2) vialemma29, we getMd | b = 0 :nat | ;X bgp;siq
x: 75
In both subcases, we have Md | b = 0 : nat | ;X tgp;sig x : 7°. Then the desired result
follows by T-ExoucH?:

Md|b =0:nat | Q;X Frpsig X : T°
Md|b > 0:nat | ;X bgpsig X1 T

(T-ENOUGH?)
Md|b > O:nat | Q;X krpsig X: T
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Case 5. [D-Loc-Reap]. The proof is similar to the previous case.

Lemma 7 (Equality of trimmed volatile contexts) If
(i) Y = trlm(E, V(), ’)/0)
(ii) l—ng|V:Q|Z,
(iii) Hia N |V 2 QY7
(iv) dom(Vy) € dom(V) and dom(Vy) C dom(V")

(v) Yo Syandyy Cy”’
then ¥ = trim(X”’, Vo, y0).

Proof: We need to show that X’ = trim(Z”, V, yo). The proof proceeds by proving each direc-
tion separately:

Ad=. Letx: |TA@g €Y. Then by (i), we have
(1) x: [TA@g e X
(2) yo =[x 1,y
(3) I € dom(Vy)
We need to show that x : |[TA@g € X”. From (2) and y, C y”, it follows that Jy{ 2 y;
such that y” = [x = I],y{ (x). By (iv) and (3), we have that / € dom(V’). So, V|, v such
that V' = V{,/ <> v (%) and - + v : TA (*x*). Note that inverting (iii) via V-Loc yields the
well-formedness judgment l—g",f’ N | V) : Q| Xy (F) and ¢ = Ck (%). Then, it follows by
0
V-Loc applied to (), (%), (xxx), (T), (¥) that x : [TA@gq € X”.
Ad <. Let

(1) x: |[TA@g e X"

(2) vo =[x 1],y
(3) [ € dom(Vy)

We need to show that x : [TA@q € ¥'. To this end, it suffices to show that x : [TA@q € X.
By (3) and dom(Vy) € dom(V), we have that [ € dom(V). Therefore, 3V}, v such that
V =V,,l@q — v (), - +v:TA (), and ¢ = Ck. From (2) and y, C 7, we have that
dy" 2 vy, such that y = [x + [],y’. Note that inverting (ii) via V-Loc yields the well-
formedness judgment F)® N | Vj : Q | Zg (+#x). By V-Loc applied to (), (+%), (++),
g =Ck,and y = [x — [],y, we have

x:|TA@g e X

Then it follows by definition 28| applied to (i) that

x:|TA@g e Y.

We have shown that x : |[TA@qg e X' iff x : |[TA@qg € X',y =[x — [],7, and [ € dom(V).
The desired result holds by definition U
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Lemma 8 (Well-formedness of smaller memories) If
(i) kﬁdN|V:Q|Z,
(ii) V' =V | dom(\V"),
(iii) ¥’ =trim(X,V’,v"), and
(iv) v Svy
then AN V7 1 Q| ¥,

Proof: By (2), observe that V 2 V”. The proof proceeds by induction on the size of V — V".

Base case: [V - V”|=0. If [V—-V"”| =0, then V = V” and the desired result holds by assumption
(1).

Inductive case. Let |V —-V”| = k + 1 where |Vo—V"”| = kK where V = V,,[@Ck — v and
“Fv:TA. Let x:|TA@gq € X such that ¥ = %, (x:]TA@gq). By inversion on V-Loc applied
to the assumed judgment:

HENVo: Q%)  y=[x—lly V=Vol@k—y -+v:TA
FEONV Q| 2, (x:lTA@¢)

V-Loc

we learn that
(1) l—fjgvaozﬂlZo
2) y=I[xr 17
3) V=V, l@Ck — v
4) -Fv:TA
Now we need to show that V'’ =V [ dom(V’) and " = trim(Z, V', y").
Ad V"’ =V, | dom(V'). To show that V' = V, | dom(V’), it suffices to show that [ ¢
dom(\V'):
By assumption, it follows that / € V—V", or equivalently, [ € V and [ ¢ V”. Now sup-

pose that [ € dom(V’). Then it follows by (ii) that / € V”, a contradiction. Therefore,
we have [ ¢ dom(\V’).

Therefore, V' = Vg | dom(V") follows by [ ¢ dom(V’) and (ii).
Ad Y =trim(Zy, V', y’). To show X’ = trim(Xy, V', y"), we first need to show that
(a) dom(V") C dom(Vy)
(b) dom(V") C dom(V)
() y2v
(d) yo27v

(a) follows by V" = Vg | dom(V’). Towards (b), note that since V 2 V” by as-
sumption, we have dom(V) 2 dom(N"”). By V’ = Vy | dom(V’), it follows that
dom(N"") = dom(V"). Therefore, dom(N") € dom(V) (b) holds. (c) follows by as-
sumption (iv). By definition, y = [x +— [], vy, S0 vy, is the smallest subset of y not
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containing x — [. Observe that 7’ is a subset of y that does not contain x — [. So,
v 2 o 2 ¥, which concludes the proof of (d).

Y = trim(Zy, V', y’) follows by lemma [36]applied to (iii), (), (b), (c), and (d).

By the inductive hypothesis applied to (1), V' = Vg | dom(V’), and X’ = trim(Zy, V', y’),
we have I—g,d N |V”:Q|ZX. This is the desired result.
O

Theorem 4 (preservation for commands) If
(T) Md|b20:nat|Q;Z|_C;T

andy |Md | n | N |V |cis well-formed and |—¥d N |V : Q| X and (co-)natural number n > 0, we

have
yIMd|n|N|V]|c - Yy |Md|n" [N |V |

then for some ¥’
Md|b > O0:nat | 2 v i1

where I—szi N |V :Q|X andn’ > 0. Moreovery' |Md | n’ | N | V" | ¢’ is well-formed.

Proof: The proof is by induction on the size of ¢. We proceed by considering possible cases
fory | Md|n|N|V]|c — ¥y |Md |n [N |V |C.
Case 1 [D-LET1-sTEP].

n>0 v|Md|n [N|V]e—-y|Md|n |[N|V]|¢

- - —— (D-Ler-steP)
v|IMd|n [N|V]|letx=cinc— y|Md|n |[N|V|letx=¢"inc

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have

(f;) Md|b > 0O0:nat | Q;Zrletx=cinc: 7

and
(f2) Md|b =0:nat | Q;Z+letx=cinc: .

By inversion on () via T-LET

Md | b >0:nat | QX rgpsige: CH2
Md| b >0:nat | ;X x:l]TA@Ckt+c: T

- (T-LET)
Md| b >0:nat | Q;Z+letx=c¢inc:

we learn that
(1) Md | b > 0:nat | Q; % Fepsig e : CM
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@) Md| b =>0:nat | X, x:|TA@Ckt+c: T

By the application of Theorem[I7]on (1) and the premise y |Md [n [N |V | e — y | Md |
n |N|V|é, it follows that

Md|b > 0:nat | Q;% rgpsig € : Co,

and n” > 0. By the following application of the T-LET rule we get

Md| b >0:nat | Q;X Fppsig € : Ci
Md| b >0:nat | X, x:|TA@Cktc:T

Md| b >0:nat | Q;Xrletx=¢inc: 71

(T-LET)

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | b > 0:nat | Q;X + letx = ¢’inc : 7° via lemma 30
wegetMd| b =0:nat | ;X +letx=¢€"inc: 7'

Subcase 2. [Md = aID(cp)]. By (f») via lemma[31] we getMd | & = 0 : nat | ;X +
letx =¢inc: 1.

In both subcases, the desired result follows by T-Exoucn?:

Md| b =0:nat | Q;Zrletx=¢"inc: 7
Md| b >0:nat | Q;Zrletx=¢"inc: 1

Md| b >0:nat | Q;Zrletx=¢"inc: 71

(T-ENnouGH?)

Observe that the well-formedness of y | Md | " | N | V | let x = ¢’ in ¢ follows by definition
26], vacuously.
Case 2. [D-LET-V].

Vally |1Md |n [NV ]e) ¥ =ylxe{] {fresh n=n"+1
yIMd|n |[N|V]|letx=cinc >y |Md|n |[N|V, (@Ck —e]|c

(D-LET-V)

By the last premise n > 0, and n’ > 0. By inversion on () via T-ENouGH? rule, we have
(f1) Md|b > 0O:nat | Q;Z+letx=c¢inc: 7

and
(f2) Md|b =0:nat | Q;Z+letx=cinc: .

By inversion on () via T-LET

Md| b >0:nat | Q;% rgpsig e : C°
Md| b >0:nat | QX x:]TA@Cktc:T

Md| b >0:nat | Q;X+letx=cinc: 1

(T-LET)

we learn that
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(1) Md | b >0:nat | Q,Z Frp:sig € - Ci’{d
2) Md| b >0:nat | X, x:|TA@CkFc: T
The typing judgment (2) completes the proof, if we can show that H! N | V, {@Ck < e :
QX x:|TA.
By Val(y |[Md | n | N | V| e), we can apply inversionon Md | b > 0 : nat | Q;X Fgpsig
e: Cf{d via T-Enxoucn?, T-V-Succ, and T-R-SHIFT to get
Md | b :nat | Q, ) "RD;Sig e . TA,

where £ = | Y.
This is enough to prove I—gfjl N|V,{@Ck = e:Q|Z, x:|TA.

Observe that the well-formedness of ' | Md | " | N | V, {@Ck — e | ¢ follows by
definition [26} vacuously because c is not of the form ¢’;y ¢”.

Case 3 [D-ASSIGN-STEP].
n>0 yIMd|n |[N|V]e - y|Md|n |[N|V]|e
(D-ASSIGN-STEP)
yIMd|n [N|V]|x:=e - y|Md|n' |[N|V]|x:=¢

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have
(f;1) Md|b >0:nat | Q;Xrx:=e:T

and
(f) Md|b =0:nat | Q;Xrx:=e:T

By inversion on (f;) via T-AssiN we have Md | b > 0 : nat | Q;X rgpsig € : Cﬁd and
Md| b >0:nat | QX ry x: [TA.

Md| » >0:nat |Q;ZI—RD;Sige:C§d
Md| b >0:nat | Xy, x: |TA

Md| b >0:nat | Q;Zrx:=e :CHY

unit

(T-AssigN)

By the application of Theoremon Md| b >0 :nat | QX Fppsig € : Cf:{d and the
premise y |[Md |n |[N|V]e — y|Md|n" |N|V]¢, it follows that

Md|b > O:nat | QX Fgpsig € - Cﬁd,

and n’ > 0. By the following application of the T-AssioN rule we get

Md| b >0:nat | Q% kepsig € : C\°
Md| b >0:nat | ik x: [TA

Md| b >0:nat | Q;Z+ x:=¢ : (U

unit

(T-AssigN)

We consider two subcases based on Md.
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Subcase 1. [Md = Jit]. ByMd | » > 0:nat | ;X + x := e : 7 via lemma[30] we get
Md| b =0:nat | Q;X+rx:=¢ 7.

Subcase 2. [Md = aID(cy)]. By () vialemma[31] we getMd | » =0 :nat | ;X x :=

’

e T

In both subcases, the desired result follows by T-ExoucH?:
Md| b =0:nat | Q;Zrx:=¢€:71
Md| b >0:nat | Q;Xrx:=¢€': 71
Md| b >0:nat | Q;Zrx:i=¢:71

(T-ENOUGH?)

Observe that the well-formedness of y | Md | n’ | N | V | x := ¢’ follows by definition [26]
vacuously.

Case 4 [D-ASSIGN-V].
Val(ly |[Md |n|N |V ]e) V=V, t@qg—
q = 06(q,wt) # UN v=v"[x—>{] n=n+1
yIMd|n|N|V]|x:=e - y|Md|n |[N|V,(@qg — e|skip

(D-AssiGN-V)

By the last premise n > 0, and n” > 0. By inversion on () via T-ENoucH? rule, we have
(f;1) Md|b >0:nat | Q;Xrx:=e:T

and
(f) Md|b =0:nat | Q;Xrx:=e¢:T

By inversion on () via T-AsSIGN

Md| b >0:nat | Q2 bepsig e : C
Md| b >0:nat | Xy x: |TA

Md| b >0:nat | Q;Zrx:=e :CHY

unit

(T-AssigN)

we have

(1) Md| b >0 :nat | ;X kepsig € : CH0

2)Md| b >0:nat | Xy x: |TA
By the premise Val(y | Md | n | N | V| e), we can apply inversionon Md | & > 0 : nat |
Q; X Frpsig € - Cﬁd via T-Enoucn?, T-V-Succ, and T-R-SHrrT to get

Md | b:nat | QX Fppsig e TA,

where £ = | Y.
Appying V-Loc, we can show that |—$d N|V,f{@Ck —e): Q| Z, (x:]T A@Ck).
Moreover, by T-Skip, T-R-Suirrt, and T-V-Succ we have
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Md| b >0:nat | Q; X+ skip : Cunix-

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd| b > 0:nat | Q;X r skip : Cyni¢ via lemma[30] we get
Md| b =0:nat | Q;Z+ skip : Cynit.

Subcase 2. [Md = aID(cp)]. By (f») via lemma[31] we getMd | & = 0 : nat | ;X +
skip : Cunix-
In both subcases, the desired result follows by T-Exouch?:
Md| b =0:nat | Q;Z + sKip : Cunit
Md| b >0:nat | QX+ skip : Cunit
Md| b >0:nat | Q; 2+ skip : Cunit

(T-ENouUGH?)

Observe that the well-formedness of y | Md | n’' | N | V', £@q" — e | skip follows by
definition [26] vacuously.

Case 5 [D-AssigN-N].

Val(ly |1Md |n|N |V ]e) N=N,l@g —V
q = d6(q,wt) # UN v=v"[x > {] n=n+1

yIMd|n|N|V]|x:=e — y|Md|n [N, @qg — e |V |skip

(D-AssigN-N)

By the last premise n > 0, and n’ > 0. By inversion on (F) via T-ENouGH? rule, we have
(t1) Md|b >0:nat | Q;Zrx:=e:T

and
(o) Md|b =0:nat | Q;Zrx:=e:T

By inversion on () via T-AssIGN

Md| b >0:nat | QX rpsig e : C
Md| b >0:nat | QT ky x: |TA

Md| b >0:nat | Q;Zrx:=e :CHY

unit

(T-AsSIGN)

we learn that

(1) Md| b >0 :nat | ;X Frpsig € : C32

2)Md| b >0:nat | QX+ x: TA
By Val(y |[Md |n | N |V | e), we can apply inversionon Md | b > 0 : nat | Q;X Fgpsig
e : C via T-Enoucn?, T-V-Succ, and T-R-SHiFT to get

Md | b:nat | QX Fppsig e TA,

174



where £ = |¥’. This is enough to prove kﬁd N, ¢@Ck < e | V : Q' | . Moreover, by
T-Skip, T-R-SHirt, and T-V-Succ we have

Md| b >0:nat | Q; X+ skip : Cunir.

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | » > 0:nat | Q'; X+ skip : Cyuic via lemma we get
Md| b =0:nat | Q; X+ skip : Cynix-

Subcase 2. [Md = aID(¢()]. By (f2) via lemma[31} we getMd | b = 0 : nat | Q;X +
skip : Cynit-

In both subcases, the desired result follows by T-Exouch?:

Md| b =0:nat | QX+ skip : Cunit
Md| b >0:nat | QX+ skip : Cunit

Md| b >0:nat | Q"; 2+ skip : Cunit

(T-ENouUGH?)

Observe that the well-formedness of y | Md | n” | N',{@q" — e | V | skip follows by
definition 26} vacuously.

Case 6 [D-IF].

yIMd|n [N|V]e - y|Md|n [N|V]|e

(D-Ir)
yIMd|n |N|V|ifethenc,elsec, — y|Md|n' |N|V |ife thenc, elsec,
By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have
(f;) Md|b > O:nat | Q;X+ifethencelsec, : 7
and
(f2) Md|b = 0:nat | Q; X +ifethencelsec; : 7.
By inversion on () via T-Ir
Md | b >0:nat | Q;X rppsig e : Co
Md| b >0:nat | Q;X+Fc; i T Mdlsz:natlQ;Zl—czzr(TI)
-1F

Md| b >0:nat | Q; X+ ifethenc;elsec, : T

we learn that

(1) Md | b >0 :nat | Q;X Frpsig € : Co
@2)Md| b >0:nat | ;) X+ =T
B)Md| b =0:nat | Q;ZFcp 7.
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By the application of Theorem[I7]on (1), it follows that
Md|b > 0:nat | &% krosig € @ Croyps
and n’ > 0. By the following application of the T-Ir rule we get

Md| b >0:nat | Q% Frpsig € : Gy
Md| b >0:nat | Q;Z+cy T Md| b >0:nat | QX+ i 7T

Md| b >0:nat | Q;X+ife' thencelsec, : 7

(T-Ir)

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | » > 0 :nat | Q;X + if ¢’ thenc, elsec;, : 7 via lemma
B0, we getMd | b =0 :nat | Q;X + if ¢’ thenc, elsec; : 7.

Subcase 2. [Md = aID(cp)]. By (f2) via lemma[31] we getMd | & = 0 : nat | ;X +
if ¢’ thenc, elsec, : 7°.

In both subcases, the desired result follows by T-ExoucH?:

Md| b =0:nat | Q;X+ife' thenc;elsec, : T
Md| b >0:nat | Q;X+ife thencelsec; : T

- (T-ENOUGH?)
Md| b >0:nat | Q;X+ife’ thenc;elsec, : T

Observe that the well-formedness of y | Md | n’ | N | V | if ¢’ then ¢, else ¢, follows by
definition 26| vacuously.

Case 7. [D-Ip-TT1].

n=n+1 Val(y |[Md |n | N |V | tt)
vy|IMd|n|N|V]|ifttthenc elsec; — y|Md|n' [N|V ]|

(D-Ir-TT)

By the first premise n > 0, and n” > 0. By inversion on (f) via T-ENouGH? rule, we have
(t1) Md|b > O:nat | Q;X+if ttthencelsec, : 7

and
(f2) Md|b = O:nat | Q;X +if ttthenc,elsec; : 7.

By inversion on () via T-Ir

Md| b >0:nat | Q2 bepsig tt: Coo,
Md| b >0:nat | Q;X¢Fc i T Md| b >0:nat | QX+ i T

Md| b >0:nat | Q; X+ if ttthenc;elsec, : 7

(T-Ir)

we learn that
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(1) Md | b > 0 :nat | ;% kpsig tt: C9
2y Md| b >20:nat | QZFcy i 7T

B)Md| b =>0:nat | QX+ 7T

Observe that the well-formedness of y | Md | n” | N | V | ¢; follows by definition [26]
vacuously because ¢ is not of the form ¢’;y ¢”

The typing judgment (2) completes the proof, because l—gd N |V : Q]| Xholds by assump-
tion.

Case 8 [D-Ir-rr]. Similar to the previous case.
Case 9 [D-sEq].

n>0

YyIMd|[n|N[V]cie = yIMd|n|N[V]ciywve

(D-sEQ)

By the premise n > 0. By inversion on (1) via T-ENouGH? rule, we have
(t1) Md|b >O0:nat | Q;Z+cy;e: 7

and
(fh) Md|b =0:nat | Qi ZFcysen: T

By inversion on () via T-SEQ

Md| b >0:nat| QX+ ¢ : Cunie Md| b >0:nat | Xk T
Md| b >0:nat | ;X +Fcp;00 0 T

(T-Seq)

we learn that

(H)Md| b >0:nat| QX+ ¢y : Cunit

2)Md| b >0:nat | Q;Xt+cp:7°
Put W = y | V. We now want to show that ¥ = trim(X,V,y). By definition 28] it is
straightforward to see that trim(Z,V,y) € X. We need to show £ C trim(X,V,y). Let

x : J[TA@g € X be arbitrary and write £ = X', (x : [TA@g). Then by inversion on the
well-formedness definition V-Loc:

YNV QY
V=V ,l@g—v q =Ck v=v"[x {] “FVv:TA
HYNIV:QIY, (x:]1A@g)

(V-Loc)

we know that y = ¥/, [x — €] with £ € dom(V). From here, definition [28| implies that
x € trim(%,V,y). Because x € X was arbitrary, we have shown that £ C trim(Z, V, y).
Therefore, X = trim(Z, V, y).
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By the following application of the T-seq-p rule

W=vy|V Md| b >0:nat| X+ ¢;: Cuit
X =trimZ, V,y) MAd| b >0:nat | Q;X+cr:T

Md| b >0:nat | ;X Fcwep @ T

(T-seqQ-D)

welearnthatMd | » >0 :nat | Q; X Fcepswer o T
We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | » > 0:nat | QX F ¢j3w e, @ 7° via lemma[30] we get
Md| b =0:nat | Q;XFcswert T

Subcase 2. [Md = aID(cp)]. By (f») via lemma[31] we getMd | & = 0 : nat | ;X +
CiswCo 75,
In both subcases, the desired result follows by T-ExoucH?:
Md| b =0:nat | Q;ZFcpwer i T°
Md| b >0:nat | Q;Zrcepwer T
Md| b >0:nat | ;X Fcepswer: T

(T-eNoucH?)

Observe that the well-formedness of y [ Md | n | N | V | ¢;3,v 2 follows by definition
since vy C vy and dom(V) C dom(V).

Case 10 [D-seQ-sTEP].

n>0 yIMd|n | N|V]c, — ¥ |Md|n" [N |V ]
yIMA|n|N|V]ciwe, = ¥ [Md|n" [N |V |chwe

(D-SEQ-STEP)

The premises yield
(@ n>0
(®) yIMd|n |N|V]c — ¥ [Md|n [N [V ]c]
By assumption, note that
. I—gl,d N|V: QX
e Md|b >0:nat | Q;ZtsigCiswer: T
e y|Md|n|N|V]|cywce, is well-formed.

Put W = vy, | Vo. Then by definition 26] we have dom(V,) € dom(V) and y, C y. Observe
thaty | Md | n | N | V| ¢; is well-formed, which vacuously follows by definition[26|because

24

¢ does not have the form ¢’;y- ¢”.

By inversionon Md | b > 0 :nat | Q;X ksig ¢1;w ¢z @ 7 via T-ENouGH? rule, we have

(f1) Md|b > O:nat | Q;X bsigCcrswer: T
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and
(f2) Md|b = 0:nat | QX bksigCrswer : T.

By inversion on () via T-sEQ-D

W:’)/()lVO MdleO:natlQ;Zl—sigcl:Cunit
Y= trlm(E, V(),’)/()) Md | b>0:nat | Q,Z, FsigC2 1 T

Md|b>0 :hat | QX Fsig ClswC2 1 T

(T-seqQ-p)

we learn that
(1) W=V
(2) MA|b >0 :nat | Q;X Fsig ¢ : Cunit
(3) X =trim(Z, Vo, y0)
4) Md|b>0:nat | ;X Fsiger: T

By the inductive hypothesis applied to (2), (b), the well-formedness of y | Md | n | N | V |
1, I-gd NIV:Q|X andn>0,wegetMd| b >0:nat| QX"+ ¢ : Cunir, Where

6)) l—gf‘ N |V :Q|x,
(i) n’ >0, and
@iii) ¥ IMd | n" [N | V" | ] is well-formed.

We now need to show that dom(Vy) € dom(V’) and y, C 7'. Observe that ¢; # ¢’;y ¢”
because c¢y;w ¢;. By lemma[38|c; # ¢’;w ¢”, it follows that dom(V) € dom(V’) and y C y'.
Then it follows by dom(Vy) € dom(V4) and yy, C vy, (as shown above), that dom(Vy) C
dom(Vy) € dom(V') and yy C v, C y'. Hence, dom(Vy) C dom(V") and yy C y'.

It suffices to show X' = trim(X”, V, vo).
By lemma [36] it follows that X" = trim(X”, V, o).
Using (1), (3), (4),and Md | b > 0 :nat | ;X" F ¢ : Cunir, We can apply T-seQ-p
W =v,1|Vo Md| b >0:nat| QX" F c| : Cunix
¥ =trim(Z”, Vo, v0) Md| b >0:nat | ;X Fer: 1
Md| b >0:nat | ;X" Fcliwer i T

(T-seqQ-p)

We now need to show thatMd | b = 0 : nat | ;X" + ¢};w ¢y : 7. The proof proceeds in
two subcases based on Md:

CaseMd = jit. ByMd | b >0 :nat | ;X" F cjswey @ T via lemma we can see that
Md| b =0:nat | QX" Fclswer 1 T,

Case Md = alD(co). By (f,) via lemma [31] we can see thatMd | » = 0 : nat | Q; X" +
cliwer : T
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In both cases,Md | b =0 :nat | QX" Fclswer 1 7.
The desired result follows by T-EnoucH?:
Md| b =0:nat | QX" Fclswer: T
Md| b >0:nat | Q;X" Fcswer: T
Md| b >0:nat | Q;X" Fclswer: T

(T-eNouGH?)

Observe that by definition[26]applied to dom(Vo) € dom(V’) and y, C y’ (as shown above),
Y IMd|n" | N | V'] clwc, is well-formed. In the case where ¢ is of the form ¢’;y ¢”,
the rule stepping ¢; must be D-seq since ¢; # ¢’;w ¢”. Thus, observe that ' C y" and
dom(V') € dom(V"), and hence it follows by deﬁnitionthat Y IMd|n [N |V [ciwe
is well-formed.

Case 11 [D-seo-v].

n=n+1 W=v"1|V V" =V | dom(V")
v|Md|n|N|V]| skip;wec; = v |Md|n" [N|V|c,

(D-sEQ-v)

Observe that n = n’ + 1 (from the premise of D-seQ-v) implies n > 0, and hence b > 0.

By assumption, we have

Md| b >0:nat | Q;Z+sKkip;we, i 7T

where YN |V : Q| .

By inversion on T-seQ-b, we have

(1) Md | b >0 :nat | Q; X + skip : Cunit
2)Md| b =>0:nat | X e T

(3) W =%"|V’' (from the premise of D-seqQ-v)
4) ¥ =trim(Z, V', y")

We now need to show that ,_g,d N|V”:Q|X. Sincey |Md|n|N]|V]| skip;yc, is
well-formed (by assumption), it follows by definition[26|that y* C . Therefore, the desired
result follows by lemma applied to kgfi N|V:Q]|ZX, the premise V' =V [ dom(V’),
(4), and ¥’ C y. Observe that (2) yields the desired result where kgfi, NV :Q|%Y.
Observe that the well-formedness of " | Md | n’ | N | V" | ¢, follows by definition [26]
vacuously because c¢; is not of the form ¢’;y ¢”.

O

Theorem 7 (Preservation for programs) Consider b : nat | Q + p : TCuit, @ nonvolatile
memory N and a bijective map vy that matches qualifiers and types from variables in Q to loca-
tions in N. For any n:nat > 0, if we have [y > €] ®y |n|N|p = ¥ >el®y |n |N|p,
then b :nat | Q+ p’ : TCuit, With y remaining a bijective map from € to N'.
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Proof: By a structural induction on the typing derivation, and case distinction on the step.
Case 1.

n>0
n >0 x>el®yljtln | N|-lc =" ¥ >el® ¥y |jit|n" | N |V |skip

x>el®ylnIN|cp = X >el®y|n|N|p

(P-sEqQ)

By inversion on the typing rules, we know that R0 : nat | Q| - + ¢ : Cyir and b : nat |
Q + p’ 1 TCumir By preservation for commands, we know that " is well-formed for N’
and V'’ at the jit mode with respect to 2 and some X. By definition of well-formedness, we
know that for some y; C y’, we have y; is well-formed for 2 and N’. But we know that
v € v is well-formed for Q. This means that y = 9’ and thus vy is a bijective map that
matches qualifiers and types from variables in Q to locations in N'.

Case 2.
n>0
InitWorld,(N; p) = Ny, Vo [y>el®ylalD(cy) |n|Ny|Vy|co="
Y >el®y |alD(cy) | n' | N | V' | skip
n>0 N; = FinWorld,(N"; V")
[x>el®y|n|N|Ckptl(alD;p)l(co);p = X' >el®yln [N |p

(P-CKr1)

By inversion on the typing rules, we know that bR0 : nat | Qy | £y + ¢ : Cuic and
b:nat | QF p’: TCunit By preservation for commands, we know that y’ is well-formed
for N and V'’ at the jit mode with respect to 2 and some X. By definition of well-formedness
and FinWorld, we know that for some y; C 7', we have y; is well-formed for O and N;.
But we know that y C vy’ is well-formed for Q. This means that y = 7’ and thus y is a
bijective map that matches qualifiers and types from variables in Q to locations in N;.

0J

A.2 Fundamental Theorem of Logical Relation

Theorem 5 (Fundamental theorem) Ifb :nat | Q+ p : TCuir, then b :nat | Q IF p : TCunirx.

Proof: The proof is by induction on the static typing derivation for p and considering the last
step in the derivation.

Case 1. Suppose that p = Ckpt[alD, p](c); p’. Figures and[A.2)explain the proof for the case
where T-P-Ckpr is the last step of the derivation.

Q' | £ = InitWorld,(Q; p) Sig={alD(c) | b >0 :nat | Q; X+ ¢ : Cunit}
alD(c) | b>0:nat|Q'; ZFsig ¢ Cunit b :nat|Q+F p': TCuixt
b :nat | Q + Ckpt[alD, pl(c); p’ : TCunit

(T-P-Ckpr)

By inversion, we know that

181



k+1
We know: range(y) = dom(NV) Unit
NV=NV.V, () y1aID(e) [n [NV [V ]c a2 y1aID(e) | oo [NV [V ¢

&
By progress and preservation A ' S k+1 JL
We know: ¥ € @ " | aID(C) | 0 | NV | Vl | ¢ 2 Cuni "

kd

alD(c) | oo [NV |V |c

\ k
* Y1 at - 1 Cyy)

@) i 1aID(e) | - NV [V, || e#in(b > 0.1 c)) == y|aID(e) | oo [NV |V |c
Y o Induction
We show: = dom(NV Y Taat - '
oo ’;’Zg:(y) "NV ¥ 1aIDE) | - | NV | etinb > 0.1 ) ;== 4 | aID(e) | o0 | NV | V | ¢
=" ki
. Kk
(5) ylalID(c) |n' |NV |1 ¢ ,— y1aID(c) | o [NV |V ]c
‘l k g
’ ) % CL‘mr "l
Weshow: NV =NV,Vy (6 y1aID) | [NV |V e == y1aIDE) | oo [NV [V ]c ¥

Figure A.1: Proof of the fundamental theorem for alD - inductive case

k+1

& e
() y|aID(c) |n [NV |V ]|c 22— y|alID(c)| o [NV |V |c
By progress and preservation % k+1 U

. " Cunit *
@ 711 aID(e) | n' | NV | V]| ¢ ‘1= 71 1aID(c) | oo [NV [V, ]| ¢

. k
N % 1l 1T unit

€] rnlalD) | n" [NV |V |¢c ,= 7,1 aID(c) | oo | NV |V, | ¢

We know: Commit(y, | aID(c) | NV | V) =y} | NV;

y K
’ A %‘T unit
We show:  NV; = NV @ 7{ | aID(c) [ n' | NV | (o] -

7 | aID(c) | oo | NV | ¢

Figure A.2: Proof of the fundamental theorem for alD - base case
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k+1

Unit

&c
(1 y|Jit|[n|NV|V]c 2= y|Jit | oo [NV |V ]c
By progress and preservation é H k+1 U

“ K C'm‘z %.
@ oy lJiE[OINV [ Ve ="' v Jit | oo [NV [ V'] ¢

\ Kk
. * VL (et - 1 Cyyy)
(3) V4! | Jit | . | NV1 | A |lf‘#”7(/’>0~15|,)‘ 71 | Jit | (0 o] | NV1 | \A I (&)

k Induction
We know: . ' . nat « 1 Cpy . , :
(4) y1|J1t|-|NV1|6#m(b>0,Tcl)1 71 Jit oo [NV | V'] ¢
NV| =NV, Vi, {
«
B ’ ! ‘ %C““‘ . ’
(5) 71 Jit | n" | NV | 1T ¢ P 7; 1 Jit | oo [NV | V'] ¢
We show: @ k
C(,'ni/

NV| = NV,, V., (6) 7 | Jit | n | NV | V| ¢ 711 Jit oo [NV |V |¢ ¥

Figure A.3: Proof of the fundamental theorem for Jit - inductive case

(1) Q| Z = InitWorld,(Q; p)

(2) Sig={alD(¢) | b>0:nat | QX+ ¢ : Cunit}
(3) alD(c) | b>0:nat| Q"5 T ksig € : Cunix

4) b :nat | QF p': TCunit

By (1) and the definition of InitWorld,, we have that Q" = Q”,¥.. Observe that the
inductive hypothesis asserts that b : nat|Q + p’ : TCuic implies b : nat|Q IF p’ : TCunix-
By applying the inductive hypothesis to (4), we learn that

b :nat|QIF p" : TCuit.

To complete the proof, we need to establish

alD(c)|h>0:nat| QX IF c<c: Cuie.

By definition of logical relation, this is equivalent to showing that c is related to itself in
the term interpretation for arbitrary ng, my, ¥o, No, and Vo where Ng | Vo IF y9::QQ"”, Ze | 2.
In particular, this condition establishes that I—";(')D(C) No | Vo : @ | X, and hence, Ny =
N, Vock and range(yo) = dom(Ny). By assumption, p does not contain any worlds W, so
it follows that ¢ does not contain any worlds W. Therefore, it follows by definition 26| that

vo | alD(c) | ng | Ng | Vo | ¢ and vy | @lD(c) | oo | Ng | Vo | ¢ are well-formed.
We need to show that ¥n:

(vo lalD(c) | ng | No | Vo | ¢, 70 | @alD(c) | oo | Ng | Vo | ¢) € E[Cunit]™
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The proof proceeds by induction on my:

Base case (my = 0). When my, = 0, the proof is trivial and the desired result follows
immediately by the value interpretation at type Cypi«:

(yo | alD(c) | ng | No | Vo | ¢, | alD(c) | 00 | No | Vo | ¢) € E[Cunit]°

Inductive case (my = k + 1 (3k)). If my = k + 1, we need to show that

(vo lalD(c) | g | No | Vo | ¢, 70 | @lD(c) | oo [ Ng | Vg | €) € E[Cunie] "
such that
(1) A.(y1 1 alD(c) | ny | Ny | Vi | ¢1) such that y | @lD(c) | ng | No | Vo | ¢ =" ¥, |
alD(C) | ny | N1 | Vl | Cq AND
(i) A.(y2 [ alD(c) [ oo | Ny | V2 | ¢2) such that v [ @lD(c) [ oo [ Ng | Vo | ¢ =7 72 |
alD(C) | (&) | N2 | V2 | (6%} AND
(i) (y1alD(c) | ny [Ny |V |en,y2lalD(e) ] oo [Ny | Va|e) € V[Cunie],

By the progress and preservation for commands applied to (2) and (3), we know that
the first configuration

Yo lalD(c) | no | Ng | Vo | ¢

can take multiple steps until it becomes a value configuration that continues to be
well-typed. Observe that in the mode alD(c), nonvolatile memory remains unchanged.
We prove this by induction on #ny:

Base case. If ny = 0, then the configuration is a value.
Inductive case. Suppose that ny = ny + 1 (dnj). Since alD(c) | b > 0 : nat |

Q5 X ksig ¢ ¢ Cuir and |—$(I)D(“) No | Vo : @ | X, it follows by progress for

commands that either y, | alD(c) | ng | No | Vo | ¢ is a value or yq | alD(c) | ng |
No | Vo | ¢ is not a value, in which case 4 y{ | alD(c) | n} | Ny | V] | ¢} such that

YolalD(c) [ng | No | Vo |c— v lalD(c) | ni [ No| VY |cf

where alD(c) | b > 0 : nat | Q5 ¥ bsig ¢ @ Cunie, Fy ' No | V0 Q| 2,
and v | alD(c) | n} | No | VY | ¢} is well-formed (by theorembecause
vo | alD(c) | ng | No | Vo | ¢ is well-formed).

By the inductive hypothesis, y{ | alD(c) | n} | No | V{ | ¢ =" v | alD(c) |
n} | No | V] | ¢} where y| | alD(c) | n| | No | V] | ¢} is well-formed and a value,
alD(c) | b > 0 :nat | Q3 X7 ksig ¢} ¢ Cunie, and 157 No | V] : Q' | £”. By
head expansion, we establish that

ol alD(c) [ no | No | Vo | ¢ =" ¥ | alD(c) | nj | No | Vi | ¢}
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We have just shown that (i) holds.

The proof proceeds in two subcases, depending on the value of n}:

Subcase n; = 0. Observe that (ii) holds vacuously because y, | alD(c) | oo | Ny |
Volc—"volalD(c)| e | Ng| V| cinO steps.

We now need to show that (iii) holds:

(v} 1alD(c) | n} | No | Vi | ¢}, 701 @lD(c) | 00 | No | Vo | ¢) € V[Cunse ]!

This step corresponds to (2) in the figure where we need to show that the config-
urations are in the value interpretation at type Cyni¢. By the value interpretation
at type Cunit, and because n| = 0, this is equivalent to showing

(v 1alD(c) | - No | Vi | leffin(n > 0,7 ¢}), v | alD(c) | oo | No | Vo | €)
€ (V[[l (nat e T Cunit)]]k
This step corresponds to (3) in the diagram. At this step we show the above
relation holds by its definition:
(vi) PwOff(y},alD(c), Ny, V7)) =¥/ |0 AND

(vii) (¥ ['alD(c) | - | No | e#tin(n} > 0,7 ¢}),y0 | alD(c) [ oo | Ng | Vo | ¢) €
(V[[nat ~ T Cunit]]k

To show (vi), we need to show that range(y}) = dom(Ny) where y/ is the largest
restriction of | such that this condition holds. Observe that the desired result
follows immediately by the assumptions yy € | and range(yy) = dom(Ny),
where ¥ = v. Hence, we need to show

(yo [ alD(c) | - | No | #fin(n} > 0,7 ¢}),v0 | @ID(c) | oo | Ng | Vi | ¢)
€ (V[[nat ~ 1 Cunit]]k

This corresponds to step (4) in the diagram. By definition of the value relation
at the type nat ~» T Cynit, this is equivalent to showing the following:

Vn| > 0.(yo | alD(c) | n} | No [T ¢}, %0 1 @lD(c) | o0 | Ng | Vo | ©)
€ (VIIT Cunit]]k

Fix an arbitrary n;. We need to show that

(yo 1 alD(e) [ 1 | N IT ¢, 70 | @lD(c) | o0 | No | Vo | €) € V[T Cunse]"

This corresponds to step (5) in the diagram. By the definition of value relation
at the type T Cunit, this is equivalent to showing
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(viii) restore(yy | alD(c) | No|c}) = No |V} | ¢, (for some V{, ;) AND
(ix) (vo 1alD(e) | n1 | No | Vo | ¢, yo [ @lD(c) | oo [ No |V | €) € E[Cunic]

By assumption, we have that Ny = N{, Vo. By the definition of restore(y, |
alD(c) | No | ¢}) = No | V§ | ¢;, we have that Ny = N6,V6ck. Therefore, V| = V.
Now we need to show that

(vo | alD(e) [ m1 | No | Vo | ¢, 70 | alD(c) | oo [ No | Vo | ¢) € E[Cunie]*

which follows directly by the inductive hypothesis. Propagating up the cascade,
we learn that since n; in step (4) was arbitrary, the value relation holds for all »;.
In summary, we have just shown that

(yo | alD(c) | no | No | Vo | ¢, 70 | alD(c) | o0 | Ng | Vo | ¢) € E[Cunie]**

Subcase n} > 0. Since n| > 0 and | | alD(c) | n] | Ng | V] | ¢] is a value, we step
the second configuration to completion:

Yo | alD(c) [ oo [ No | Vo [ ¢ =" ¥] [alD(c) [ oo [ No | Vi | ¢}

Now we want to show that

() 1alD(c) | nj | No | Vi | ¢, % [alD(c) | oo | No | Vi | ¢}) € V1T Canse]"!

By the value interpretation at type Cunic and n] > 0, we need to show that

(7} 1alD(e) | ) [N | Vi | ¢}, 7} 1alD(e) [ oo | No | V/ | ¢) € V[1T unit]t

By definition of the value interpretation at the type | T unit, this is equivalent to
showing

(x) Commit(y] |alD(c) | No|V}) =7y |N},V{ AND
(xi) Commit(y] | alD(c) [ No| V7)) =1v> [N, V) AND

(xii) (y1 | alD(c) | n} | Ny, VY | skip,y2 [ alD(c) | co | N3, V7' | skip)
€ V[T unit]*

By (x) and (x1), we observe that y; = y, and N,V = N/, V7.

Therefore, we can use the value interpretation at type T unit to prove (Xii):

(y1 | alD(c) | n} | N}, V7 | skip,y2 | alD(c) | oo | N5, VY | skip) € V[T unit]*
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which holds by definition of logical relation. This is the last piece we needed in
order to prove the desired result:

(vo 1 alD(c) [ o | No | Vo | ¢, 70 | alD(c) | 00 | No | Vo | ¢) € E[Cunie]*"

In general, we have that (y, | alD(c) | no | No | Vo | ¢,70 | alD(c) | oo | No | Vo |
¢) € E[Cunit]™ where Ny | Vo IF y0:QQ", 2 | Z. Since ng,my > 0, vy, Ny, and V,
were arbitrarily chosen, this result holds for all n,m > 0,7y, N, V. Therefore, it follows by
definition of logical relation that alD(c)| >0 : nat|Q";X IF ¢<c : Cuir. Finally, the
desired result follows by application of P-CkpT-SEMANTIC.

Q' | X = InitWorld,(Q; p)
alD(c)|h>0:nat| QX IF c<c: Cuit b :nat|QIF p" : TCunit

b :nat|Q IF Ckpt[alD, pl(c); p" : TCunit

(P-CKPT-SEMANTIC)

Case 2. Suppose that p = ¢; p’. Figure[A.3|explains the proof for the case where T-P-seq is the
last step of the derivation.

jit|p>0:nat|Q;- +gc: Cunit b:nat | QF p’ : TCuit

T-P-seq
b:nat|Qrc;p’ : TCuit ( )
By inversion, we know that
(D) jitleO:natlQ;~|—@c:Cunit
(2) b:nat | Q+F p’ : TCunie
From (1), we know that c is well-typed for static context 2 and ¥ = -. By applying the

inductive hypothesis to (2), we learn that b : nat | Q IF p’ : TCynir. To complete the proof,
we need to show that jit | » > 0 : nat | Q;: IF ¢ < ¢ : Cuic. By the definition of logical
relation, this is equivalent to establishing that c is related to itself in the term interpretation
for arbitrary ng, mg, yo, No, and Vo where Ng | Vo |- y0::Q | 2. In particular, this condition
establishes the condition that I—% No | Vo : Q| . By assumption, the program p, and by
extension the command ¢, does not contain any worlds W, so it follows by deﬁnition@]that
Yo | jit| ng | No | Vo | candyy | jit| oo | Ng | Vg | ¢ are well-formed configurations. We need
to show that Vc.jit | b > 0 : nat | Q; X k¢ ¢ : Cunie and YNy, Vo, v0, 19.No | Vo IF y0::Q | X:

(vo l'jit I no | No | Vo | ¢, y0 ljit] oo | Ng | Vo | ¢) € E[Cunie]™

The proof proceeds by induction on my:

Base case (m, = 0). When m, = 0, the proof is trivial and the desired result follows im-
mediately by the definition of logical relation.
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Inductive case (my = k + 1 (dk)) Consider the case where my = k + 1.
We need to show that

(o ljit] mo | No | Vo | ¢, 70 | jit] 0o | Ng | Vo | ¢) € E[Cumie]**

By the term interpretation at type Cynix, this is equivalent to showing

(i) Jyi it ny | Ny | Vi | cersuchthat yg | jit [ ng | No | Vo | ¢ =" yi |jit|ng | Ny |
Vile

(ii) Jyy | jit] oo | No | Vo | ¢z such that yg | jit | oo [ Ng | Vo | ¢ = v, [ it | oo | Ny |
Vale

@ii) (yi |jit]ng [Ny [V len,ya ljit] oo | Ny | Vo] cr) € V[CunieJ!

By the progress and preservation theorems, we know that the first configuration can
take multiple steps until it becomes a value configuration that continues to be well-
typed. We proceed by induction on ny:

Base case. If ny = 0, then the configuration is a value.

Inductive case. Suppose that ny = ny + 1 (dn;). Since I—Jy't0 No | Vo : Q] - and

jit] b5 >0 :nat | Q- Fg ¢ : Cuir, it follows by theorem [2 (Progress for

lcommands)|that either yq | jit | no | No | Vo | ¢ is a value or g | jit | no | No | Vo | ¢
is not a value, in which case 3 y{ | jit | n] | N{ | V{" | ¢{’ such that

Yo ljitIng [ No | Vo lc— v ljitlny NIV ]c}

where y|" | jit | n{ | N7 | V] | ¢ is well-formed, I—J;l NY [ VY Q7 |2 and jit |
b>0:nat|Q";X" kg c} : Cuir (by theorembecause vo ljit|ng | No | Vo lc
is well-formed and Hy Ny | Vo : Q).

By the inductive hypothesis, ¥} | jit | n} | N7 | V7 | ¢/ =" v} | jit | n} |
Ny | Vi | ¢; where | | jit | nj | N7 | V| | ¢} is well-formed and a value,
I—Jy't1 Ny [ V] Q7 X, andjit | b >0 :nat | Q7;Z” k¢ ¢| : Cuie. By head
expansion, we establish that

Yo lJitIno [No | Vo [ e =" ¥ [jitIny [Ny [ V]| ¢

Analogously, we step the second configuration until ¢} with the exact same steps as
in the first configuration by theorems 2 (Progress for commands)] and [5

Yo ljit]eo [No [ Vo le ="y ljit]eo [Ny [V]]c)

We have just shown (i) and (ii). The proof of (iii) corresponds to step (2) in the
diagram. Proving that the configurations are in the value interpretation at type Cynit
is equivalent to showing

(iv) =0 A G it~ ING V] I e#inGry > 0,7 ¢}, y) it oo | Nf V] [ ¢))
€ (V[[J, (nat WT Cunit)]]k OR
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V) np >0 A LitI ) INC IV ey, Lit oo [ NG TV | e)) € VLT unit]f
The proof proceeds in two subcases depending on the value of n:
Case n| = 0. If n}] =0, then we need to show that
4 Lit] - ING VYL effin(n) > 0,7 ), y) |it] oo | N} [ V]| c})
€ (VILL (nat """T Cunit)]]k
This proof corresponds to point (3) in the diagram. To show that the two con-

figurations are in the value interpretation at type | (nat ~» T Cynit), We need to
show:

(vi) PWOE£(y,, jit, N/, V1) = ¥, | V| AND

(vii) (y) [jit]- ] V],N] | e#tin(n] > 0,7 ¢)), vy |jit[ oo [N} [V | c))
€ V[nat ~7T Cunit*

To show (vii), we need to show that the configurations are in the value interpre-
tation of nat ~»7T Cynj+, Which corresponds to step (4) in the diagram:

(v Ljit] - | Vi, Ny | e#tin(n] > 0,7 ¢)), v} jit| oo [Ny | V] | ¢)) € V[nat ~7T Cunic]*

This is equivalent to proving that

VYn > 0.(y |jit| n| VI,N | ettin(n] > 0,7 ¢}), vy it co | N} [ V]| ) € V[T Cunit]]k

This step corresponds to point (5) in the diagram. Fix an arbitrary n’. We need
to show that

vy ljit1 n” | VI,N} | e#fin(n} > 0,7 ), vy |jit] oo N7 [ V] | ) € V[T Cunit]]k

According to the value interpretation at type T Cynit, this is equivalent to show-
ing:
(viii) restore(y},jit,(V],N}),c)) = N | N” | ¢ where V{,N] = N’,N”, AND
(ix) (yp Hit]n" [N"INZ | el vy Lit] oo N7 V][ c))
€ Sﬂcunit]]k
From (viii), we have that Vi = N7, and N’ = N/. Recalling from above that
I—J;, N7 V) - Q7 | X (which is equivalent to N | V| IF {::Q"" | £ for jit) and
1
jit|b>0:nat|Q";X" kg c] : Cunit, we can apply the inductive hypothesis to
prove (ix). Therefore, we have established that

(yo | jit | o | No | Vo | ¢, 70 | jit] 0o | Ng | Vo | ¢) € E[Cunie]
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Case n| > 0. If n| > 0, then we need to show that
(v Liit] g ING IV el yg Lit] oo NGV [ ) € VLT unit]

From the value interpretation at type |T unit, we have
(x) Commit(yy |jit| N7 [V =y IN
(xi) Commit(y] [ jit| Ny | V) =7v2[N,
(xii) (y1 jit]n} | Ny | skip,y [jit| oo | Ny | skip) € V[T unit]*

From (x) and (xi), we have that y; = y, and N; = N,. Therefore, the desired
result follows by the value interpretation at type |T unit:

(1 it | )} | Ny | skip, 2 | jit | oo | N, | skip) € V[T unit]*

Therefore, we have shown that (yy | jit | no | No | Vo | ¢,y | it ] oo | Ng | Vo | ¢) €
E[Cunit]™ where Ng | Vo IF y0::Q0", i | . Since ng, mo > 0, yo, No, Vo were arbitrary,
this result holds for all n,m > 0, y, N, V. Therefore, it follows by the definition of logical
relation that jit | 5 > 0 : nat | Q;- IF ¢ < ¢ : Cyie. Finally, the desired result follows by
application of P-SEQ-SEMANTIC.

jit]b=>0:nat|Q;-IFc<c: Cuit b:nat | QIF p’ : TCuit
b:nat|QIFc;p : TCunit

(P-SEQ-SEMANTIC)

A.3 Adequacy

Theorem 6 (Adequacy) Consider b : nat | Q IF p : Cuit, @ nonvolatile memory N and a
bijective map vy that matches qualifiers and types from variables in Q to locations in N. The
triple of p, N, and vy is idempotent.

Proof: The proof is by cases according to the execution mode.

Stepping a JIT block. Consider a program of form [y > €] ®y | n | N | ¢; p’ that can take a step
using the D-P-Seqrule to [y” > €] ® y |’ | N' | p’. By inversion on the D-P-Sgq rule,

n>0
n >0 x>el®yljitln | N|-Jc =[x >el® vy |jit|n [N |V |skip

x>el®ylnIN|cp = ¥ >el®y|n|N|p

(D-P-sEQ)

Suppose that the command c is successfully executed to completion with possibly m power
failures and m + 1 tries along the way:
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e n>0

e n >0

e x>el®yljit|n | N[-]c =" ¥ >el® vy |jit|n | N |V ]|skip
Our goal is to show that we can run the configuration with oo, an infinite level of energy, as:

x>el@yljitloo [ N|-|c =" [x>e]l® vy |jit] oo | N |V, | skip.

Figure shows the main idea of the proof. Here we provide more details. We first need to
establish that the configuration with n level of energy is related to itself when provided with an
infinite energy level oo for every index, including m + 1 (point (1) in Figure [3.23).

By inversion on T-P-seQ-seManTic and the assumption b : nat | Q I ¢; p” : TCunix,

jit]b=>0:nat|Q;-IFc<c: Cuit b:nat | QIF p’ : TCuit
b:nat | QIFc;p’ : TCuit

(P-SEQ-SEMANTIC)

we learn that
(1) jit|b=0:nat | Q;-IFc<c:Cuit
(i) b :nat | QIF p" : TCunix
By the definition of logical relation applied to (i), we have that VYng,my > 0.¥yy, Ny s.t.
Nol-IFyo: Q- (yoljitlng | Nol-lc,yoljitloo | No|-]|c)€ E[Cunic]™.
Instantiating m to be the number of tries m + 1 (i.e. my = m + 1), we have that

(yliitln I N-le,yljitl o] N|-|c) € E[Cunse] ™
To prove the desired result, we use induction to prove the following generalized statement:
e [y>el®y ljitIn [ N\ | Vil =2 ¥ >el® v |jit|n | N |V | skip in m crashes
and

o nljitln | Ny Vilenyaljitloo] Na|Valcy) € E[Cunie]""

then for any energy stream x°, we have [y > £]®7y, | jit | oo | No [ Vo | e =" > ée]l® Yy
jit] oo | NJ | V7 | skip and N7 = N'.

The proof proceeds by induction on the number of crashes (m):
Base case: m = 0 (# tries = 1). It follows by the term interpretation at type Cyp;¢ that

Lo3AGy it e [ NIV e sty Litln | Np [V fer =% Litla” | N[V e

AND
2. Ay it oo | Ny [ V5 [c)) st ya [it] oo | No [ Vo ea ="y [it]oo | Ny |V )
AND

3. it [ NPTV el vy Litleo | NSV | c)) € (V[[Cunit]]l
Since m = 0, there are no crashes in (1). So, n” > 0 and the first configuration steps to
completion via D-step where N| = N and V| = V" and y{ = y":

x>el®@y ljitln | Ny [Vilcr =" [x>eloy! |jitln | Nj|V]|skip
By (2) we know that:
> el®ys ljit|oo | Na [ Vol =" > el®@yy |itleo | Ny |V, c
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and by (3) and n’ > 0, we get that the post steps are related by the value interpretation at
type [T unit. This means that ¢;, = skip and we have

> el®ys ljit|oo | Ny | Vo lcr =" [ > el®y) |jit] oo | NS |V} | skip

and
(Y it n' | Ny |V | skip, vy | it | oo | Nj | V5 | skip) € VLT unit]°

It then follows by the value relation at type |T unit that

1. Commit(y} |jit | Ny |V})=v"|N'where range(y') = dom(N') and y' C y/

2. Commit(yy | jit | Ny | V4) = 9* | N? where range(y*) = dom(N?) and y* C v}

3. (Y |jit| n | N' | skip,y? | jit| oo | N? | skip) € V[T unit]°
By the definition of commit in the jit mode and (1) and (2), we have N! = N7 and N? = N.
Thus, it follows by the value interpretation at type T unit:

N =N/ =N}
Therefore, we have
> el®y, |jit|oo | Ny | Valer = > el® 94 |it| oo | N' |V | skip

which completes the proof for this subcase.

Inductive case: m = k + 1(3 k) (# tries = k + 2). It follows by the term interpretation at type
Cunit that

@) A it n] INYIV LD sty itln [Ny [ Vi fer =y it n] N7V e
iv) Ay it leo [N V5 [ ) st ya [it] oo | N | Vo[ eo =% y5 [it] oo [Ny [ V) | €
(V) () it Iy NIV el vy it T oo [ NG |V | ¢)) € V[ Cunie][+
From (iii), we step the first configuration until it becomes a value. It follows by the rule
D-step that

x>el@yi ljitIn | Ni [ Viler =" x>el®y lit|ny NIV ]c
We step the second configuration via D-step applied to (iv):

' > el®ya ljitloo | Na|Valea =" [¥' >el®ys |it| oo | N5 | V5| ch

and by (v) we have:
O it Iy IND IV ] el vs it oo [N | VS | ¢)) € V][Cunie]*

Since there are m > 0 crashes, we know that | = 0. By application of D-Crash, we have

x>el@y [jit|OIN Vil = x>el®y ljit]- N[ V]Il e#in(b > 0;7 c})
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By the value interpretation at type Cynit, Observe that the stepped configuration continues
to be related to the second configuration:

(yp 1jit] - TNV L effin(b > 0; T ¢)), v5 [it] oo | N5 [V | ¢))
€ (V[[l (nat WT Cunit)]]k+l

By D-S-Jit, we have

x> el ®9, [jit] - | N, |V, || e#finb > 0; 7 ¢})
= > el @y, it | N;, Vi | hin(b > 0;1 ¢))

By the value interpretation at type | (nat ~~ Cyit), the post step configuration remains
related to the second configuration:

(yy ljit] -1 N',V]Ck | e#tin(b > 057 ), v, it oo | NS | V) | ¢5)
€ V[nat ~7 Cnsc]*

as by definition of PwOff in the jit mode, we have PwOff(y/, jit, N7, V) =y | V.

By D-cHARGE, for some n” > 0, we have y = n" :: y':

x> el®y; ljit]- N}, Vi | e#in(b > 0;7T )
= >eley ljitln”] N',V'lck IT ¢}

It follows by the value interpretation at type nat ~»T Cy,¢ that the stepped configuration
and the second configuration remain related for n” (by V elimination):

(yy it [ n” | NT, Vi T ¢l vs it] oo [ N3 [ V5 | ¢3)
€ (V[[T Cunit]]k+1
By D-resTORE-JIT, we have
L' & el@yy it n” IN, Vig 1T ¢;
> >eley ljitIn” Ny | V]|
From above, we get [y>¢&l®y, | jit | n | Ny [ Vi e =" ¥ >el®y) |jit|n” [N} | V]|

and ' > el @y, |jit] oo | Ny | Vo | =* Ly0>8]®y§|jit|oo | N5 | V) | c,. By the
value interpretation at type T Cynit, these configurations continue to be related:
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i it INP IV Lepva it] oo [Ny V3 | ¢))
€ Sﬂcunit]]k+l
as restore(y], jit, (N}, Vi), ¢)) = N | V] | ¢].
Since [y >&l®y; |jit|ny | Ny [ Vi | = [Y'>el® ¥y |jit|n" | N | V' | skipin k crashes
we know that [y > gl @y [jit|n” [N} | V] |c] =" [¥">el® vy ljit|n" | N |V |skip
in k — 1 crashes.

By the application of the induction hypothesis we get: [x° > ] ® y, | jit | oo | N; | V5 |
cy, =" > el ® vy |jit | oo | N | VY | skip, which combined with > el®y, |jit]
0o | Na Vol =2 Y ¢l ® v, | jit | oo | Nj | VI | ¢ gives us the desired result of this
subcase:

K> el@ya ljitloo | N2 | Valer =" " > el® v5 [it| oo |N| V5 | skip
With that established, we can apply the generalized statement on assumptions
(yljitln [NT-[eyljitleo| N|-|c) € E[Cunse]™"!
and [y > el®@vy|jit|n | N|-|c =" [ >el® vy |jit|n" | N | V| skip to get
[x>el@yljit]oo [ N|-]c =" [y >el® ¥) [jit| oo | N[V, | skip

and apply D-P-Seq rule to complete the proof of this case:

oo >0
oo >0 x>el®yljitloo | N|-Jc =" [y>el® v |jit| oo | N |V, | skip

x>el®yl|loo|N|cp = [x>el®y|oo|N|p

(D-P-sEQ)

’

Stepping an atomic region. Consider a program of form [y > €]®y | n | N | Ckpt[(alD; p)](co); p
that can take a step using the D-P-Seq rule to [y > €] ® y | n’ | Ny | p’. By inversion on the
D-P-Ckrr rule,

n>0 InitWorld;(N; p; ¥) = No, Vo
[x >el®y|alD(co) [n|No|Volco="[x" > el®y |alD(co) [ n" | N | V' | skip
n>0 N, = FinWorld,(N"; V")

x> el®y [ n|N|Ckptl@lD;p)l(co); p" = ¥ > el®@y|n" N |p

(D-P-CKpr)

we learn that
e n>0
e [nitWorld,(N; p;y) = No, Vo
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* lx>el®ylalDco) [ n|No|Volco="[x" > el®y |alD(co) | n" | N"| V" | skip

e n >0

e N, = FinWorld,(N"; V")

Our goal is to simulate this execution in a continuous setting. In particular, we need to find a
continuous execution such that [y > ] ®y | alD(cg) | oo | Ng | Vo | co =" [x > €] ®y" | alD(cy) |

oo | N) | V) | skip, where N; = FinWorld,(N’;V’). To this end, we invert the assumption
b :nat | QI Ckpt[(alD;p)I(co); p’ :T Cunit via P-CKPT-SEMANTIC,

Q' | X = InitWorld,(Q; p)
alD(C0)|bZO . natlQ’;Z I- co<cp: Cunit b: natlQ I+ p, . TCunit

b :nat|Q I Ckpt[alD, p](co); p" : TCunit

(P-CKPT-SEMANTIC)

we learn that
(1) Q' |Z=InitWorld,(Q; p)
(i) alD(cy)|pb=0:nat|Q ;X IF cp<co : Cunit
(iii) b :nat|QIF p’ : TCunit
By definition of logical relation applied to (ii), we have that VYn;,m; > 0.Yy;,N;,V; s.t
Ny [ VilEy o QI Z(y[alD(co) [ n [Ny | Vi | co,y1 lalD(co) | oo | Ny | Vi | co) € E[Cunie] ™.

By instantiating the memories accordingly, and the index m; with the number of tries m + 1
(where m is the number of crashes), we have

(v 1alD(co) [ n | No | Vo | co, | @lD(co) | 0o | Ng | Vo | o) € E[Cumie] ™"
To get our result, we first prove the following generalized statement: if

* [x>el®yi|alD(co) | ni [Ny [ Vi]cr =" [x¥ > g]®y |alD(cy) [ n} | N | V" | skip inm
crashes and

* (y;|alD(co) | ny | Ny | Vi | cr,y2 | alD(co) | o0 | Ny | Vo | ¢2) € E[Cunie]™

then for all energy streams x°, we have [}° > ] ® v, | alD(cp) | o0 | Ny | Vo | ¢; =7
[x° > e]® vy | alD(co) | oo | Ny | VY | skip, where FinWorld,(N’; V') = FinWorld,(N7; V%)
The proof proceeds by induction on the number of crashes:

Base case: m = 0 (# tries = 1). If m = 0, then it follows by the term interpretation at type Cypnit,

(1) 3¢y} alD(co) [ n” | NT [V | c))s.toyr [ alDleo) [ n | Ny | Vi | er =" v{ | alD(co) |
n [N |V | ¢, AND

(2) A(yy 1alD(co) | o | Ny | V) | ¢5) s.t. ya [ @lD(co) | 0 [ No | Vo | ¢2 =7 7 | alD(co) |
oo | NS | V) | ¢f AND
(3) (¥ 1alD(co) I n" N} | V] | ¢}, vy 1 alD(co) | o [N | V5| ) € V][Cunic]!
The number of crashes is 0, so n” > 0 and the first configuration steps to completion via

D-step where N} = N and V| = V' and y{ = y":

x> el®yilalD(co) [n| Ny [Vi|cr =" [x>el®y] |alD(cy) | n" | N} | V] | skip
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Applying D-Step to (2), we know that:
" > el ® 2 [ alD(co) | 0o | Ny | Va [ e =" [x° > €] ®¥5 [ alD(co) [ o [Ny | V5 | &)

and by (3) and n” > 0, we get that the post steps are related by the value interpretation at
type [T unit. This means that ¢}, = skip and we have

Y’ > &l ® s | alD(co) | oo | Ny | V| e =" [x° > el ® 5 | alD(co) | oo | N3 | V5 | skip

and
(y{ 1alD(co) | n" | N{ | V] | skip,y; | alD(co) | oo | N; | V7 | skip) € V[T unit]]O

It then follows that
(1) Commit(y} | alD(co) | Nj | V{) =y | N,V" where " C y{, N| = N',N{,, V]| =
Vi, V', dom(N') = dom(Ny), range(y’) = dom(N}) U dom(V").

(2) Commit(y; | alD(co) | N; | V) = ¥* | N2, V? where y*> C Yy, N, = N2, Nng,
V, = VE, V2, dom(V?) = dom(N3), range(y*) = dom(N}) U dom(V/?).

(3) (' | alD(co) | n’" | N, V" | skip,y* | alD(cp) | oo | N, V? | skip) € V[ unit]°

It follows by the value interpretation at type T unit that N, V' = N2, V2. We observe that
by definition, FinWorld,(N/; V|) = N’, V" and FinWorld,(N}; V) = N2, V2.

Therefore, we have
[’ > el®ys [alD(co) | o0 | Ny | Vo | o = [¥' > el ® ¥y | alD(co) | o0 [ N5 | V5 | skip

where FinWorld,(N/; V) = FinWorld,(N}; V), and the proof of this subcase is complete.
Inductive case: m = k + 1(3 k) (#tries = k + 2). By the term interpretation at type Cynix, We

have
(i) Ay; lalD(co) | n} [ N} [ V]| c)s.t.yilalD(co) [n| Ny | Vi]c ="y |alD(co) | n] |
N Ve
(ii) Ay, 1 alD(co) [ oo | N, | V) | ) s.t. y2 | alD(co) | o0 [ Ny | Vo [ ¢ = v5 | alD(cp) | oo |
N, | V)| c.

(iii) (v} |alD(co) | m} Ny [V} |}, 75 alD(co) | oo | Ny [ V) | ¢)) € V][Cunie|*!

From (i), we step the first configuration until it becomes a value. It follows by the rule
D-stEP that

v > el®@ylalD(co) | n Ny | Vi|er =" [x > el®v) [alD(co) | ny | N} [ V]| ¢

Since there are m > 0 crashes, we know that n| = 0. By (ii), we step the second configura-
tion via D-sTEp:

X" > el®y, | alD(co) | o0 [Ny | Vo] ey =" [¥° > el ® v, | alD(co) | oo | N5 | V5 | ch
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and by (ii1), we have
() 1alD(co) |} | N7 V7 | ¢}, 73 [ alD(co) | 0o | Ny | V5 | ¢5) € V[ Cuns o]
By application of D-CrasH, we have
v > el® v, |alDcy) |0 N |V} [ ¢}
= [y > e]l®7y;|alD(cy) | - | N] | V] | e#tin(b > 0; 7 ¢})

By the value interpretation at type Cynit, Observe that the stepped configuration continues
to be related to the second configuration:

(v} 1alD(co) | - I N7 [ V] |1 &#in(b > 0; T ¢}), 73 | alD(co) | o0 | N3 | V3 | ¢))
€ V[l mat ~ 1 Cunio)]*
By D-S-aID, for y' C ¥} such that range(y') = dom(N’), we have:
[x > el®y]lalD(co) |- I N} | V] Il e#tin(b > 0; 7 ¢})
= [y > &]l®y' [alD(cy) | - | N | e#tin(b > 01 ¢})

By the value interpretation at type | (nat ~» T Cynit), and the definition of PwO£f in the
atomic case, we have PwOff(y],alD(cp), N7, V) = ¥' | 0, and thus the stepped configura-
tion continues to be related to the second configuration:

(v' | alD(co) | - | Ny | e#tin(b > 0;7 ¢}), v | alD(co) | 00 | N5 | V5 | ¢b)
€ V[nat ~» 7 Cunie]*

By stepping the first configuration according to D-cHARGE, we have for some n”" > 0 such
that y = n” : 't

[x > el®y' |alD(cy) | - | N | e#in(b > 0; 7 ¢})
=[x > &]l®y' |alD(co) | n” N} |1 ¢

By the value interpretation at type nat ~~T Cunit, Observe that the stepped configuration
remains related to the second configuration for n”” > 0:

(v' 1alD(co) | n” [N} [T ¢}, 75 | alD(co) | 0o | N3 | V5 | ¢5) € V[T Cunie]”
Stepping the first configuration via D-REsTORE-AID, we have
[y > el®y' [alD(co) | n” [N} [T ¢ = [x > el®y' [alD(co) [ n” [N} |- | co

By the value interpretation at type T Cunit, the first and second configurations remain
related:

(y' [alD(co) | n” | Ny | - | co, ¥y | @ID(co) | 00 | Ny | V5 | ¢5) € E[Cunie]”
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since restore(y', alD(co), Ni, ¢}) = N| | - | co.

By assumption, [y > €] ® y! | alD(cy) | n” | NI |-lco="[x" > el®y |alD(cy) | n” | N"|
V' | skip in k — 1 crashes.

By induction hypothesis, we get [y°>£]®v} | alD(co) | oo | N, | V5 | ¢} = [¥° > &]®y) |
alD(co) | n" | N7 | V7 | skip such that FinWorld,(N"; V") = FinWorld,(N7; V7). This
combined with [}° > &] ® v, | alD(co) | 00 | Ny | Vo | ¢2 =* [x° > €] ® v, | alD(cp) | oo |
Nj | V5 | ¢ gives us [x” > ]1® 7, | alD(co) | o0 [Nz | Va |2 = ¥ > el @4 | alD(co) |
n’ | N7 | V7 | skip, and completes the proof of this subcase.

With that established, we can apply the generalized statement on assumptions
(y 1alD(co) | n | No [ Vo | co,y [ @lD(co) [ oo [ No | Vo | co) € Sﬂcunit]]mH

and [y > e]®vy|alD(co) |n|No|Volco="[x > e]®y |alD(cy) | n’ | N | V' | skip to get
x> el®y|alD(cy) | oo | Ng | Vol co="[x > €]l®vy” | alD(cy) | o | N’ | V" | skip, where
FinWorld,;(N’; V") = FinWorld,;(N"; V”’). and apply D-P-Ckpt rule to complete the proof of this

case.
U
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Appendix B

More Efficient Checkpointing Policies
Appendix

B.1 Syntax and Operational Semantics

B.1.1 Syntax

We present the syntax for our calculus below, which extends the syntax from Appendix |A| with
supports for must-first-write variables. These include extending atomic region policies with a
programmer-defined set of must-first-write variables y and qualifiers MFstWt and Wtn that are
assigned to these variables. In particular, variables in y are initially assigned a MFstWt qualifier
which evolves to Wtn on its first write for a given atomic region (re-)execution.

Commands and expressions

values v = n|tt|ff|x

exprs e = v|ie®e

cmds c = skip|letx=einc|ifethencelsec|x:=¢e|c;c|ciwe
atom. reg. pols. aPol ::= (p,u,w)

progs p = skip | startyom(alD, aPol); c;endaom; p | ¢; p

Access qualifiers and memories
access qualifier q CK | RD | MFstWt | Wtn
nonvolatile mem N |€@qg—v,N|{ly @CK— v,N

volatile mem \" = @K > v,V

var loc map 0% n= |y xe !

Instructions, statements, and configurations

continuations K = cle

statements S Kli|p

crash instrs i = le#in(b>0,Tk)|e#in(b>0,7Tk)|T &
energy level g = -|n

charge stream  y n= niy

open config Co = (yIMA[gIN[VIs)[(yIMd|g[N]s)
closed config C. == [xrel®Cc,

exec. mode M == alD(c) | jit
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B.1.2 Access Transition Function (6)

We define a helper function ¢ to aid in checking memory accesses and evolving access qualifiers.
The function indicates that reading and writing to checkpointed (CK) variables is allowed and re-
sults in the same qualifier. Writing to a must-first-write (MFstWt) variable evolves the qualifier to
Wtn, whereas reading from it is undefined, indicating a potential WAR variable that is not check-
pointed. Reading from a read-only (RD) variable results in the same qualifier, whereas written
on a read-only variable is undefined, pointing to another WAR variable that is not checkpointed.
Lastly, writing and reading an already written variable (Wtn) results in the same qualifier.

0(CK, Rd) = 6(CK, Wr) = CK O(MFstWt, Wr) =Wtn  6(MFstWt,Rd) = UN

O(RD, Rd) = RD O6(RD, Wr) = UN o(Wtn, Wr) = 6(Wtn, Rd) = Wtn

B.1.3 Value Configurations and Expression Execution

The value relations remain the same as before. We repeat them below.

n>0 n>0
— (V-skip) (V-Nart)
Val(y |Md |n | N| V| skip) Val(ly |Md |n|N| V| n)
n>0 n>0
(V-BooL-1) (V-BooL-F)
Val(ly |[Md |n|N |V ]| 1) Val(y |[Md | n | N | V| ff)
(V-CcrRASH)

Val(ty [MA |0 | N| V] k)

, (V-1)
Val([y > e]l@y |Md |- | N[V ] le #in(d > 0, Tk))

: (V-# in)
Val([y > e]l®@y | Md |- | N| € #in(b > 0, Tk))
n>0 n>0

V-
Val([y > ] ®y | Md | n | N| TK)( D Val(Lst]@ylnllekip)(

V-P-DONE)

n>0
Val([y > el ®vy | n|N| V| skip)

(V-c-DONE)

B.1.4 Expression Execution

The operational semantic rules for evaluating binary expressions are also the same as before,
except for D-N-REeap for reading a nonvolatile memory location is extended with a check that the
location is readable (6(g, Rd) # UN).
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’)/:’)/,,[XHf] V:f@q‘—)v’vl n=n+1
ylMd|[n|N|V|x—y|[Md|n [N|V]|v

(D-V-REeaD)

y=v,[x—{] 5(q, Rd) # UN N=¢(@q— v,N n=n+1
yIMd|n|N|V|x—>y|Md|n |N|V]|v

(D-N-READ)

n>0 yIMd|n|N|V]e, -»y|Md|n [N|V]e]
yIMd|n|N|V]e,0e,— y|Md|n [N|V]|e| Oe

(D-BiNARY-1)

n>0
Val(y |1Md [n| N |V |e) yIMd|n|[N[V]e, - y|Md|n" [N|V]é,

yIMd|n|N|V]e0e, = y|Md|n [N|V]e 06

(D-BINARY-2)

n=n+1
Val(y |[Md | n|N |V ]e)) Val(y |1Md | n|N |V ]ey) v=e; 0e
yIMd|n| N|V]e©ey, - y|Md|n | N|V]|v

(D-BINARY-V)
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B.1.5 Command Execution (Open Config)

The rules for command execution of open configurations remain the same as before, except for
assignment to a nonvolatile variable. The rule D-AssioN-N is extended with a check that the
location corresponding to the variable x is in fact writable according to d, and if it is, updates the
qualifier accordingly.

n>0 v|iMd|n [N|V]|e—-vy|Md|n |[N|V]|¢
vIMd|n [N|V]letx=einc—y|Md|n |[N|V]|letx=¢"inc

(D-LET-STEP)

Val(ly |1Md |n [N | V] e) v =y, [x > {] { fresh n=n"+1
yIMd|n |[N|V]letx=ejinc—y |Md|n" [N|V, {@CK < ¢ |c

(D-LET-V)

n>0 yIMd|n |N|[V]e - y|Md|n |[N|V]|e
- — (D-ASSIGN-STEP)
yIMd|n [N|V|p:=e - y|Md | [N|V|p:=e

Val(ly |Md |n|N |V ]e)
y=Y,x—>€ V=V, (@—V n=n+1

yIMd|n|N|V]x:=e — y|Md|n |N|V,{@qg — e | skip

(D-AssIGN-V)

Val(y |Md | n [N |V ]| e)
y=%,[x— {] N=N,{@g —V q = 6(q, Wt) # UN n=n"+1

vIMd|n|N|V]|x:=e —» y|Md|n [N, {@q — e]|V | skip

(D-AssigN-N)

n>0 v|Md|n |[N|V]e - y|Md|n |[N|V]|¢
y|IMd|n |[N|V|ifethenc,elsec, » vy |Md|n" | N|V|ife thenc elsec,

(D-Ir)

n=n"+1 Val(y |Md | n | N | V | 1)
y|Md|n|N|V]|ifttthenc,elsec; —» y|Md|n' [N |V ]|

(D-Ip-11)

n=n+1 Val(y |Md | n | N |V | ff)
v|Md|n|N|V]ifffthencielsec, —» y|Md|n' |[N|V|c,

(D-Ir-FF)

(D-sEQ)
yIMd|n|NIV]cie —>7|Md|”|N|V|C1§y|vC2

yIMd|n | N|[V]c, =y |[Md|n" [N |V ]
yIMd|n|IN|V]|ciwe, = ¥ [Md|n [N [V |cwe

(D-SEQ-STEP)

n=n'+1 W=y |V  V'=V]dom\)
yIMd [n|N[V]skipwc, = ¥ [Md|[n" [NV |c,

(D-sEQ-v)
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Definition 11 (Well-formedness for configurations) A configuration y | Md | n | N | V | c is

well-formed iff when ¢ = ci5w, -+ sw, | Casw, Cnr1 Where n > 1, all of the following hold
* dom(N) € dom(V;) C dom(V;) C dom(V)
*YiCYicy

where 1 <i< j<nand Wy =y | Vi forall k € [1,n].

B.1.6 Command Execution (Closed Config)

Since only the restore operation must be modified to reset the Wtn qualifiers to MFstWt prior
to each atomic region re-execution, the only closed configuration command execution rule that
changes is D-ResTORE-AID. To restore state, as detected by the instruction Tk, the rule replaces
all Wtn qualifiers in nonvolatile memory with MFstWt and regenerates the volatile log for check-
pointed variables.

vIMd|n|N|V]|c— y|Md|n' [N |V |

(D-sTEP)
[y>el®yMd|n|N|V]c= [y>el®y|Md|n N |V ]|
D-C
(o el®y MA[0IN|V x> o el ey M| - N|V] Le#inb s 0i1e) o
” - (D-S-JiT)
[y >el®vyljit] - IN|V]le#in(b > 0;Tk)
= [y > &l ®vyljitIN, Ve | & # in(b > 0; Tk)
' C range(y') = dom(NV
Y Sy ange(y’) m.( ) (D-S-AID)
[y > el ®vy|alD(co)| - IN|V]le #in(b > 0;7k)
= [x>&]®7 |alD(cy)| - IN|& #in(b > 0; «)
(D-CHARGE)

[n:xy>el®y|Md| - [N|e#in(b>0;Tk) = [y >e]®y|Md|n|N| Tk

_ NV ” 1"
N = NRD,MFstWt’ ch’ Nth

[x>el®y|alD|n|N|Tk
= [x>eloylalD|n]| NI,QD,MFstWt’ N> Nigsewe | N7 [ o

(D-RESTORE-AID)

N = N, N7,
x> el®yljitinIN| T« = [y>el®yljit|n|N [N |«

(D-RESTORE-JIT)

B.1.7 Top-Level Program Execution

The top-level program execution rules are given below. The rules for JIT and atomic regions
remain the same as before, with a modified definition of InitWorld,; and FinWorld,. From before,
InitWorld, is additionally defined to set the qualifiers of all variables in the set u to MFstWt.
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By the successful end of an atomic region execution, all MFstWt qualifiers will become Wtn.
Therefore, the FinWorld, function replaces the Wtn qualifiers with CK and commits the volatile
logs to nonvolatile memory.

n>0 InitWorld,(N; aPol;y) = Ny | Vy
x> el®ylalD(cy) |n|Ng|Volco="[e:I'l®y |alD(cy) | n' | N | V' | skip
n >0 N, = FinWorld,(N"; V")

- - (D-P-Cxkrr1)
[x > el ®y | n|N|startyom(@lD, aPol); co; €ndaiom; p =p [e:l'l®y|n" [N |p
n>0
n >0 y>elyljitiln | N|-lc =" ¥ >e]l® v |jit|n | N |V |skip
(D-P-sEQ)

x>el®ylnIN|cp =, ¥ >el®y|n [N |p

Definitions of InitWorld, and FinWorld,

Definition 12 InitWorld,(N; aPol;y) = Nq | Vo | vo where aPol = (o, u, w) iff
* N = Nj, Ny, N3,
e dom(N,) = range(yp),
dom(N,) = range(y |w),
dom(N3) = range(y [w),
e Vo, v, =unzip({({*@CK — v, x — ) | No(£) = v, £* fresh,x € w s.t. y(x) = {}),
No = {{@RD — v | N{(£) = v}U{€c @CK — v | No(€) = vIU{€@MFstWit < v | N3(¢) = v},
* Y0 ={xax P yXx | x €W}U{x > y(x) [ x ¢ w} Uy,
Definition 13 FinWorld,(N; V) = N iff
® N =N, No,
e dom(N;) = dom(V),
* N, =VU{{@K = v |l@g — veN,q e {RD,Wtn}}
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B.2 Type system

B.2.1 Types

We present the grammar for types below. The structure of crash types and typing contexts re-
mains the same as before, but are extended with access qualifiers MFstWt and Wtn for type
checking atomic regions.

store types A = int|bool

basic types T = unit|A

unstable types ™ = Tl v | Ce

stable types 7 = nat~~7|T71"

type variables A= Cynae | C

access qualifier q = CK|RD|MFstWt | Wtn

unstable store typing context X = |x:|;TJA@CK, 2

stable store typing context Q = |x:T,A@q, Q| xk : TJA@CK, Q

command crash type Cyir = |, (nat ~» T7Cuit) V |, Tiunit
atomic crash type Cfgd = ly(mat ~ T.Cumit) VI, T A
jitcrashtype  Cy = i(nat ~ 1501 v 154

B.2.2 Expression Typing

Since MFstiWt qualifiers could evolve to Wtn over the course of type checking, WT expression
typing judgments are extended with a stable post-context whose domain matches the initial stable
typing context, but may differ in its qualifiers to track changes in qualifiers.

For example, to check a variable that is being written, the rule T-Loc-WRiITE checks that
the variable is writable according to §. If the variable is writable, the rule assigns the updated
qualifier to the typing of x. The rule T-W-SHirT, restricts the post-typing context from premise
to conclusion to match the domain of the initial stable typing context. The remainder of the
expression typing rules are all for the RD judgments. Since qualifiers do not change on read,
These rules remain the same as before.
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QY = x:1A@q,Q, ¢ = (g, Wt) # UN
Md|b:nat| Q%X kyr x: TA 4 x:TA@q', Q)

(T-Loc-WRITE)

=lY  Q=Q,Q4 Md|b:nat|Q, % kpx:lAAQ

(T-W-Snr1rT)
Md| b:nat | Q;Z kyr x: lTA 4 Q[dom(Q)
Q(x) = TA@gq
(T-Loc-REaDp) (T-BooL-T1)
Md|b:nat | Qrgpp x: TA Md|b:nat|Q g tt:T bool
(T-BooL-F) - (T-InT)
Md|b:nat | Q g ff: Thool Md|b:nat | Qrgp n: Tint
> =1Y Q=0Q,0Q% Md|b:nat |Q X tppv:TA
(T-R-SHIFT)
Md | b :nat | ;X Fppsig Vi LTA
Md | b :nat| ;X Fppsig X1 TA
(T-v-Succ)
Md|b > 0:nat|Q;X bppsig X : 71V ITA
Md|b > 0:nat | Q;X repsig € : O
Md'b > 0:nat | Q,E Frp:sig €2 Cl;lfll ©: TTXTT, —)TT”
(T-BINARY)

Md|b > 0:nat | ;X brpsige1 O e : CP}%

Sig'={Md|b > O:nat | Q;Ztppe: 7}
Sig” = if Md = jit, then Sig’, else Sig
MAd|b =0:nat | Q;X bksigre: T Md|b > O:nat | Q;X bppsige: T

Md|b > 0:nat | Q;X bppsige: T

(T-eNouGH?)

B.2.3 Command Typing

Checking variable writes propagates to command typing in the form of checking assignments,
which propagates through sequencing to account for updated variable accesses in checking later
commands. In particular, T-AssIGN returns a post-context that matches its WT judgment to reflect
the write to x that occurs during the assignment. The sequencing rules (T-seQ and T-seQ-p) pass
along information about qualifier accesses from checking a command c; to checking the next
command c,. The typing rule for checking conditionals (T-Ir) assumes that checking c¢; and ¢,
result in the same post-typing context, rejecting programs that write to a MFstWt variable in one
branch but not the other. T-C-Suirt is similar to T-W-SHiFT, restricting the post-context of the
conclusion from the premise. T-Skip returns the same post-context as the initial stable typing
context. The rules T-V-Succ and T-LET pass the same post-context from premise to conclusion.
Lastly, T-eNouGH? populates the type signature with the post-context )’ to remember that a

typing derivation that already solved for Q' already exists.
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- - (T-Sk1p)
Md|b:nat|Qksig skip: Tunit 4 Q

=¥ Q=0Q,Q7 Md|b:nat| Q' X Fsig skip : Tunit 4 Q,
Md | b:nat | Q;X ksig SKip : [Tunit 4 Q; [dom(Q)

(T-C-SHiFr)

Md | b :nat | Q;X Fsig skip: [Tunit 4+ Q'

- - (T-v-Succ)
Md|b>0:nat]|Q;X Fsigskip: 7V |Tunit 4 Q'
Md | b >0:nat | QX rpsig e @ C
Md|b>0:nat| X x:]TA@CK kgjg ¢ : T4
(T-LET)

Md|b>0:nat| QX tsigletx=ejinc:74Q

Md|b>0:nat|Q;Z repsige:C8  Md|bh>0:nat| QT kyrx: [TAAQ
Md|b>0:natIQ;EI—Sigx::e:CM“1 4 Q)

unit

(T-AssIGN)

Md | b >0:nat | QX rppsig e : o)
Md|b>0:nat|Q;Zksigcy i T4 Md|b>0:nat|Q;Zbksiger:74Q

Md|b>0:nat|Q;Xtsig ifethenc,elsec, : 74 Q

(T-Ir)

Md | b>0:nat| Q2 kg cp 0 C9 4 Q) Md|b>0:nat|Q;ZFsigcr:74Q"

Md|b>0:nat | ksigcser:74Q7

(T-sEQ)

W=y|V Md|b>0:nat|QTkgqc:CY 4Q

unit

Y = trim(Z, V,’)/) Md | b>0:nat | Q/;Z/ |‘Sig Cr: T A o
Md | b > 0:nat | Q,Z "Sig Clsw€Cp i T H Q"

(T-seqQ-D)

Sig'={Md|b>0:nat|QXZrc:74Q'}
Sig” = if Md = jit,then Sig’, else Sig
Md|b=0:nat|Q;Xtsigrc: 7T Md|b>0:nat|Q;ZFsigc:74Q

Md|b>0:nat|Q;Ztsigc: 74

(T-ENouUGH?)

B.2.4 Statement Typing

The rules for statement typing remain similar to before, excpet for T-AID-ResTorE which is ex-
tended to revert all Wtn qualifiers to MFstWt which matches the dynamic rule.
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Md |- | Q2 ki Le#in(b > 0,1¢) : [(nat ~ 1 C9)
Md|b =0:nat | Q;X kg & : L(nat ~ TCH V1T

(T-v-CrasH)

alD(co) | - | Qrsig e #in(b > 0,7«) : (nat ~ TCY. )
alD(co) |+ | Q2 Fsig le #in(b > 0,1«) : (nat ~ 1CM. )

n

(T-AID-stop)

T=U1Y jit] - | Q15 Fsig £ #in(b > 0,7« : (nat ~» 1C19)
jit] - |3 Fsig Le #in(b > 0,7¢) : L(nat ~ TC9)

(T-Jrr-sTop)

g#in):nat>0  Md| b >0:nat| QT & : TCY
Md | - | Qbsig e #in(b > 0,7 &) : (nat ~ TC7Y)

(T-CHARGE)

’ ”
Q= QRD,MFstWt,th’ Qe
’ 144 ” .
Q) = QRD,th,th’Qck alD(co) | b >0 :nat | Q;; Q" + ¢y : Cunir € Sig

alD(co) | b >0 :nat | Qtsig T« :T Cunit

(T-AID-RESTORE)

Q=0Q,Q) jit| b >0:nat | Q;]Q"+« : CHeSig
jit| 5 >0:nat| Q kg T« 7 CH

(T-JIT-RESTORE)

B.2.5 Program Typing

The rule for checking an atomic region is extended from before. The modified InitWorld, def-
inition checks that the variable sets in aPol are all pairwise disjoint and cover the domain of
nonvolatile memory. For every variable declared in p, it sets the qualifier to MFstWt. At the
end of checking an atomic region, all MFstWt variables should become Wtn. This is checked by
Q' [{MFstWt} = (), where Q' is the post-context from checking the atomic region command cj.

Qo | 2o = Ini‘[WorId,(Q;aPol)
Slg = {alD(Co) |b>0:nat|Qy;ZF co: Cunie - Q,}
alD(Co) | b>0:nat|Qy; X Fsig Co : Cunit Q
Q' [{MFstWt} =0 b :nat| Q+F p: TCuit

b :nat | Q + startyem(alD, aPol); co; €ndatom; P : TCunit

(T-P-CkpT)

jit|p>0:nat|Q;-rgc: Cuie 1 b:nat | Q+F p: TCuit

(T-P-sEQ)
b:nat|Q+ c;p: 1Cuit

Definition 14 Q, | £, = InitWorld,(Q; aPol) where aPol = (p, u, w) iff
e dom(Q) =pUuUw,
s pNu=0,uNnw=0,pNw=~0,
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* Q=Q", Q" Q and
L 20 = lQL
where Q = Q", Q" Q° and Q" = Qlp, Q" = Qlu, and Q° = Qlw.

B.2.6 Store Typing

The store typing definition remains the same as before. We repeat the definition below.

———  (EmprY)
alD .
|_y . | I | .

HUNIV Q|

V=V ,{@g—v qg=Ck v=%,[x— {] Md|b:nat |[Qrgppv:TA
HINTV:QIE, (x:1A@g)

(V-Loc)

HEON|V:QIE  N=N,f@g—v
q # Ck v=%,[x— {] Md|b:nat|Qrgppv:TA
FEN|V:Q (x1A@q) | Z

(N-Loc-AID-1)

PN [V:QIE  N=N,lgu@qg—>v V=V, (@q—V g=C
vy=7,[x {] Md|b:nat |[Qrgpv:TA Md|b:nat |[Qrgp V' : TA

FON|V:Q, (xa:TA@q) | 2, (x:[TA@g)

(N-Loc-AID-2)

HUN[V:Q|E  N=N.f@g—v
q=Ck vy=9,[x {] Md|b:nat |Qtgppv:TA
HINTV:Q, (x:TA@q) | Z

(N-Loc-JiT)
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B.3 Logical Relation

The logical relation is the same as before, but includes a condition that makes it more general.
We state the definition below.

The key difference is that now there may be variables written on the intermittent execution
that are not written on the continuously-powered execution at intermediary stages of the sim-
ulation. After restore, the qualifiers of these variables are reverted to MFstWt. This check is
included in the definition of V[TCyni+]"-

Binary relation for commands
MAd|b>0:nat| Q|ZIFc; ¢ Cunit
iff Vn,m > 0. Yy, N, V.s.t. ANV :Q|Z.
(yIMd|n|N|V]cp,y|Md|oo|N|V]|c) € E[Cunie]™
Term relation

ElCunic]™! = {(Co1,C) 1L, 5.8.Co1 =%, Cy AACS 505 —* C

(C,.C3) €V][Cunie]™)

Oo/
02 A

E[Cunit]° = {(Co1,C)))}
Value relation
V[tunit] = {(Co1,C5) 1 Cor = (y[Md|ny N[skip) A CP, = (y|Md]|co |N|skip)}

V[{Tunit]

{(Co1,C5) 1 Cor = (y1 [Md | ny [Ny [V | skip)A
C = (y2|Md[ oo [Nz | V2| skip)A
Commit(y;,Md, N;, Vi) = ¥/ NI A
(7, IMd | ny N} | skip, ¥} [Md| oo | N} | skip) € V[Tunit]}

{(Co1,C) 1 Cor = (y1 1M [ n [N | TK)A
Coy = (r21Md[ oo N2 [Vale2) A
Restore(y;,Md,Ni, k) = Ng|Vo|co A
No \ {MFstWt} = N, \ {MFstWt} A
(y11Md|n|No|Volco,y2IMd|co [Nz [Valc) € E[Cunit]™)

{(Cor,C3) 1 Cor = (y1 1Md] - [Ny [& #in(b > 0, Tk))A
Vn>0.(y1 [Md|nIN{| Tk, C}3) € V[T Cunie]™}

{(Co1,C) 1 Cor = (y1 1MA] - IN1 Vi le #in(b > 0, Tk)A
PWOff(’yl,Md, Ni, V1) = ’}/; |V' A

(¥, 1Md| - [V, Ny & #in(b > 0,16),C) € V[nat ~ Cunit]™)

{(Co1,C) 1 Cor = (y1 1M |ny [Ny [Vi]eA
eithern; =0 A (y1 [Md]| - [Ny |V [le #in(b > 0,Tc1),C;))
€ V[lmat ~71 Cunit)]™,

or n>0A (71|Md|l’l1|N1|V1|C1,CZZ)E(V[[J,TUI1it]]}

(V[[Tcunit]]m

V[nat~>1Cunit]"

(V[[l(natWTCunit)]]m

(V[[Cunit]]nﬁl

Figure B.1: Step-indexed logical relation for crash types
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B.3.1 Commit, PwOff, and Restore Policies

The policies for Commit and PwOff are the same as before, whereas Restore is modified. Like
the typing dynamic rules for restore, the policy reverts all Wtn qualifiers to MFstiit.

_ ’ 12
Nl = NlRD,th,MFstWt’ ch

Ny = Nj ., vV’ V,=V,V’ dom(V"”) = dom(N") v C vy s.t. range(y’) = dom(N)
Commit(y,alD(co), N, Vi) =¥ | N,

N ’” 3 _ NV ’” 3 _ ’”
Nl - NRD,MFstWt’ ch’ Nth NZ - NRD,MFstWt’ ch’ NMFstWt V2 =N

Restore(y, alD(cy), Ni, k) = No | V2 | ¢

Y C vy s.t. range(y’) = dom(N;) Vo=0 v C vy s.t. range(y’) = dom(N)
PwOf£(y,alD(co), N1, V) =9 | Vs, Commit(y, jit,N,V) =" N
N; = N, N2 N, =N V, =N Vo=V, Y =y
Restore(y,jit, Nl,K) = N2 | V2 | C PWOff()/,Jlt, N],V]) = ’)/, | V2

B.3.2 Semantic Typing

The rules for semantic typing remain the same as before. We repeat them below.

Q) | 2y = InitWorld,(Q; aPol)
alD(cy) |h=0:nat|Qq |2y IF co<co : Cunit b :nat|QIF p: TCumit

(P-CKPT-SEMANTIC)

jit|b>0:nat|Q|-IFc<c: Cuir b:nat | QIF p: TCuirt
b:nat| QI c¢;p: TCuit

(P-SEQ-SEMANTIC)
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B.4 Progress and Preservation
Lemma 2 (Progress for shifted expressions) If
Md|bmat | Qrgge:TA

then¥ n:nat withn > 0and ¥ N,V,y with I—Q"d N |V :Q, either
e Val(y |[Md |n|N|V]e)or
e iy |Md|n |[N|V]|e)suchthaty |Md|n|N|V]e — y|Md|n" |[N|V]|e.

Proof: The proof proceeds by structural induction over Md | b : nat | Q rg, e : TA.
Case 1 [T-Loc-Reap]. Suppose the last rule in the typing derivation is T-Loc-REab:

Q=x:TA@q,Q
Md|b:nat | Qg x: TA

(T-Loc-REeap)

Then by inversion, we have Q = x : TA@g,Q’. By assumption, I—g"d N|V:Q By
inversion of I—f}"d N | V : Q according to the well-formedness definition, one of the two
subcases hold:

Subcase 1. N = £@g — v, N withy =y, [x — {].
Since n > 0, it follows that dn’ such that » = n’ + 1, and hence the evaluation rule
D-Loc-REaD applies:

y=v,lx-{]
N=¢(@g— v,N 6(q,RD) # UN n=n+1

yIMd|n|N|V]|x—>y|Md|n [N|V]v

(D-Loc-READ)

This yields the desired result.
Subcase 2. V = {@g — v,V withy =y, [x — {].

Since n > 0, it follows that dn’ such that » = n’ + 1, and hence the evaluation rule
D-roc-Reap applies:

y=7.,lxm{]
V=~(@g— vV 6(q,RD) # UN n=n+1

yIMd [ n|N|V]|x—y|Md|n [N|V]|v

(D-var-READ)

This yields exactly the desired result.

Case 2 [T-BooL-T]. Suppose that the last rule in the typing derivation is T-BooL-T:
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(T-BooL-T1)
Md | b:nat | Qg tt :T bool

By the value rule V-BooL-T and the assumption n > 0 we get

n>0
Val(y |Md | n | N | V| tt)

(V-BooL-T1)

Case 3 [T-BooL-F]. Suppose that the last rule in the typing derivation is T-BooL-F:

(T-BooL-F)
Md|b:nat | Qg ff :T bool

By the value rule V-BooL-r and the assumption n > 0 we get

n>0
Val(y |Md | n | N | V| ff)

(V-BooL-F)

Case 4 [T-INT].
Suppose that the last rule in the typing derivation is T-INT:

(T-InT)
Md|b:nat | Qg n: Tint

By the value rule V-INT and the assumption n > 0 we get:

n>0
(V-1
Val(ly IMd | n|N |V |n)

NT)

O
Theorem 11 (Progress for expressions) [fMd | b R m : nat | ;X Fgysig € : 7, then ¥ n : nat
with nRm and ¥ N, V,y with I—;‘,"d N|V:Q|ZX either
e Val(y |Md |n|N|V]e)or
e iy |Md|n |N|V]|e)suchthaty | Md|n|N|V]e — v|Md|n' |[N|V]|e.

Proof: The proof is by structural induction over Md | b6 R m : nat | Q;X Fggsig € : 7. We
consider a specific (co-)natural number nRm and contexts N, V,y with kg"d N|V:Q|XZ We
consider cases based on the last step in the derivation:
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Case 1 [T-EnouGH?].

Md|b =0:nat | QX bsigre: T Md|b >0:nat | Q;X Frpsige : T
Sig'={Md |b >0:nat | Q;Ztppe: 7}
Sig” = if Md =jit, then Sigd’, else Sig

MAd|b >0:nat | Q;X bppsige : T

(T-ENOUGH?)

By assumption, we know that n > 0. We consider two subcases based on the value of n
(i.e.n=0orn>0):

Subcase 1 [n = 0]. By the value rule V-e-CrasH, we have
Val(y [Md |0 | N[V ]e),

which completes the proof of this subcase.
Subcase 2 [n > 0].

By inversion on T-ExouGH?, we have

(1) Md|b =0:nat | Q;Z tgigre: T

(2) Md|b >0:nat | Q;Z tppsige : T

(3) Sig'={Md|b >0 :nat | Q;Z +pp e : 7}

(4) Sig” =ifMd = jit, thenSig’, else Sig

We can apply the induction hypothesis to (2) to get for n > 0, and N, V, y either
e Val(ly |[Md|n|N|V]e)or
e J(y|Md|n" |N|V|e)suchthaty [Md|n|N|V]e — y|Md|n |[N|V]e.

which completes the proof of this subcase.

Case 2 [T-BiNARY].
Suppose the last rule in the typing derivation is T-BiNary and e = e; © e5:

Md|b > 0:nat | Q;% repsig € : O
Md|b > 0:nat | Q;T kppsiger: Cy ©: 1T XTT - 1T

Md|b > O:nat | Q;X kgpsige1 Oex: CP}‘},

(T-BINARY)

By assumption, we know that n > 0. By inversion, we have
(1) Md | b > 0:nat | X Fpsig €1 : oo
(2) Md | b > 0:nat | QX kgpsig €2 : C9
3) 0: 1T xX1T" = 1T”
By the inductive hypothesis applied to (1), either
e Val(y |[Md|n|N|V]ey),or
e diy|Md|n" [N|V]|e))suchthaty [Md|[n|N|[V]e; — y|[Md|n [N]|V]e].
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From here, the proof proceeds in two subcases:
Subcase 1. Val(y |Md |n [N |V | e))
We apply the inductive hypothesis to (2) to get two sub-subcases.
Subcase 1a. Val(y |[Md | n | N |V | ey).
Since n > 0, we can apply the dynamic rule D-Binary-v to get
yIMAd|n|N[V]e,0e — yIMd|[n" [N|V]v,

wherev=¢;0ey,andn=n" + 1.

Subcase 1b. A(y |Md [n' [N |V |e)) suchthaty [Md |[n|N|V|e, — y|Md|n'|
N |V |e). By D-BiNary-2,

yIMd|[n|N|V]e,0e, = y|Md|n [N|V]e O€
Subcase 2. Suppose that (y [ Md [ n" [N |V | e]) suchthaty [Md [n [N |V ]e; — v
Md |n" | N|V|e]. Then, by D-BINARY-1,
yIMd|n|N|V]e0e, = y|Md|n [N|V]elOes

The desired result holds in all subcases.
Case 3 [T-V-succ].

Suppose the last rule in the typing derivation is T-V-succ:

Md|b:nat | QX tppv: |TA
Md|b > 0:nat | Q;Z kppsig VTV I[TA

(T-v-succ)

By assumption, we get n > (. By inversion, we have:

TMd|b:nat|Q;Xrgppv: |TA
We know that the last rule for deriving { is T-R-SHirt:
=¥ Q=007 Md|b:nat | QX rppv:TA
Md|b:nat| QX rgppv: [TA

(T-R-SHIFT)

By inversion, we have:

(1) Md | b :nat | QX tppv: TA

(2) 2=]%

Q) Q=Q,Q7
By assumption F* N |V : Q| £ and (2), it follows from Lemma that NV : Q%
Then the desired result follows directly by application of Lemma [26[to (1) (since n > 0).

O
Lemma 3 Ifl—yld N|V:Q|XZand X = |¥, then I—Q"d N|V:QZYX.

215



Proof: The proof is by induction on the structure of kg"d N |V : Q| Z For each step in the
derivation, we build the corresponding step of a derivation for F}® N | V : Q, %’ according to the
well-formedness definition. U

Theorem 6.1 (Progress for Commands) IfMd | b R m : nat | Q;X ksig ¢ : 7 4 Q' then ¥V
n : nat with nRm and ¥ y, N,V with I—gd N|V:Q|Z either

e Val(y |[Md |n|N|V]c)or

e d(y/ |Md' |’ [N |V | ") suchthaty |[Md |n|N|V]c -y |Md |n" |N |V |C.

Proof: The proof is by structural induction over Md | b R m : nat | ;X tgig ¢ 1 74 Q. We
consider a specific (co-)natural number nRm and contexts N, V,y with I—L\,Ad N|V:Q|X We
consider cases based on the last step in the derivation:

Case 1 [T-Enoucn?].

Md|b =0:nat | Q;ZbsigrCc: T
Md|b >0:nat | QX ksigc:T4Q
Sig'={Md|b >0:nat | Q;Z+c: 71}
Sig” =if Md = jit, then Sig’, else Sig

Md|b >0:nat | QX ksigc:T4Q

(T-ENouGH?)

By assumption, we know that n > 0. We consider two subcases based on the value of n:

Subcase 1 [n = 0]. By the value rule V-c-CrasH, we have
Val(y IMd |0 | N[V o),

which completes the proof of this subcase.
Subcase 2 [n > 0].
By inversion on T-Exouch?, and since n > 0, we have
(1) MA|b =0:nat | Q;Ztgigr c: 7T
(2) Md|b >0:nat | Q; X ksigc: 74
(3) Sig'={Md|b >0:nat | Q;Z+c: 7}
(4) Sig” =ifMd = jit, thenSid’, else Sig
We can apply the induction hypothesis on this judgment to get for n > 0, and N, V,y
either
e Val(ly |[Md|n|N|V]c)or
e J(y/ |Md" |n' [N |V |c)suchthaty [MAd |[n|N|V|c — ¥ |Md |n" | N |
V' |c.
which completes the proof of this subcase.
Case 2 [T-IF].
Suppose the last rule in the typing derivation is T-1r and ¢ = if e then ¢, else ¢;:
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Md | b >0:nat | QX rpsige: o)
Md| b >0:nat | Q;Ztsigcy 174
Md| b >0:nat | Q;Ztksigcr 174

: (T-IF)
Md| b >0:nat | QX tsig ifethenc elsec, : 74 Q'

By assumption, we know that n > 0. By inversion, we have:
(1) Md| b >0 :nat | QX kepsig e 0 G,
(2) Md| b >0 :nat | Q;Z kgigc; 174
3) Md| b >0:nat | Q;X tgigcr 174

By Theorem[16]applied to (1), either

e Vally |[Md|n|N|V]e)or
e J(y|Md|n' |[N|V]|e)suchthaty [MAd|[n|N|V]e - y|Md|n [N|V]¢.

From here, the proof proceeds in two subcases:

Subcase 1. Val(y |[Md |n | N |V |e).
Since Md | b > 0 : nat | Q;X Fgpsig € : ngol, we have by inversion on T-ENouGH?

followed by inversion on T-V-succ that

Md | b:nat | Q;X krpsig € : LTbool

Again, by inversion on T-R-SHiFT, we have

(1) Md | b :nat | Q;X tgp;sig € : Thool

2) Q=Q,Q7

3 X=]¥

By inversion on the rules T-BooL-T and T-BooL-F, we have that either e is tt or ff.

Subcase 1a. If e = tt, then since n > 0 the rule D-Ir-TT applies and yields the

desired result.

n=n+1 Val(y |[Md |n | N |V ]| tt)

- (D-Ir-TT)
y|Md|n|N|V]ifttthenc elsec; —» y|Md|n |[N|V ]|

Subcase 1b. Similarly, if ¢ = ff, then since n > 0, the rule D-Ir-rr applies and
yields the desired result.
n=n+1 Val(y |1Md |n | N |V | £f)

- (D-Ir-FF)
v|IMd|n|N|V|if ffthenc,elsec; —» vy |Md|n' |[N|V|c,
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Subcase 2. A(y [Md |n' [N |V |e)suchthaty |[Md|[n|N|V]e -y |Md|n" |[N|V]|
e’. Then the rule D-1r applies and produces the desired result.

vyIMd|n [IN|V]e -y|Md|n [N|V]e

- (D-Ir)
y|Md|n |[N|V]|ifethenc,elsec, —
v|Md|n' | N|V|ife thenc elsec,
Case 3 [(T-Ler)].
Suppose the last rule in the typing derivation is T-LET:
Md| b >0:nat | ;X brpsig €5 : Cﬁd
Md| b >0:nat | i Z, x:|TA@Ck kgjgc:T74Q
(T-LET)

Md| b >0:nat | Q;Z Fsigletx =ejinc: 74 Q'

By assumption, we know n > 0. By inversion, we have a typing derivation for:
(1) Md| b >0 :nat | QX kepsig €1 : CiO
(2) Md| b >20:nat | Q;Z, x:]TA@Ck bgijgc: 74
By Theorem [I6]applied to (1), either
e Vally |[Md|n|N|V]e)or
e diy|Md|n" [N|V|e))suchthaty [Md|n|N|[V]e; —y|Md|n [N[V]e].
The proof proceeds in two subcases.

Subcase 1. Suppose that Val(y | Md | n | N | V | e;). Then since n > 0, the rule
D-Let-steP-v applies and yields the desired result. Note that here y’ extends y by
adding a new mapping from x to €.

Val(y [Md | n [NV ] er)
Y =v.[x = {] { fresh n=n+1

v|iMd|n [N|V]|letx=¢ejinc—y |[Md|n |N|V, {@Ck < ¢ |c

(D-LET-STEP-V)

Subcase 2. Suppose that I(y [Md | n" | N |V |e})suchthaty [Md [n [N |V ]e —
yIMd|n | N|V|ej. Then since n > 0, the rule D-Ler-stepP applies and yields the
desired result.

yIMd|n IN|V]e—y|Md|n N[V
v|IMd|n |[N|V]|letx=cinc—y|Md|n |[N|V|letx=¢"inc

(D-LET-STEP)

Case 4 [T-Vv-Succ].
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Suppose the last rule in the typing derivation is T-V-Succ:

Md|b:nat|Q;X ksig skip : [Tunit 4 Q'
Md|b > 0:nat|Q;X ki skip : 7V [Tunit 4 Q'

(T-v-Succ)

Then since n > 0, the rule V-skip applies and yields the desired result.

n>0
Val(y |Md | n| N |V | skip)

(V-skip)

Case 5 [T-AssIGN].
Suppose the last rule in the typing derivation is T-AssIGN:

Md| » >0:nat |Q;2|—RD;Sige:C§d
Md| b >0:nat | GZFy, p: TAAQ

Md| b >0:nat | Q;Zrgigpi=e :C 40

unit

(T-AssiGN)

By assumption, we know that n > 0. By inversion on T-AssIiGN, we have
(i) Md| b >0 :nat | QX rgpsig € : C°
(i) Md| b >0:nat | QZFy, p:ITA4Q,
By Theorem [I6]applied to (i), either
e Val(ly |[Md|n|N|V]e)or
e Jiy|Md|n" IN|V]|e)suchthaty |[Md|n|N|V]e —y|Md|n |[N|V]|e.

The proof proceeds in two subcases.

Subcase 1. Val(y |[Md |n|N |V |e).
By inversion on T-w-SHirt applied to (ii), we have:

2=lY
Md|b > 0:nat | QX Fy, p:TA4 D, Q =Q, \ dom(¥')

Md| b >0:nat | GZFy, p: TAAQ

(T-w-SHrFT)

() =%
2) Md|b > 0:nat | QY by p:TA4Q
(3) Q = Qy/dom(¥")

Now we proceed by inversion on T-Loc-WRITE applied to (2). From this inversion,
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QY =xTA@q, Q) q = 6(q, Wr) # UN
k|Md|b > 0:nat | QX Fy, p:TA4,

(T-Loc-WRITE)

we have:

(1) QY = x:TA@q, Q) , and
(1) g’ = o6(q, Wr) # UN
where Q;, = x:TA@q’, Q)

By assumption, we have F* N | V : Q | Z. By Lemma and ¥ =| X', we have
I—Q"d N |V : Q7. By the well-formedness definition, one of the two subcases hold:

Subcase la. V ={(@qg — V',V withy =9/, [x — {].
Since n > 0, the D-AssiGN-V rule applies and yields the desired result.

Val(y |1Md |n|N |V |e) V=V, ,(@g—V
q = 6(q,wt) # UN y=%,[x— {] n=n"+1

yIMd|n|N|V]x:=e -y |Md|n |[N|V,{@qg — e|skip

(D-AssiGN-V)

Subcase 1b. N ={(@qg — v/, N withy =/, [x — {].
Since n > 0, the D-AssioN-N rule applies and yields the desired result. By
definition of ¢, it follows that g # Rd, for we cannot have 6(Rd, Wr) # UN.

Val(ly |1Md |n|N|V]e) N=N,t@g —
q = 6(q,wt) # UN q # RD y=7,[x—> {] n=n"+1

yIMd|n|N|V|x:=e —vy|Md|n |N,(@q — e|V|skip

(D-AssigN-N)

Subcase 2. A(y [Md |n' [N |V |e)suchthaty [Md|n|[N|V]e =y |Md|n [N|V]|
e’. The rule D-AssiGN-sTEP applies and yields the desired result.

y|Md|n |[N|V]e - y|Md|n" |N|V]|¢
yIMd|n |[N|V|p:=e 5y |Md|n [N|V|p:=e

~ (D-ASSIGN-STEP)

Case 6 [(T-seq)].
Suppose the last rule in the typing derivation is T-seq:

Md| b >0:nat| Q;Z Fsig €1 : Cunit 1
Md|b20:nat|Q/;E|_Sigc2:T_|Qn

Md| b >0:nat | Q;X ksigcrier :74Q7

(T-seQ)
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Then the desired result follows by D-seq:

D-seq
7’|Md|n|N|V|Cl;02—>7’|Md|n|N|V|Cl;y|vC2

Case 7 [(T-seqQ-Dp)]. Suppose the last rule in the typing derivation is T-sEQ-D:

W:yIV MdlbZO:nat'Q;ZFSigCIZCunitAQ/
T =trim(Z,V,y) Md|b > 0:nat | QX Fsigcr:T4Q"

Md| b >0:nat | QZ Fsigciswer 1 T4Q"

(T-seqQ-D)

By inversion we have
(H W=y|V
(2) Md| b >0 :nat| Q;X tsig 1 : Cynie 41
3) ¥ =trim(Z, V,y)
(4) Md| b > 0:nat | QX kgjgcr 1 T7H4Q"
By the inductive hypothesis applied to (1), we have that either

e Vally |[Md |n|N|V]cy)or

e d(y |Md" |n" [N [V [c))suchthaty |[Md [n [N |V]c, =y |Md |n" [N |V ]c].

The proof proceeds in two subcases.

Subcase 1. Val(y |[Md |n [N | V| ¢)).

By (2), Val(y |[Md | n | N | V| ¢1), and the assumption n > 0, it follows by inversion

on T-EnoucH? that

(1) Sig' ={Md | b > 0:nat | Q;X ksig ¢1 : Cunit)
(2) Sig” = if Md = jit,then Sigd’, else Sig

(3) Md|b=0:nat|Q;X Fsig’ €1 : Cunit

(4) Md | b >0 :nat | Q;X Fsig €1 : Cynit 1’

By definition, Cypic = [(nat ~» TCui¢) V [Tunit. Additionally, observe that Val(y |

Md|n|N|V]cy)implies that ¢; = skip. Then by inversion of T-V-Succ

Md | b :nat|Q;Z Fsig sSkip : [Tunit 4 Q'
Md|b>0:nat | QX Fsig skip : l(nat ~» TCynir) V JTunit 4 Q'

we learn that Md | b : nat | Q; X kg Skip : [Tunit 4 Q.

(T-v-Succ)

The assumption n > 0 implies that n = n’ + 1. By this fact, (1), and V = V | dom(V)

(which is trivially satisfied because V = V), the rule D-seQ-v applies
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n=n+1 W=vy|V V=V [dom(\V)
yIMd|n [N[V]skip;wc, =y [Md|[n" [N|V]c,

(D-sEQ-v)

Observe thaty | Md | n | N |V | skip;wc; = y | Md | n' | N |V | c; is the desired
result.

Subcase 2.3(y" | Md" | n' [N | V" | c])suchthaty |[Md [n [N |V |c¢, — ' |Md" |n|
N[V |c].
Since n > 0, the rule D-conT applies and yields the desired result.

yIMd|n | N|[V]c — vy |Md |n" [N |V ]
YyIMAd|n N[V ] ciwe, =y [MA | n" [N |V |cliwe

(D-SEQ-STEP)

4

Axiom 1 (positive input to generation channel) ¢ #in() : nat > 0.

Lemma 4 (well-typedness of expressions under crash in jit) jit |5 = 0 : nat [ Q;% Fgpsigy
e:Cy forSig' = {jit|b > 0:nat | QX by e: Cyh

Proof: Note that C} = |(nat ~ 1C}) v [7A. Let Q' = Q,Q7, where £ = |Q”. By axiom
we have £ # in() : nat > 0. Then the typing derivation follows by the assumption that
jit| b >0:nat | QT g e : C €Sig.

jit| b >0:nat | Q;1Q" rgpe : O € Sig’
Q=009

jit] » >0:nat| Q rppsiglTe: chjll
e#in():nat >0

jit |- | Q,Q0 Frpsig & #in(b > 0,7e) : (nat ~ T
Z - lQ/’

jit]- | T Frosig Le #in(b > 0,Te) : L(nat ~ T
jit| b =0:nat | T Fepsig €2 Lmat ~ TC) v |14

(T-JiT-RESTORE)

(T-CHARGE)

(T-Jrr-stop)

(T-v-CrasH)

The conclusion jit | b = 0 : nat | Q;X bppsig € @ [(nat ~ TC'}) V |TA yields the desired
result.
O

Lemma 5 (well-typedness of expressions under crash in alD) If alD(cy) | » = 0 : nat |
Q; Y brpsig € : T then alD(cp) | b = 0:nat | Q;X kgpsig € : 7.

Proof: Let the type 7 = C3° and note that C3° = |(nat ~» T C3° ) v |TA. By inversion on the
assumed typing judgment
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alD(co) | b 20:nat | Q;1 Q" + ¢y : Cunit € Sig
Q=0qQ,Q%
alD(co) | b > 0:nat | Q rgiqT ¢ : 7C0

unit

e#in():nat >0
alD(co) | - | Qsig e #inb >0,7¢') : (nat ~ 1C30 )
alD(co) | - | Q3% ksig le #in(b > 0,7¢') : L(nat ~ TC0 )
alD(co) | b = 0:nat | X ksig e @ L(nat ~ 1C30 ) v [7A

(T-AID-RESTORE)

(T-CHARGE)

(T-AID-stop)

(T-Vv-CRrAsH)

we learn the following:
(1) alD(cp) | b =20 :nat | Q;] Q"+ ¢y : Cunit € Sig
(2) Q=Q,Q7
(3) e#in() :nat >0

Therefore, we have the following typing derivation:

alD(co) | b >0:nat | Q1 Q" + ¢y : Cunit € Sig
Q- 0.9
alD(co) | b >0 :nat | Qrs;gT e: TCA0
e#in() :nat >0
alD(co) | - | Qksig e #in(b > 0,Te) : (nat ~ TCﬁLDit)
alD(co) | - | Q;Z ksig le#in(b > 0,Te) : [(nat ~ Tciﬁt)

alD(co) | b =0 :nat | X ksige: l(nat ~ TC2 ) v 1A

unit

(T-AID-RESTORE)

(T-CHARGE)

(T-AID-sTop)

(T-V-CrasH)

The conclusion alD(cp) | b = 0 : nat | &% ksig e @ L(mat ~ TC30 ) v |[TA yields the
desired result.

O
Lemma 6 (well-typedness of commands under crash in jit) jit | b = 0 : nat | ;X kgiy
c:Ch  forSig ={jit|b > 0:nat | ;T rc:Ch )

Proof: Note that C'\ .. = |[(nat ~ 1Ch. )V |Tunit. Let Q' = Q,Q7, where |Q” = X. By

unit
axiom 3] we have that & # in() : nat > 0. Then the typing derivation follows by the assumptions
jit| 5 >0:nat | Q;Xrc:Ch  €Sig.

jitl b >0:nat | Q1Q"+c: . esig
Q=009
m (T-J1T-RESTORE)
jit| b >0:nat| Q rsigTc: TC ;.

e#in():nat >0

jit]- | Q Fsig & #in(b > o,ZTc)l; ér/}at ~ 2O )

(T-CHARGE)

o 520 m (T-JrT-stop)

jit | - 1Y Fsiq Le#in > 0,7¢) : L(nat ~ TC" .

jit]- | sig? 1€ #1n( Te) = I( T"tunlt) (T-v-Crast)
jit|b =0:nat | QT kgig ¢ [(mat ~ 17 ) v [ Tunit
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The conclusion jit | b = 0 :nat | Q;X Fsig ¢ : [(nat ~ TCﬂLit)vlTunit yields the desired

result. [

Lemma 7 (well-typedness of commands under crash in alD) If alD(cy) | » = 0 : nat |
Q;Y bsig ¢’ : Tthen alD(cy) |b = 0:nat | Q; X ksigc: T

Proof: Let the type 7 = C3P_ and note that C3° = |(nat ~ TC3P )V |Tunit. By inversion

" . unit unit unit
on the assumed typing judgment

alD(co) | b 20:nat | Q;1 Q" + ¢y : Cunit € Sig
Q=0qQ,Q%
alD(co) | b >0 :nat | Q rgiqT ¢ : 7¢0

unit

e#in():nat >0
alD(co) | - | Qrsig e #in(b > 0,1¢) : (nat ~ 1C30 )
alD(co) | - | ;% ksig L& #in(b > 0,1¢) : [(nat ~ 1CA0 )
alD(co) | b =0 :nat | X ksig ¢’ @ l(nat ~» Tcﬁﬁt) V | Tunit

(T-AID-RESTORE)

(T-CHARGE)

(T-AID-stop)
(T-Vv-CrAsH)

we learn the following:
(1) alD(cp) | b =0 :nat | Q;] Q"+ ¢y : Cunit € Sig
(2) Q=Q,Q7
(3) e#in() :nat >0

Therefore, we have the following typing derivation:

alD(co) | b >0:mnat | Q1 Q"+ ¢y : Cunit € Sig
Q=0,0%
alD(co) | b >0 :nat | QrsigT c: 7CA0,

e#in():nat >0
alD(co) | - | Qksig & #in(b > 0,7¢) : (nat ~ ¢ )

- D (T-AID-stop)
alD(co) | - | % Fsig Lo #in(b > 0,7¢) : (nat ~ 7¢I
D (T-v-CrasH)
alD(co) | b =0 :nat | X ksig c: L(nat ~ TC5,) V [Tunit

it

(T-AID-RESTORE)

(T-CHARGE)

The conclusion alD(c) | b = 0 : nat | Q; 2 ksiq ¢ : L(nat ~ TC32 ) v |Tunit yields the

. unit
desired result.
O

Theorem 12 (preservation for expressions) If

(f) Md|b > O:nat|Q;X tppsige: T

and for some l—?d N |V : Q| X and natural number n > 0, we have

v|Md|n|N|V]e — y|Md|n [N|V]|e

then
Md|b > 0:nat|Q;Z Frpsige : T

withn' > 0.
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Proof: The proof is by induction on the size of e. We proceed by considering possible cases
fory|Md|n|N|V]e — y|Md|n' |[N|V]e.

Case 1. [D-BiNaRrY-1].

n>0 yIMd|n| N|V]e —»y|Md|n [N|V]|¢]
yIMd|n|N|V]e ©e;— y|Md|n [N|V]|e|Oe

(D-BmNARY-1)

By the first premise of D-BiNnary-1, we have that n > 0. By inversion on the assumed
typing judgment (1) via T-EnouGn? rule, we have

(fi1) Md|b > O0:nat | Q;Z bppsige1 Oep : T

and
(f2) Md|b = O:nat | ;X rrpsige1 ©Oer i T.

By inversion on () via T-BINARY

Md | b
Md | b

Md|b > 0:nat | ;X brpsige1 ©er: T

O:nat | ;X bgpsiger : T

>
> 0:nat | Q;X bppsige2: T

. (T-BINARY)

we learn that
(1) Md|b > O:nat | Q;X Fpsig €1 = T°
(2) MA|b > O:nat | Q;X Fppsig €2 1 T°

By the inductive hypothesis appliedto (1) andy [Md |n| N|V |e; =y |Md|n" |[N|V|
e}, it follows that
Md|b > O:nat | Q;Z Fppsig €] 1 T,

and n’ > 0. By the following application of the T-BiNary rule we get
Md|b > O0:nat | Q;XZ Frpsig €] = T°
Md|b > O:nat | Q;X brpsiger: T
- (T-BINARY)
Md|b > O0:nat | Q;XZ Fgpsig €] Oex: T°

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd |5 > O :nat | Q;X bppsig e} @ey : 7¥via lemma we
getMd | b = 0 :nat | Q;X bppsig €] O ep 1 T°.
Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b = 0:nat | Q;X Fgpsig
e 0e T
In both subcases, we have the typing judgments Md | 5 = 0 : nat | Q;X kppsig €] Oer 1 7°

and Md | b > 0 : nat | QX Fgpsig €] © €z : 7°. Then the desired result follows by
T-EnouGH?:
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Md|b =0:nat | Q;Z kppsig €] Qer 1 T°
Md|b > 0:nat | Q;Z brpsig€] Oer: T

Md|b > 0:nat | Q;Z kppsige] Oer: T

(T-ENouGH?)
Case 2 [D-BINARY-2].

n>0 y|ValMd |n| N|V]ep)

yIMd|n|N|V]e; - y|Md|n' [N |V ]|é

- — ~ (D-BiNARY-2)
yIMd|n|[N[V]|e ©Ge, = y|Md|n [N |V |e Oe

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have

(1)

Md|b > 0:nat | Q;Z Frpsige1 Oex : T
and

(f) Md|b =0:nat | ;X Fro:sig €1 @ €3 =
By inversion on (f) via T-BiNary

Md|b > 0:nat | Q;X krpsiger : T°
Md|b > O:nat | Q;X bgpsiger: T

(T-BmNaRY)
Md|b > O:nat | ;X krpsige1 Oex i T°

we learn that

(1) Md | b >
2)Md|b >

O:nat | ;X Fppisig €1 : T°
0 :nat | Q; > FRro:Sig €2 ° T8
By the inductive hypothesis applied to Md | b > 0 : nat | Q;X Fgpsig €2 : 7° and
yIMd|n|N[V]e, = y|Md|n |N |V ]é), it follows that

Md|b > O:nat | Q;Z Frpsig €5 1 T,
and n” > 0. By the following application of the T-Binary rule we get

Md|b > O:nat | Q;X Frpsig €1 1 T°
Md|b > O:nat | Q;Z Fepsig €5 1 T
Md|b > 0:nat | Q;X brpsige1 O €50 T

We consider two subcases based on Md.

~ (T-Binary)
Subcase 1. [Md = Jit]. ByMd |b > O :nat | ;X bgpsig €1 O € : T° via lemma we
getMd | b = 0:nat | Q;X bppsig €1 Q€)1 T°.
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Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b = 0:nat | Q;X Frpsig
eo0e, T

In both subcases, Then the desired result follows by T-ExoucH?:

Md|b =0:nat | QX tppsige1 Oey 1 T°
Md|b > 0:nat | Q;Z Frpsige1 O €50 T

Md|b > 0:nat | QX Fpsige1 ©€5 0 T

(T-ENouGH?)

Case 3. [D-BiNnaRY-V].

n=n+1
Val(y |[Md | n|N |V ]e)) Val(y |1Md | n|N |V ]ey) v=e Qe

yIMd|n|N|V]e©e; - y|Md|n' | N|V]|v

(D-BNARY-V)

By the first premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have

(f1) Md|b > O0:nat | Q;Z Frpsige1 Oex: T

and
(f) Md|b =0:nat | QX Fro:sig €1 @ €3 =

By inversion on () via T-BINARY

Md|b > 0:nat | Q;X kgpsiger : T°
Md|b > O0:nat | Q;X brpsiger i T

Md|b > O:nat | Q;X brpsiger ©ex: T

. (T-BmNaRrY)

we learn that
(1) Md | b > O:nat | Q;X Fppsig €1 = T°
(2) MA|b > O:nat | Q;X Fppsig €2 1 T°

From (1) and (2), we apply inversion on T-ExouGH?, T-V-Succ, and T-R-SHiFt to get Md |
b :nat | QY rrpsig €1 : TA*and Md | b : nat | Q, 2 tppsig €2 @ TA® for X =| X'. By
definition of © operator, we have Md | b : nat | X" rgpsig v : TA forv = e; © 5. By
application of T-V-Succ and T-R-Suirt we get

Md|b > 0:nat | QX brpsigV: T

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | b > 0 :nat | QX repsig v : 7° via lemma[28] we get
Md|b = 0:nat | QX bgpsig v : T
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Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b = 0:nat | Q;X Frpsig
vt

In both subcases, Then the desired result follows by T-ExoucH?:

Md|b =0:nat | QX brpsigV: T
MAd|b > O:nat | Q;X brpsig V: T
>

Md | b

(T-enouGH?)
0:nat | Q,Z }_RD;Sig vV.T

Case 4. [D-VAR-READ].

y=7.lxm> 1] V=(@q—v,V'  6qRD)#UN n=n+1
yIMd|n|N|V]|x—>y|Md|n [N|V]v

(D-vAR-READ)

By the last premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O:nat | Q;Z Frpssig X : T

and
(f2) Md|b = 0:nat | Q;X Fgpssig X : T

By inversion on () via T-V-Succ

Md | b :nat | Q; X bgpsig X LA
- (T-v-Succ)
Md|b > 0:nat|Q;X bppsig x: 71 V TA

we learn that Md | b : nat | Q; X kepsig X : LTA'.

By inversion on Md | b : nat | ;X bgpsig x : | TA’ via T-R-Shirr

=1 Md | b:nat | Q,% rppsig X : TA
Md|b:nat|€;X Fppsig X : LA

(T-R-SHIFT)

we learn that Md | b : nat | Q, 2 bppsig X : TAland X = | Y.
By Lemma applied to the assumption |—¥d N|V:Q]|Xand premise £ = |¥’, we know

that I—Q”d N |V : Q%Y. By definition of well-formedness, we know thaty = y’, [x + £] and
Md|b:nat|Q,Y Fppsig X : TA®

By application of T-V-Succ and T-R-SHiFT we get
Md | b > 0:nat | QX FrD:Sig X ° 7’

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | b > O:nat | Q;X tppsig X : 7° via lemma we get
Md|b = 0:nat | Q;X bgpsig X @ T°.
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Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b = 0:nat | Q;X Frpsig
x: T

In both subcases, we have Md | b = 0 : nat | Q;X tppsig X : 7°. Then the desired result
follows by T-EnouGH?:

Md|b =0:nat | Q;X Frpsig X : T°
Md|b > 0:nat | ;X bgpsig X1 T

(T-ENoOUGH?)
Md|b > O:nat | Q;X brpsig X: T

Case 5. [D-N-REaD].

The proof is analogous to the previous case.

O
Definition 15 We write ¥’ = trim(X, V, y) where x:t@q € X' iff y = [x = {],y and x:1@qg €
and € € dom(V).
Lemma 8 (equality of trimmed volatile contexts) If
(i) ¥’ =trim(Z, Vo, v0)
(ii) |—¥dN|V:Q|Z,
(iii) Hia N |V 2 QY7
(iv) dom(Vy) € dom(V) and dom(Vy) C dom(\V’")
(v) yo Cyandy, Sy’
then ¥ = trim(X”’, Vo, y0).

Proof: We need to show that X" = trim(X”, Vy, yo). The proof proceeds by proving each direc-
tion separately:

Ad=. Letx: |TA@g € Y. Then by (i), we have
(1) x: |[TA@g e X
(2) yo =[x 11,7
(3) L € dom(Vy)
We need to show that x : |[TA@qg € X”. From (2) and y, C y”, it follows that Jy{ 2 y;
such that y” = [x = I],y{ (x). By (iv) and (3), we have that / € dom(V’). So, V|, v such
that V' = V{,/ <> v (%) and - + v : TA (*x*). Note that inverting (iii) via V-Loc yields the
well-formedness judgment l—g",f’ N | V) : Q| Xy (+) and ¢ = Ck (%). Then, it follows by
0
V-Loc applied to (), (%), (xxx), (T), (¥) that x : [TA@gq € X”.
Ad <. Let

(1) x: |[JA@g e X"
(2) yo =[x 1],y
(3) I € dom(Vy)
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We need to show that x : [TA@q € ¥'. To this end, it suffices to show that x : [TA@q € X.

By (3) and dom(Vy) € dom(V), we have that [ € dom(V). Therefore, 4V}, v such that
V =V,l@q = v (x),-+v:TA (xx),and ¢ = Ck. From (2) and yy C y, we have that
dy" 2 vy, such that y = [x + [],y’. Note that inverting (ii) via V-Loc yields the well-
formedness judgment l—g",d N | V) : Q| Zy (). By V-Loc applied to (x), (x%), (%),
qg =Ck,and y = [x — [],y’, we have

x:|lA@gex

Then it follows by definition 28| applied to (i) that

x:|TA@qg el

We have shown that x : |[TA@qg e ¥ iff x : |[TA@qg € X',y =[x — [],7, and | € dom(V).
The desired result holds by definition [28] U

Lemma 9 (well-formedness of smaller memories) If
(i) l—ﬂdN|V:Q|Z,
(iit) V' =V | dom(\V"),
(iii) ¥’ =trim(X,V’',v"), and
(iv) vy Sy
then I—g,d NIV :Q|Y.

Proof: By (2), observe that V 2 V”. The proof proceeds by induction on the size of V — V”.

Base case: [V - V”|=0. If[V—-V"”| =0, then V = V” and the desired result holds by assumption
(D).
Inductive case. Let |V —-V”| = k£ + 1 where |Vo—V”| = kK where V = V,,/@Ck — v and

-Fv:TA. Let x:|TA@g € X such that £ = X, (x:/TA@g). By inversion on V-Loc applied
to the assumed judgment:

HIN|Vo:QIZy  y=[x 1% V=Vy,l@Ck—v -+v:TA
FENTV Q| 20, (x:lTA@q)

V-Loc

we learn that
(1) k22N|VO:Q|ZO
2) y=[xrm1,7
(3) V=V, l@Ck — v
4 -Fv:TA
Now we need to show that V’ = Vg | dom(V’) and ¥ = trim(Zo, V', y").
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Ad V"’ =V, [ dom(V'). To show that V' = V, | dom(V’), it suffices to show that [ ¢
dom(\V'):
By assumption, it follows that / € V—V”, or equivalently, [ € V and [ ¢ V”’. Now sup-
pose that [ € dom(V’). Then it follows by (ii) that [ € V”, a contradiction. Therefore,
we have [ ¢ dom(\V").
Therefore, V' = Vg | dom(V’) follows by [ ¢ dom(V’) and (ii).

Ad Y =trim(Zy, V', y’). To show X’ = trim(Xy, V', y"), we first need to show that

(a) dom(V") € dom(Vy)

(b) dom(V’") C dom(V)

() y=27

(d) yo 2

(a) follows by V"’ = Vg | dom(V’). Towards (b), note that since V 2 V” by as-
sumption, we have dom(V) 2 dom(N"”). By V' = Vy | dom(V’), it follows that
dom(N"") = dom(\'"). Therefore, dom(V') C dom(V) (b) holds. (c) follows by as-
sumption (iv). By definition, y = [x + [], vy, S0 vy, is the smallest subset of y not
containing x — [. Observe that y’ is a subset of vy that does not contain x — [. So,
v 2 vo 2 v, which concludes the proof of (d).

¥ =trim(Xy, V', y’) follows by lemma [36] applied to (iii), (a), (b), (c), and (d).

By the inductive hypothesis applied to (1), V"’ = Vg | dom(V’), and ¥’ = trim(Zy, V', y"),
we have I—ﬁ? N |V”:Q|X. This is the desired result.
O

Lemma 10 (Monotonicity of volatile memories) Ify |Md |n [N |V |c — ' |Md | n" | N |
V" | ¢’ where ¢ # c1;w ca, then dom(V) € dom(N"), y Cv'.

Proof: The proof is straightforward, proceeding in cases on the dynamic rules. U
Definition 16 Q > Q' jff Vxit@q € Q, we have x:t@q" € Q' where ¢ # UN and either g = ¢’
ordé(g, Wt) =¢'.

Lemma 11 I[fMd| b >0 :nat | Q;X tgig € : ngit 4 Y, then dom(Q) C dom(£)).

Proof: The proof is by induction on the size of c. We consider possible cases forMd | b > 0 :
nat | QX kgigc 1 C4 4 Q.
Case [T-C-SHiFT].
X= ¥ Q=007 Md | b :nat | QY ksig sSkip : Tunit 4 Q;

: : (T-C-SHrrFT)
Md | b :nat|Q;X ksig SKip : [Tunit 4 Q; [dom(Q)

By definition of [, we obtain the desired result dom(€2) C dom(Q [dom(LQ)).
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Case [T-seq].

Md | b>0:nat| Q2 kgigcp: C9 4 Q)
Md|b>0:nat|Q;Zksigcr:74Q"7

Md|b>0:nat | QX ksigcpei74Q"

(T-seQ)

By inversion of T-seq, we learn that
e Md|b>0:nat| QT ksiger: Cl 4

*Md|b>0:nat|Q ;X tgigcr 74"
By applying the inductive hypothesis to each of these judgments, we learn that dom(Q) C

dom(Q') and dom(£)") C dom(€)"). By transitivity, we establish the desired result dom(Q) C
dom(Q)").

Case [T-seq@-p]. This case is similar to T-sgq.

Case [T-Vv-Succ, T-LET, T-Assian, T-Ir, T-enoucH?].  In each case, we apply the inductive hy-
pothesis to learn that dom(€2) C dom(€Y").

U

Theorem 6.2 (Preservation for Commands) If
(f) Md|b = 0:nat| QZbFsigc:74Q

andy | Md | n | N | V| cis well-formed, kgd N|V:Q]|ZX dom(Ng) € dom(V), and for some
(co-)natural number n > 0, we have

yIMd|n|N|V]|c = y |Md|n [N |V |
then for some X', and )
Md|b > 0:nat| QX Fsigc :T74Q

where I—ﬁ? N |V Qo T, Q> Qp andn’ > 0. Moreovery | Md | n’ | N | V' | ¢’ is well-formed.
Moreover, dom(N) = dom(N’), and if Md = alD(cy), then N"\ {MFstWt,Wtn} = N\ {MFstWt, Wtn}
and dom(N_,)) € dom(V’).

Proof: The proof is by induction on the size of ¢c. We proceed by considering possible cases
fory|Md|n|N|V|c — v |Md |n" N |V ]|C.
Case 1 [D-LET-STEP].

n>0 yIMd|n IN|V]|e—y|Md|n |[N|V]|e
vIMd|n [N|V]|letx=cinc—y|Md|n' |[N|V|letx=¢"inc

(D-LET-STEP)
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By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > 0:nat | Q;Z kgigletx =einc: 74 Q

and
(f2) Md|b =0:nat | Q;X tgig letx =einc: 7

where Sig” = ifMd = jit,thenSig’,elseSig and Sig” = Md | » > 0 : nat | Q;Z +
letx =einc: 7}.

By inversion on () via T-LET

Md| b >0:nat | Q;X rgpsig e : C°
Md| b >0:nat | G Z, x:]TA@CkFsigc:74Q

Md| b >0:nat | Q;Z Fsigletx =einc: 74

(T-LET)

we learn that
(1) Md| b >0:nat | QX kepsig e : C2
(2) Md| b >0:nat | Q;Z, x:]TA@Ck Fsjgc: 74
By the application of Theorem [I7]to (1) and the premisey |[Md |n [N |V | e — y | Md |
n |N|V|é, it follows that
Md | b > 0:nat | QX kgpsig € : C

and n” > 0. By the following application of the T-LET rule we get

Md| b >0:nat | Q;X Fppsig € : C3
Md| b >0:nat | Q;%, x:|1A@Ck rgjgc:TH4

Md| b >0:nat | Q;Z Fsigletx =¢'inc: 74 Q'

(T-LET)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. LetSig; ={Md | » >0 :nat | Q;X + letx = ¢’inc : 7°}. It
follows via lemma[30, we getMd | b = 0 :nat | Q;X kg3 letx = ¢’inc: 7°.
Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd| b =0:nat | Q;X Fsigr
letx=¢inc: .

In both subcases, the desired result follows by T-Exouch?:

Sig;={Md| b >0:nat | Q;Zrletx=¢"inc: 7’}
Sig, = if Md = jitthen Sig,, else Sig
Md| b =0:nat | Q;X ksig, letx =¢€’inc: 7
Md| b >0:nat | Q;Z ksigletx =e’inc: 74 Q'

- (T-ENnouGH?)
Md| b >0:nat | Q; X rsjgletx=€'inc:74Q’
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Observe that the well-formedness of v | Md | n” | N | V | letx = ¢’ inc follows by
definition and Q > Q follows by definition [/, both vacuously. Additionally, observe
that N \ {MFstWt,Wtn} = N\ {MFstWt, Wtn}, as desired. The detail dom(N) € dom(V)
follows by assumption.

Case 2. [D-LET-V].

Vally |Md |n [N|V]e) ¥ =y, [xm (] ¢ fresh n=n+1
vIMd|n [N|V]letx=cinc -y |Md|n |[N|V, {@Ck — e]|c

(D-LET-V)

By the last premise n > 0, and n” > 0. By inversion on () via T-ENouGH? rule, we have
(f1) Md|b > O:nat | ;X rletx=einc:74Q

and
(f2) Md|b =0:nat | Q;Z+letx =einc: T

By inversion of (f;) via T-LEer

Md | b >0:nat | QX rgpsige: C32
Md| b >0:nat | Q;Z,x:]TA@Ckrc:T74

Md| b >0:nat | Q;Zrletx=cinc:74Q

(T-LET)

we learn that

(1) Md| b >0 :nat | X kpsig e 0 C

@2)Md| b >0:nat | X, x:|TA@Ck+c:T74
The typing judgment (2) completes the proof, if we can show that kgfi N|V,l@Ck — e:
Q|2 x:|TA@Ck.
By Val(y |[Md | n | N | V| e), we can apply inversionon Md | b > 0 : nat | Q;X Fgpsig
e: Cﬁd via T-Enoucn?, T-V-Succ, and T-R-SHIFT to get

Md|b:nat | Q% Frpsig € TA,

where £ = | Y.
This is enough to prove I—gfjl N|V,{@Ck — e: Q|2 x:|TA@Ck.

Observe that the well-formedness of ¥’ | Md | n” | N | V, £@Ck — e | ¢ follows by defi-
nition vacuously because c is not of the form ¢’; ¢”’. Observe that Q > Q follows by
definition[7] vacuously. Additionally, observe that N\ {MFstWt,Wtn} = N\ {MFstWt, Wtn},
as desired. The detail dom(N¢) € dom(V,{@CK — ¢) follows by assumption and the
observation that dom(V) C dom(V,{@CK — e).

Case 3 [D-ASSIGN-STEP].
n>0 yIMd|n [N|V]e - y|Md|n' [N|V]|¢
(D-ASSIGN-STEP)
vIMd|n [N|V]|x:=e - y|Md|n' |[N|V]|x:=¢
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By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O0:nat | Q;Ztsigxi=e:74Q

and

(f2) Md|b =0:nat | QX tgigr xi=e: 7T
where Sig” = if Md = jitthenSig’ elseSigand Sig' = {Md | b > O :nat | Q; X+ x :=
e:Th

By inversion on () via T-AsSIGN

Md| b >0:nat | Q2 bepsig e : C
Md| b >0:nat | T by x: TAAQ

Md| b >0:nat | Q;Z kg xi=e : CM 4 Q

unit

- (T-AssigN)

we have
e Md| b >0:nat | Q;X rgpsig e : C% and
e Md| b >0:nat | QT kyrx: [TAHQ.
By the application of Theoremon Md| b >0 :nat | QX Fppsig € : Cf:{d and the
premise y [Md|n |[N|V]e — y|Md|n" |N|V]¢, it follows that
Md | b > 0:nat | QX rgpsig e @ C,

and n’ > 0. By the following application of the T-AssigN rule we get

Md| b >0:nat | QX Frpsig e’:Cﬁd1
Md| b >0:nat | QX kyrx: TAA4Q

Md| b >0:nat | Q;Z kg x:=¢ : M 40

unit

- (T-AssiGN)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig; = {Md | b > 0:nat | Q;X + x := ¢’ : 7}. It follows by
lemma[30jthat Md | & = 0 :nat | Q;Z ki x:=€ 1 7.
Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b =0 :nat | QX ksig
x:=e 7.

In both subcases, the desired result follows by T-EnoucH?:

Sig;={Md| b >0:nat | Q;Z+x:=¢€:7}
Sig, = if Md = jitthen Sig, else Sig
Md| b =0:nat | QX rsig, x:=€": T
Md| b >0:nat | X ksigxi=€ :74Q

Md| b >20:nat | Q;ZFsigxi=e 174

(T-ENnouGH?)
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Observe that the well-formedness of y | Md | n’ | N | V | x := ¢’ follows by definition [26]
vacuously. The detail Q > Q follows by definition |/, vacuously. Additionally, observe that
N\ {MFstWt,Wtn} = N\ {MFstWt, Wtn}, as desired. The detail dom(N¢) C dom(V) follows
by assumption.

Case [D-AssIGN-V].
Val(y |[Md |n | N |V |e) V=V, (@g—V
q = d(q,wt) # UN vy=v,[x—> {] n=n"+1
yIMd|n|N|V]x:=e — y|Md|n' |[N|V,(@qg — e|skip

(D-AssiGN-V)

By the last premise n > 0, and n” > 0. By inversion on (}) via T-ENouGH? rule, we have
(f1) Md|b > O0:nat | Q;Zrgigxi=e:74Q

and
(f2) Md|b =0:nat | QX tgigr xi=e: 7

where Sig” = if Md = jitthenSig’ elseSigand Sig' = {Md | b > O :nat | Q;Z + x :=
e:Th

By inversion on () via T-AsSIGN

Md| b >0:nat | Q2 bepsig e : C
MAd| b >0:nat | QT ryrx: [TAAQ

Md| b >0:nat | Q;Trggx:=e :C 40

unit

- (T-AssioN)

we have
(1) Md| b >0 :nat | ;X I—RD;Sige:Cfgd
@2)Md| b >0:nat | X kyrx: [TAAL

By V-Loc and the definition of V, we have that l—gd N|V,f@Ck — V) : Q| X, (x:]lT
A@Ck) where = X, (x :|T A@CK). It follows by inversion on T-w-SHirt and T-Loc-WRrITE

=1 Q=Q0,Q«
Q)L =x:TA@QCK,Q, =Q"  CK=0(CK, Wr) # UN

Md| b >0:nat | Q% Fyrx:TA4Q"

(T-Loc-WRITE)

(T-w-SHIFT)
Md| b >0:nat | Xty x: [TA A4 Q" [dom(Q)
that
o Q' =Q"[dom(Q) (AQ")
o O =0, %
o ¥ =¥
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* Q=200 «

It follows by assumption N € V and the well-formedness condition I—gd NIV:QIZ

that Q; € X’. Hence Q C Qg,Y’. Since Q" = Q,Y’, it follows that Q C Q”, and hence
Q = Q" [dom(Q). Since Q' = Q" [dom(Q), we have that Q = Q.

By the premise Val(y | Md | n | N | V| e), we can apply inversionon Md | & > 0 : nat |
Q; 2 Frpsig € - Cﬂd via T-EnxoucGn?, T-V-Succ, and T-R-SHIFT to get

Md | b :nat | QX Fppsig € TA,
where £ = |[Y/.
Appying V-Loc, we can show that H* N | V', (£@Ck < ¢) : Q | Zo, (x :/T A@Ck) where
Y =2, (x:]T A@CK).
We want to show that

Md| b >0:nat | Q;X Fsig skip : Cynix 4 Q" [dom(Q2).
Noting that Q = Q" [dom(Q), it follows by T-Skip, T-C-Snirt, and T-V-Succ that

Md| b >0:nat | Q;X bsig sSkip : Cynir 4 Q.

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig;, = {Md | b > 0 : nat | Q;X + sKip : Cyi¢}. From
lemma[30, we getMd | b = 0:nat | Q;X ksjq skip : Cynis.
Subcase 2. [Md = aID(cp)]. By () via lernma wegetMd | b =0 :nat | Q;X ksiq
skip : Cunic-
In both subcases, the desired result follows by T-Exouch?:
Sig, ={Md| b >0 :nat | Q;Z + skip : 7}
Sig, = if Md = jitthenSig,, else Sig
Md| b =0:nat | Q;X Fsig, SKip : Cunit
Md| b >0:nat | ;X ksig Skip : Cynit 1 Q
Md| b >0:nat | ;X ksig SKip : Cynic 1 Q

(T-ENouGH?)

Observe that the well-formedness of y | Md | n" | N | V', £@q" — e | skip follows by
definition [26 vacuously, and Q > Q follows by definition [7, both vacuously. Addition-
ally, observe that N \ {MFstWt,Wtn} = N\ {MFstWt, Wtn}, as desired. Lastly, note that
dom(V) = dom(V',£@q" — e). Therefore, it follows by assumption that dom(N.) C
dom(V',t@q" — e).

Case [D-AssiGN-N].

Val(y |Md |n | N |V |e) N=N,{@g —
q = 6(q, W) # UN v=7,[x— {] n=n"+1

vIMd|n|N|V]x:=e —» y|Md|n |[N,f@qg — e|V|skip

(D-AssigN-N)
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By the last premise n > 0, and n’ > 0. By inversion on () via T-ENouGH? rule, we have
(f1) Md|b > O0:nat | Q;Zrgigxi=e:74Q

and

(f2) Md|b =0:nat | QX tbsigr xi=e: 1
where Sig” = if Md = jitthenSig’ elseSigand Sig' = {Md | b > O :nat | Q; X+ x :=
e:Th

By inversion on () via T-AsSIGN

Md| b >0:nat | Q% bepsig e : C
Md| b >0:nat | QT kyrx: [TAAQ

Md| b >0:nat | Q;Trggxi=e M 40

unit

- (T-AsSIGN)

we learn that
(1) Md| b >0 :nat | ;X I—RD;Sige:Cfgd
2)Md| b >0:nat | X kyrx: [TAAQ

By inversion on (2) via T-w-Suirt and T-Loc-WRITE:

Y=Y Q =0, Q x
Qp, Y =x:1A@q, Q)
Q"' =x:1A@q,Q, q = d(q,Wt) # UN

Md| b >0:nat | Qo, X Fyrx:TAA4Q"
Md| b >0:nat | QX kyr x: [TA 4 Q" [dom(Q)

(T-Loc-WRITE)

(T-w-SHIFT)
we have

(1) Q" =Q"[dom(Q) (AQ")
(i) T =]%
(i) Q = Qp, Q
(iv) 0, =x:TAQ@q, Q)
(v) Q" =x:TA@q,Q,
(vi) ¢ = d6(q, Wt) # UN

By Val(y |[Md |n | N |V | e), we can apply inversionon Md | b > 0 : nat | Q;X Fgpsig
e : C via T-Enoucn?, T-V-Succ, and T-R-SHiFT to get

Md | b :nat | QX Fppsig e TA,
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where ¥ = |X’. This is enough to prove ng (t@Ck — e,N") | V: (x: TA@q', Q) | X.
From here, we note that since x : TA@g, we have x : TA@q € Q. Therefore, Q" = Q°, 3’
for some Q° < Q (i.e., Q’ = Qf,x: TA@q" where Q) = Q,x: TA@q).

We now need to show that:

Md| b >0:nat | QX ksiq skip : Cynir 1 Q" [dom(Q).

Let Q) = Q°, Qék. By T-Skip, T-C-SHirT, and T-V-Succ, and recalling that Q" = Q" [dom(€2)
(as defined above), we have

=1y =00,
Md| b >0:nat | Q%% kg, skip : Tunit 4 Q”
Md| b >0:nat | Q% tsi, skip : [Tunit 4 Q7 [dom(Q)
Md| b >0:nat | QX Fsig sKip : Cunie 4 Q7 [dom(Q)

(T-Skrp)

(T-C-Snrrr)

(T-v-Succ)

We now need to show that dom(£)") = dom(Q2). From (i), we have that dom()") C dom(Q2).
By Lemma [39] we have that dom(€) C dom(<Y').

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig, ={Md | b > 0:nat | Q';X + skip : Cuni¢}. By lemma
we getMd | b =0:nat | ;X + skip : Cynir.
Subcase 2. [Md = aID(c()]. By (f2) via lemma[31] we getMd | b = 0 : nat | Q;Z +
skip : Cunix-

In both subcases, the desired result follows by T-ExoucH?:

Sig,={Md| b >0 :nat | Q;Z + skip : Cunit}
Sig, = if Md = jitthen Sig,, else Sig
Md| b =0:nat | Q;X Fsig, SKip : Cunit
Md| b >0:nat | QX ksig SKip : Cynir 4 Q" [dom(Q')

Md| b >0:nat | QX ksig SKip : Cynix 4 Q" [dom(')

(T-ENouGH?)

Observe that the well-formedness of y | Md | n’ | N',{@q" — e | V | skip follows by
definition 26] vacuously. The detail Q > €’ follows by definition [7, (iv) and (v) from
above, and the premise ¢ = (g, Wr) # UN. If Md = aID(cy), we want to show that
N\ {MFstWt,Wtn} = (N, {@q" — e) \ {MFstWit, Wtn}. By definition, N = N', {@g — V'.
Since ¢ is written to, ¢’ = Wtn, and either ¢ = Wtn or ¢ = MFstWWt. Now we need
to show that N',{@g — V' \ {MFstWt,Wtn} = N, {@qg" — e\ {MFstWt,Wtn}. From
above, this reduces to showing N’ \ {MFstWt,Wtn} = N’ \ {MFstWt,Wtn} which holds
trivially. Lastly, note that dom(N) = dom(N’,{@q" — e). Therefore, it follows by as-
sumption, and the definition of 6 (i.e. ¢’ = Ck if ¢ = Ck), that dom(N(C)k) C dom(V) where
N, {@q — e = N‘C)k, N,
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Case 6 [D-IF].

yIMd|n |[N|V]|e - y|Md|n |[N|V]|¢
v|Md|n |[N|V]|ifethenc elsec, — y|Md|n' | N|V|ife thenc elsec,

(D-Tr)

By the first premise n > 0. By inversion on () via T-ENouGH? rule, we have
(f1) Md|b > 0:nat | Q;X kg4 ifethencelsec, : 74 Q

and
(f2) Md|b = 0:nat | Q;Z +siq ifethenc; elsec, : 7

where Sig” = ifMd = jitthenSig' elseSig and Sig’ = (Md | » > 0 : nat | ;X +
if ethenc; elsec; : 7}.

By inversion on () via T-Ir

Md| b >0:nat | Q% bepsig € : Cho,
Md| b >0:nat | Q;ZFsigcy 174
Md| b >0:nat | Q;Zsigcr 174

Md| b >0:nat | Q;X tsiq ifethenc elsec, : 74 Q'

(T-Tr)

we learn that
(1) Md | b >0 :nat | Q;3 Frpsig € : (o
(2) Md| b 20:nat | Q;Zksigcy T4
3) Md| b >0:nat | Q; X tgigcr 1 T74Q"
By the application of Theorem[I7jon (1)andy [Md |n [N|V | e — y|Md|n' [N|V|¢,
it follows that
Md | b > 0:nat | Q;% rppsig € : GO,

and n’ > 0. By the following application of the T-Ir rule we get

Md| b >0:nat | Q;X Frpsig e’:CZSO,
Md| b >0:nat | Q;Z Fsigcy 174
Md| b >0:nat | Q;ZFsigcr 174

Md| b >0:nat | Q;X rsiq if ¢’ thencelsec, : 74 Q/

(T-Tr)

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. LetSig;, = {Md | » > 0 :nat | Q;X + if ¢’ thenc, elsec; : 7}.
By lemma[30, we getMd | b = 0 : nat | Q;X ki, if ¢’ thenc, elsec; : 7.

Subcase 2. [Md = aID(cj)]. By (f;) via lemma wegetMd | b =0 :nat | Q;X +
if ¢’ thenc; elsec; : 7°.
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In both subcases, the desired result follows by T-ExoucH?:
Sig; ={Md| b >0:nat | Q;X + if ¢’ thenc, elsec; : 7}
Sig, = if Md = jitthen Sig,, else Sig
Md| b =0:nat | Q;X rsiq, if ' thencelsec, : 7
Md| b >0:nat | QX tsigif e’ thencelsec, : 74 Q

Md| b >0:nat | Q;Z sigife’thenc,elsec, : 74Q

(T-ENOUGH?)

Observe that the well-formedness of y | Md | n’ | N | V | if ¢’ then ¢, else ¢, follows by
definition 26 and Q > Q follows by definition [7, both vacuously. Additionally, observe
that N \ {MFstWt,Wtn} = N\ {MFstWt,Wtn}, as desired. The detail dom(Ns) € dom(V)
follows by assumption.

Case 7. [D-Ir-11].

n=n+1 Val(y |1Md |n | N | V| tt)
v|IMd|n|N|V]|ifttthenc elsec; — y|Md|n' [N|V ]|

(D-Ir-TT)

By the first premise n > 0, and n’ > 0. By inversion on () via T-ExouGH? rule, we have
(f1) Md|b > O:nat | Q;X sig if ttthenc,elsec, : 74 Q'

and
(f2) Md|b = 0:nat | Q;X tgig if ttthenc elsec, : 7

where Sig” = ifMd = jitthenSig elseSig and Sig’ = Md | b > 0 : nat | ;X +
if ttthenc elsec, : 7}.

By inversion on () via T-Ir

Md| b >0:nat | Q;X Frpsig tt:Cfﬂol
Md| b >0:nat | Q;ZFsigcy 174
Md| b >0:nat | Q;ZFsigcr 174

Md| b >0:nat | Q;X Fsiq if ttthenc,elsec, : 74 Q'

(T-Tr)

we learn that

(1) Md | b >0 :nat | QX FRrD;Sig tt: CZISOI

(2) Md| b >0:nat | Q;Z Fsigey T4

3) Md| b >20:nat | Q;Ztsigcr T4
Observe that the well-formedness of y | Md | n” | N | V | ¢; follows by definition [26]
vacuously because c; is not of the form ¢’;y ¢”. The detail Q > Q follows vacuously by
definition [71

The typing judgment (2) completes the proof, because l—ﬁd N |V : Q]| Zholds by assump-
tion. Additionally, observe that N \ {MFstWt,Wtn} = N \ {MFstWt, Wtn}, as desired. The
detail dom(Nc) € dom(V) follows by assumption.
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Case 8 [D-Ir-rr]. Similar to the previous case.
Case 9 [D-sEq].

n>0
yIMd|n|NIV]cie —>7|Md|”|N|V|C1§y|vC2

(D-seQ)

By the premise n > 0. By inversion on (1) via T-ENouGH? rule, we have
(f1) Md|b > O0:nat | Q;Zkgigcr3cr: T4
and
(f2) Md|b =0:nat | Q;Ztsigr c1562: 7T

where Sig” = if Md = jitthenSig’ elseSigand Sig’ ={Md | b > O:nat | Q; X+ ¢3¢0 :
5.

By inversion on () via T-SEQ

Md| b >0:nat| QX ksig ey : Cunie 1 Q'
Md|b20:nat | Ql;ZFSiQCQ‘:T—'QU

Md| b >0:nat | Q;Zksigcrser 174Q7

(T-SeQ)

we learn that

(1) Md| b 20 :nat| Q;Z Fsig ¢1 : Cunit 1

2y Md| b > 0:nat | QX kgigcr 1 7T° 4 Q"
Put W = y | V. We now want to show that £ = trim(XZ,V,y). By definition 28| it is
straightforward to see that trim(Z,V,y) € X. We need to show X C trim(Z,V,y). Let

x : J[TA@g € X be arbitrary and write £ = ¥',(x : |[TA@g). Then by inversion on the
well-formedness definition V-Loc:

FEONV QLY
V=V ,{@g—v q =Ck vy=7%,[x {] “FVv:TA
FYONIV:QIY, (x:l1A@g)

(V-Loc)

we know that y = ¥/, [x — {] with £ € dom(V). From here, definition 28| implies that
x € trim(%,V,y). Because x € X was arbitrary, we have shown that £ C trim(Z, V, y).
Therefore, X = trim(Z, V, y).

By the following application of the T-seq-p rule

W:yIV MdlbZO:natlQ;ZI—Sigclzcunit—|Q'
Y =trim(%,V,y) Md| b > 0:nat | QX kgiger:T4Q"

Md| b >0:nat | QZksigczwer 1 74Q7

(T-seq-D)
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we learn thatMd | b > 0 :nat | Q;2 bsigciswer 1 74Q"
We consider two subcases based on Md.
Subcase 1. [Md = Jit]. LetSig;, ={Md | » >0 :nat | Q;Z F ci;wes @ 7). By lemma
B0, wegetMd | b =0:nat | Q;X+cpywer T
Subcase 2. [Md = aID(c()]. By (f,) via lemma[31] we getMd | » = 0 : nat | Q;X +
Cliwey T,

In both subcases, the desired result follows by T-ExoucH?:

Sigy={Md| b >0 :nat | X+ cswer T}
Sig, = if Md = jitthen Sig, else Sig
Mdl b =0:nat | QX Fsig, ClswC2 © T

Md | b >0 :nat | Q,Z "Sig Clsw€Cp i T H Q7
— (T-eNouGH?)

Md| b >0:nat | QX ksig crswer : T4 Q

Observe that the well-formedness of y [ Md | n | N | V | ¢;3,v 2 follows by definition
since y C y and dom(Nc) € dom(V) C dom(V). The detail Q > Q follows by definition [7]
vacuously. Additionally, observe that N \ {MFstWt,Wtn} = N \ {MFstWt, Wtn}, as desired.

Case [D-SEQ-STEP].

n>0 yIMd|n | N|V]|c, — ¥ |Md|n" [N |V ]
yIMA|n|N|V]ciwe, = ¥y Mdn" [N |V |chwe

(D-SEQ-STEP)

The premises yield
(a) n>0
() yIMd|n | N|[V]ci — ¥ [Md[n [N |V ]c]
By assumption, note that
J l—ﬂd NIV:Q|X
e Md|b > 0:nat | Q;Z bgigcrswer 174
e y|Md|n|N|V]|ciwc; is well-formed.

Put W = vy, | Vo. Then by definition 26] we have dom(V,) € dom(V) and 7y, C y. Observe
thaty |Md | n | N |V | ¢; is well-formed, which vacuously follows by definition 26|because
c1 does not have the form ¢’;y ¢”” and we always run the command c; before c,.

By inversion of Md | b > 0 :nat | Q;X tsig c13wer 74 Q' via T-ENoucH? rule, we have
(f;1) Md|b > 0:nat |Q;2|—sigC1;WC21T—|Q,

and
(f2) Md|b = O0:nat | QX bsigr cliwea: T
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where Sig” = ifMd = jit,thenSig’,elseSig and Sig” = Md | b > 0 : nat | Q; X +
Criw et Th

By inversion of (f;) via T-seQ-p

W:’)/()|V() MdIbZO:natlQ;Zl—Sigcl:Cunit—|Q'
¥ = trim(Z, Vo, yo) Md|b>0:nat | QX ksigcr i T74Q7

Md|b>0:nat | QX tsigeiswer 1 74Q7

(T-seqQ-D)

we learn that
(I) Md | b >0 :nat | Q; X Fsig €1 : Cunie 1’
(2) X' =trim(Z, Vo, y0)
(3) Md|b>0:nat| QX Fgiger: 74"

By the inductive hypothesis applied to (1), (b), the well-formedness of y | Md | n | N |
V| ¢, I—gd N|V:Q|Z n>0,and dom(Ny) € dom(V), we get Md | b > O : nat |
QO;ZN Fsig C,1 : Cunie - Q,, where

() l—gf‘ N |V Q| X,

(i) n" =0,
(iii) ¥ |Md | n" | N" | V' | ¢] is well-formed,

iv) Q> Qy,

(v) if Md = alD(c¢p), N \ {MFstWt,Wtn} = N’ \ {MFstWt, Wtn}, and

(vi) dom(N.,) € dom(\V")
We now need to show that dom(N,) € dom(Vy) € dom(V’) and vy C y’. Observe that ¢; #
c’;w ¢’ because ¢ ¢, and we always run ¢ first. By lemma[38]and ¢; # ¢’; ¢”, it follows
that dom(V) C dom(V’) and y C . Then it follows by dom(Vy) € dom(V) and vy C y
(as shown above), that dom(Vy) C dom(V) € dom(V’) and v, C v C y’. Additionally,
it follows by assumption that dom(N) = dom(N’), and so it follows by the assumption

dom(N¢y) € dom(Vy) that dom(N, ) € dom(V,). Hence, dom(N/, ) € dom(V,) € dom(V")
andyp Cv'.

It suffices to show X’ = trim(X”, Vy, vo).
By lemma [36] it follows that X’ = trim(Z", V, yo).

Using W = o | Vo, (2), (3),and Md | b > 0 : nat | Q;X" tgig €] : Cunir 1 ', we can
apply T-seqQ-p

W:’)/()|V() MdleO:natIQO;Z" I—Sigc'lzcunit—|Q'
Y = trim(Z”, Vo, v0) Md| b >0:nat | Q% ksjgcr:74Q"

Mdl b >0 :nat | QO;ZN Fsig CII;WCZ T 4Q"

(T-seq-D)
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We now need to show that Md | b = 0 : nat | Qy; X" ksiq ¢|sw 2 : 7. The proof proceeds
in two subcases based on Md:

Case Md = jit. LetSig; ={Md| b > 0:nat | Qy; X" + c|;wc, : 7). It follows by lemma
BOthatMd | b =0 :nat | QX"+ clswer 7.

Case Md = alD(cy). By (1) via lemma 31| we can see that Md | » = 0 : nat | QX" +
ciwer © T

In both cases,Md | b =0 :nat | Qy; X" Fclswer 1 7.

The desired result follows by T-EnouGH?:

Sig; ={Md| b >20:nat | Qu;X" Fclswer 1 7)
Sig, = if Md = jit, then Sig,, else Sig
Md| b =0:nat | QX" Fcliwer: T
Md| b >0:nat | Qu X" Fcliwe 1 74Q7

Md| b >0:nat | Qu;Z" Fcpwer:74Q"

(T-ENoUGH?)

and (iv), which asserts that Q > Q.

Observe that by deﬁnition@ applied to dom(N_,) € dom(Vy) € dom(V’) and yy C ' (as
shown above), y" [ Md | n' | N" | V' | ¢};w ¢, is well-formed. In the case where ¢/ is of
the form ¢’;y ¢”, the rule stepping ¢; must be D-sgq since ¢ # ¢’;w ¢”’. Thus, observe that
Y € ¥ and dom(N,) € dom(V') € dom(V’), and hence it follows by definition [26| that
Y 1Md | n" | N | V'] clw e is well-formed.

Case 11 [D-sgQ-v].

n=n+1 W=y |V V" =V | dom(\V")
v|Md|n|N|V]| skip;wec; — v | Md|n" [N| V"’ |c,

(D-sEQ-v)

Observe that n = n’ + 1 (from the premise of D-seqQ-v) implies n > 0, and hence b > 0.

By assumption, we have

Md| b >0:nat | Q;X+skip;ywe, :74Q
where 'Y N [V : Q| Z.
By inversion on T-seQ-p, we have
(1) Md| b >0 :nat| Q;Z + skip : Cynir 1 Q"
2y Md| b >0:nat | Q"; X Fep:iT4Y
(3) W =%"|V’ (from the premise of D-sEQ-v)
4) ¥ =trimZ,V',y")

We now need to show that kgfi N|V":Q|ZX. Sincey |Md | n | N | V]| skip;wc; is
well-formed (by assumption), it follows by definition[26|that y* C y. Therefore, the desired
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result follows by lemmaapplied to Fgfi N|V:Q]|Z, the premise V' =V | dom(V’), (4),
and y’ C y. Observe that (2) yields the desired result where kgﬁ N|V”:Q]|ZX. Observe
that the well-formedness of y' | Md | ' | N | V" | ¢, follows by definition [26] vacuously
because ¢, is not of the form ¢’;y ¢”. We now need to show that Q > Q”. By inversion
of (1) on T-C-SHirr, it follows that Q = Q”. Then the desired result follows vacuously by
definition[7] Additionally, observe that N\ {MFstWt, Wtn} = N\ {MFstWt, Wtn}, as desired.

Lastly, we need to show that dom(N¢) € dom(V""). That is to say that trimming the volatile
context does not throw out any checkpointed locations.

Since y | Md | n | N | V | skip;w ¢, is well-formed, it follows that dom(N¢) € dom(V’).
It then follows by V” = V[dom(V’) that dom(V') = dom(V""). Therefore, dom(N.) C

dom(V").
Note that dom(N) = dom(N’) holds by observation, and by the inductive hypothesis in case
10 (D-SEQ-STEP). O

Lemma 12 Ify |Md |n|[N; [V]c—y[Md|n [N} |V |c and N;\{MFstWt} = N, \{MFstWt},
theny |Md | oo [Ny [V |c—y[Md|oo| N, |V |c" and N} \ {MFstWt} = Nj \ {MFstWt}.

Proof: The proof is by induction on the size of c. We proceed by considering possible cases
fory[Md|n|N;|V]|c—y[Md|n|N; |V ]|c.

Case 1 [D-LET-sTEP].

n>0 yIMd|n IN|V|e—>y|Md|n |[N|V]e
y|Md|n [N|V]|letx=cinc—y|Md|n [N|V]|letx=¢"inc

(D-LET-STEP)

By inversion on D-LET-sTEP, we have:
*n>0
*ylMdn [N|V]e—-y|Md|n [N|V]e
Let N\ {MFstWt} = N, \ {MFstWt}. By applying the inductive hypothesis, we have
e yIMd|oo [N2|[V]e—y|Md|oo|N2|V]e
e N\ {MFstWit} = N, \ {MFstlit}
Observing that co > 0, we apply D-LET-sTEP to learn that

v|Md|oo |[No|V|letx =einc— y|Md|oo|Ny|V]letx=¢inc

Case 2. [D-LeT-V].

Val(y |Md|n [NV ]e) ¥V =y [x—{] Cfresh n=n+1
vIMd|n [N|V]letx=cinc—> vy |Md|n |[N|V, {@Ck — e]|c

(D-LET-V)

Let N\ {MFstWt} = N, \ {MFstWt}. By inversion on D-LET-v, we have
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(1) Val(y |[Md |n [NV ] e)
Q) ¥ =v.lx={]

(3) ¢ fresh

@4 n=n"+1

From n = n’ + 1, we know that n > 0. Thus, Val(y | Md | n | N | V | e) is not a crash
value (i.e. n # 0). Therefore, Val(y | Md | co | N2 | V| e) since oo > (. By application of
D-Ler-vto Val(y |[Md | oo | N2 | V| e), (2), (3), and oo > 0, we have

y|Md|oo |[No|V]letx=ceinc— 7y |Md|oo |[Na |V, {@Ck = e]|c
Case 3 [D-ASSIGN-STEP].

n>0 vIMd|n [N|V]e - y|Md|n [N|V]|e
(D-ASSIGN-STEP)
y|Md|n |[N|V]x:=e - y|Md|n |[N|V]|x:=¢

By inversion on D-AssiGN-sTEP, we have
*n>0
*ylMd[n IN[V]e —» y|Md|[n' [N]V]e¢
Let N\ {MFstWt} = N, \ {MFstWt}. By applying the inductive hypothesis, we have

yIMd]oo [Nz [V]e — y[Md|oo|Nz|V]e

where N \ {MFstWt} = N, \ {MFstWt}.
Observing that co > 0, we apply D-AsSIGN-STEP to learn that

y|Md|oo [N |[V]x:i=e — y|Md|oo|Na|V]|x:=¢
Case 4 [D-ASSIGN-V].

Val(y |Md | n|N |V |e) V=V, t@qg—
q = 6(q,wt) # UN v=%,[x—{] n=n"+1

yIMd|n|N|V]|x:=e - y|Md|n |[N|V,(@qg — e|skip

(D-AssiGN-V)

The proof is analogous to the argument of Case 2 (D-LET-v).

Case 5 [D-AssigN-N].

Val(ly |1Md |n|N |V ]e) N=N,l@g—V
q = 06(q,wt) # UN v=7%,[x—> {] n=n"+1

yIMd|n|N|V]x:=e — y|Md|n |N,l@q — e|V |skip

(D-AssigN-N)

By inversion of D-AssiGnN-N, we learn that
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(1) Val(y IMd |n|N[V]e)
2) N=N,l@qg — Vv
(3) ¢’ = (g, wt) # UN
@ y=v.lx=1{]
S)n=n"+1
Let N\ {MFstWt} = N, \ {MFstWt}. We want to show thaty | Md | co | No | V | x :=

e = y|Md| oo |N,{@q — e|V]|skipand N',{@q — e\ {MFstWt} = N,,{@q" —
e\ {MFstWt} where N, = N}, {@g — V',

From (5), we know that (1) is not a crash value (i.e. n > 0, and hence n # 0). Since

o > 0, we have Val(y | Md | oo | N, | V | e). By application of D-AssiGN-NV to

Val(y |1Md [ oo [Ny [V | e), N, = NJ, £@g — V', (3), (4), and oo > 0, we have
yIMd|oo|Na|[V]x:=e — y|Md| oo |N),{@q — e|V|skip

Towards N', f@q" — e\ {MFstWt} = N}, {@q" — e\ {MFstWt}, observe that the assump-
tion N\ {MFstWt} = N, \ {MFstWt}implies N\ {MFstWt} = N} \ {MFstWt}. Thus, it follows
that N', (@q" — e\ {MFstWt} = N}, {@q" — e\ {MFstWt}, as desired.

Case 6 [D-Ir].

yIMd|n |[N|V|e > y|Md|n" |[N|V]|¢
v|Md|n |[N|V|ifethenc elsec, — y|Md|n' |N|V|ife thenc elsec,

(D-Tr)

The proof is similar to the proof of Case 3 (D-AsSIGN-STEP).

Case 7. [D-IF-T1].

n=n+1 Val(y |1Md |n | N | V| tt)
v|IMd|n|N|V]|ifttthenc elsec; — y|Md|n' [N|V]¢

(D-Ir-TT)

By inversion on D-Ir-TT, we have
() n=n"+1
2) Vally |[Md |n|N |V ]| tt)
From (1), we know that n > 0, and hence (2) is not a crash value. Let N \ {MFstWt} =
N, \ {MFstWt}. Observing that co > 0, we have that Val(y | Md | oo | N2 | V | tt). By
applying D-Ir-TT, we have that
v|Md|oo|Ny|V]ifttthenc elsec; — y|Md| oo | Ny |V |
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Case 8. [D-Ir-Fr].

n=n"+1 Val(y |[Md | n|N |V | ££f)

- (D-Ir-FF)
yIMd|n|N|V]|if ffthenc,elsec; — v |Md|n' [N|V ]|
The proof is similar to the previous case (D-Ir-1T).
Case 9 [D-sEq].
n>0
(D-sEQ)

YIMAd|n|N[V]cico = yIMdn|N[V]ciyve

Let N\ {MFstWt} = N, \ {MFstWt}. Observing that co > 0, it follows by application of
D-seq that

YIMd|oo N2 [V ] cisep = y[Md oo |[Na |V ]cisyye

Case 10 [D-SEQ-STEP].

n>0 y[Mdln|N|V|e -y Md|n N |V ]|c]
yIMd[n|N|V]ciwe, = ¥ [Md|n" [N[V' | cpwer

(D-SEQ-STEP)

Let N\ {MFstWt} = N, \ {MFstWt}. By inversion on D-seqQ-sTep, we have
*n>0
e yIMd|n | N[V]er - ¥ [NMd|n" [NV |c]
By the inductive hypothesis, we have
(1) yIMd]oo [ N2 [V]er = ¥ [Md|oo| Ny [V |
(2) N\ {MFstWt} = N} \ {MFstWt}

From (1) and the observation co > 0, we apply D-seQ-sTEp to learn that
Y IMd| oo [Ny |V | crswes = ¥ [Md ] oo [ NS |V | cliwen

Case 11 [D-seo-v].

n=n"+1 W=v"1V V" =V | dom(V'")
yIMd|n|N|V]|skip;wes — ¥ [Md|n" N[V |,

(D-sEQ-v)

Let N\ {MFstWt} = N, \ {MFstWt}. By inversion on D-seqQ-v, we have
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o W = ,y/ | V/
e V" =V | dom(\V')
Observe that co > 0. By applying D-seq-v, we have

vy Md|n|Ny | V]| skipswe, = v [ Md|n [Ny |V | e

250



B.5 Preservation for Closed Configurations

Theorem 13 (Preservation for programs) Consider b : nat | Q + p : TCuit, a nonvolatile
memory N and a bijective map vy that matches qualifiers and types from variables in Q to loca-
tions in N. For any n:nat > 0, if we have [y > €]l®y [n|N|p =, X' >el®y |n [N |p,
then b :nat | Q+ p’ : TCuir, With y remaining a bijective map from Q to N'.

Proof: By a structural induction on the typing derivation, and case distinction on the step.
Case 1.

n>0
n >0 y>el®yljitln | N|-lc =" ¥ >el® v |jit|n | N |V |skip

x>el®ylnIN|cp = ¥ >e®y|n|N|p

(P-sEqQ)

By inversion on the typing rules, we know that R0 : nat | Q| - + ¢ : Cyir and b : nat |
Q + p’ : TCuitr By preservation for commands, we know that y” is well-formed for N’
and V’ at the jit mode with respect to 2 and some X. By definition of well-formedness, we
know that for some y; C y’, we have y; is well-formed for 2 and N’. But we know that
v € v is well-formed for Q. This means that y = " and thus 7 is a bijective map that
matches qualifiers and types from variables in Q to locations in N'.

Case 2.

n>0
InitWorIdd(N;p;,u;w) = Ny, Vo [/Y > €] Ry | alD(Co) | n | No | Vo | co ="
¥ >el®y |alD(cy) | n' | N | V' | skip
n >0 N; = FinWorld,(N"; V")

x> el®y | n|N|CkptlalD;p; u; wl(co);p = X' >el®y|n’ [Ny |p

(P-Ckpr)

By inversion on the typing rules, we know that bR0 : nat | Qy | £y + ¢ : Cuir and
b:nat | Q+Fr p’: TCunit By preservation for commands, we know that y’ is well-formed
for N and V'’ at the jit mode with respect to 2 and some X. By definition of well-formedness
and FinWorld, we know that for some y; C y’, we have y; is well-formed for Q2 and N;.
But we know that y € vy is well-formed for €. This means that y = 9’ and thus y is a
bijective map that matches qualifiers and types from variables in Q to locations in N;.

O

B.6 Fundamental Theorem of Logical Relation

Lemma 13 [falD(c) | b > 0 : nat | @' 2 ksig ¢ : Cunie 4 Q" and 37 Ny | Vo : Q' | 3, then
A.¢y: [ alD(c) | ny [ N} | Vi | ¢1) such that

* yolalD(c) | no [Ny [Vo|c—"y[alD(c)|n [N} |V]ey,

* N, \ {MFstWt,Wtn} = N| \ {MFstWt, Wtn}, and

* dom(N;) = dom(N}).
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Proof: We prove this by induction on ny:
Base case. If ny = 0, then the configuration is a value.

Inductive case. Suppose that ny = n + 1 (dng). Since alD(c) | b > 0 : nat | Q'; T kgjq € :

Cunit 1 Q"7 and ki'OD(") Ny | Vo : Q| Z, it follows by the progress theorem that either
vo | alD(c) | ng | Ny | Vo | cis a value or y, | alD(c) | ny | Ny | Vo | ¢ is not a value, in

which case 3y} | alD(c) | n} | NY | V{' | ¢{ such that

Yo lalD(c) [ng [Ny | Vo | ¢ — ¥ [alD(c) [ n} | NY | VY | ¢f

where
® alD(c) | b >0 :nat | Qf; X' Fsig ¢} : Cunir 1 Q7,
. > Qy,
alD(c) N7 ” . ’” ’
o« HPONY VY Q|

e v/ |alD(c) | n} | N{ |V} | ¢! is well-formed,
e if Md = alD(c), N; \ {MFstWt,Wtn} = N} \ {MFstWt, Wtn}, and
® dom(N;) = dom(NY).

We get these conditions by applying the preservation theorem (theorem [5) because vy, |
alD(c) | no | No | Vo | ¢ is well-formed.

By the inductive hypothesis,

¥y 1alD(e) | n} Ny [ VY | ¢f =" % |alD(c) | n} I N} | Vi | cf.

where

e vilalD(c) | n} | N | V]| c] is well-formed and a value,

e Qf >Q

® alD(c) | b >0 :nat | Q) X kgig ¢} : Cunie 4 Q7

« HPONTIV QY

* if Md = alD(c), N7 \ {MFstWt,Wtn} = N} \ {MFstWt, Wtn}, and

* dom(NY) = dom(N)).

By head expansion, we establish that

YolalD(c) [ng Ny | Vo | ¢ ="y lalD(c) | ny [N} [ V]| c

where N; \ {MFstWt,Wtn} = N} \ {MFstWt, Wtn} and dom(N;) = dom(NY).
O

Lemma 14 If’)/o | alD(C) | ny | N1 | V() | c -" Y1 | alD(C) | n | N’1 | V] | c1 and N1 \{MFStWt} =
N, \ {MFstWt}, then vy | alD(c) | oo | Ny | Vo | ¢ =™ y] [ alD(c) | oo | N; | V] | ¢| where
N\ {MFstWt} = N/, \ {MFstWt}.
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Proof: The proof proceeds by induction on the number of steps m such that y, | alD(c) | ny |
N | Vo lc—="91alD(c)|n] | N]|V]]c].

Base case (m = 0). By assumption, N; \ {MFstWt} = N, \ {MFstWt}. Trivially,

ol alD(c) [ oo [Ny | Vo ¢ =% yo | alD(c) | oo [Ny | Vg | ¢

where N; \ {MFstWt} = N, \ {MFstWt}.
Inductive case (m = k + 1). Suppose that m = k + 1 such that

¥olalD(e) [my [Ny [ Vo |
—y{ lalD(c) | n} [N} | V! | ¢}
—"{ 1alD©) [ [N V] ¢}

By assumption, N; \ {MFstWt} = N, \ {MFstWt}. Hence, it follows by lemma 23|

YolalD(c) [ oo | N2 | Vo | e — ¥{ [ alD(c) [ oo [Ny | VY | cf

where N{' \ {MFstWt} = N7 \ {MFstWt}. By the inductive hypothesis, it follows that

¥ 1alD(c) | oo | Ny | VY | ¢ = ¥ 1alD(c) | oo | Ny | V] | ¢}
where N| \ {MFstWt} = N} \ {MFstWt}.

O

Definition 17 (Subset Property) A judgment alD(c) | b >0 :nat | Q; X tsig ¢ : Cunir 4 Q' has

the subset property iff Q% C X’ where X = |¥' and Q = Q% , Q.

Theorem 6.3 (Fundamental theorem) If b : nat | Q + p : TCuit, then b : nat | Q IF p :
Tcunit-

Proof: The proof is by induction on the static typing derivation for p and considering the last
step in the derivation.

Case 1. Suppose that p = Ckpt[alD, p, i, w](c); p’ such that T-P-Ckpr is the last step of the
derivation.

Q' | X = InitWorld,(Q; p; u; w)
Sig={alD(c) | b >0:nat | Q" ;X + ¢ : Cuir 1 Q"}
alD(c) | b >0 :nat | Q'; X Fsig ¢ Cynir 1 Q"

b :nat|Q+r p': TCuixt Q" [{MFstlWt} =0

b :nat | Q + Ckpt[alD, p, i, w](c); p" : TCunit

(T-P-Ckpr)

By inversion, we know that

253



(1) Q' | X = InitWorld,(Q; p; u; w)
(2) Sig={alD(c) | b =20 :nat | Q"; X F ¢ : Cynir 4 Q"}
(3) alD(c) | b >0 :nat | Q'; X tsig ¢ : Cynic 4 Q"
(4) b :nat | QF p': TCunit
(5) Q"[{MFstlit} =0
By (1) and the definition of InitWorld,, we have that Q" = Q/, X . Observe that the induc-

tive hypothesis asserts that b : nat|Q + p’ : TCynir implies b : nat|Q IF p’ : TCynir- By
applying the inductive hypothesis to (4), we learn that

b :nat|QIF p" : TCuit.

To complete the proof, we need to establish

alD(c)|b>0:nat|Q; X IF c<c: Cuit-

By definition of logical relation, this is equivalent to showing that c is related to itself in
the term interpretation for arbitrary ng, mg, yo, Ny, and V, where F;I)D(") No | Vo:Q |2,
and hence, Ny = N, Voo and range(yo) = dom(Ny). By assumption, p does not contain
any worlds W, so it follows that ¢ does not contain any worlds W. Therefore, it follows
by definition [26] that v, | alD(c) | ng | No | Vo | c and g | @alD(c) | co | No | Vg | ¢ are
well-formed.

Additionally, by (1), we know that " = X and hence alD(c) | b > 0 : nat | Q'; X bgiq C:
Cunit 1 Q” has the subset property (by definition . It then follows by l—;')D(C) No | Vo :
Q' | = that N) € Vo where No = N9 ., N;.

0ck’
We need to show that Vn:

(yo 1alD(c) [ no | No | Vo | ¢, 70 | @lD(c) [ e0 [ Ng | Vo | ¢) € ECunie]™

Observe that Ny \ {MFstWt} = Ny \ {MFstWt} vacuously. Additionally, observe that Ny =
No \ {Wtn} by the definition of InitWorld, which states that {0’ contains no Wtn variables,

and l—;')D(C) No | Vo : Q' | X establishes that Ny contains no Wtn variables due to well-

formedness.

To this end, we instead show a generalized version holds. That is, Vny:

(vo lalD(c) | o | N1 | Vo | ¢, y0 1 @lD(c) [ o0 [ Na | Vo | ¢) € E[Cunie]™

where Ny \ {MFstWt} = N, \ {MFstWt}, range(yo) = N;, and Ny = N; \ {Wtn}.

The proof proceeds by induction on my:

Base case (my = 0). When my, = 0, the proof is trivial and the desired result follows
immediately by the value interpretation at type Cypi+:

(yo | alD(c) | ng | Ny | Vo | ¢, | alD(c) | 00 | Ny | Vo | ¢) € E[Cunit]°
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Inductive case (my = k + 1 (3k)). If my = k + 1, we need to show that

(yo | alD(c) | ng | Ny [ Vo | ¢, | alD(c) | oo | Na | Vg | ¢) € E[Cunie ]
such that
(i) 3.(y1 1 alD(c) | ny | N} | Vi | ¢1) such that yo | alD(c) | ng | Ny | Vo | ¢ —=* 1 |
alD(c) | ny | N’1 | Vi | cg AND

(i) 3.(y2 [ alD(c) | eo | N} | V2 | ¢2) such that g | @lD(c) [ eo [ Ny | Vo | ¢ =" 2 |
alD(c) | oo | N5 |V, | c; AND

(iii) (y1lalD(c) [ni [N} [Vi]er,y2lalD(c) oo [Ny | Vs |cr) € V[Canie],

By the progress and preservation for commands applied to (2) and (3), we know that
the first configuration

Yo lalD(c) [ no [Ny [ Vo | ¢

can take multiple steps until it becomes a value configuration that continues to be
well-typed. Observe that in the mode alD(c), N, \{MFstWt, Wtn} = N{\{MFstWt, Wtn}.
By application of Lemma[[3|to alD(c) | b > 0 : nat | Q'; X Fsjg ¢ : Cunie + Q7 and
FAPO N, | Vo : Q' | Z, observe that (i) holds. Additionally, N, \ {MFstWt,Wtn} =
N, \ {MFstWt,Wtn} and dom(N,) = dom(N}).

The proof proceeds in two subcases, depending on the value of n]:

Subcase n; = 0. To show (ii), we pick the post-step such that it holds vacuously,
ie.,yolalD(c) | oo | Ny | Vol c—"y|alD(c)|oo|Ny|Vy|cinO steps. We
then show (iii) for the post step:

(7, 1alD(e) | m} I N} | Vi | ¢, yolalD(e) [ oo [ Na | Vo | ¢) € V[Cunie] !

By the value interpretation at type Cuni¢, and because n| = 0, this is equivalent
to showing

(vi 1alD(e) | - Ny [V} [ le#in(n} > 0,7 ¢}), o | alD(c) | oo | N2 | Vo | )
€ V[l (mat ~ 7 Cynin)]*

At this step we show the above relation holds by its definition:
(vi) PwOff(y},alD(c),N}, V7)) =¥/ |0 AND

(vii) (y{ | alD(c) | - | N} | #fin(n} > 0,7 ¢}),yo | @lD(c) [ oo | N | Vg | ¢) €
V[nat ~ T Cunic]*

To show (vi), we need to show that range(y}) = dom(N}) where y/ is the largest
restriction of | such that this condition holds. Obsesrve that the desired result
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follows immediately by the assumptions yy € | and range(yy) = dom(N,),
where y|' = yp, and also dom(N,) = dom(N/) (from above).

Hence, we need to show

(o | alD(c) | - | N} | e#fin(n} > 0,7 ¢}),vo | alD(c) | oo [ Ny | Vo | ¢)
€ V[nat ~ 7 Cunie]"

By definition of the value relation at the type nat ~» T Cyjt, this is equivalent
to showing the following:

Vi > 0.(yo | alD(c) | n} [N} [T ¢}, 70 [@lD(c) [ o | Ny | Vo | )
€ (V[[T Cunit]]k

Fix an arbitrary n;. We need to show that

(vo 1 alD(c) [ ny N IT ¢}, %0 | @lD(c) | 0 | Ny | Vo | ¢) € V[T Cunie]"
By the definition of value relation at the type T Cynit, this is equivalent to showing
(viii) Restore(yy | alD(c) | Nj | ¢}) = N | V{ | ¢; (for some V{, c¢;) AND
(ix) (yo lalD(c) [ ny N} | V1), volalD(c)| oo | Ny | Vol e)€E[Cuni]t

To show (ix), note that by the definition of Restore, we have that Restore(y |

’ 7\ — N2 ’ 3 ’ r— N2 ’ 3
aID(C) | Nl l Cl) - NRD,MFstWt’VOCk’ NMFstWt l VO l ¢ where Nl - NRD,MFstWt’VOCk’ Nth'

In particular, we need to show that

(70 | alD(C) | ny | N%D,MFstwt’ VE)ck’ NI‘3'IFstWt | V6 | c, Yo | aID(C) | oo | N, | VO lc) e 8[[Cunit]]k-

Additionally, observe that the nonvolatile memory Ny ve< we> Voo Ni

) ; ; Ock? HFStIE con-
. . ’ _ ’

tains no Wtns (i.e. Ngpwrsries Voae Nirstie = Nrowrsties YVoee Nipsewe \ {WEN}).
Therefore, it follows that:

lezD,MFstWt’ Vo Ni?'IFstWt \ {MFstiWt}

= N%D,MFstWt’ Vg)ck’ Nr?vtn \ {MFstWt, Wtn}
=N \ {MFstWt, Wtn}

= N; \ {MFstlt, Wtn}

=Nj \ {MFstWt}

=N, \ {MFstWt}
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Each step holds by an established identity, and the second to last step holds
by the assumption N; = N; \ {Wtn}, and the last step holds by the assump-
tion N; \ {MFstWt} = N, \ {MFstWt}. To set up the inductive step, note that

2 3 . I
Nzpxrsties Yoae NiFsewe CONtains no Wtns. Additionally, observe that

dom(lezD,MFstWt’ Voc: Nitesewe) = dom(N%D,MFstWt’ Voc: Niten)
= dom(N))
= dom(N;)
= range(yo)

The desired result follows directly by the inductive hypothesis. Propagating up
the cascade, we learn that since n; was arbitrary, the value relation holds for all
n;. In summary, we have just shown that

(vo | alD(c) [ ng | Ny | Vo | ¢, 70 | @alD(c) | o0 | Ny | Vo | ¢) € E[Cunse]*
where N; \ {MFstWt} = N, \ {MFstWt}, range(yy) = Ny, and N; = N; \ {Wtn}.

Subcase n] > 0. Since n; > 0 and y] | alD(c) | n| | N| | V] | ¢ is a value, observe
that ¢{ = skip. It follows by Lemma T4] that

YolalD(c) [ oo [Ny [ Vo |c =" yjlalD(c) | oo | Ny [ V]| ¢

where N7\ {MFstWt} = N; \ {MFstWt}.

Now we want to show that

() 1alD(e) | nj N7 | Vi ¢, %) [alD(e) | oo | N; | Vi | ¢}) € VLT Cune] !

By the value interpretation at type Cunic and n] > 0, we need to show that

(yylalD(c) | ny N7 | Vi |cl,y;lalD(c) | oo | Ny |V ]c)) e V[T unit]]k

By definition of the value interpretation at the type |T unit, this is equivalent to

showing
(x) Commit(y;,alD(c),N7,V)) =y N7,V AND
(xi) Commit(y],alD(c),N}, V) =y, INY,,V] AND
(xii) (71 | alD(c) |} | Ny, VY| skip,y2 | alD() | o | Ny, VY | skip)
€ V[T unit]*
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By (x) and (xi), we observe that y; = 7y,. Additionally, it follows by Nj \
{MFstWt} = N/, \ {MFstWt} and the definition of Commit (which asserts that N

NII,RD,th,MFstWt’ N?:k’ N; = N,ZIRD,th,MFstWt’ Nik’ dom(Nzk) = dom(VY), dom(Ni'k) =
dom(V?Y)) that

Ni \ {MFstWt} = Nj \ {MFstWt}

’” 3 7 4
= N; RD,Wtn,MFstit> Ny \ {MFstWt} = NZRD,th,MFstWt’ Neg \ {MFstit}
= NlllRD,th,MFstWt’ VI \ (MFstlit} = N,2/RD,th,MFstWt’ VY \ {MFstWt}

To complete the proof, we need to show that NY, VY = N, VZ. To this end, we
show that N’ VI\{MFstWt} = NY V7 and NY V7

1 RD,Wtn,MFstWt’ 1RD,Wtn ,MFstWt’ 2RD,Wtn,MFstWt’

{MFstWt} = NJ o) wenwrseue> V2 » 1-€., that the final memories have no MFstit.

It follows by lemma [5] (preservation for commands) applied to

® yolalD(c) [ ng | Ny |Vo|c—"vy;lalD(c)|n} | Ny|V]]c],
® alD(c) | b >0 :nat | Q'; X tsig ¢ : Cunir 12", and
¢ FIPON | Vo: Q|2

that

Md | b :nat| Q7;X' + skip : [Tunit 4 Q”
where F N/ | V7 : Q7 | Z'. Then, it follows by N; = N/,N? , N, = Ny, N?

ck’ ck>

dom(N2,) = dom(\}), dom(N?,) = dom(V), and the unicity of typing that

FNYLVY IV Q7

Since Q" [{MFstWt} = @ (i.e. " has no MFstWts), it follows that

144 144 _ 144 144
N RD,Wtn,MFstit> Vi \ {MFstiit} = Nj RD,Wtn MFstit> VY.

By similar reasoning, we can show that

144 144 — 144 144
N rosrenmrsties V2 \ {MFSTWE} = NYrp gen wpsties Va -

Hence, N” Vi =NJ V7. Therefore, N7, V{ = NJ

124
1 RD,Wtn MFstiit’ 2RD,Wtn,MFstWt? 1ck’ 2ck’\/2'
Therefore, we can use the value interpretation at type T unit to prove (Xii):

(y1 | alD(c) | n} | N/, VY | skip,y2 | alD(c) | oo | NY ., V5 | skip) € V[T unit]*

which holds by definition of logical relation. This is the last piece we needed in
order to prove the desired result:
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(vo | alD(c) | g Ny | Vo | ¢,70 | alD(c) | 0 | N | Vo | €) € E[Cuni ]!

In general, we have that (yy | alD(c) | no | No | Vo | ¢,70 | alD(c) | oo | No | Vo |
¢) € E[Cunit]™ where I—;I)D(C) No | Vo : Q",Zq | Z. Since ng,my > 0, yo, Ng, and V
were arbitrarily chosen, this result holds for all n,m > 0,7y, N, V. Therefore, it follows by
definition of logical relation that alD(c)|b>0 : nat|Q";X IF ¢<c : Cui¢. Finally, the

desired result follows by application of P-CKkpT-SEMANTIC.

Q' | X = InitWorld,(Q; p; 1; w)
alD(c)|b>0:nat|Q" ;X IF c<c: Cuit b :nat|QIF p’ : TCuit

b :nat|Q I+ Ckpt[alD, p, u, w](c); p’ : TCunit

(P-CKPT-SEMANTIC)

Case 2. Suppose that p = c; p’ where T-P-sgq is the last step of the derivation.
jit]b=>0:nat|Q;-rgc: Cunie 1 b:nat|Qr p : TCuit

- (T-P-seqQ)
b:natIQl-C;p : TCunit

By inversion, we know that

(D) jit|b>0:nat|Q;- kg c: Cupir 1

(2) b:nat | Q+F p’ : TCunie
From (1), we know that ¢ is well-typed for static context Q and £ = -. By applying the
inductive hypothesis to (2), we learn that b : nat | Q IF p’ : TCyir. To complete the proof,
we need to show that jit | b > 0 : nat | Q;- IF ¢ < ¢ : Cuie. By the definition of logical
relation, this is equivalent to establishing that c is related to itself in the term interpretation
for arbitrary ng, my, yo, No, and Vo where I—Jy'to No | Vo : Q| Z. By assumption, the program
p, and by extension the command ¢, does not contain any worlds W, so it follows by
definition 26| that o | jit | no | No | Vo | c and g | jit | oo | Ng | Vo | ¢ are well-formed
configurations. We need to show that Vc.jit | b > 0 : nat | Q;Z kg ¢ : Cye 4 Q" and
YN', N2, Vo, yo, 0. Hyy N' [ Vg : Q@ | Zand Hy N2 | Vg : Q| T where N' \ {MFstiit} =
N2\ {MFstWt}:

(vo Ljit 1 ng IN' | Vo | ¢,50 Lit] 00 | N* | Vo | ) € E[Cunie]™

The proof proceeds by induction on m:

Base case (my = 0). When m, = 0, the proof is trivial and the desired result follows im-
mediately by the definition of logical relation.

Inductive case (my = k + 1 (dk)) Consider the case where my = k + 1.
We need to show that

(yo ljit | o IN" | Vo |, y0 | jit| oo | N* |V | ) € E[Cunie] !

By the term interpretation at type Cyni, this is equivalent to showing
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(i) Aoyy it | ny | Ny | Vy | ¢y such that yo | it | ng | N' [ Vo | ¢ =% yq [it | ng | Ny |
Vila

(i) Joya | jit| oo | Ny | V2 | ¢; such that g | it | oo [ N? [ Vo | ¢ =% v, [ it | 0o | Ny |
Vale

@ii) (yi |jit]ng [Ny [V len,ya ljit] oo | Ny | Vo] cr) € V[Cunie !

By the progress and preservation theorems, we know that the first configuration can
take multiple steps until it becomes a value configuration that continues to be well-
typed. We proceed by induction on ny:

Base case. If ny = 0, then the configuration is a value.

Inductive case. Suppose that ny = nj + 1 (3n)). Since |—Jy't0 N' | Vo : Q] - and
jit|b>0:nat|Q;- kyc: Cuir 1 Q, it follows by progress for commands that
either vy | jit | no | N' | Vo | ¢ is a value or v | jit | no | N' | Vg | c is not a value,
in which case 3y | jit [ n] | N7 | V{ | ¢/ such that

Yo ljitIng IN'[ Vo e — yy [it]n) INY V] |/

where y{ | jit | ny | Ny | Vi | ¢} is well-formed, I—J;tl NY | V] @ Q" | X
and jit | b > 0 : nat | Q";X" kg ¢} : Cuix 1 Q" (by theoremﬁ]because
o | jit ] o | N | Vo | ¢ is well-formed and Hi N' | Vo : Q).

By the inductive hypothesis, ¥} | jit | n} | N7 | V7 | ¢/ =" v{ | jit | n} |
N, | V] | ¢; where | | jit | nj | N7 | V| | ¢] is well-formed and a value,
I—Jy”1 Ny [V Q7 |27, andjit| b >0 :nat | Q"; X" kg ] : Cunie 4 Q'. By head
expansion, we establish that

Yo ljitIng IN'[ Vo e ="y Lit]nj Ny V]| c]

Analogously, we step the second configuration until ¢} with the exact same steps as
in the first configuration by progress and preservation for commands:

Yoljitloo IN'[ Vo e ="y [jit]eo [N} V)¢

We have just shown (i) and (ii). The proof of (iii) corresponds to step (2) in the
diagram. Proving that the configurations are in the value interpretation at type Cyni
is equivalent to showing

(v) ) =0 A, |jit]- N | V] L efinGr) > 0,7 ¢), 9, it | oo | N[V | ¢})
€ (V[“, (nat WT Cunit)]]k OR

V) n, >0 A & jitIn [NV e,y it oo [NG V) | ¢)) € V[UT unit]t

The proof proceeds in two subcases depending on the value of n:
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Case n} = 0. If n| =0, then we need to show that
4 Lit] - TNy VYL effin(n) > 0,7 ), y) Lit] oo | N} [ V]| c})
€ (V[“, (nat WT Cunit)]]k
This proof corresponds to point (3) in the diagram. To show that the two con-

figurations are in the value interpretation at type | (nat ~» T Cynit), we need to
show:

(vi) PWOE£(y,,jit, N, V!) =/ | V| AND
(vit) (¥} [jit[ -] V],N] | e#tin(n] > 0,7 ¢}), v |jit[ oo [N} [V |c))
€ V[nat ~7 Cunic*

To show (vii), we need to show that the configurations are in the value interpre-
tation of nat ~»7T Cyni+, Which corresponds to step (4) in the diagram:

(v Ljit] - | Vi, Ny | e#tin(n] > 0,7 ¢)), ¥} jit| oo [N; [ V] | ¢)) € V[nat ~7T Cunic]*

This is equivalent to proving that

Vi > 0.0, it | n ] Vi, N | e#in(; > 0,7 ¢}), %} Lit | oo [N} [V} ] ¢}) € V[T Cunse]*

This step corresponds to point (5) in the diagram. Fix an arbitrary n’. We need
to show that

o it n” | Vi, Ny | effin(n] > 0,7 ¢}), 9, ljit| oo [N} [V | ¢)) € V[T Cunie]"
According to the value interpretation at type T Cynit, this is equivalent to show-
ing:

(viii) Restore(y},jit, (V{,N}),c}) = N | N” | ¢} where V{,N| = N',N”, AND
(ix) (yp it IN"INZ el vy it T oo | NIV T e))

€ 8[[Cunit]]k
From (viii), we have that Vi = N, and N’ = Nj. Recalling from above that
I—J;E Ny [V Q7 |2 andjit | b >0 :nat | Q"; X" +y ¢ : Cunir 4 ', we can
apply the inductive hypothesis to prove (ix). Therefore, we have established that
(vo it o IN"| Vo | ¢, 70 lit [ 0o | N* [ Vg | ¢) € E[Cunse ]!
Case nj, > 0. If nj > 0, then we need to show that
Oy it 1y IND IV L ehyg Lt [ oo N [V [ e)) € VIIT unit]*

where N7\ {MFstWt} = N} \ {MFstWt}.
From the value interpretation at type |T unit, we have
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(x) Commit(y/,jit, N1, V) =y | NL, N2, where N\ = Nj,, N2,

(xi) Commit(y},jit,N5, V) = o | N2, N&, where N; = N3, N2,

(xii) Oy Lt | m) | N N2 | skip,ya |jit] oo | N3 N | skip) € VLT unit]t

From (x) and (xi), we have that y; = y, and N, N2 = N2, N? . Therefore, the

desired result follows by the value interpretation at type |T unit:

(y1 |jit |y | N, N2 | skip, vz [it | oo | N2, N | skip) € V[{1 unit]*

Therefore, we have shown that (yo | jit | no | N |V, | cyo |it | oo | N2 | Vo |
¢) € E[Cunic]™ where Hy N' | Vo @ Q"% | Tand Hy N2 | Vy : Q"% | £ and
N' \ {MFstWt} = N?\ {MFstWt}. Since ng,my > 0, yo, N!, N2, V, were arbitrary, this
result holds for all n,m > 0, y, N;, N, V. Therefore, it follows by the definition of logical
relation that jit | 5 > 0 : nat | Q;- IF ¢ < ¢ : Cyie. Finally, the desired result follows by

application of P-SEQ-SEMANTIC.

jit|pb>0:nat|Q;-IFc<c: Cuit b:nat|QIF p': TCuit
b:nat|QIFc;p : TCunit

(P-SEQ-SEMANTIC)

B.7 Adequacy

Definition 6.4 (Idempotency) A triple of a program p, nonvolatile memory N, and a mapping
v is idempotent, if every intermittent execution of the program can be simulated by a continuous
execution of it: for all n,n’', 1, x|, N, p", if xi > el®@y |[n|N| p=[¥|>el®y|In |N|p,
then [y, > €]®@y | [N| p= 2> e]l@y |0 | N |p".

Theorem 6.5 (Adequacy) Consider b : nat | Q I p : Cuir, a@ nonvolatile memory N, and a
map 7y such that I—Jy't N|-:Q/|- The triple of p, N, and 7y is idempotent.

Proof: The proof is by cases according to the execution mode.

Stepping a JIT block. Consider a program of form [y > €] ®y | n | N| c¢; p’ that can take a step
using the D-P-Seqrule to [y > €] ® ¥ | n’ | N" | p’. By inversion on the D-P-Sgq rule,

n>0
n >0 x>el®yljitin | N|-Jc =" ¥ >el® ¥ |jit|n" [N | V| skip

x>el®eyln|N|cp =, X >eley[n |N|p

(D-P-sEQ)

Suppose that the command c is successfully executed to completion with possibly m power
failures and m + 1 tries along the way:
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e n>0

e n >0

e x>el®yljit|n | N[-]c =" ¥ >el® vy |jit|n | N |V ]|skip
Our goal is to show that we can run the configuration with oo, an infinite level of energy, as:

x>el®@yljitfoo | N|-[c =" [y >el® ) |jit] oo | N |V, | skip.

Figure shows the main idea of the proof. Here we provide more details. We first need to
establish that the configuration with n level of energy is related to itself when provided with an
infinite energy level oo for every index, including m + 1 (point (1) in Figure (3.23).

By inversion on T-P-seQ-semanTic and the assumption b : nat | Q IF ¢; p” : TCynit,

jit]b=>0:nat|Q;-IFc<c: Cuit b:nat | QIF p’ : TCuit
b:nat|QIFc;p : TCunit

(P-SEQ-SEMANTIC)

we learn that
(1) jit|b>0:nat|Q;-IFc<c:Cuit
(i) b :nat | QIF p" : TCunit
By the definition of logical relation applied to (i), we have that Yng, mg > 0.¥y,, Nj, N s.t.
Ho NO T+ Q[ -and Hy N2 |- : Q- and N} \ (MFstit) = N2\ (MFstWt}. (yo | jit g | N} |- |
¢,y ljit] oo | NG| -1¢) € E[Cunie]™.
Instantiating m to be the number of tries m + 1 (i.e. my = m + 1), we have that

ljitln | N - Teylitl oo | N*|-[¢) € E[Cunse]™!
To prove the desired result, we use induction to prove the following generalized statement:
e [y>el®y |jit|n | Ny [ Vil =" ¥/ >el® ¥y |jit|n | N | V| skipin m crashes
and

o (yiljitlny | Ny |Vilenyaljit]co| Ny|Vaca) € E[Cunie]™!

then for any energy stream x°, we have [y°>&]®y, | jit| oo | Ny | Vo |2 = > €]® v)
jit] oo | NJ | V7 | skip and NJ = N'.

The proof proceeds by induction on the number of crashes (m):
Base case: m = 0 (# tries = 1). It follows by the term interpretation at type Cyp;+ that

Lo3AGY it e [ NIV e sty Litln | Np [V fer ="y Litla” | N[V e

AND
2. Ay it oo | Ny [ V5 [ st ya [it]oo | No [ Vo ea ="y [it]oo | Ny |V [c)
AND

3.0y litl e INIV el vy it oo | N [V5 | ) € V[Cunie]'

Since m = 0, there are no crashes in (1). So, n” > 0 and the first configuration steps to

’7

completion via D-step where N| = N and V| = V" and y{ = y":
x>el@yljitin | N[ Viler =" [y >el®y) [jitIn" | Ny |V} |skip
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By (2) we know that:
W’ >el@yljitloo | Ny [ Vol =" [ >el@yy |itleo | Ny | V5|

and by (3) and n” > 0, we get that the post steps are related by the value interpretation at
type [T unit. This means that ¢, = skip and we have

W >el®y ljit|oo | Na|Valer =" [ > el®9y |jit] oo | Nj |V | skip
and
(yy it n’ | Ny |V, | skip, vy [it] oo | Ny | V5 | skip) € V[IT unit]®
It then follows by the value relation at type |T unit that
1. Commit(y/,jit,N;,V}) = y' | N' where range(y') = dom(N') and y' C ¥/ and
N} = Nip, N
2. Commit(yy,jit, N5, V}) = y* | N* where range(y*) = dom(N?) and »?
N, = Ng, NS,
3. (Y jit]| n | N | skip,y? | jit | oo | N?| skip) € V[T unit]°

By the definition of commit in the jit mode and (1) and (2), we have N! = Nzk,
N? = N3, N, . Thus, it follows by the value interpretation at type T unit:

N

vy and

NZ, and

N =N =N,
Therefore, we have
> el®@ys ljitloo | Na | Vol = ¥ >el® vy |it| oo | N | V5| skip

which completes the proof for this subcase.

Inductive case: m = k + 1(3 k) (# tries = k + 2). It follows by the term interpretation at type
Cunit that

(i) Iy it [ ay INPIVETeD) sty it n [Ny [V [er =%y Litag IN] TV ¢
(1v) 3y, [it] oo [N V5 [ ey) st ya [it] oo [ Na | Vo [ ca =% 5 [it] oo [ NS | V5 | )
(V) (7 Lt 1] INDIVE el vs it oo [ NG [V | ¢5) € V][Cunie]*?

From (ii1), we step the first configuration until it becomes a value. It follows by the rule
D-stEp that

x> el@yi ljitln [ Ni[Vile =" [y >el®y litIn] [N} V] ]c
We step the second configuration via D-step applied to (iv):
W' el@y ljitlco | Na|Valer =" [ > el®@ys it oo | Ny V5 | ¢
and by (v) we have:
Oy Lty ING IV el va it oo | NG [ V) | ) € V]Cunie [
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Since there are m > 0 crashes, we know that n| = 0. By application of D-Crash, we have

x> el@y [jit|OIN} [Vilc; = x>el®y]ljit]-INj V]Il e#in(b>0;7 c})
By the value interpretation at type Cynit, Observe that the stepped configuration continues

to be related to the second configuration:

(yy Liit |- INJ V]I e#in(d > 0;7 ¢)), v, it oo | NS | VS | ¢5)
€ V[l (nat ~7 Cumi )]

By D-S-Jit, we have

x> el®y) ljit]- Ny [Vl e#tin(b>0;Tc) = [x>el®y ljit]- | N}, Vi | e#tin(b > 0;7 ¢})

By the value interpretation at type | (nat ~» Cyit), the post step configuration remains
related to the second configuration:

(7, 1jit] - I N, Vi | e#in(b > 051 ¢)), ¥, Lit | oo | N5 | V5 | ¢)
S (V[[nat ~T Cunit]]k+1

as by definition of PwO£f in the jit mode, we have PwOf£(y/, jit, N}, V) =y | V.

’

By D-cHARGE, for some n” > 0, we have y =n" : y':
x> el®y) ljit]- N}, Vi | e#in(b > 0;7 ¢})
= >eley ljitln” INL, Vi IT

It follows by the value interpretation at type nat ~~»T Cyjt that the stepped configuration
and the second configuration remain related for n” (by V elimination):

vy it n” [N}, Vig 1T el va it oo [Ny [ V5 | ¢3)
€ (V[[T Cunit]]k+1

By D-resTORE-JIT, we have

' >el®y ljitln” [N, Vi T ¢
= >el®y ljit|n” N7V
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From above, we get [y>&]®y, | jit|n | Ny | Vi e =" Y >el®y] |jit|n” N[V ]|}
and ' > el ® vy, |jit] oo | No | Vo |y =° L\/Obs]@yéljitloo | N, | V) | c,. By the
value interpretation at type T Cynit, these configurations continue to be related:

(i HitIn™ NPTV ey HitTeo [Ny [V ] ¢))
€ ECunie ]!

as Restore(y/, jit, (N, Vi ,),¢}) = N| | V} | ¢.

Since [y>&l®y; |jit|ny | Ny [ Vi | =" [¥'>el® ¥y |jit|n" | N | V' | skipin k crashes
we know that [y > ] ® ¥/ | jit|n” [N} | V] |c] =" X" > el® ¥ |jit|n" | N | V"|skip
in k — 1 crashes.

By the application of the induction hypothesis we get: [x° > &] ® 5 | jit | oo | N; | V5 |
¢, =" ¥ >el® ¥y |jit] oo | N |V} | skip, which combined with [x° > £] ® v, | jit |
00 | Ny | Vale = ¥ > &l ® v, | jit| oo | N; | V) | ) gives us the desired result of this
subcase:

> el@ylitl oo | Ny | Vol = x> e]® 4 |jit] oo [N VY | skip
With that established, we can apply the generalized statement on assumptions
(ljitln INT-Te,yliitleo | N|-[¢) € E[Cunse]™"!
and [y >el@yljit|n | N|-|c =" [} >el® ¥ [jit|n" | N | V"] skip to get
[x>el@yljit]oo [ N|-]c =" [y >el® ¥ [jit| oo | N[V, | skip
and apply D-P-Sgq rule to complete the proof of this case:

o0 >0
oo >0 x> el®yljitloo | N|-Jc =" [y>el® v |jit| oo | N |V, | skip

x>el®yloo|N|c;p’ =, x>el®y|oo|N|p

(D-P-sEQ)

Stepping an atomic region. Consider a program of form [y > €]®y | n | N | Ckpt[alD; p; u; w](co); p’
that can take a step using the D-P-Seq rule to [y > €] ®y | n’ | Ny | p’. By inversion on the
D-P-Ckepr rule,

n>0 InitWorld,(N; p; u; w;y) = N, Vo
x> el®ylalD(co) | n Nyl Volco="[¥" > e]l®y |alD(cy) | n" | N | V" | skip
n>0 N, = FinWorld,(N"; V)

x> el®y|n|N|CkptlalD; p; u; wl(co); p” =, X' > el@y|n [Ny |p

(D-P-CKpr1)

we learn that
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e n>0
InitWorld,(N; p; u; w;y) = No, Vo
[x >el®ylalD(co) [n|No|Volco="[x" > el®y [alD(co) | n" [ N" [ V" | skip
n >0
N; = FinWorld,(N"; V")
Our goal is to simulate this execution in a continuous setting. In particular, we need to find a
continuous execution such that [y > ] ®y | alD(cg) | oo | Ng | Vo | co =" [x > €] ®y" | alD(cy) |

oo | N) | V) | skip, where N; = FinWorld,(N’;V’). To this end, we invert the assumption
b :nat | Q IF Ckpt[alD; p; u; w](co); p’ :T Cunit via P-CKPT-SEMANTIC,

Q' | X = InitWorld,(Q; p; u; w)
alD(co)|b>0 :nat|Q" ;X IF cog<co : Cunit b :nat|QIF p" : TCuit

b :nat|Q I+ Ckpt[alD; p; u; w](co); p’ = TCunit

(P-CKPT-SEMANTIC)

we learn that
(1) Q' |Z = InitWorld,(Q; o; u; w)
(i) alD(cy)|b>0:nat|Q ;X IF co<co : Cunit
(iii) b :nat|QIF p’ : TCunit
By definition of logical relation applied to (ii), we have that Vn;,m; > 0.Yy, N,V s.t. l—i'D(C‘”
N|V:Q|Zand (y|alD(c) [ ni N[V ]co,ylalD(co)|oo|N|V]co) € E[Cunie]™

By instantiating the memories accordingly, and the index m; with the number of tries m + 1
(where m is the number of crashes), we have

(v 1alD(co) | n | No | Vo | co,y | 2ID(co) | 0o | No | Vo | ¢o) € E[Cunse]™*"

To get our result, we first prove the following generalized statement: if

* [x>el®yi|alD(co) | ni [Ny [ Vilcr =" [x¥ > g]®y |alD(cy) [ n} | N | V" | skip in m
crashes and

* (y1]alD(co) | ni Ny [ Vi lcr,y21alD(co) | oo [Ny [ Vo) € Sﬂcunitﬂwrl

then for all energy streams x°, we have [}° > ] ® > | alD(cp) | 0 | Ny | V5 | ¢ =*
K’ > ] ®v5 | alD(co) | oo | N7 | VY | skip, where FinWorld,(N’; V') = FinWorld,(N7; V%)
The proof proceeds by induction on the number of crashes:
Base case: m = 0 (# tries = 1). If m = 0, then it follows by the term interpretation at type Cynit,
(1) A¢y{ | alD(co) | n” | N} [ V] | c))s.t. yi | alD(co) | n | Ny | Vi | e =" ¥) [alD(co) |
n" [Ny | V] |c] AND
(2) A(yy [ alD(cop) [ oo | Nj | VI | ) s.t. y2 | @lD(co) | oo | Ny [ V3 | 2 =" v [ @alD(cy) |
oo | N; [ V) | c) AND
(3) (y7 |alD(co) | n" [Ny | Vi | ¢}, 75 [ alD(co) | oo | NS [V | ) € V[Cunie]'
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The number of crashes is 0, so n” > 0 and the first configuration steps to completion via
D-step where N7 = N" and V| = V" and y{ = y":

x> el®yi|alD(c) [n Ny [ Vi =" [y>el®y! |alD(co) | n' | N7 | V] | skip
Applying D-Step to (2), we know that:
° > el ® 21 alD(co) | oo | Ny [ Vo | ca =" [x* > ] ® 77 | alD(co) | oo | N3 | V5 | ¢

and by (3) and n’ > 0, we get that the post steps are related by the value interpretation at
type |T unit. This means that ¢, = skip and we have

[’ > el ®7y2 | alD(co) | o0 [Ny | Vo | ¢ =" [¥° > el ® ¥y | alD(co) | oo | N5 | V5 | skip
and
(v} | alD(co) | n' | N} |V} | skip, ¥4 | alD(co) | oo | Nj | V4 | skip) € V{1 unit]’

It then follows that
(1) Commit(yy,alD(cp), N, V) =¥ | N,V where y' C ¥/, N] = N; [\

RD,Wtn MFstWt? | Y0ck’
Vi =V, V', dom(N') = dom(Ny), range(y’) = dom(N}) U dom(V").
(2) Commit(y},alD(co), Ny, V5) = ¥* | N2, V2 where y* C v}, N} = N%D,th,MFstWt’ NG .

V), = V%, V2, dom(V?) = dom(N(Z)), range(y?) = dom(N}) U dom(\V?).
(3) (v 1alID(co) | ' | Ny, V| skip,»* | alD(co) | oo | N, V2 | skip) € V1 unit]’
It follows by the value interpretation at type T unit that N, V' = N2 V2. We observe
that the Commit function copies the values of the checkpointed volatile memory loca-
tions into the nonvolatile memory, removes the ck qualifier from these locations, and
changes the qualifiers of all other locations in the nonvolatile memory to ck. This cor-

responds to the semantics of the FinWorld, function, and hence it follows by definition
that FinWorld,(N7; V7)) = N’, V" and FinWorld,(N}; V) = N2, V2.

Therefore, we have
> el ®yz | alD(co) | 00 [Ny | Vo | e =" [¥° > el ® 75 | alD(co) | oo | N5 | V5 | skip

where FinWorld,(N/; V) = FinWorld,(N}; V), and the proof of this subcase is complete.
Inductive case: m = k + 1(3 k) (#tries = k + 2). By the term interpretation at type Cynix, We

have
(i) Ay; lalD(co) | n} [ N7 I V]| c)s.tyilalD(co) [n| Ny | Vi]c ="y |alD(c) | n] |
NG IV L)
(ii) dv5 1 alD(co) [ oo | N, | V) | ) s.t. 2 | alD(co) | oo [ Ny | Vo [ ¢ = v5 | alD(co) | oo |
NS | V5 | ¢

(iii) (] |alD(co) |} [N} |V} |}, vy 1alD(co) | oo | Ny [V) | c)) € V][Cunie]*?
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From (i), we step the first configuration until it becomes a value. It follows by the rule
D-stEp that

[x > el®ylalD(co) [n [Ny | Vi]er =" [x > el®7y] |alD(c) | n] [N} | V] | ¢

Since there are m > 0 crashes, we know that n| = 0. By (ii), we step the second configura-
tion via D-STEP:

¢’ > el®y2 [ alD(co) | 0 [Ny [ V2] c2 =" [x* > el @7, | alD(co) [ o0 | Ny | V5 | ¢
and by (ii1), we have
(7} 1 alD(co) | ny | N7 [ V7 | ¢}, %5 [ alD(eo) | 0o | Ny | V5 | ¢5) € V[Cunse ]+
By application of D-CrasH, we have

x > el®vy;lalD(co) |0 Ny | V]|
=[x > el ®y, |alD(c) | - | N} | V) || e#in(b > 0;7 ¢})

By the value interpretation at type Cynit, Observe that the stepped configuration continues
to be related to the second configuration:
(vy [alD(co) | - N} | V] |l e#in(b > 0; T ¢}), 5 [ alD(co) | 0o | N; | V5 | ¢5)
€ (VILL (nat ~ T Cunit)]]k+1

By D-S-aID, for y' C ¥, such that range(y') = dom(N}), we have:

[x > el®7v,|alD(co) | - | Ny | Vi || e#fin(b > 0;7 ¢})
=[x > &]l®y' [alD(cy) | - | N} | e#tin(b > 0; 1 ¢})

Note that the semantics of D-S-AID match the semantics of the PwOff function as it drops
the volatile memory locations V| just as the PwOff function does not checkpoint any
volatile memory locations, i.e. PwOff(y],alD(co),N|,V]) = y' | 0. By the value in-
terpretation at type | (nat ~» T Cynit), and the definition of PwOff in the atomic case, we
have PwO££(y}, alD(cp), N}, V/) = ' | 0, and thus the stepped configuration continues to
be related to the second configuration:

(v' | alD(co) | - | Ny | e#in(b > 0; 7 ¢}), ¥ | alD(co) | 00 | N | V5 | ¢5)
€ V[nat ~ 7 Cunie]"

By stepping the first configuration according to D-cHARGE, we have for some n”” > 0 such
that y = n” : 't

[x > €1®7' |alD(cy) | - | N} | e#tin(b > 0; 1 ¢))
=[x > &]l®y' |alD(co) | n” N, |1 ¢}
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By the value interpretation at type nat ~~T Cynit, Observe that the stepped configuration
remains related to the second configuration for n” > 0:

(v' 1alD(co) [ n” | N} |T ¢}, %5 | alD(co) | 0o | N | V5 | ¢5) € VT Cunse]**!
Stepping the first configuration via D-ResTORE-AID, we have
[y > &l®y' | alD(co) [ n” | N} IT ¢ = [y > &l®y' | alD(co) | n” | Nipyeseiies Nos Nipseare |+ | €o

’ ’ 77 3
where Nl - NRD,MFstWt’ ch’ Nth'

By the value interpretation at type T Cunit, the first and second configurations remain
related:

1 3 k+1
(v | alD(co) | n” | N;QD,MFstwt, N,c,k’ NMFstWt | - | co, 72 | alD(co) | oo | le | V’z | Clz) € Sﬂcunit]] "
since

* Restore(y',alD(co), N7, ) = Nip ursenes N Nipsewe | - | co and

ck’
° Nll =N N N3

RD,MFstiWt® " "ck®> " "Wtn

By assumption,

x> el®y' |alD(co) | n” [N} |-]co="[x¥” > el®y |alD(cy) | n’ | N | V' | skip

in k crashes.
By induction hypothesis, we get

> €] ®7v5 | alD(cp) | oo | Ny | V5 | ) =7 K’ > &l ®7v5 | alD(co) | n" | Ny | V5 | skip
such that FinWorld,(N’; V’) = FinWorld,(N7'; V7). This combined with

" > el ® 2 [ alD(co) [ 0o [Ny [ Vo | e2 =" [x° > €] ® 75 | alD(co) | o0 | N5 | V5 | ¢

gives us

X" > el ®7ya | alD(co) | oo | Ny | Voo =" [¥° > el ® 5 |alD(co) | n' | Ny | V5 | skip

which completes the proof of this subcase.
With that established, we can apply the generalized statement on assumptions

(¥ 1alD(co) | n | No | Vo | o,y 1 2ID(co) | 00 | No | Vo | ¢o) € E[Cani o]

and [y > e]®y | alD(co) | n | No | Vo | co =" ¥’ > el ®y | alD(co) | n" | N" | V" | skip to get
[y >el®y|alD(cy) | oo | Ng | Volco=*[x > el®y” | alD(cy) | co | N” | V' | skip, where
FinWorld,(N’; V') = FinWorld,(N"; V). and apply D-P-Ckpr rule to complete the proof of this
case.

U
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ML >ely M n NV Vile, [x>ely|Md|oo|NVy|V,]e)e@[C,, ]!

nit

% * , .
@ ([, >el 7] [MA ] O [NV | Vilcf, [x>elys|Md]oo|NVa|Vs|ch)e7IC,, ]" !

nit

@ [y >ely) | Md |- [NV | V)] e#tin(b> 0,1 c)) Jl

()
@ (L D>elyy | Md |- | NVL V| eftin(b > 0,1 ¢),  [x>elys|Md]oo | NVy|V5|ch
where x; =ng iy “, € %H.nat e TCunit]]m
) [y >ely)|Md]|ny | NV, V|1 ¢ jl

= o=

! %
') (> €l 7 | MA | INV [ Vil [ > ely [ Md | oo | NV, ]V, | ¢) € BIC,,, ]!

[] * . ’ * ! ’ . .

1@ (Ly > €l v | Md | g | NVi | Vi | skip, [y elyj|Md | oo | NV;| V| skip) € 711 unit]
where m.> 0,7, =7v;

© .. (i | Md | nj | NV, V} | skip, 7/|Md | oo | NV,,V/|skip) € 7t unit]

AR
e " oo

Figure B.2: Illustrations of related configurations evaluate to the same store.

271



272



Appendix C

Undo-Logging Appendix

C.1 Syntax and Operational Semantics

C.1.1 Syntax

We present a syntax for programs with atomic regions that assume an undo-logging formulation.
The key changes include modified crash types, where |T occur together during the power failure
steps to restore nonvolatile memory from its checkpoints. Configurations are extended with a
checkpoint context K containing nonvolatile and volatile checkpoints that are present in program
configurations and closed command configurations.

Commands and expressions

values y = n|tt|ff|x

exprs e = v|eOe

cmds c = skip|letx=einc|ifethencielsec, | x:=e|ci;c | crswen
atom. reg. pols. aPol = (o,u,w)

progs p = skip | startyom(alD, aPol); c;endaom; p | ¢; p

Access qualifiers and memories

access qualifier q = CK|RD|MFstWt | Wtn

nonvolatile mem N = - |t@g—vN|l;;@CK— N

volatile mem \Y = - |{@CK >,V

var loc map 0% = |y, x !

Instructions, statements, and configurations

continuations K = cle

statements Ky = «kl|i|lp

crash instrs i = g#in(b>0,T6) | T«

energy level g = -|n

charge stream X ny

checkpoint context K (Ng; Vo)

open config Co
closed config C.
exec. mode Md

(yIMdgIN[VIK|s)[(yIMd|g|IN[K]s)
[ (y [Md[gIN[V]s)

x>el®C,

alD(c) | jit
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C.1.2 Value Configurations

n>0 n>0
— (V-skip) (V-Nar)
Val(y |Md | n | N| V| skip) Val(y |1Md |n|N |V |n)
n>0 n>0

OOL-T)

V-BooL-F)

(V-B (
Val(y |[Md |n [N |V | tt) Val(y |1Md | n | N | V| ff)

(V-crasH)

Val(y |[Md |0 | N|V|«k)

: (V-# in)
Val([y > el®@y |Md |- | N|K|eg#in(b >0, |Tk))
n>0 n>0
(V-1 — (V-P-DONE)
Val([y > e]l@y | Md | n| N| K| [Tk) Val([y > e]l®y | n| N | K| skip)
n>0
(V-c-DONE)

Val((y > e]l®y | n|N|V|K|skip)

C.1.3 Top-level Atomic Region Execution

n>0 InitWorld,(N; aPol;y) = Ng | Ko | vo
x> el®vyolalD(co) [n|No|-|Kolco="[x' >el®y |alD(co) [ n | N |V | Ky | skip
n >0 FinWorld;(N") = N”

x> el®y|n|N|K]|startyom(alD, aPol); co; €ndaom; p =, X' >el®@y|n’ [N” K| p

(D-P-Cxkpr1)

n>0 n >0 Ko = (0;0)
y>el®yljitln | N|-|Kyle =" [¥ >el® y |jit|n" [N |V |K | skip

x>el®y|n|INIK|cp =, X >eley|n|N|K|p

(D-P-seQ)

Definition 18 InitWorld,(N; aPol;y) = Ng | Ko | vo where aPol = (p, u, w) iff
* N =N;,Ny, N3,
dom(N;) = range(y|p), dom(N,) = range(y|w), and dom(N3) = range(y|w),
Ni, Yk = unzip({({*@CK — v, x > £*) | No(€) = v, * fresh, x € w s.t. y(x) = }),
No = {{@RD — v | N;(£) = v}U{{in@CK — v | No(€) = v(U{{@MFstlWt — v | N3({) = v},
® Y0 = {Xun P Y(Oun | X €W} U{x > y(x) | x € 0} Uy,
* Ko = (Ng;0)
Definition 19 FinWorld,(N) = N, iff
® N =Nju, Ny,
* Ny ={{@K =V |{n@K—>veN}U{{@REK = v|{@g — veN,qec (RD,Wtn}}
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C.1.4 Command Execution (Closed Config)

yIMd[n|N[V]c— ¥ [Md|n [N"|V'|
x>el®@yIMd|n|N|VIKlc= [y>el®y [Md|n |N'|V|K]|c

(D-sTEP)

- (D-Crasn-AID)
[y >el®y|alD(cy) |OIN|VIK|k = [y > e]l®ylalD(co)| - IN| - |[K|e #in(b > 0; [ Tco)

- (D-cHARGE-AID)
[n:xy>el®ylalD(cy)| - IN| - |Kle#inb > 0; | Tk)

= k>el®ylalD(c) [n|N]|-[K[IT«

N = NIIRD,MFstWt’ NI,ﬂ/tn’ N,C/Ié K= (N 0)

[x > el ®ylalD(co) [n|N]|- | K| [Tk
= [/\/ > g] ®7|aID(CO)|n| N;QD,MFstWt, N;'[,FstWt’ Nkun | . | KlK

(D-rESTORE-AID)

- (D-Crass-J1T)
y>el®ey|Md|O|IN|V | K|k = [y >e]®y|Md| - IN|VI|K]| | e#in(b>0;T«)
K=(:V)

v > el ®@yljit] - IN[VIK]| le #in(b > 0; 1)
= [y > el ®yljitIN|K | & #in( > 0;7%)

(D-S-J17)

- (D-cHARGE-JIT)
[nxy>eleyMd| - INIK|e#in(b>0;Tk) = [y >e]l®@y|Md|n|N| K| T«

K=(;Vo
x> el@yljitlnIN|K [T« = [x>el®yljit|n|N|Vi]|-|«

(D-RESTORE-JIT)
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C.1.5 Command Execution (Open Config)

n>0 vIMd|n [N|V]|e—-y|Md|n |[N|V]| ¢
vIMd|n [N|V]letx=¢einc—>y|Md|n [N|V]letx=¢"inc

(D-LET-STEP)

Val(y |1Md |n [NV ]e) ¥ =ylxe{] {fresh n=n"+1
y|Md|n |[N|V]|letx=ceinc— 7y |Md|n IN|V, {@CK = ¢e]| ¢

(D-LET-V)

n>0 vIMd|n [N|V]e > y|Md|n |N|V] ¢
(DD-ASSIGN-STEP)
yIMd|n |[N|V|x:=e - y|Md|n |[N|V]| x:=¢

Val(ly | Md |n|N |V | e)
y=Y,x—>€ V=V, (@g—V n=n+1

yIMd|n|N|V]|x:=e - y|Md|n |N|V,@qg — e skip

(D-AssIGN-V)

Val(y |Md | n [N | V| e)
y=%,[x— {] N=N,{@g —V q = 6(q, Wt) # UN n=n"+1

vIMd|n|N|V|x:=e — y|Md|n [N, {@q — e| V| skip

(D-AssigN-N)

n>0 yIMd|n |[N|V]e—- y|Md|n IN|V]| ¢

D-Ir
v|Md|n |[N|V]|ifethencielsec, » v |Md|n' |N| V]| ife’thenc elsec; (b-1)
n=n+1 Val(y |1Md | n | N | V| t)
- (D-IF-TT)
v|Md|n|N|V]| ifttthenc,elsec, —» y | Md|n" [N|V] ¢
n=n+1 Val(y |Md |n | N |V | ff)
(D-Ir-FF)

v|Md|n|N|V|ifffthencielsec, —» y|Md|n' |[N|V]| ¢

(D-sEQ)
yIMd|[n|NIV] c50 —>7|Md|”|N|V|Cl;y|vcz

yIMd|n | N|V]e =y [Md|n" [N |V ]
yIMd|[n|N|V]| ciwe, = Y [ MA |0 [N |V ]| cswer

(D-SEQ-STEP)

n=n'+1 W=y |V  V'=V]dom\)
yIMd|n|N|V] skipiwc, = ¥ [Md|n" [N|V']| ¢,

(D-sEQ-v)
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C.1.6 Expression Execution

vy=9,[x {] V=~>(@g— vV n=n"+1
yIMd|n|N|V]| x>y |Md|n |[N|V]|v

(D-V-REeaD)

y=v7.lx—{]
q = d(q,Rd) N=¢@g— v,N N" =¢t@q — v,N n=n"+1

y|IMd|n|N|V| x>y |Md|n |[N"|V]|vV

(D-N-READ)

n>0 yIMd|n|N|V]e —-y|Md|n INIV] e
yIMd|n| N|V]eOe;— y|Md|n IN|V]e Oe

(D-BiNaRY-1)

n>0
Val(y |1Md |n| NV ] e)) yIMd|n|[N[V]e — y[Md|n [N|V] e

yIMd|[n|N|V]|e 0e, = y|Md|n' [N|V]e Of

(D-BNARY-2)

n=n"+1
Val(ly |1 Md | n|N |V ] e)) Val(y |[Md | n | N |V ] ey) v=e Qe
y|Md|n|N|V]e ©e; —» y|Md|n' | N|V]|v

(D-BINARY-V)

Definition 20 (Well-formedness for configurations) A configurationy |Md |n|N |V |K]|cis

well-formed iff when ¢ = ci5w, -+ sw,_, Casw, Cnr1 Where n > 1, all of the following hold
* dom(V;) C dom(V;) C dom(V)
*YiCVvicy

where 1 <i< j<nand Wy =y, |V, forallm € [1,n].

C.2 Type System

C.2.1 Types
store types A := 1int | bool
basic types T == unit|A
unstable types ™ = Tl ™Vtt|nat ~ 7| Cr}d
stable types T° = T
type variables A= Cynie | O
unstable store typing context ¥ = -|x:|TA@CK, X | xyn : [TA@CK, X
stable store typing context Q = -|x:TA@q,Q



atomic command crash type  Cynir = (nat ~» |, T:Cunit) V |, T unit
atomic expression crash type Ci9 = (nat ~ |57 Cunie) V [IT5A
jit command crash type  Cynix = |, (nat ~ T:Cuit) V |, Tiunit

Jjit expression crash type Cgt = |)(nat ~ T;‘;Cﬂf) v ]TA

C.2.2 Expression Typing

Q=x14@q,Q, ¢ =g Wt +UN
Md | b:nat|Q kg x: TA 4 x:TA@Y,

(T-Loc-WRITE)

T=lY  Q=Q,0Qf Md|b:nat|Q,¥ byx:AAQ
Md| b:nat | QX kyr x: [TA 4 Q[dom(Q), Q%

(T-W-SHrrr)

Q(x) = TA@q
(T-Loc-REap) (T-BooL-T1)
Md|b:nat | Qg x: TA Md|b:nat | Qg tt:T bool

(T-BooL-F) - (T-INT)
Md|b:nat|Q g ff: Thool Md|b:nat| Qg n: Tint

>=01% Q=0Q,Q Md|b:nat |Q,Y rppv:TA
Md|b:nat|Q;X kepsig Vi LTA

(T-R-SHrrr)

Md | b :nat | Q,Z "RD;Sig X . l,TA
Md|b > 0:nat|Q;X bppsig X : 71V ITA

(T-v-Succ)

Md|b > 0:nat | Q;% repsig € : O
Md | b > 0:nat | Q;Z Fppsig €2 : G ©: T X 1T — 1T

Md|b > 0:nat | Q;Z bepsig e © ey 0 O

(T-BINARY)

Sig'={Md|b > O:nat | Q;Z tppe: 7}
Sig” = if Md = jit, then Sig’, else Sig
Md|b =0:nat | Q;Xbsigre: 7 Md|b > 0:nat | Q;X brpsige: T

Md|b > O:nat | Q;X brpsige : T

(T-ENOUGH?)
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C.2.3 Command Typing

- - (T-Sxip)
Md | b :nat|Q ksig skip : Tunit 4 Q

r=1Y Q=0 Q% Md | b :nat | Q,% Fgiq Skip : Tunit 4 Q,
Md | b:nat | Q;X Fsig skip : [Tunit 4 Q; [dom(Q), Q%

(T-C-SnrFr)

Md | b :nat | Q;X Fsig skip : [Tunit 4 Q'

» - (T-v-Succ)
Md|b>0:nat| QX ksigskip: 7V [Tunit 4 Q'
Md | b >0 :nat|Q;X repsig € : C
Md|b>0:nat | x:]TA@CK kgjg c: T4
(T-LET)

Md|b>0:nat|Q;Zrsigletx=ejinc:74Q

MdleO:natIQ;ZI—RD;Sige:Cf:{d Md|b>0:nat |Q;Z by x: |TA Q'
Md|b>0:nat| QT kggx:=e: C4 40

unit

(T-AssIGN)

Md | b >0:nat|Q;X Frpsig € : Chay
Md|b>0:nat|Q;Zksigc T4 Md|b>0:nat|Q;Zksiger: T4

Md|b>0:nat | QX rsigifethencielsec, : 74

(T-Ir)

Md| b >0:nat|Q;X kg c; : C

unit

4 Q) Md|b>0:nat| QX ksigcr:74Q"

(T-seQ)
Md | b >O :hat | Q,z }_Sig Cc1;C . T"Q”
W=yIv Md|b>0:mnat| ;X ksig ngit 4 Q= Qé{(s Q}%D,MFstWt,th
Y = trim(E,V,y) U lQllm Md | b>0:nat | Q/;Z/ Fsig €20 T Q"
(T-seq-D)

Md|b> O:natlQ;Z I—Sig CI;WCZ:T‘| Q”

Sig'={Md|b>0:nat | Q;Zrc:74Q}
Sig” = if Md = jit,then Sig’, else Sig
Md|b=0:nat|Q;ZtsigrCc: 7T Md|b>0:nat | QX tsige:T74Q

Md|b>0:nat|Q;Zksigc:74Q

(T-ENoUGH?)
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C.2.4 Statement Typing

=332 alD(cy) |- | QT2 Fsig e #in(b > 0,]7¢o) : nat ~» [1C3P
alD(co) | b =0 :nat | Q;X Fsiq & : (nat ~ [TCAP) Vv [1T

(T-AID-V-CRASH)

g#in():nat >0  alD(c)| b >0:nat| QI kgyy LTk L1CEP
alD(co) | - | QX ksig e #in(b > 0,7«) : nat ~ |[1C3P

(T-AID-CHARGE)

alD(co) | b > 0:mnat | Q% kgiq o : C3P € Sig
alD(co) | b > 0:mnat | QX rgjq LTk [TCEP

(T-AID-RESTORE)

jit] | X ksig Ll #in(b > 0,4) : L(nat ~ 1C})
jit|b = 0:mat | QX bsig « 2 LTnat ~ Cp) v 1T

(T-Jit-V-CRrASH)

S=1% it | Q. Fsig e #in(b > 0,1) : (nat ~ 1C1Y)

— - d (T-Jrr-sTop)
jit]- [ Q2 Fsig le #in(b > 0,7«) : (nat ~ 1C;%)
g#in):nat>0  Md| b >0:nat]| Q2 ki Tk : Cr € Sig
- i (T-JiT-CHARGE)
Md| - | QX Fsig e #in(b > 0,Tk) : nat ~» C;
Q=Q,Q!  jit| - | Q;1Q" | pcS, -k N eSig
— - o (T-J1T-RESTORE)
jit] | Q1 Fsig T 27 CB
C.2.5 Program Typing
InitWorld,(Q; aPol) = Qg | Xy
Sig={alD(cp) | b >0:nat | Qy;Zo F ¢y : Cunit 4}
alD(C()) |b>0:nat| QX Fsig Co : Cunit A Q
Q' [{MFstWit} =0 b :nat|Q+F p: TCuit
(T-P-CkpT1)

b :nat | Q + startyem(alD, aPol); co; €ndatom; P : TCunit

jit|p>0:nat|Q;-+gc: Cuic 1 b:nat|Q+ p: TCumit

b:nat|Q+Fc;p: TCumit (T-P-se0)
Definition 21 (InitWorld, for undo-logging) InitWorld,(Q; aPol) = Q | Xy iff
e dom(Q) =pUpuUw,
copNu=0unw=0,pNw=~0,
® ¥y ={xum:JTA@CK | x: TA@CK € Q°}
e Qy={x:TA@RD | x: TA@qg € Q"}U{x: TA@NFstWt | x: TA@qg € Q"} U Q°
where aPol = (p, i, w) and Q = Q", Q" Q° and Q" = Qlp, Q" = Qlu, and Q° = Qlw.
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C.2.6 Store Typing

We present a modified store typing for undo-logging.

———  (EmprY)
,.f;'D.|.-.|.
HEONIV Q|
y=%,[xm {] V=V, t@g—v alD|b:nat | Qtrpv:TA

FPN|V: Q| (x:[TA@qg)

(V-Loc)

N=N,l@q—>v ¢g#CK
RPN [V:Q|E  y=9,[x—{¢ aD|b:nat|Qrpv:TA

ID : .
HENIV:Q,(x:14A@q) | X

(N'V-Loc-ap-1)

N=N,lpn@q — v g=CK
y=y.lx— ¢ aD|b:nat|Qrpv:TA PN |V:Q|Z

FEN|V:Q,(x: TA@q) | Z, (xun : 1TA@()

(N'V-Loc-AD-2)

The rule V-Loc checks a volatile location’s type with respect to X and y. The rule NV-Loc-aAID-1
types non-checkpointed locations in nonvolatile memory by checking that the value stored in the
location ¢ allocated for x has the same type as x at the type level. Lastly, the rule NV-Loc-AID-2
applies when x is checkpointed, meaning it has locations in both N and K. Though, since K does
not appear in the open configuration operational semantic rules, it is not needed for progress and
preservation and is therefore omitted from this definition. Therefore each checkpointed location
in N corresponds to both an unstable and stable typing. For reasoning about high-level correct-
ness, this rule would be extended with the checkpoint context where it is typed according to the
stable types. Since in this system, V; will always be empty for atomic regions, the rules are
complete for the mode alD.

C.3 Progress and Preservation
Lemma 15 (Progress for shifted expressions) If
Md|bmat | Qrgge: TA

then ¥ n :nat withn > 0and VN, V,y with I—QAd N |V :Q, either
e Vally |[Md|n|N|V]e)or
e J(y|Md|n |N|V]|e)suchthaty | Md|n|N|V]|e — v|Md|n |[N|V]|e€.

Proof: The proof proceeds by structural induction over Md | b : nat | Q tg, e : TA.
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Case 1 [T-Loc-Reab]. Suppose the last rule in the typing derivation is T-Loc-READ:

Q=x:TA@q, Q'

(T-Loc-REeap)
Md|b:nat | Qrgp x: TA

Then by inversion, we have Q = x : TA@g, ). By assumption, kQ"d N|V:Q By
inversion of I—Q"d N | V : Q according to the well-formedness definition, one of the two
subcases hold:

Subcase 1. N = (@g — v,N withy =y, [x — {].
Since n > 0, it follows that In’ such that n = »n’ + 1, and hence the evaluation rule
D-Loc-REaD applies:

y=7,lxw{]
N={(@g — v,N 6(q,RD) # UN n=n +1

(D-Loc-READ)
yIMd|n|N|V]|x—>y|Md|n |N|V]|v

This yields the desired result.

Subcase 2. V = {@qg — v,V withy =y, [x — {].
Since n > 0, it follows that dn’ such that n = »n’ + 1, and hence the evaluation rule
D-roc-Reap applies:

y=7.lxm{]
V=(@qg—vV 0(q,RD) # UN n=n+1

(D-var-READ)
yIMd|n|N|V|x—>y|Md|n |[N|V]|v

This yields exactly the desired result.

Case 2 [T-Boov-T1]. Suppose that the last rule in the typing derivation is T-BooL-T:

(T-BooL-T1)

Md|b:nat|Q kyp tt:T bool

By the value rule V-BooL-T and the assumption n > 0 we get

n>0
Val(ylMdInlNIVltt)(

V-BooL-T)

Case 3 [T-BooL-F]. Suppose that the last rule in the typing derivation is T-BooL-F:
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(T-BooL-F)
Md | b :nat | Q rgp ff :T bool

By the value rule V-BooL-F and the assumption n > 0 we get

n>0
Val(ylMdInlNlVlﬂ')(

V-BooL-F)

Case 4 [T-INT].
Suppose that the last rule in the typing derivation is T-INT:

(T-InT)
Md|b:nat | Q gy n: Tint

By the value rule V-InT and the assumption n > 0 we get:

n>0
Val(ly IMd | n|N |V |n)

(V-InT)

O
Theorem 14 (Progress for expressions) IfMd | b R m : nat | ;X brgsig € : 7, then ¥ n : nat
with nRm and ¥ N, V,y with I—L‘,"d N|V:Q|Z either
e Vally |[Md |n|N|V]e)or
e Jiy|Md|n |N|V]|e)suchthaty | Md|n|N|V]|e — y|Md|n |[N|V]|e€.

Proof: The proof is by structural induction over Md | b6 R m : nat | Q;X Frgsig € : 7. We
consider a specific (co-)natural number nRm and contexts N, V,y with I—yd NIV:QJ|Z We
consider cases based on the last step in the derivation:

Case 1 [T-EnoucH?].

MAd|b =0:nat | Q;X bsigre: T Md|b >0:nat | Q;X rppsige : T
Sig'={Md|b >0:nat | Q;Ztgppe: 7}
Sig” = ifMd = jit, thenSig’, else Sig

Md'b Zo:natlg;ZI‘RD;SiQEZT

(T-ENouGH?)

By assumption, we know that n > 0. We consider two subcases based on the value of n
(i.e.n=0o0rn>0):

Subcase 1 [n = 0]. By the value rule V-ge-CrasH, we have
Val(y |1Md |0 | N |V |e),

which completes the proof of this subcase.
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Subcase 2 [n > 0].
By inversion on T-ExouGH?, we have
(1) Md|b =0:nat | Q;X ksigr €: 7
(2) Md|b >0:nat | Q;Z tppsige : T
(3) Sig'={Md|b >0:nat | Q;Z tpp e : 7}
(4) Sig” =ifMd = jit, then Sig’, elseSig
We can apply the induction hypothesis to (2) to get for n > 0, and N, V, y either
e Vally |[Md|n|N|V]e)or
e Jiy|Md|n" [N|V]|e)suchthaty [Md|n|N|V]|e — y[Md|n" |[N|V]e.
which completes the proof of this subcase.

Case 2 [T-BmNvary].

Suppose the last rule in the typing derivation is T-BiNaRrY and e = e; © e5:

Mdlb Z 0 :hat | Q,Z FRD;Sig 81 :Cl;[,d
Md|b > 0:nat | Q% brosig €21 O O 1T X 1T = 1T”

Md|b > 0:nat | QX Fppsig e @y : Cog

(T-BINARY)

By assumption, we know that n > 0. By inversion, we have
(1) Md|b > 0:nat | QX krpsig €5 1 CF
(2) Md|b > 0:nat | X kepsig €2 1 Cro
3) 0: 1T x1T" - 1T”
By the inductive hypothesis applied to (1), either
e Val(ly |[Md | n|N|V]ey),or
® diy|Md|n" [N|V|e))suchthaty [Md|[n|N[V]e; — y[Md|n [N]|V]e].
From here, the proof proceeds in two subcases:
Subcase 1. Val(y |Md |n [N |V |e))
We apply the inductive hypothesis to (2) to get two sub-subcases.
Subcase 1a. Val(y |[Md | n | N |V | ey).

Since n > 0, we can apply the dynamic rule D-BINaRY-v to get
yIMd[n|N|V]ei0e, — y[Md|n" [N|V]v,

where v =¢; ® ey, andn =n’ + 1.

Subcase 1b. d(y [Md | n" [N |V | e)) suchthaty [Md [n|N [V ]e, — y|Md|n'|
N |V |e). By D-BiNary-2,

YIMd|n|N|V]e©e, » yIMd|n [N|V]e 06
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Subcase 2. Suppose that (y [ Md [ n" [N |V | e]) suchthaty [Md [n [N |V ]|e; — vy
Md |n" | N|V|e]. Then, by D-BiNARY-1,

yIMd|n|N|V]|e0e, —» y|MAd|n |[N|V]el Oe,

The desired result holds in all subcases.
Case 3 [T-V-succ].
Suppose the last rule in the typing derivation is T-V-succ:

Md|b:nat | Q;Zrppv: |TA
Md|b > 0:nat|Q;X bppsig v:TVITA

(T-Vv-succ)

By assumption, we get n > 0. By inversion, we have:

TMd|b:nat | Q;Zgpv: |TA
We know that the last rule for deriving § is T-R-SHrFr:

=1 Q=0Q,Q7 Md|b:nat |[QX tppv:TA
Md|b:nat | Q;Zrppv: |TA

(T-R-SHiFT)

By inversion, we have:

(1) Md|b:nat | Q,X tgppv: TA
2) 2=1%
3) Q=Q0,Q7

By assumption H'® N |V : Q |  and (2), it follows from Lemma 27| that F* N | V : Q, 3.
Then the desired result follows directly by application of Lemma [26|to (1) (since n > 0).

U
Lemma 16 Ij‘r—yd N|IV:Q|Zand X =Y, thenr—g/'d N|V:QZX.

Proof: The proof is by induction on the structure of kg"d N |V : Q| Z For each step in the
derivation, we build the corresponding step of a derivation for l—yd N|V: QY according to the
well-formedness definition. U

Theorem 6.1 (Progress for Commands) IfMd | » R m : nat | Q;Z tsig ¢ : 7 4 Q, then ¥
n : nat with nRm and ¥ y,N, V with I—gd N|V:Q|Z either

e Val(y |Md |n|N|V]c)or

e J(y' |Md" | n' [N |V |c)suchthaty |[Md|n|N|V]c -y |Md |n" [N |V |
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Proof: The proof is by structural induction over Md | b R m : nat | ;X tgig ¢ 1 74 Q. We
consider a specific (co-)natural number nRm and contexts N,V,y with H}* N | V : Q | . We

consider cases based on the last step in the derivation:

Case 1 [T-Enoucn?].

Md|b =0:nat | Q;ZbsigrCc: T
Md|b >0:nat | QX kgigc:T4Q
Sig'={Md|b >0:nat | Q;Z+c: 71}
Sig” = ifMd = jit, thenSig’, else Sig

(T-ENouGH?)
Md|b >0:nat | Q;Zksigc: 74

By assumption, we know that n > 0. We consider two subcases based on the value of n:

Subcase 1 [n = 0]. By the value rule V-c-CrasH, we have

Val(y IMd [0 [ NV o),

which completes the proof of this subcase.

Subcase 2 [n > 0].
By inversion on T-ExoucH?, and since n > 0, we have
(1) MA|b =0:nat | Q;Z tsigrc: 7T
(2) Md|b >0:nat | Q;Z kgijgc: T4
(3) Sig ={Md|b >0:nat | QX +c: 1}
(4) Sig” =if Md = jit, thenSig’, else Sig
We can apply the induction hypothesis on this judgment to get for n > 0, and N, V,y
either
e Vally |[Md|n|N|V]c)or
e J(y/ |Md" |n' [N |V |c)suchthaty |[MAd |[n|N|V|c — v |Md |n" | N |
V' |c.
which completes the proof of this subcase.

Case 2 [T-IF].
Suppose the last rule in the typing derivation is T-1f and ¢ = if e then ¢, else c;:

Md| b >0:nat | Q% rppsig e : Cray
Md| b >0:nat | Q;Zksigey :74Q
Md| b >0:nat | Q;Z ksiger :T74Q

. (T-Ir)
Md| b >0:nat | Q;X tsiq ifethenc elsec, : 74 Q'

By assumption, we know that n > 0. By inversion, we have:
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(1) Md | b >0:nat | Q,Z Frp:sig € - ngol

(2) Md| b >0:nat | Q;Zksigep T4
3) Md| b >0:nat | Q;Ztsigcr T4
By Theorem [I6]applied to (1), either
e Val(y |[Md|n|N|V]e)or
e Jiy|Md|n [N|V]|e)suchthaty [Md|n|N|V]e - y|[Md|n" |[N|V]e.
From here, the proof proceeds in two subcases:

Subcase 1. Val(y |[Md |n|N |V |e).

SinceMd | b > 0 : nat | Q;X Fppsig € : Cgfol, we have by inversion on T-ENouGH?
followed by inversion on T-V-succ that

Md| b:nat | Q;X trpsig € @ | Thool

Again, by inversion on T-R-SHiFT, we have

(1) Md | b :nat | Q;X tgpsig € : Thool

(2) Q=0,Q

3) =%

By inversion on the rules T-BooL-T and T-BooL-F, we have that either e is tt or ff.

Subcase 1a. If e = tt, then since n > 0 the rule D-Ir-TT applies and yields the
desired result.

n=n"+1 Val(y |[Md |n | N |V | tt)
y|Md|n|N|V]ifttthenc,elsec; - y|Md|n' |[N|V ]|

(D-Ip-11)
Subcase 1b. Similarly, if e = ff, then since n > 0, the rule D-Ir-rr applies and
yields the desired result.

n=n+1 Val(y |[Md | n |N |V | ££)
v|Md|n|N|V|if ffthenc elsec; —» y |Md|n' [N |V |,

(D-Ir-FF)

Subcase 2. A(y [Md |n' [N |V |e)suchthaty [Md|n|[N|V]e =y |Md|n |[N|V]|
e’. Then the rule D-1r applies and produces the desired result.

yIMd|n [N|V]e—-y|Md|n [N|V]e

y|Md|n |[N|V|ifethenc,elsec, —
v|Md|n' |N|V|if e thenc elsec,

(D-Ir)

287



Case 3 [(T-Ler)].

Suppose the last rule in the typing derivation is T-LET:

Md | b >0:nat | QX rgpsig e; : C°
Md| b >0:nat | QG Z, x:]TA@Ck kgjgc:T74Q

Md| b >0:nat | Q;Z Fsigletx =ejinc: 74

(T-LET)

By assumption, we know n > 0. By inversion, we have a typing derivation for:
(1) Md| b >0 :nat | QX Fgpsig €1 : Ci0
(2) Md| b >0:nat | Q;Z, x:]TA@Ck bgijgc: 74
By Theorem [[6]applied to (1), either
e Vally |[Md|n|N|V]e)or
e diy|Md|n" [N|V]|e))suchthaty [Md|n|N|V]e; —y|Md|n [N[V]e].
The proof proceeds in two subcases.

Subcase 1. Suppose that Val(y | Md | n | N | V | e;). Then since n > 0, the rule
D-Let-steP-v applies and yields the desired result. Note that here y’ extends y by
adding a new mapping from x to £.

Val(y |[Md |n [N |V | e;)
Y =y, x>  Llfresh n=n+1

vy|Md|n [N|V]|letx=¢ejinc -y |Md|n [N|V, (@Ck — ¢ |c

(D-LET-STEP-V)

Subcase 2. Suppose that A(y [Md [ n" | N |V |e})suchthaty [Md [n [N |V ]e —
yIMd|[n | N|V]e|. Then since n > 0, the rule D-Ler-sTep applies and yields the
desired result.

yIMd|n [N|V|e—-y|Md|n |[N|V]|¢
vIMd|n [N|V]|letx=cinc—>y|Md|n |N|V|letx=¢"inc

(D-LET-STEP)

Case 4 [T-Vv-Succ].
Suppose the last rule in the typing derivation is T-V-Succ:

Md | b :nat | Q;X Fsig skip : [Tunit 4 Q'
Md|b > 0:nat|Q;X ksiq skip: 7V [Tunit 4 Q'

(T-v-Succ)

Then since n > 0, the rule V-skip applies and yields the desired result.

n>0
Val(y |Md | n | N |V | skip)

(V-skip)
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Case 5 [T-AssIGN].
Suppose the last rule in the typing derivation is T-AsSIGN:

Md| b >0:nat | Q2 bgpsig e : C
Md| b >0:nat | GZFy, p: ITAAQ,

o (T-AssiGN)
Mdl b >0:nat | Q;z:"sigp::e :Cunit_|g21

By assumption, we know that n > 0. By inversion on T-AssIGN, we have
(i) Md| b >0 :nat | QX kepsig € : CH0
(i) Md| b >0:nat | Q;ZFy, p:ITA4Q,
By Theorem [I6]applied to (i), either
e Vally |[Md|n|N|V]e)or
e Jiy|Md|n [N|V]e)suchthaty |[Md|n|N|V]e -y |Md|n |[N|V]e.
The proof proceeds in two subcases.

Subcase 1. Val(y |[Md |n|N |V ]| e).
By inversion on T-w-SHrrt applied to (ii), we have:

=Y Q=0 Q% Md|b:nat | Q2 Fyrp: TA4,

(T-W-SHirT)
Md| b:nat | Q;Zkyr p: ITA A Qyldom(Q), Q%

(H =LY

2)Md|b >0:nat | QX by, p:TA4Q,
(3) Qi = Qy[dom("), Q%

4 Q=Q,Q%

Now we proceed by inversion on T-Loc-WRITE applied to (2). From this inversion,

QY =xTA@q, Q) q = 6(g, Wt) # UN
k|Md|b > 0:nat | QX Fy, p:TA 4,

(T-Loc-WRITE)

we have:

(i) QY =x1A@q, Q) , and
(i) ¢’ = o(g, Wt) # UN

where Q;, = x:TA@q’, Q)

By assumption, we have F* N | V : Q | Z. By Lemma and ¥ =| X', we have
I—Q,Ad N|V:Q, ¥. By the well-formedness definition, one of the two subcases hold:
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Subcase 1a. V = {@q — V',V withy =/, [x — {].
Since n > 0, the D-AssiGN-V rule applies and yields the desired result.

Val(ly |1Md |n|N |V ]e) V=V, t@qg—
q = 6(g,wt) # UN vy=v"[x—{] n=n"+1

yIMd|n|N|V|x:=e —»y|Md|n' |N|V,(@q — e|skip

(D-AssiGN-V)

Subcase 1b. N ={(@qg — v',N" withy =/, [x — {].

Since n > 0, the D-AssioN-N rule applies and yields the desired result. By
definition of ¢, it follows that ¢ # Rd, for we cannot have 6(Rd, Wr) # UN.

Val(y |Md |n | N |V |e) N=N,t@g —
q = 6(q,wt) # UN q #RD y=v,[x—{] n=n"+1

vIMd|n|N|V]|x:=e - y|Md|n |N,(@q — e|V|skip

(D-AssigN-N)

Subcase 2. A(y [Md |n' [N |V |e)suchthaty [Md|n|[N|V]e -y |Md|n [N|V]
e¢’. The rule D-AssiGN-sTEP applies and yields the desired result.

yIMd|n |[N|V]e - y|Md|n |[N|V]|e
vy|Md|n |N|V|p:=e -y|Md|n [N|V]|p:=e

~ (D-ASSIGN-STEP)

Case 6 [(T-seq)].
Suppose the last rule in the typing derivation is T-sEqQ:

Md' b 2021‘lat| Q;Zl—sigclzcunit_|Q/
Md'bZ():nat|Q/;Z}-SigC2:T_|Q//

Md| b >0:nat | QT ksigcrze 174Q7

(T-sEQ)

Then the desired result follows by D-sEq:

D-sEqQ
yIMd|n|N|V]ci;co =y [Md|[n|N|V]ciyve

Case 7 [(T-seqQ-p)]. Suppose the last rule in the typing derivation is T-sEQ-D:

T-SEQ-D
W=y|V Md|b>0:nat|QTtsigcr:Cy 4Q  Q =Qp, @
T = trim(Z,V,y) U 1Qy, Md|b>0:nat| QX" ksijgcr:74Q"

Md|b>0:nat | QX ksigciswer 1 T74Q7

By inversion we have
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() W=y|V
(2) Md | b>0:nat | QT ksigcy : C9 4 QY
(3) ¥ = trim(Z, V,y) U [ Q]
(4) MA|b>0:nat | QX" bgigcr:THQ"
(5) QO = QL. O
By the inductive hypothesis applied to (1), we have that either

e Val(y |[Md|n|N|V]cy)or
e d(y | Md" | n' [N | V' |c))suchthaty [Md [n [N [V ]c; —y [Md |n [N |V ]
.
The proof proceeds in two subcases.

Subcase 1. Val(y |[Md |n [N |V | c)).

By (2), Val(y |[Md | n | N | V| ¢;1), and the assumption n > 0, it follows by inversion
on T-ExouGH? that

(@) Sig'={Md|b>0:nat | QX Fsig ¢1 : Cunit)
(b) Sig” = if Md = jit, thenSig’, else Sig

(c) MA|b=0:nat|Q;X Fsigr €1 : Cunit

(d) Md|b>0:nat|Q;Z Fsig ¢ : Cunit 1

By definition, Cypie = [(nat ~» TCuie) V [Tunit. Additionally, observe that Val(y |
Md | n|N|V]c)implies that ¢; = skip. Then by inversion of T-V-Succ

Md | b :nat|Q;Z Fsig skip : [Tunit 4 Q'
Md|b>0:nat| QX Fsig skip : J(nat ~» TCynir) V JTunit 4 Q'

(T-v-Succ)

we learn that Md | b : nat | Q; X tg;q SKip : [Tunit 4 Q.

The assumption n > 0 implies that n = n’ + 1. By this fact, (1), and V = V | dom(V)
(which is trivially satisfied because V = V), the rule D-seQ-v applies

D-sgo-v
n=n"+1 W=y|V V =V [ dom(V)

yIMd[n[N|V] skipiwe = y [ Md|n" [N[V] ¢

Observe thaty | Md | n | N | V| skip;wco, = ¥y | Md | n" | N| V| ¢, is the desired
result.

Subcase 2.3(y" [ Md" | n' [N | V' | c¢})suchthaty [Md |n [N [V ]c, — ' |[Md |n |
N[V |c].
Since n > 0, the rule D-conT applies and yields the desired result.
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yIMd|[n|N[V]c, =y |Md |n" [N |V |c]
yIMd|n|N|V]| ciswer -y [Md |n" [N |V |chwer

(D-SEQ-STEP)

O
Axiom 2 (positive input to generation channel) ¢ #in() : nat > 0.

Lemma 17 (well-typedness of expressions under crash in jit) jit| b = 0 :nat | &2 trosig
e:C for Sig' = {jit|b > 0:nat | QT rp e : ).

Proof: Note that C = |(nat ~» TCl) vV [TA. Let Q' = Q,Q where T = |Q”. By axiom
Bl we have & # in() : nat > 0. Then the typing derivation follows by the assumption that
jit| b >0:nat | QT rppe : C €Sig.

jit| b >0:nat | Q;1Q" repe : O € Sig’
Q=00

jit] b >0:nat| Q repsigle: 1C
e#in():nat >0

jit |- | Q,QU rrpsig & #in(b > 0,7e) : (nat ~ k)
Z - J,Q//

jit| - | Q% Feosig Le #in(b > 0,Te) : [(nat ~ 1C
jit|b =0:nat | QT repsig e : Lnat ~ TCH v [7A

(T-JIT-RESTORE)

(T-CHARGE)

(T-JrT-stop)

(T-v-CrasH)

The conclusion jit | b = 0 : nat | Q;X Frpsig € : J(nat ~~ Tcﬂ‘j) V |TA yields the desired
result.
O

Lemma 18 (well-typedness of expressions under crash in alD) If alD(cp) | » = 0 : nat |
QY brossig € T 5., dom(E') 2 dom(Q,) where Q = Qi Q% then alD(cp) | b = 0 : nat |
Q; T Froisig € T 5.2, dom(E) 2 dom(Qg).

Proof: Let the type 7 = Cf"D and note that Cj'D = (nat ~ |7 Cﬁﬁ .) V TA. By inversion on the
assumed typing judgment

Y =322
e#in():nat >0
alD(co) | b >0 :mnat | Q32 rsigco : C2P e Sig

alD(co) | b > 0 :nat | Q; 32 Fsig {10 : LTCEP
alD(co) | - | 22 ksig e #in(b > 0, [Tco) : nat ~ [TCAP
alD(co) | b =0 :nat | Q3 kgiq € : (nat ~ [TCAP) v [1T

(T-AID-RESTORE)

(T-AID-CHARGE)

(T-AID-V-CrasH)

we learn the following:
(1) alD(cp) | b >0 :nat | Q; X2 Fsig co : C¥P € Sig
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(2) ¥ =332

>~ un

(3) e#in() :nat >0

Therefore, we have the following typing derivation where £ 2 X2 :

¥ =352
g#in() :nat >0
alD(co) | b >0 :mnat | Q%2 rsigco : C3P e Sig
alD(co) | b > 0:mnat | Q; 32 Fsig Lo : L7CEP
alD(co) | - | X2 ksig e #in(b > 0, [Tco) : nat ~ [TCEP
alD(co) | b = 0:nat | QT ksig e : (nat ~ [TCEP)V [1T

(T-AID-RESTORE)

(T-AID-CHARGE)
(T-AID-V-CrasH)

The conclusion alD(co) | b = 0 : nat | Q;X ksig e : (nat ~» [TC30 ) v [TA yields the
desired result.
O

Lemma 19 (well-typedness of commands under crash in jit) jit |6 = 0 :nat | Q; X kg
c:C% . forSig ={jit|b > 0:nat | T rec: )

unit unit

Proof: Note that " . = |(nat ~» 7C" )V |Tunit. Let Q' = Q,Q/ where |Q” = . By

unit unit n

axiom 3} we have that & # in() : nat > 0. Then the typing derivation follows by the assumptions
jit] » >0:nat | @;Zrc:C . €Sig.

i . . ’” . it .
jit] b 20:nat | Q" rc:C,;, €Sig
Q' =0,Q7

jit

jit] b >0:nat| Q rsjgTc:TC ;.
e#ipn():nat >0

jit]- | Q ksig e #in(b > 0,7¢) : (nat ~» 1k )
2 = lQIl
jit] - | QX rsig le#ind >0, . l(nat ~ 1C"
jitl- | sig L& #1( 1e): i f ..t“mt) (T-V-CrasH)
™YV [ Ttunit

unit

(T-JIT-RESTORE)

(T-CHARGE)

(T-Jrr-stop)

jit|b =0:nat | QX ksig c: [(mat ~ TC
The conclusion jit | b =0 :nat | Q;X ksiy ¢ : [(nat ~ T C‘ltnit)vlTunit yields the desired
result. O

Lemma 20 (well-typedness of commands under crash in alD) If alD(cy) | b = 0 : nat |
QY bsig ¢ @ T s.t. dom(E) 2 dom(Qy) where Q = QéK,QZ then alD(cp) | b = 0 : nat |
Q; X ksig ¢ : T s.t. dom(Z) 2 dom(Q).

Proof: Let the type 7 = C3P_ and note that C3P = (nat ~ |1 C3P )V |Tunit. By inversion

" . unit unit unit
on the assumed typing judgment
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>=3! 32

> ~un

g#in():nat >0
alD(co) | b > 0:mnat | Q%2 Fsigco : C2P eSig

alD(co) | b > 0:mnat | Q; 32 Fsig L1co 1 L7CEP
alD(co) | - | X2 Fsig e #in(b > 0, [Tco) : nat ~ [TCEP
alD(co) | b =0 :nat | Q; T ksiq ¢’ @ (nat ~ [TCEP) v [T

(T-AID-RESTORE)

(T-AID-CHARGE)

(T-AID-V-CrasH)

we learn the following:
(1) alD(cp) | b >0 :nat | Q; T2 Fsig co : C¥P € Sig
(2 T=x,3%2

(3) e#in() :nat >0

Therefore, we have the following typing derivation:

=332
g#in():nat >0
alD(co) | b >0 :mnat | Q%2 rsigco : C2P eSig

alD(co) | b > 0 :nat | Q; 2 Fsig Lo : L7CEP
alD(co) | - | X2 ksig e #in(b > 0, [Tco) : nat ~ [TCEP
alD(co) | b = 0:nat | QT ksig ¢ : (nat ~ [TCEP)V 1T

(T-AID-RESTORE)

(T-AID-CHARGE)

(T-AID-V-CrasH)

The conclusion alD(cy) | b = 0 : nat | ;X ksiq ¢ : (nat ~ [TC30 ) v [Tunit yields the
desired result.
O

Theorem 15 (preservation for expressions) If

(f) Md|b > O:nat|Q;X tppsige: T

and for some I—gd N |V : Q| X and natural number n > 0, we have

yIMd|n|N|V]e - y|Md|n" |[N|V]|¢

then
Md|b > 0:nat| QX Frpsige : T

withn' > 0.

Proof: The proof is by induction on the size of e. We proceed by considering possible cases
fory|Md|n|N|V]e —» y|Md|n' |[N|V]|e¢.

Case 1. [D-BiNary-1].

n>0 yIMd|n|N|V]e, »y|Md|n |[N|V]e]
yIMd|n|N|V]e,0e,— y|Md|n [N|V]|e| Oe

(D-BiNARY-1)
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By the first premise of D-Binary-1, we have that n > 0. By inversion on the assumed
typing judgment (1) via T-EnouGH? rule, we have

(f1) Md|b > O:nat | Q;X bppsige1 ©@ex: T

and
(f2) Md|b = O0:nat | Q;X krpsig €1 Oer i T.

By inversion on () via T-BINARY

Md | b

Md | b
- (T-BmNaRY)
Md|b > O:nat | Q;X Frpsige1 Oex : T°

0:nat | QX Froisig €1 © T

2>
> 0:nat | Q;X bppsig€2: T

we learn that
(1) Md| b > O :nat | Q;X trpsig e : T°
(2) Md|b > O:nat | Q;XZ Fppsig €2 1 T°
By the inductive hypothesis appliedto (1) andy [Md |n | N|V |e; =y |Md |n" |[N|V|
e}, it follows that
Md|b > O:nat | Q;Z Fppsig €] 1 T,
and n’ > 0. By the following application of the T-BiNary rule we get

Md | b $
Md | b

Md|b > 0:nat | Q;X brpsig €] O ez T

O:nat | Q;Z kppsig €] 1 T

>
> 0:nat | QX Froisig €2 © T

. (T-BiNarY)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd | b > 0 :nat | Q;X tppsig €] @ep : 7¥via lemma we
getMd [ b = 0:nat | ;X bppsig €] O ey 1 T°.
Subcase 2. [Md = aID(cy)]. By (1) vialemma29] we getMd | b = 0 : nat | ;X Fppssig
ef0e: T
In both subcases, we have the typing judgments Md | 5 = 0 : nat | Q;X kppsig €] O€r 1 7°

and Md | b > 0 : nat | QX Fgpsig €] © e : 7°. Then the desired result follows by
T-ENoucH?:

Md|b =0:nat | Q;Z Fppsig €] Qe : T°
Md|b > 0:nat | Q;X bepsig€] @er: T

Md|b > 0:nat | Q;Z Fppsige] Oer: T

(T-ENOUGH?)

Case 2 [D-BINARY-2].
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n>0 y|ValMd | n| N|V]ep)

yIMd|n|N|V]e, » y|Md|n [N |V |e¢)

— —~ (D-BiNaRY-2)
yIMd|n|N|[V]|e ©Ge, = y|Md|n [N |V |e Oe

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have

(1)

Md|b > O0:nat | Q;Z bgpsige1 Oex : T
and

(f2) Md|b = 0:nat | Q;Z Frpsig €1 Oex : T'.
By inversion on () via T-BINARY

Md|b >
>

O:nat | Q;X Frpsiger 1 T°
Md | b

O:nat | Q;X bppsig €2 : T

MAd|b > 0:nat | Q;X kppsige1 Oer: T

- (T-BINARY)
we learn that

(1) Md| b > O :nat | Q;X trpsig e : T°

(2) Md|b > O:nat | Q;X trpsiger : T°

By the inductive hypothesis applied to Md | b > O :

:nat | Q;X Fppsig €2 ¢ 7° and
YIMd|n|N[V]e, = y[Md|[n" [N |V']e), it follows that

Md|b > O:nat | Q;Z Fppsig €5 1 T,
and n” > 0. By the following application of the T-BiNary rule we get
Md|b > O:nat | Q;X Frpssig €1 = T°
Md'b > 0:nat | Q% FrD;Sig 6,2:7'
Md|b > O:nat | QX Fpsige1 ©€5 0 T
We consider two subcases based on Md.

. (T-BmNARY)

Subcase 1. [Md = Jit]. ByMd |b > 0:nat | ;X bgpsig € ©€) @ 7° via lemma 28] we
getMd | b = 0 :nat | Q;X bppsig €1 ©€) 1 T°.

Subcase 2. [Md = aID(c))]. By (i) vialemma29, we getMd | b = 0 : nat | ;X bgp;siq
e0e) 1.
In both subcases, Then the desired result follows by T-Exoucn?:

Md|b =0:nat | Q;Z Fppsige1 ©ey 1 T°
Md|b > O:nat | QX Fgpsige1 O€5 0 T

Md|b > 0:nat | Q;Z bepsige1 O €50 T

(T-ENOUGH?)
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Case 3. [D-BiNnaRY-V].

n=n+1
Val(y |[Md | n|N |V ]ey) Val(y |1Md | n|N |V ]ey) v=e1 Qe

yIMd[n|N|V]ei0e, —» y|Md|n [ N|V]v

(D-BINARY-V)

By the first premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O0:nat | Q;Z Frpsige1 Oex: T

and
() Md|b = 0:nat | QX repsig e Qe : T

By inversion on () via T-BINARY

Md|b > 0:nat | Q;X kgpsiger : T°
Md|b > O:nat | Q;X bpsiger: T

Md|b > O:nat | Q;X brpsiger Oex: T

. (T-BmNARY)

we learn that

(1) Md|b > O:nat | Q;Z Fppsig €1 = T°

(2) MA|b > O:nat | Q;XZ Fppsig €2 1 T°
From (1) and (2), we apply inversion on T-Enxoucn?, T-V-Succ, and T-R-SHiFt to get Md |
b :nat | QY tppsig €1 : TA*and Md | b : nat | Q,% Fgpsig €2 : TA' for X =] X', By

definition of © operator, we have Md | b : nat | % tppsig v : TA® forv = e; © e,. By
application of T-V-Succ and T-R-SuiFt we get

Md|b > O:nat | Q;XZ Frpssig VI T°

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | b > 0 :nat | QX repsig v : 7° via lemma[28] we get
Md|b = 0:nat | Q;X bgpsig v : T

Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b = 0:nat | Q;X Fgpsig
vt

In both subcases, Then the desired result follows by T-ExoucH?:

Md|b =0:nat | QX krpsigV: T
Md|b > 0:nat | ;X brpsig Vi T

Md|b > O:nat | Q;X brpsig V: T

(T-ENouGH?)
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Case 4. [D-Var-READ].

y=v,lxm{] V=~(@g— vV 6(g,RD) # UN n=n +1
yIMd|n|N|V|x—>y|Md|n |[N|V]|v

(D-var-READ)

By the last premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O:nat | Q;XZ Frpsig X: T

and
(f2) Md|b = 0:nat | Q;X Fgpssig X : T

By inversion on (f;) via T-vV-Succ

Md | b :nat | Q; X bepsig X LA
- (T-V-Succ)
Md | b > 0:nat | QX kepsig x: 71 V {TA’

we learn that Md | b : nat | Q; X bepsig X @ [TA'.
By inversionon Md | b : nat | ;X bgpsig X : 1TA’ via T-R-SHIFT
L=1Y  Md|b:nat|Q,X rpsig x: TA

Md | b :nat|€;X Fppsig X : LTA

(T-R-SHIFT)

we learn that Md | b : nat | Q,% Fepsig X : TA'and T = |%'.

By Lemma applied to the assumption ng N|V:Q|ZXZand premise X = |X’, we know
that l—ﬁ”d N|V:Q,%. By definition of well-formedness, we know thaty = v/, [x — €] and
Md|b:nat| QX bgppsig x: TA

By application of T-V-Succ and T-R-SHiFT we get
Md | b > 0:nat | Q,Z '“RD;Sig x: 7

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd | b > O:nat | Q;X tppsig x : 7° via lemma@ we get
Md|b = 0:nat | Q;X krpsig X : T°.
Subcase 2. [Md = aID(cy)]. By (f2) vialemma29, we getMd | b = 0 :nat | ;X bgp;siq
x: 75
In both subcases, we have Md | b = 0 : nat | ;X tgp;sig x : 7°. Then the desired result
follows by T-ExoucH?:

Md|b =0:nat | Q;X Frpsig X : T°
Md|b > 0:nat | ;X bgpsig X1 T

(T-ENOUGH?)
Md|b > O:nat | Q;X krpsig X: T
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Case 5. [D-N-REaD].
The proof is analogous to the previous case.
O

Definition 22 We write ¥’ = trim(Z, V,y) where x:t@qg € X' iff y = [x = {],7 and x:1@qg €
and € € dom(V).
Lemma 21 (equality of trimmed volatile contexts) If

(i) X' =trim(Z, Vo, v0)

(ii) l—ng|V:Q|Z,

(iii) Hia N |V 2 QY7

(iv) dom(Vy) C dom(V) and dom(Vy) C dom(V")

(v) yo Syandy, Sy’

then ¥ = trim(X"’, Vo, y0).

Proof: We need to show that ¥’ = trim(Z”, V, yo). The proof proceeds by proving each direc-
tion separately:

Ad=. Letx: |TA@g € Y. Then by (i), we have
(1) x:|[TA@g e X

(2) yo =[x 1l

(3) 1 € dom(Vy)
We need to show that x : |[TA@qg € X”. From (2) and y, C y”, it follows that Jy{ 2 y;
such that y” = [x = [],y{ (x). By (iv) and (3), we have that / € dom(V’). So, V|, v such
that V' = V{,l < v (%) and - v : TA (*x*). Note that inverting (iii) via V-Loc yields the
well-formedness judgment l—g",f’ N | V) : Q| XY (f) and ¢ = Ck (¥). Then, it follows by

0
V-Loc applied to (), (%), (xxx), (1), (¥) that x : [TA@gq € X"
Ad <. Let

(1) x: [TA@qg €%
(2) yo =[x 1,y
(3) I € dom(Vy)

We need to show that x : [TA@qg € ¥’. To this end, it suffices to show that x : [TA@gq € .

By (3) and dom(Vy) C dom(V), we have that | € dom(V). Therefore, 4V}, v such that
V =V,l@q — v (%), -+Fv:TA (xx),and ¢ = Ck. From (2) and yy C 7y, we have that
dy" 2 vy such that y = [x — [],y’. Note that inverting (ii) via V-Loc yields the well-
formedness judgment F¢ N | V{ : Q| Zo (##x). By V-Loc applied to (x), (#%), (¥x),
g =Ck,and y = [x — [],y, we have

x:lTA@geX
Then it follows by definition 28| applied to (i) that
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x:|TA@g e Y.

We have shown that x : |[TA@qg e ¥ iff x : |[TA@qg € X',y =[x — [],7, and [ € dom(V).
The desired result holds by definition U
Lemma 22 (well-formedness of smaller memories) If

(i) l—ng|V:Q|2,
(ii) V' =V | dom(\V"),
(iii) X' =trim(%,V’,v"), and
(v) v Sy
then HIN V7 1 Q| ¥,

Proof: By (2), observe that V 2 V”. The proof proceeds by induction on the size of V — V".

Base case: [V - V”|=0. If [V—-V"”| =0, then V = V” and the desired result holds by assumption
(D).

Inductive case. Let |V—-V”| = k£ + 1 where |Vo—V”| = kK where V = V,,[/@Ck — v and

-Fv:TA. Let x:|TA@g € X such that £ = X, (x:/TA@g). By inversion on V-Loc applied
to the assumed judgment:

HIN|Vo:QIZy  y=[x 1% V=Vy,l@Ck—v -+v:7TA
FENTV Q| 20, (x:lTA@g)

V-Loc

we learn that
(1) kggvaozﬂlZo
Q) y=Ix=1,v
(3) V=V, l@Ck — v
4) -Fv:TA
Now we need to show that V’ = Vg | dom(V’) and X" = trim(Zo, V', y").
Ad V"’ =Vq [ dom(V'). To show that V' = V, | dom(V’), it suffices to show that [ ¢
dom(\V'):
By assumption, it follows that [ € V—V”, or equivalently, [ € V and [ ¢ V”’. Now sup-

pose that [ € dom(V’). Then it follows by (ii) that / € V”, a contradiction. Therefore,
we have [ ¢ dom(V’).

Therefore, V' = Vo | dom(V’) follows by [ ¢ dom(V’) and (ii).
Ad Y =trim(Zy, V', y’). To show X’ = trim(Xy, V', y"), we first need to show that
(a) dom(V") C dom(Vy)
(b) dom(V") C dom(V)
) y2v
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(d) yo27

(a) follows by V" = Vg | dom(V’). Towards (b), note that since V 2 V” by as-
sumption, we have dom(V) 2 dom(N"”). By V”’ = Vy | dom(V’), it follows that
dom(N"") = dom(V"). Therefore, dom(N') € dom(V) (b) holds. (c) follows by as-
sumption (iv). By definition, y = [x + [], vy, S0 vy, is the smallest subset of y not
containing x — [. Observe that " is a subset of vy that does not contain x — [. So,
v 2 o 2 ¥, which concludes the proof of (d).

T = trim(Zo, V', y’) follows by lemma [36|applied to (iii), (a), (b), (c), and (d).

By the inductive hypothesis applied to (1), V” = Vg | dom(V’), and ¥’ = trim(Zy, V', y’),
we have |—¥fi N |V”:Q|%. This is the desired result.

O

Lemma 23 (Monotonicity of volatile memories) Ify |Md |n [N|V]|c — v | Md|n" | N |
V' | ¢’ where ¢ # c1;w ¢a, then dom(V) C dom(N'), y Cv'.

Proof: The proof is straightforward, proceeding in cases on the dynamic rules. U
Definition 23 Q > Q' jff Vxit@q € Q, we have x:t@q" € Q' where ¢ # UN and either g = ¢’
ordé(g, Wt) =¢'.

Lemma 24 [fMd| b >0:nat | ;X kg4 ¢ : (M

unit

4 Q, then dom(Q) C dom(£Y).

Proof: The proof is by induction on the size of c. We consider possible cases forMd | b > 0 :
nat | Q;Z kgigc : C 4 QY.

unit

Case [T-C-SHrFT].

x=1Y Q=0 Q% Md|b:nat| Q' X Fsig skip : Tunit 4 Q,
Md|b:nat|Q;X ksig skip : [Tunit 4 Q [dom(Q"), Q&

(T-C-SHiFr)

By definition of [ and Q = Q’, Q[ , we obtain the desired result dom(L2) € dom(Q [dom(LY), Q).

K>

Case [T-sEq].

Md|b>0:nat| QT ksigcp: Co 4

unit

Md|b20:nat|Q’;2|_Sigc2:T_|Qu
Md|b>01nat|Q;E|—Sigcl;c2:T_|QII

(T-seQ)

By inversion of T-seq, we learn that
o MdleO:natIQ;El—Sigcl:Cﬂﬁit—iQ’

e Md|b>0:nat|Q ;X tgigcr 74"
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By applying the inductive hypothesis to each of these judgments, we learn that dom(Q) C
dom(Q") and dom(€)") C dom(€)"). By transitivity, we establish the desired result dom(Q) C
dom(Q").

Case [T-seq@-p]. This case is similar to T-sgq.

Case [T-Vv-Succ, T-LET, T-Assian, T-Ir, T-EnoucH?].  In each case, we apply the inductive hy-
pothesis to learn that dom(€2) C dom(€Y").

O
Theorem 6.2 (Preservation for Commands) If
(f) Md|b = O:nat| QX bFsigc:74
andy | Md | n | N | V| cis well-formed, I—gd N|V:Q]|ZX dom(Ny) € dom(V), and for some
(co-)natural number n > 0, we have
yIMd|n|N|V]|c - Y |Md|n" [N |V |
then for some €
Md|b > 0:nat|QpZksigc’ 174

where kgfi NV QX Q>Q andn’ > 0. Moreovery' |Md | n’ | N | V' | ¢’ is well-formed.
Moreover, dom(N) = dom(N"), and if Md = alD(cy), then N'\ {MFstWt,Wtn} = N\ {MFstWt, Wtn}.

Proof: The proof is by induction on the size of ¢. We proceed by considering possible cases
fory|Md|n|N|V]c —» v |Md | [N |V |C.
Case 1 [D-LET-sTEP].

n>0 yIMd|n IN|V|e—-y|Md|n [N|V]|e
y|Md|n [N|V]|letx=cinc—>y|Md|n [N|V]|letx=¢"inc

(D-LET-STEP)

By the first premise n > 0. By inversion on (1) via T-EnouGH? rule, we have
(f1) Md|b > O:nat | Q;Z kgigletx =einc: 74 Q

and

(f2) Md|b =0:nat | Q;X tgig letx =einc: 7
where Sig” = ifMd = jit,thenSig’,elseSig and Sig” = {Md | b > 0 : nat | Q; X +
letx =einc: 7}.

By inversion on (f;) via T-LET

Md| b >0:nat | QX rgpsige: CH0
Md| b >0:nat | %, x:[TA@Ck kgjgc:74Q

Md| b >0:nat | QX Fsigletx =einc:74Q

(T-LET)

we learn that
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(1) Mdl b >0:nat | Q,Z Frp:sig € - Ci’{d
(2) Md| b >0:nat | Q;Z, x:]TA@Ck bsjgc: 74
By the application of Theorem [I7]to (1) and the premisey |Md |n [N |V | e — y|Md |
n |N|V]|é, it follows that
Md|b > 0:nat | Q;% rgpsig € : Co,

and n’ > 0. By the following application of the T-LEt rule we get

Md| b >0:nat | ;X krpsig e’:Cﬁ01
Md| b >0:nat | G E, x:]TA@Cksigc:74Q

Md| b >0:nat | Q;Z ksigletx =e’inc: 74 Q'

(T-LET)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. LetSig; ={Md | » >0 :nat | Q;X + letx = ¢’inc : 7°}. It
follows via lemma[30, we getMd | b =0 :nat | Q;X ksig7 letx = ¢’inc: 7°.
Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b =0:nat | Q;X Fsigr
letx=¢inc: .

In both subcases, the desired result follows by T-ExoucH?:

Sig;={Md| b >0:nat | ;X rletx=¢"inc: 7'}
Sig, = if Md = jitthenSig,, else Sig
Md| b =0:nat | Q;X rsig, letx =¢€’inc: 7
Md| b >0:nat | Q;Z Fsigletx =¢'inc:74Q

Md| b >0:nat | Q;Z ksigletx =e’inc: 74 Q'

(T-ENOUGH?)

Observe that the well-formedness of v | Md | n” | N | V | letx = ¢’ inc follows by
definition and Q > Q follows by definition , both vacuously. Additionally, observe that
N\ {MFstWt,Wtn} = N\ {MFstWt, Wtn}, as desired.

Case 2. [D-LET-V].

Vally |[Md |n [NV ]e) ¥ =ylxm{] {fresh n=n"+1
yIMd|n [N|V]|letx=cinc >y |Md|n |[N|V, (@Ck —e]|c

(D-LET-V)

By the last premise n > 0, and n” > 0. By inversion on (}) via T-ENouGH? rule, we have
(f1) Md|b > O:nat | Q;Z+letx=ceinc:74Q’

and
(f2) Md|b =0:nat | Q;Z+letx=ceinc: .

By inversion of (§;) via T-LET
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Md| b >0:nat | Q;ZI—RD;Sige:Cﬁd
Md| b >0:nat | Q; X, x:|TA@CkFrc:74Q

Md| b >0:nat | Q;Zrletx =ceinc: 74

(T-LET)

we learn that
(1) Md| b >0:nat | QX kepsig e : C2
2) Md| b >0:nat | X, x:|TA@CkFc: T4

The typing judgment (2) completes the proof, if we can show that kﬁfi N|V,l@Ck < e:
Q| %, x:]TA@Ck.

By Val(y |[Md | n | N | V| e), we can apply inversionon Md | b > 0 : nat | Q;X Fgpsig
e: Cﬂd via T-EnoucH?, T-V-Succ, and T-R-SHIFT to get

Md|b:nat | Q% Frpsig € TA,

where X = |Y'.
This is enough to prove |—§9‘ N|V,@Ck —e:Q|Z x:|TA@CK.

Observe that the well-formedness of ' | Md | n’ | N | V, {@Ck — e | ¢ follows by
definition vacuously because c is not of the form ¢’;y ¢”. Observe that Q > Q follows by
definition vacuously. Additionally, observe that N \ {MFstWt,Wtn} = N\ {MFstWt, Wtn},
as desired.

Case 3 [D-ASSIGN-STEP].

n>0 vIMd|n [N|V]e - y|Md|n |[N|V]|e
(D-ASSIGN-STEP)
y|Md|n |[N|V]x:=e - y|Md|n |[N|V]|x:=¢

By the first premise n > 0. By inversion on (1) via T-ENnouGH? rule, we have
(f1) Md|b > O0:nat | Q;Zksigxi=e:74Q

and
(f2) Md|b =0:nat | QX tbsigr x:i=e: 7

where Sig” = if Md = jitthenSig’ elseSig and Sig’ ={Md | b > O :nat | Q;X + x :=
e: T}

By inversion on () via T-AssIGN

Md| b >0:nat | Q2 bepsig e : C
MAd| b >0:nat | QT ryrx: [TAAQ

Md| b >0:nat | Q;Trggx:=e :C 40

unit

- (T-AssioN)

we have
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e Md| b >0:nat | Q;X Fgpsig e : C% and
e Md| b >0:nat | QX yrx: [TAA4 Q.

By the application of Theoremon Md| b >0 :nat | Q;X rrpsig € : Cf‘d and the
premise y [Md |n |[N|V]e — y|Md|n'|N|V]¢, it follows that

Md|b > 0:nat | Q;% rgpsig € : Co,
and n’ > 0. By the following application of the T-AssioN rule we get

Md| b >0:nat | Q;% Frpsig e’:Cff,d
Md| b >0:nat | QX rkyrx: |TAAQ

Md| b >0:nat | Q;Z kg x:=¢ : M 40

unit

- (T-AssiGN)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig, ={Md | b >0 :nat | Q;X + x := ¢’ : 7}. It follows by
lemmathat Md| b =0:nat | Q;X kgig, x =€ : 7.
Subcase 2. [Md = aID(cy)]. By (f;) via lemma wegetMd | b =0 :nat | QX ksig
x:=e 7.

In both subcases, the desired result follows by T-ExoucH?:

Sig;={Md| b >0:nat | ;X +rx:=¢€": 71}
Sig, = if Md = jitthen Sig, else Sig
Md| b =0:nat | Q;Xtsig, x:=¢€": 7
Md| b >0:nat | Q;Zksigx:=€ 174

Md| b >0:nat | G Zksigxi=€ :74Q

(T-ENnouGH?)

Observe that the well-formedness of v | Md | n” | N | V | x := ¢’ follows by definition
vacuously. The detail Q > Q follows by definition , vacuously. Additionally, observe that
N\ {MFstWt,Wtn} = N \ {MFstWt, Wtn}, as desired.

Case [D-AssiGN-V].
Val(y |Md | n|N |V |e) V=V, (@g—V
q = d(q,wt) # UN vy=%,[x—{] n=n"+1
yIMd|n|N|V]x:=e - y|Md|n' |N|V,@q — e|skip

(D-AssiGN-V)

By the last premise n > 0, and n’ > 0. By inversion on () via T-ENnouGH? rule, we have
(f1) Md|b > O:nat | Q;Zksigxi=e:74Q

and
(f2) Md|b =0:nat | QX tbsigr xi=e: T
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where Sig” = if Md = jitthenSig’ elseSigand Sig' = {Md | b > O :nat | Q; X+ x :=
e:Th

By inversion on () via T-AsSIGN

Md| b >0:nat | QX bepsig e : Ci
Md| b >0:nat | QT kyrx: [TAAQ

Md| b >0:nat | Q;Trggxi=e M 40

unit

- (T-AsSIGN)

we have
(1) Md| b >0 :nat | QX Fepsig € : C0
@2)Md| b >0:nat | X yrx: [TAAQ

By V-Loc and the definition of V, we have that l-gd N|V,l@Ck — V) :Q|Z(x:|T
A@Ck) where = X, (x :|T A@CK). It follows by inversion on T-w-SHirt and T-Loc-WRrITE

Z:lZ’ Q =0, Qyx
Qo, Y =x:TA@CK, Q) = Q" CK = 6(CK, Wr) # UN

Md| b >0:nat | QpX Fyrx:TA4Q"

(T-Loc-WRITE)

(T-W-SHirT)
Md| b >0:nat | QX tyr x: [TAAQ" [dom(Qp), Q) x
that
* Q' = Q"[dom(L), Q; cx (AQ”)
o O =0, %
o ¥ =¥
* Q=0

By definition of ¢ on CK, we know that Q = )’

By the premise Val(y | Md | n | N | V| e), we can apply inversionon Md | & > 0 : nat |
Q; 2 Frpsig € - Cﬂd via T-Enoucn?, T-V-Succ, and T-R-SHrFT to get

Md|b:nat | Qy,% Fppsig € : TA,

where X = | Y.

Appying V-Loc, we can show that |—¥d N|V,l@Ck — e): Q| X, (x:]T A@Ck) where
Y =%, (x:]T A@CKk).
Furthermore, it follows by Q = Q' that

Md| b >0:nat | ;X bsig skip : Cynir 4 Q.

We consider two subcases based on Md.
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Subcase 1. [Md = Jit]. Let Sig; = {Md | b > 0 : nat | Q;X + skip : Cuic}. From
lemma[30, we getMd | b = 0:nat | Q;X ksjq skip : Cynis.

Subcase 2. [Md = aID(cy)]. By (f;) via lernma wegetMd | b =0 :nat | QX Fsig
skip : Cunic-

In both subcases, the desired result follows by T-ExoucH?:

Sig, ={Md| b >0:nat | Q;X + skip : 7}
Sig, = if Md = jitthen Sig,, else Sig
Md| b =0:nat | Q;X ksig, SKip : Cunit
Md| b >0:nat | ;X ksig SKip : Cupir 1 Q

Md| b >0:nat | ;X ksig skip : Cynit 1 Q

(T-ENnouGH?)

Observe that the well-formedness of v | Md | n’ | N | V',{@q — e | skip follows
by definition vacuously, and Q > Q follows by definition , both vacuously. Additionally,
observe that N\ {MFstWt, Wtn} = N\ {MFstWt, Wtn}, as desired. Lastly, note that dom(V) =
dom(\V',t@q" — e).

Case [D-AssioN-N].

Val(y |1Md |n|N |V |e) N=N,{@g —
q = 6(q, Wt) # UN v=7,[x—> {] n=n"+1

yIMd|n|N|V]x:=e — y|Md|n |N,{@qg" — e| V| skip

(D-AssigN-N)

By the last premise n > 0, and n” > 0. By inversion on () via T-ENouGH? rule, we have
(f1) Md|b > O0:nat | Q;Zrgigxi=e: 74

and
(f2) Md|b =0:nat | QX tgigr xi=e: 7T

where Sig” = if Md = jitthenSig’ elseSigand Sig’ ={Md | b > O :nat | Q;X + x :=
e:Th

By inversion on () via T-AssIGN

Md| b >0:nat | QX bepsig e : Ci
Md| b >0:nat | T by x: [TA4Q

Md| b >0:nat | Q;X ksig x:=e Cd 40

unit

p (T-AssIGN)

we learn that
(1) Md| b >0:nat | QX kppsig e : C
@) Md| b >0:nat | X tyrx: TAAQ
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By inversion on (2) via T-w-Snirt and T-Loc-WRITE:

X=1Y Q=0Q0,Qun
Qp,Y =x:1A@q, Q)
Q" =x:1A@q,Q, q = d(q,Wt) # UN

Md| b >0:nat | Qp,X Fyrx:TAA4Q"
Md| b >0:nat | Q;Zkyrx: [TA4Q" [dom(Q)

(T-Loc-WRITE)

(T-w-SHIFT)
we have

(1) Q" =Q"[dom(Q) (AQ")
(i) T =]%
(i) Q = Qp, Qqun
(iv) 0, =x:TA@q, Q)
(v) Q" =x:TA@q,Q,
(vi) ¢ = d6(q, Wt) # UN

By Val(y |[Md |n | N |V | e), we can apply inversionon Md | b > 0 : nat | Q;X Fgpsig
e : C via T-Enoucn?, T-V-Succ, and T-R-SHIFT to get

Md|b:nat | QX Frpsig € TA,

where ¥ = |¥’. This is enough to prove |—¥d (l@Ck — e,N") |V : (x: TA@q',Q)) | Z.
From here, we note that since x : TA@gq, we have x : TA@q € €. Therefore, Q" = Q°, ¥/
for some Q¥ < Q (i.e., Q° = QF, x : TA@q where Q) = Q), x : TA@q).

We now need to show that:

Md| b >0:nat | QX ksiq skip : Cunir 41 Q" [dom(Q).

Let QY = Q% Q! . By T-Skip, T-C-Surrt, and T-V-Succ, and recalling that Q' = Q" [dom(Q)
(as defined above), we have

=1y Q=00

5 - - (T-Sx1p)
Md| b >0:nat | Q"% kgiq skip : Tunit 4 Q"

Md| b >0:nat | QX Fsig skip : [Tunit 4 Q" [dom(Q")
Md| b >0:nat | QX ksig skip : Cynir 1 Q" [dom(Q)

(T-C-SHiFr)

(T-v-Succ)

We now need to show that dom(€)") = dom(Q). From (i), we have that dom(Q)") C dom(Q).
By Lemma [39] we have that dom(€) C dom(<Y').

We consider two subcases based on Md.
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Subcase 1. [Md = Jit]. Let Sig; = {Md | » > 0 :nat | Q"; X + skip : Cyit}. By lemma
we getMd | b = 0:nat | Q; X+ skip : Cunir.

Subcase 2. [Md = aID(c()]. By (f2) via lemma[31] we getMd | b = 0 : nat | Q;X +
skip : Cunic-

In both subcases, the desired result follows by T-ExoucH?:

Sig; ={Md| b >0:nat | Q; X+ skip : Cynit}
Sig, = if Md = jitthenSig,, else Sig
Md| b =0:nat | QX Fsig, SKip : Cunit
Md| b >0:nat | QX ksig SKip : Cynix 4 Q" [dom(')

Md| b >0:nat | QX ksiq skip : Cunix 4 Q" [dom(QY)

(T-ENouGH?)

Observe that the well-formedness of v | Md | n’ | N',{@q" — e | V | skip follows
by definition vacuously. The detail Q > Q' follows by definition , (iv) and (v) from
above, and the premise ¢ = d(q, Wr) # UN. If Md = aID(cy), we want to show that
N\ {MFstWt,Wtn} = (N, {@q" — e) \ {MFstWit, Wtn}. By definition, N = N', {@g — V'.
Since ¢ is written to, ¢’ = Wtn, and either g = Wtn or ¢ = MFstWt. Now we need to show
that N, {@qg — V' \ {MFstWit,Wtn} = N',{@qg" — e\ {MFstWt,Wtn}. From above, this
reduces to showing N" \ {MFstWt,Wtn} = N’ \ {MFstWt, Wtn} which holds trivially. Lastly,
note that dom(N) = dom(N',(@¢g" — e).

Case 6 [D-Ir].

yIMd|n |[N|V]|e > y|Md|n" |[N|V]|¢
v|Md|n |[N|V|ifethenc elsec, — y|Md|n' |N|V|ife thenc elsec,

(D-Tr)

By the first premise n > 0. By inversion on (1) via T-ENoucH? rule, we have
(f1) Md|b > O0:nat | Q;X ksi4 ifethencelsec, : 74 Q

and
(f2) Md|b = 0:nat | Q;X tsiq ifethenc;elsec; : 7

where Sig” = ifMd = jitthenSig elseSig and Sig’ = Md | b > 0 : nat | ;X +
if ethenc elsec, : 7}.
By inversion on () via T-Ir

Md | b >0:nat | Q;X rppsig e : Co
Md| b >0:nat | Q;ZFsigcy 174
Md| b >0:nat | Q;Zsigcr 174

Md| b >0:nat | Q;X tsiq ifethenc elsec, : 74 Q'

(T-Tr)

we learn that
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(1) Md | b >0:nat | Q,Z Frp:sig € - CES()I
(2) Md| b >0:nat | Q;Zksigep T4
3) Md| b >0:nat | Q;Z ksigcr 1 T4Q.
By the application of Theorem[I7jon (1)andy [Md |[n [N|V | e — y|Md|n' [N|V|¢,
it follows that
Md|b > 0:nat | &% krosig € : Croyps

and n" > 0. By the following application of the T-Ir rule we get

Md| b >0:nat | Q;% repsig € : G,
Md| b >0:nat | Q;ZFsigcy 174
Md| b >0:nat | Q;Zksiger :T74Q

Md| b >0:nat | QX tsigif e’ thenc,elsec, : 74Q

(T-Tr)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. LetSig; = {Md | » >0 :nat | Q;Z + if ¢’ thenc, elsec; : 7}.
By lemma[30, we getMd | b = 0 : nat | Q;X ki, if ¢’ thenc, elsec; : 7.
Subcase 2. [Md = aID(cp)]. By (f>) via lemma[31] we getMd | b = 0 : nat | ;X +
if ¢ thenc elsec, : 7°.

In both subcases, the desired result follows by T-Exouch?:

Sig, ={Md| b >0:nat | Q;X+ if ¢’ thenc, elsec, : 7}
Sig, = if Md = jitthen Sig,, else Sig
Md| b =0:nat | Q;X ksiq, if e’ thenc, elsec, : 7
Md| b >0:nat | Q;X tsiq if ¢’ thencelsec, : 74 Q

- (T-eNoucH?)
Md| b >0:nat | Q;X tsig if ¢’ thenc,elsec, : 74 Q/

Observe that the well-formedness of y | Md | n’ | N | V | if ¢’ then ¢, else ¢, follows by
definition and Q > Q follows by definition , both vacuously. Additionally, observe that
N\ {MFstWt,Wtn} = N \ {MFstWt, Wtn}, as desired.

Case 7. [D-Ir-11].

n=n+1 Val(y |1Md |n | N |V | tt)
v|Md|n|N|V]|ifttthenc elsec; — y|Md|n' [N|V ]|

(D-Ir-TT)

By the first premise n > 0, and n’ > 0. By inversion on (1) via T-ENnouGH? rule, we have
(f1) Md|b > O:nat | Q;X ksig if ttthenc,elsec, : 74 Q'

and
(f2) Md|b = O:nat | Q;X bsiq if ttthencelsec, : 7
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where Sig” = ifMd = jitthenSig' elseSig and Sig’ = (Md | » > 0 : nat | ;X +
if ttthenc; elsec; : 7}.

By inversion on (f;) via T-IF

Md| b >0:nat | Q% bepsig tt: Coo,
Md| b >20:nat | Q;Z Fsigcy 74
Md| b >0:nat | Q;ZFsigcr 174

Md| b >0:nat | Q;X tsiq if ttthenc,elsec, : 74 Q'

(T-Tr)

we learn that

(1) Md| b >0 :nat | Q;X tppsig tt: Cfgol
(2) Md| b >0 :nat | Q;X tgigcy 174
3) Md| b >0:nat | Q;Zkgigcr T4
Observe that the well-formedness of y | Md | n’ | N | V | ¢; follows by definition vacuously
because c; is not of the form ¢’;y ¢”’. The detail Q > Q follows vacuously by definition .

The typing judgment (2) completes the proof, because l—gd N |V : Q]| Xholds by assump-
tion. Additionally, observe that N \ {MFstlt,Wtn} = N \ {MFstWt, Wtn}, as desired.

Case 8 [D-Ir-Fr]. Similar to the previous case.
Case 9 [D-sEq].

n>0
yIMd|n|NIV]ce —>7|Md|”|N|V|C1§y|vC2

(D-seQ)

By the premise n > 0. By inversion on (1) via T-EnouGH? rule, we have
(T]) Md|b>0:nat|Q;E|—Sigcl;c2:7—|Q”
and
(f2) Md|b = 0:nat | Q;X bsigr c15¢2: T

where Sig” = if Md = jitthenSig’ elseSigand Sig’ = {Md | b > O:nat | Q; X+ ¢3¢0 :
T}

By inversion on () via T-SEQ

Md| b 20:nat| QX Fsigcr: Cunie 4
Md|b20:nat | Q,;EFSigC2:7-|Q”

Md| b >0:nat | QX Fsigciscer 1 T4Q7

(T-SeQ)

we learn that
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(1) Md| b >0 :nat | Q;X Fsig €1 @ Cunir 1 Q'
(2) Mdl b > 0:nat | Q/;ZFSigC2:T-|Q”

Let W =y | V. To finish the proof, it remains to be shown that

MdleO:nat|Q’;2” |-Sigc2:T_|Q//

where Q' = Qf, Q* and £ = trim(Z, V,y) U [ QL.
By definition of trim and the world W, the desired result holds from (2).
Let x € dom(X’) where [x — (] € y be arbitrary such that £ ¢ dom(V).

By the following application of the T-seQ-p rule

T-sEQ-D
W=y|V Md|b>0:nat|QTrggc:CY. 41Q Q=04 O

= trim(Z, V, )/) U J’Qllm Md | b>0:nat | Q/;Z/u l‘Sig Cr T A Q
Md|b>0:nat|Q;X ksjgciswer i 74Q"

we learn thatMd | & > 0 :nat | Q;X bgig ciswer 174 Q7
We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig; = {Md | » >0 :nat | ;X + ciswe; @ 7). By lemma
B0, wegetMd | b =0:nat | Q;Z+cpswer 7.
Subcase 2. [Md = aID(cp)]. By (f2) via lemma 31} we getMd | b = 0 : nat | ;X +
cliwey i T.

In both subcases, the desired result follows by T-ExoucH?:

Sig;={Md| b >0 :nat | X+ ciswer T}
Sig, = if Md = jitthen Sig, else Sig
Mdl b =0:nat | QX Fsig, ClswC2 : T
Md| b >0:nat | Q;Z Fsigciswer i T4Q7

Md| b >0:nat | QX bsigciwer 1 74Q7

(T-ENouUGH?)

Observe that the well-formedness of y | Md | n | N | V | ¢35,y ¢, follows by definition
vacuously.

Case [D-seQ-sTEP].

n>0 yIMd|n | N|V]c, - ¥ |Md|n" [N |V ]
yIMAd|n|N|V]ciwe, = ¥y [Md|a" [N |V |cliwe

(D-SEQ-STEP)

The premises yield
@ n>0
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®) yIMdn [N|V]cr - ¥ [Md|n [N [V ]|
By assumption, note that
J I—gl,d NIV:Q|X
e Md|b > 0:nat | Q;X bsigcriswer i 74
e y|Md|n|N|V]|cy;wc, is well-formed.
Put W =y, | V. Then by definition we have dom(Vy) € dom(V) and y, C y. Observe that

vy Md | n|N|V]|c is well-formed, which vacuously follows by definition because ¢,
does not have the form ¢’;y- ¢”” and we always run the command c; before c,.

By inversionof Md | b > 0 :nat | Q;X tsig ci3wen @ 74 Q' via T-ENoucH? rule, we have
(’h) Md|b>0:nat |Q;EFSigC1;WC21T-|Q/

and
(Tz) Mdlb = 0:nat | QX Fsig” Cl1swC2 © T

where Sig” = ifMd = jit,thenSig’,elseSig and Sig” = Md | b > 0 : nat | Q;Z +
Criw et Th

By inversion of () via T-seQ-p

W=vI|Vo Md|h>0:nat| QT rsigcr:Cunie 1Q  Q =QL, Q7
T = trim(E, Vo, y0) U 1 Q4 Md|b>0:nat|Q ksjgcr:74Q"

Md|b>0:nat | QX tsigeiswer 1 74Q7

(T-seQ-D)

we learn that

(1) Md|b >0 :nat | Q;X rsig € : Cunir 4

(2) X7 =trim(Z, Vo, y0)

B) Md|b>0:nat| QX" Fsiger:T4Q"

(4) Q= Qf,
By the inductive hypothesis applied to (1), (b), the well-formedness of y | Md | n | N | V |
e, N V:Q|Z andn > 0,wegetMd | b > 0:nat | Qy; X ksig ¢} : Cunic 4 ', where

Y
(i) FHEN TV Q| E,
(i) n’ >0,
(iii) ¥ | Md | n" | N" | V' | ¢} is well-formed,
We now need to show that dom(Vy) C dom(V’) and y, C y’. Observe that ¢; # ¢’;w ¢”
because ci;w ¢, and we always run ¢ first. By lemma [38|and ¢; # ¢’;y ¢”, it follows that

dom(V) € dom(V’) and vy C y’. Then it follows by dom(Vy) C dom(V) and yy C y (as
shown above), that dom(Vy) € dom(V) C dom(V")and y, Cy C y'.
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Using W = vy | Vo, (2),(3),and Md | b > 0 : nat | Qp;Zg Fsig ¢} : Cunir 1 Q3 X, we can
apply T-seQ-D

W:’)/()|V() MdlbZO:natlQO;EOI-sigc'l:Cunit—|Q’
Y = trim(Eo,Vo,’)/O) Md | b > 0:nat | Q,;ZN Fsig €2 1 T A Q"

Mdl b >0:nat | QO;ZO |_Sig C,I;WCZ :T—|Q”

(T-seQ-D)

We now need to show that Md | b = 0 : nat | ;X Fsig ¢j;w 2 : 7. The proof proceeds
in two subcases based on Md:

Case Md = jit. Let Sig; ={Md | b > 0:nat | Qy;Zy + ¢}swer @ 7} It follows by lemma
BOjthatMd | b =0 :nat | Qoo+ clswer : T
Case Md = alD(co). By (f2) via lemma[31] we can see thatMd | b = 0 : nat | Qg X +
cliwer © T
In both cases,Md | b = 0:nat | Qp;Zp F clswer @ 7.
The desired result follows by T-ENouGH?:
Sig; ={Md| b >20:nat | Qu; X F cswer : T}
Sig, = if Md = jit, thenSig,, else Sig

Mdl b =0 :nat | QO;ZOI—CII;WCZ:T
Md| b >0:nat | QpZoFciwer i 74 Q"

Mdlbzo:nat|Q0;20|_C’1;W62:T_|Qu

(T-ENOUGH?)

Observe that by definition applied to dom(Vy) € dom(V’) and y, C ¥’ (as shown above),
Y IMd [ n" | N | V| cl;wc is well-formed, as desired.

Case 11 [D-sgQ-v].

n=n"+1 W=y |V V" =V | dom(\V")
yIMd|n|N|V]| skip;we, = ¥ |Md|n" [N|V" |

(D-sEQ-v)

Observe that n = n’ + 1 (from the premise of D-seq-v) implies n > 0, and hence b > 0.
By assumption, we have

Md| b >0:nat | Q;X+skip;ywer :74Q
where Y N [V : Q.
By inversion on T-seQ-p, we have
(1) Md| b 20 :nat | Q; X + skip : Cunic 4 Qo
2) Md| b > 0:nat | Qp;ZFcy 74
(3) W =v"|V (from the premise of D-seQ-v)
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4) Zj =trimZ,V’,y) U ol
(5) Qo = Ql, O
We now need to show that l—gfi NIV :QlZ.
Since y | Md | n | N | V| skip;w ¢, is well-formed (by assumption), it follows by definition
that y’ C .
By inversion of (1) on T-C-Surrt and then on T-Skip, we know that Q = €,. Hence, it
follows by assumption that I—gd N|V:Q|Z(x).
Therefore, the desired result follows by lemma [37| applied to (*), the premise V' = V |
dom(\V"), (4), and y"”" C .
Observe that the well-formedness of " | Md | n” | N | V" | ¢, follows by definition ,
vacuously because c¢; is not of the form ¢’;y ¢”.
Note that dom(N) = dom(N’) holds by observation, and by the inductive hypothesis in case
10 (D-SEQ-STEP). 0
Lemma 25 Ify |[Md |n [Ny [V]c—y[Md|n [N} |V |c and N;\{MFstWt} = N, \{MFstWt},
theny |Md | oo [Ny [V |c— y|[Md|oo| N, |V |c" and N\ {MFstWt} = NJ \ {MFstWt}.

Proof: The proof is by induction on the size of ¢. We proceed by considering possible cases
fory |Md|n|N;[V]c—y[Md|n|N]|V]|c.
Case 1 [D-LET-sTEP].

n>0 y|Md|n [N|V]e—>y|Md|n |[N|V]|¢
yIMd|n |[N|V|letx=cinc—y|Md|n" |[N|V]|letx=¢"inc

(D-LET-STEP)

By inversion on D-LET-sTEP, we have:
e n>0
eylMd|n [IN|V]e—-y[Md|n [N|V]|e
Let N\ {MFstWt} = N, \ {MFstWt}. By applying the inductive hypothesis, we have
® ylMd[oo [Nz [V]e—y[Md|oo|Nx|V]e
e N\ {MFstWt} = N, \ {MFstWt}
Observing that co > 0, we apply D-LET-sTEP to learn that

v|Md|oo |[No|V]|letx =einc— y|Md|oo|Ny|V]letx =¢inc
Case 2. [D-LET-V].

Val(y |[Md |n [N |V | e) Y =y, [x (] { fresh n=n"+1
yIMd|n |[N|V]|letx=cinc -y |Md|n |[N|V, (@Ck — e|c

(D-LET-V)

Let N\ {MFstWt} = N, \ {MFstWt}. By inversion on D-LET-v, we have

315



(1) Val(y |[Md |n [NV ] e)
Q) ¥ =v.lx={]

(3) ¢ fresh

@4 n=n"+1

From n = n’ + 1, we know that n > 0. Thus, Val(y | Md | n | N | V | e) is not a crash
value (i.e. n # 0). Therefore, Val(y | Md | co | N2 | V| e) since oo > (. By application of
D-Ler-vto Val(y |[Md | oo | N2 | V| e), (2), (3), and oo > 0, we have

y|Md|oo |[No|V]letx=ceinc— 7y |Md|oo |[Na |V, {@Ck = e]|c
Case 3 [D-ASSIGN-STEP].

n>0 vIMd|n [N|V]e - y|Md|n [N|V]|e
(D-ASSIGN-STEP)
y|Md|n |[N|V]x:=e - y|Md|n |[N|V]|x:=¢

By inversion on D-AssiGN-sTEP, we have
*n>0
*ylMd[n IN[V]e —» y|Md|[n' [N]V]e¢
Let N\ {MFstWt} = N, \ {MFstWt}. By applying the inductive hypothesis, we have

yIMd]oo [Nz [V]e — y[Md|oo|Nz|V]e

where N \ {MFstWt} = N, \ {MFstWt}.
Observing that co > 0, we apply D-AsSIGN-STEP to learn that

y|Md|oo [N |[V]x:i=e — y|Md|oo|Na|V]|x:=¢
Case 4 [D-ASSIGN-V].

Val(y |Md | n|N |V |e) V=V, t@qg—
q = 6(q,wt) # UN v=%,[x—{] n=n"+1

yIMd|n|N|V]|x:=e - y|Md|n |[N|V,(@qg — e|skip

(D-AssiGN-V)

The proof is analogous to the argument of Case 2 (D-LET-v).

Case 5 [D-AssigN-N].

Val(ly |1Md |n|N |V ]e) N=N,l@g—V
q = 06(q,wt) # UN v=7%,[x—> {] n=n"+1

yIMd|n|N|V]x:=e — y|Md|n |N,l@q — e|V |skip

(D-AssigN-N)

By inversion of D-AssiGnN-N, we learn that
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(1) Val(y IMd |n|N[V]e)
2) N=N,l@qg — Vv
(3) ¢’ = (g, wt) # UN
@ y=v.lx=1{]
S)n=n"+1
Let N\ {MFstWt} = N, \ {MFstWt}. We want to show thaty | Md | co | No | V | x :=

e = y|Md| oo |N,{@q — e|V]|skipand N',{@q — e\ {MFstWt} = N,,{@q" —
e\ {MFstWt} where N, = N}, {@g — V',

From (5), we know that (1) is not a crash value (i.e. n > 0, and hence n # 0). Since

o > 0, we have Val(y | Md | oo | N, | V | e). By application of D-AssiGN-NV to

Val(y |1Md [ oo [Ny [V | e), N, = NJ, £@g — V', (3), (4), and oo > 0, we have
yIMd|oo|Na|[V]x:=e — y|Md| oo |N),{@q — e|V|skip

Towards N', f@q" — e\ {MFstWt} = N}, {@q" — e\ {MFstWt}, observe that the assump-
tion N\ {MFstWt} = N, \ {MFstWt}implies N\ {MFstWt} = N} \ {MFstWt}. Thus, it follows
that N', (@q" — e\ {MFstWt} = N}, {@q" — e\ {MFstWt}, as desired.

Case 6 [D-Ir].

yIMd|n |[N|V|e > y|Md|n" |[N|V]|¢
v|Md|n |[N|V|ifethenc elsec, — y|Md|n' |N|V|ife thenc elsec,

(D-Tr)

The proof is similar to the proof of Case 3 (D-AsSIGN-STEP).

Case 7. [D-IF-T1].

n=n+1 Val(y |1Md |n | N | V| tt)
v|IMd|n|N|V]|ifttthenc elsec; — y|Md|n' [N|V]¢

(D-Ir-TT)

By inversion on D-Ir-TT, we have
() n=n"+1
2) Vally |[Md |n|N |V ]| tt)
From (1), we know that n > 0, and hence (2) is not a crash value. Let N \ {MFstWt} =
N, \ {MFstWt}. Observing that co > 0, we have that Val(y | Md | oo | N2 | V | tt). By
applying D-Ir-TT, we have that
v|Md|oo|Ny|V]ifttthenc elsec; — y|Md| oo | Ny |V |
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Case 8. [D-Ir-Fr].

n=n"+1 Val(y |[Md | n|N |V | ££f)

- (D-Ir-FF)
yIMd|n|N|V]|if ffthenc,elsec; — v |Md|n' [N|V ]|
The proof is similar to the previous case (D-Ir-1T).
Case 9 [D-sEq].
n>0
(D-sEQ)

YIMAd|n|N[V]cico = yIMdn|N[V]ciyve

Let N\ {MFstWt} = N, \ {MFstWt}. Observing that co > 0, it follows by application of
D-seq that

YIMd|oo N2 [V ] cisep = y[Md oo |[Na |V ]cisyye

Case 10 [D-SEQ-STEP].

n>0 y[Mdln|N|V|e -y Md|n N |V ]|c]
yIMd[n|N|V]ciwe, = ¥ [Md|n" [N[V' | cpwer

(D-SEQ-STEP)

Let N\ {MFstWt} = N, \ {MFstWt}. By inversion on D-seqQ-sTep, we have
*n>0
e yIMd|n | N[V]er - ¥ [NMd|n" [NV |c]
By the inductive hypothesis, we have
(1) yIMd]oo [ N2 [V]er = ¥ [Md|oo| Ny [V |
(2) N\ {MFstWt} = N} \ {MFstWt}

From (1) and the observation co > 0, we apply D-seQ-sTEp to learn that
Y IMd| oo [Ny |V | crswes = ¥ [Md ] oo [ NS |V | cliwen

Case 11 [D-seo-v].

n=n"+1 W=v"1V V" =V | dom(V'")
yIMd|n|N|V]|skip;wes — ¥ [Md|n" N[V |,

(D-sEQ-v)

Let N\ {MFstWt} = N, \ {MFstWt}. By inversion on D-seqQ-v, we have
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o W = ,y/ | V/
e V" =V | dom(\V')
Observe that co > 0. By applying D-seq-v, we have

vy Md|n|Ny | V]| skipswe, = v [ Md|n [Ny |V | e
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Appendix D

Inputs and Outputs Appendix

D.1 Syntax

We summarize our system syntax below. Values are standard, including integers, boolean primi-
tives, and variables. Expressions include values and binary operations.

To support outputs, we introduce an output identiifier /D which is a number uniquely assigned
to each output in an atomic region. If /D is in the set of user-declared idempotent outputs O, then
its output must be an idempotent value and its effect will be buffered to the end of the atomic
region.

Commands include skip instructions, conditional branching, assignments, sequences of com-
mands, outputs identified by an ID and taking a value v to output, let bindings of expressions,
and let bindings of sensor inputs. end; and all of the @¢ annotated commands are runtime com-
mands. As before, programs include JIT and atomic regions, identified by a unique identifier
alD and equipped with a variable policy aPol for the region and a set of output identifiers O. In
this system, the atomic region variable policy simply includes the sets of checkpointed w and
nonidempotent nlds variables.

The reason that these variable sets are sufficient stems from the fact that this type system
combines checking with inference, where restrictions on variable accesses are learned through-
out the type checking. Therefore, access qualifiers for atomic regions describe how variables
have been accessed according to key memory access patterns: checkpointed (CK), not read yet
(NRD), first read on some path (mayFstRD), written in a tainted branch on all paths (MTntWt),
written on some path but not all (mayTntWt), and written on all paths (MFstWt). Idempotence
qualifiers indicate whether a variable is nonidempotent Nid or idempotent |d. Idempotent vari-
ables accessed within an atomic region are embellished with an access mode qualifier describing
why it is idempotent. Taintedness qualifiers indicate whether a variable could store an input-
dependent value at a given point of the type checking. We refer to input-dependent as “tainted”
(Tnt) and non input-dependent as “non-tainted” (Nt). Variables are annotated with a tuple of
idempotence qualifier and taintedness qualifier which evolve over the course of type checking a
program.

The definitions of instructions, statements, and configurations are similar to the undo-logging
interpretation with a few key differences: (1) configurations are extended a stream of sensor
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inputs, each of the form in(v) and a queue of delayed outputs that buffers idempotent outputs until
the end of an atomic region (they are evaluated from an expression to a value, and then buffered to
0); (2) certain value configurations are annotated with a qualifier, which will aid in formulating
input-dependent conditional branching; (3) the atomic region execution mode alD(c, Q) must
now carry the set of idempotent output identifiers O, to be used when type checking the region;
(4) configurations include a stack of pc, each of the form (gD, qlO), representing both the taint
and idempotence level of the command or expression that is running (a stack is needed to enforce
proper scoping for conditionals); (5) the continuation in a crash instruction is annotated with pcS,
which must be remembered to resume execution for JIT regions.

Programs, commands, and expressions

values = n|tt|ff|x
exprs e = v]e Qe | e ©e,@g}
output id ID = n
cmds c = skip|letx=einc|letx=e@gqinc|letx =IN()inc
|ifethenc,elsec, | ife@gthenc elsec, | x:=¢e| x = e@q
| crser | crswen | output(ID, e) | Output(ID, €@Q) | end
idempotent output ids O w= -|ID,0
progs p == skip | startaom(alD, aPol, O); c; endaom; p | ¢; p
atomic region policy aPol ::= (w,nlds)
Qualifiers
access qualifier gAcc = CK|NRD |mayFstRD | MTntWt | mayTntWt | MFstWt
idempotence qualifier qID ::= |d|ld(gAcc) | Nid
taintedness qualifier —qlO ::= Tnt|Nt
qualifier q = {(qID, qlO)
Instructions, statements, and configurations
continuations K = cle
statements 0y = kl|ilp
crash instrs i = e#in(b>0,lTk@pcS) | | Tk@pcS
energy level g = -|n
charge stream X = niy
nonvolatile mem N = | t@g—v,N| g @ (Id(CK),qlO) — v,N
volatile mem \Y = - |[{@g—>vWV|{ >V
checkpoint ctx K = (N Vo)
var loc map 0% = |yv,x— ¢
output buffer 0] = -| O :: (out(ID,v))
input stream | = inw) |
program counter pc = (qlID, qlO)
pc. stack pcS = -|pc>pcS
open config C, = (Y| Md|g|I|O|IN|VI|K|pcS|s)
| (y [Md | g [I|OIN|K|pcS|s)
| (y [Md | g [ITOIN|V]|pcS|s)
|y IMd [ g IIN[K]p)
closed config C. = [y>eled,
exec. mode Md == alD(c, 0) | jit
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D.1.1 Qualifier structure and operations

Lattice structures. Since checking each branch of a conditional separately could result in
different qualifiers, we need to define a function to merge them at the end of a conditional. We
define the join of two typing contexts LI as the pairwise join of taintedness and idempotence
qualifiers. The definitions for join over Q and X are similar.

EMPTY-S EMPTY-U JOIN-S
UQ=Q U= (x:A@ql,Ql)l_I(x:A@qz,Qz):x:A@q1 I_Iqqg,(Qll_IQZ)
JOIN-U

(x . A@ql,Zl) L (.X . A@QQ,ZQ) =X A@ql I—lq 6]2,(21 L 22)

JOIN-Q
qID’ = qID, U;y qID, qlO’ = qlO, L, ql0,

(qID,,ql0,) U, {qID,, ql0,) = {qID’, qIO")

We will always have the invariants dom(Q2;) = dom(£2,) and dom(Z;) = dom(Z,), because
all nonvolatile locations are pre-defined and any variables bound in one branch of a conditional
but not the other will reach the end of their scope before the end of the conditional, where the
join would occur.

We write Id = Id(gAcc) = Id and Nid = Nid to extract the idempotence level from an idempo-
tence qualifier, and note that m C;s Nid where join is denoted as L;;. We define Id(gAcc,) Uiy
ld(gAcc,) = ld(gAcc, V, qAcc,). Access qualifiers are ordered as follows: MFstWt <, NRD,
NRD <, mayFstRD, NRD <, mayTntWt and MTntWt <, mayTntWt, where join is denoted as V,,.
CK is not included in this lattice since there will never be a case where a conditional ends with
an idempotent variable being marked as CK on one branch and a different access qualifier on the
other.

The taintedness qualifiers Nt and Tnt also form a lattice where Nt T, Tnt. Join is denoted
L,.

We write ; C €, to denote that for every variable in Q,, the qualifier is less than the qualifier
in Q,, with respect to idempotence and taint.

0 access transition function. To evolve an idempotence qualifier for a given sequential access
occurring under a pc context, we define the transition function: d(pc, gID, a)=gID’. An access a
is either a read Rd or write Wr.

o(pc, Id(NRD), Rd) = 6(pc, |ld(mayFstRD), Rd) = Id(mayFstRD)

O0(Nt, Id(NRD), W¢) = 6(Nt, ld(mayTntWt), W) = 6(pc, ld(Wtn), a) = Id(Wtn)

o(Tnt, IA(NRD), Wr) = 6(Tnt, Id(mayTntWt), Wr) = 6(Tnt, [d(MTntWt), a) = ld(MTntWt)
o(pc, Id(mayFstRD), Wr) = 6(pc, ld(mayTntWt), Rd) = UN

o(pc, Id(CK), a) = Id(CK) o(pc,Id,a) = Id o(pc,Nid, a) = Nid
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The two transitions that result in undefined UN would cause a program to fail type checking
due to ill-checkpointed variables in problematic code patterns: WAR (d(pc, |d(mayFstRD), Wr))
and RIO (6(pc, ld(mayTntWt), Rd)). Our interpretation of a RIO bug varies slightly from previous
systems. Here, it is a noncheckpointed variable that is written by some tainted branch, but not in
all, and is later read by the program.

Note that it is impossible to have a case where 6(Nt, Id(MTntWt), a) because in our system,
we will never have a MTntWt outside of a tainted conditional (lift would have already changed
the MTntWt qualifiers to MFstWt at the end of a tainted branch).

Lift function definition. Lift is applied at the end of merge, upon exiting a conditional. Upon
entering an Nt context, it translates MTntWt qualifiers into MFstWt. Otherwise, it leaves qualifiers
unchanged.

lift(Nt, Id(MTntWt)) = Id(MFstWt)
lift(pc, qgID) = qlD if pc = Tnt or gID # |d(MTntWt)
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D.2 Operational Semantic Rules

D.2.1 Value Configurations

Value configurations are listed below. Configurations of primitive values need to carry a qualifier
to help with the taint propagation.

V-skip V-Nar
n>0 n>0
Val(y |1Md | n | 11O | N|V | pcS | skip) Val(y | Md | n | I |O|N |V |pcS|n@g)
V-BooL-T V-BooL-F
n>0 n>0
Val(ly |1Md | n|1|O|N|V|pcS|tt@g) Val(y |[Md | n | 1| O N |V |pcS | ff@g)

V-CRASH

Val(y |1Md |0 || O| N |V |pcS|k)

V-1

Val([y > e]l®@y |Md|-|I|O] N|VIK||lTe #in(b > 0,k@pcS))

V-1
n>0

Val(y > e]®y | Md | n| 11O | N|K]|Te #in(b > 0,k@pcS))

V-#in
Val((y > e]l®@y | Md |- |I|O| N|K|e#in(b > 0,k@pcS))
V-P-DONE
n>0
Val(lx > €]y |n|1|O|N|K]|pcS | skip)
V-c-DONE

n>0
Val([y > €]y | n|I|O|N|V]|K]|pcS | skip)

D.2.2 Top-level Atomic Region Execution

The rules for executing atomic regions and JIT blocks are shown below. In D-P-Ckpr, the
premise send(O) is new, which plays the buffered idempotent outputs at the end of an atomic
region. We assume that there is enough energy at the end of a program to process the output

buffer.
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D-P-Ckpt
n>0 InitWorld,(N; aPol;y) = Ng | Ko | vo
x> el ®vyo | alD(cy,O) [n| ][ Ng|-|Kolld,Nt)]|co
="' >el®y [alD(c,0) |n" | I'|OIN || Ko |(ld,Nt) | skip
send(O,n") = n” n,n"” >0 FinWorld,(N") = N”

x>el®yln|l|N|-]|startym(alD, aPOl,O);CO;endatom§p
=, W>eloy|[n|I'IN"|-|p

D-P-seqQ
n>0 >0 y>el@yljitin|l]- | N|-|-|{d,Nt)|c
=" >el® y it n’ |V ]-|N |V |-|peS | skip
x>el®yln|lIN[-]cp =, X>eley|[n |[I'IN]|-|p

Definition 24 InitWorld,(N; aPol;y) = Ng | Ko | yo where aPol = (w, nlds) iff
* N =Ni,Np, N3,
e dom(N,) = range(y|nlds) and dom(N,) = range(y|w),
* Ni, v =unzip({(¢F@CK — v, x = ") | Na(0) = v, € fresh, x € w s.t. y(x) = £}),
e Ny = {{@(Nid, Nt)—v | N{(€) = v}U{lyur @(Id(CK), Nt)—V | N»(£) = v}U{£@(Id(NRD), Nt)—v |

N3(£) = v},
* Yo ={xun P YX)m | X €W} U{x > y(x) | x & w} Uy,
* Ko = (Ni;0)

Definition 25 FinWorld,(N) = N iff
* N= Nluna N2’

o Nj = {£@(Id,Nt) = v | £n @{Id(CK), gIO) — v € N;JU{£@(gID,Nt) — v | £@{qID, glO) —>
v € Ny, gID # 1d(CK)}

D.2.3 Command Execution (Closed Config)

The execution rules for closed command configurations are shown below. When the device shuts
off, pcS is treated like volatile memory. For JIT mode, it is lumped into the continuation, and in
atomic mode it is lost. On restore in JIT mode, the stashed pcS will be brought back whereas in
atomic mode it is reset to (Id, Nt). Note that the output buffer disappears when the device shuts
off. This has the effect of resetting the buffer for atomic regions. Since outputs in JIT mode
are posted immediately, this has no effect for programs running in JIT mode, i.e., the buffer will
remain empty.

326



yIMd[n|I]O[N[V]c— y'[Md|n"|I"|O"|N|V'|c (
x>el@ylMd|n|I|OIN|VIK|c= [y>el®y [Md|n'|I'|O" [N |V |K]|c

D-sTEP)

(D-Crasn-AID)
[x > el ®vy|alD(co,O) |01 |O[N|V K|«

= [y > e]®vylalD(cy,O)| - |I'|-IN] - |[K|e#in( > 0; | Tco)

- (D-cHARGE-AID)
[n::xy>el®ylalD(cy,O)| - |I|-|N| - |Kle#in(b>0;[Tk)

= [x>el®ylalD(co,O) [n|l]-IN|-|K[|Tk

N = N;{D,MFstWt’ Nllﬂltn’ N/c’lé K= (N 0)

[y > el ®y|alD(co,O) [n|I |- |N|-| K| |Tk
= [XI> 8]®7|3|D(CO,O)|’1|I | : | N;?D,MFStWt’ N;’sttWt’ Nkck|' | KlK

(D-rESTORE-AID)

(D-CraAsH-JIT)
x> el@yMAlO[l]- NIV [K]c

=[xy>el®ylMd| - |I|-|N|V|K] | e#in(>0;Tc)
K=(:V)
— - (D-S-J1t)
x> el®@yljit] - [1]-IN|V[K]| le #in(b > 0; T«)

= [y>el@yljit|l|-|N|K]|e#in( > 0; Tk)

- (D-cHARGE-JIT)
[mxy>eleyMd| - |I|-INIK]|e#in(b > 0;T«)

=>el@y|Md|n|l| - |N|K|T«

K=(;Vp
x> el@yljitin]l]-INIK[T« = [x>el®yljit|n|l|-|N|Vi]-|«

(D-RESTORE-JIT)

D.2.4 Command Execution (Open Config)

We present the operational semantics for commands below.

Notably, we include rules for propagating taint in assignments and processing inputs and
outputs. Outputs process instantaneously if nonidempotent or the command is running in JIT
mode. Otherwise, if the output is declared to be idempotent, it is buffered to the end of the
atomic region. To properly handle the scoping of pcS, the structure of the conditional branching
rules are altered to depend on a runtime command endj.

Additionally, expression configurations are annotated with a qualifier purely for proof pur-
poses. When an expression evaluation is triggered from the command level, this qualifier is
initialized to (ld, Nt) — primitive values used directly in a program (i.e., are not stored in a loca-
tion) are assumed to have this qualifier. This will only be replaced when a variable is read within
the expression, which will replace the qualifier with that of the read location. For an expression,
this approach will default to the qualifier {Id, Nt) for straight up primitive values, or the join of
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qualifiers of variables appearing in the expression.

K, —> K,

D-Ir
n>0
yIMd|n |[I|O|N|V]|pcS| e@(Id,Nt) — y|Md|n' |[I|O|N |V]|pcS| @qg

vIMd|n |[I|O|N|V]|pcS| ifethenc; elsec,
Sy |Md|n" |I|O|N|V]|pcS| ife’@q thenc; elsec,

D-IF-sTEP
n>0 y|Md|n |I|O|IN|V|pcS| e@q — y|Md|n' |I|O|N |V]|pcS| @g
vy Md|n |[I|O|N|V]|pcS| ife@gthenc elsec,
S>y|Md A" |I|O|N|V]|pcS| ife’@q thenc, elsec,

D-Ir-1T
n=n"+1
Val(y |Md | n | I |O|N |V |pcS|tt@gq,) pc’ =pcl, g, pcS = pc > pceS,,
yIMd|n|l|O|N|V]|pcS| iftt@g,thenc, elsec,
S y|Md|n" |I|O|N|V]|pc > pcS| c;endyg

D-IF-Fr
n=n+1
Val(ly |1Md | n|1|O [N |V |pcS|ff@g,) pc’ =pcly,q, pcS = pc > pcS,,
yIMd|n|lI|O|N|V]|pcS| ifff@g,thenc, elsec,
- y|Md|n" |I|O|IN|V]|pc >pcS| cr;end;

D-Ir-EnD
n=n+1

vy Md|n|I|O|IN|V|pc'>pcS|ends —» y|Md|n |I|O|N|V]|pcS| skip

D-sEqQ

yIMA|n[I]OIN[V]|peS| ciseo = y[Md[n|I[O|N|V][pcS| cryve

D-SEQ-STEP

yIMd|[n|lI|O|N|V]|pcS|c — ¥y [Md|n" [I|OIN |V |pcS| ¢
YIMA|n|I[OIN|VI|pcS| ciswea = ¥ [ MA |0 [I[O|IN [V |pcS| clswe

D-seqQ-v
n=n+1 W=y |V V” =V | dom(V")

yIMd[n[I[O[N|V]pcS| skipiwer — ¥ [Md|n" [ITOIN|V"[pcS| e
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D-LET
n>0 y|IMd|n|l|O |N|V|pcS|e@d,Nt) >y |Md|n" |I|O|N |V ]|pcS| @qg

yIMd|n [I|O|IN|V]|pcS|letx=einc—y|Md|n' |I|O|N|V]|pcS|letx=¢e@qg inc

D-LET-STEP

n>0 yIMd|n|l|O|N|V|pcS|e@g—y|Md|n' |I|O|N|V]|pcS| @g
y|Md|n |[I|O|N|V|pcS|letx=e@qinc—y|Md|n' |[I|O|N |V]|pcS|letx =€ @q inc

D-LET-v
Val(y | Md | n || O [N |V |pcS| e@q)

Y =y, [x - {] ¢ fresh n=n"+1 peS = pc > peS’
y|Md|n|I|O |[N|V|pcS|letx=einc—y |Md|n" |I|O|N|V, l@qgUpc— e|pcS| c

D-AssiGN
n>0 yIMd|n |[I|O|N|V]|pcS|e@(ld,Nt) —» y|Md|n' |[I|O|N |V]|pcS|e@qg

yIMd|n|I|O|IN|V|pcS| x:=e - y|Md|n' |[I|O|N |V ]|pcS| x:=€ @4

D-ASSIGN-STEP
n>0 yIMd|n |I|O|IN|V|pcS|e@qg — y|Md|n" |I|O|N|V]|pcS|e@qg

yIMd|n|I|O|N|V]|pcS| x:=e@qg — y|Md|n" |I|O|N |V ]|pcS| x:=€@¢

D-AssiGN-V
Val(y |Md |n | I|O [N |V |pcS| e@q)

y=7.,lx—>{€ V=V,t@gID,ql0)—Vv  q=(qID,qlO,)
pcS = pc > peS’ pc =<qlID,.,ql0,.) q' =<qlID,qlO, ; q10,.) n=n"+1

y|Md | n|I|O|IN|V|pcS| x:=e@qg — y|Md|n"|I|O|N|V,{@q¢ — e|pcS| skip

D-AssigN-N
Val(y IMA | n |[T|O N[V |pcS| e@q)  q=(qID,,ql0,) y=7"[x—{]
N =N, £@{qID, gIO) — V' pcS = pc > peS’ qID’" = 6(pc, qgID, Wt) # UN
pc =<{glID,,ql0,.) q ={qlD’,ql0, 1, q10,) n=n"+1

vy Md | n|I|O|IN|V|pcS| x:=e@qg — y|Md|n"|I|O|N,@q¢ — e|V|pcS| skip

D-Input
Y =y, x> {]
{ fresh n=n+1 I =in(w)::l pcS = pc > peS’ q ={Id, Tnt) U pc

yIMd|n [I|]O|IN|V]|pcS|letx = INO)inc -y |Md|n" |I"'|O|N|V,((@g — v)|pcS| c

D-Ourtpur
yIMd|n |[I|]O|IN|V]|pcS| e@{d,Nt) >y [Md|n' |[I|O|N |V]|pcS| @g

n=n+1
yIMd|n |I|O|N|V]|pcS| output(ID,e)
Sy |Md|n" |I|O|N'|V]|pcS| output(ID, e’ @q")
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D-OuTPUT-STEP

yIMd|n [I|O|IN|V]|pcS| e@g—y|Md|n' |[I|O|N |V]|pcS| @g n=n+1

y|Md|n [1]|O|N]|V]|peS| output(D, e@q)
—y|Md |7 |1]O|N]|V]|peS| output(D, e @)

D-Output-NID-AID

Val(y |[Md |n | I|O|N |V ]|pcS| v@g) ID ¢ O n=n+1

y|alD(co,0) | n | 1] O|N|V|peS | output(D, v@q) 23" v | alD(co, 0) | ' | 1] O [N |V | peS | skip

D-BUFFER-ID-AID
Val(y |[Md |n |[1|O|N |V |pcS| v@g) ID € O n=n+1 O =O'::out(ID,v)

v]alD(cy,O) |n [I|O|N|V|pcS| output(ID,v@g) — vy | alD(cp,O) | n" | | O" N |V |pcS| skip

D-Ourpur-nt

Val(y |[Md |n | I |O N |V |pcS| v@g) n=n+1

yljit]n | 11O NIV peS| outputdD, v@q) “23 y it | n' | 11O [NV | peS| skip
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D.2.5 Expression Execution

We present the expression execution rules. Since they are defined with a small-step operational
semantics, extra work is needed to evaluate the expression’s qualifier. To do this, each expression
is initially annotated with (ld,Nt) (as in D-V-Reap, D-N-Reap, and D-Binary-0). If the expres-
sion is a variable, then the qualifier is replaced with the variable’s qualifier from nonvolatile and
volatile memory, evolving the idempotence qualifier on read in the former case. Otherwise, if
it is a binary expression, (ld, Nt) is split into a set of two qualifiers corresponding to e; and e;,
and the rules D-BiNnary-1 and D-Binary-2 solve for each qualifier one at a time. Lastly, they are
joined together in D-Binary-v. This approach also enforces that reading constants will always
return a qualifier (Id, Nt)

D-V-Reap
v=9%,[x {] V=~>(@g— v,V n=n"+1

y|Md|n|I|O|IN|V|pcS| x@{d,Nt) >y [Md|n' |[I|O|N|V] pcS|v@q

D-N-REeaAD
v=v"[x {] N = ¢@{qID, qglO) — v,N’ qgID" = 6(pc, qID,RD) = UN
q = {qID’, qlO) pcS = pe > peS’ N" =¢(@q — v,N n=n+1

yIMd|n|l|O|IN|V]|pcS| x@{Id,Nt) >y |Md|n" |I|O|N"|V] pcS|v@yg

D-BINARY-0
n>0
y|IMd|n| I|]O|IN|V]|pcS| e ©e,@(ld,Nt)
- y|Md|n" | I|O|N|V]|pcS| e ©e;@{ld,Nt),(Id, Nt)}

D-BNARY-1
n>0

yIMd[n IO N[V]|pcS| e @{g}—>y|Md|n" [I|O [N |V][pcS| e @{q)}
yIMd [ n| I[O| N[V [pcS| el ©e;@{q,(Id,Nt)}
— y|Md|n" | I|O|IN' |V ]|pcS| el ©e,@{q),(ld,Nt)}

D-BINARY-2
n>0 Val(y |[Md | n | 1| O| N |V |pcS|e @q;)
yIMd[n|lI[O[N|V|pcS| ex@{gy} — y[Md[n [I|O[N|V]|pcS| e;@{q,}

Yy IMd|n|lI|OIN|V|pcS| e ©e@{qi,q2} = yIMd|n' [I|O|N |V ]pcS| e ©e,@{q,q5}

D-BINARY-V
n=n+1 Vally |[Md |n|1|O [N |V |pcS| e @qy)
Val(y [Md [ n|I]O[N|V|pcS |e,@q) v=e0e, ¢ =qil,q

yIMd|n|l]OINIV]|pcS|e ©e@{g,q} —» yIMd|n' [I]O] N|V]| pcS|v@q
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Definition 26 (Well-formedness for configurations) A configurationy |Md |n|1|O|N |V |

pcS | ¢ is well-formed iff when ¢ = ci;w, -+ 3w, , Cnsw, Cns1 Where n > 1, all of the following hold
* dom(V;) € dom(V;) C dom(V)
*YiCvicy

where 1 <i< j<nand Wy =y |V, forallm e [1,n].

D.3 Type system

This section presents the type system for our calculus. Variables in nonvolatile and volatile
memory are typed under Q and X, each mapping variables in their respective memories to a
base type and qualifier according to the undo-logging interpretation for crash types. Note that
unlike previous systems, volatile memory locations are annotated with a g which is meaningful,
reflecting the (non-)idempotence and taint level of a location.

store types A = 1int|bool

basic types T = unit|A

unstable types ™ = Tl ™Vtt|nat ~ 7| C”}d
stable types T o= T

crash type variables M= Cypge | CN

unstable store typing context X
stable store typing context Q

Jx i TA@g, X | xex 1 |TA@g, Q
| x:TA@q,Q

Typing judgments. Command and expression typing judgments are extended with post-contexts
for taint tracking. Expression typing judgments are additionally extended with a qualifier ¢ to
enable proper taint tracking throughout the type checking.

command (J,) Md | bRO:nat | Q;X | pcS tsig ¢ @ Cunir 4 Q3% ¢ could crash
(J) Md | b:nat | Q;X | pcS Fsig Skip @ JTunit 4 Q"; %’ ¢ will not crash
(Jy) Md | b:nat | Q| pcS tsig skip : Tunit 4 Q' after commit
expression (J,) Md | pRO:nat | Q;X|pcS Frosig € : Cﬂd@q 40 e read, could crash
(J) Md | b:nat | ;2| pcS Frpssig V 1 JTA@g 4 Q e read no crash
(Jy) Md | b:nat | Q|pcStrp v : TA@g 4 QY e read, commit
(J) Md | b:nat | Q;X | pcSthyr x : [TA@qg 4 QY write on x, no crash
(Jy) Md | b:nat | Q|pcStyr x : TA@g 4 write on x, commit
program  (Jy) Md | b:nat | QF p : TCunit before execution
crash (Jw) Md | b=0:nat | Q;X|pcS Fsig K : C'}d about to crash
(Ju) Md |- ] QX tsiglTe#in(b > 0,k@pcS) : [T(nat ~ Cp}d) crash state
(Js) Md || QFsig Te #in(b > 0,k@pcS) : T(nat ~ C?d) restore state
(J) Md || Q;Z ksig e #in(b > 0,k@pcS) : nat ~ C’}d waiting for energy
(Jw) Md | b>0:nat | Q;X|pcS ksig K : C'}d before re-execution

332



D.3.1 Expression typing rules

We present the expression typing rules. These rules are similar to before, except that since
access qualifiers can evolve on read, they are extended with a post-context. Expression types
are annotated with a qualifier that is looked up on read for variables (T-Loc-Reab), (Id, Nt) for
constants (T-Boor-1, T-BooL-F, T-INT), or joined together for binary expressions(T-BINARY).

T-Loc-WRITE
Q=x:1A@q,
q ={qID qlO,) pcS = pc > peS’ qID" = 6(pc,qID,, Wt) + UN q ={qlID’,qlO,)
Md|b:nat|Q|pcStyrx:TA@G 41 x: TA@q, Q)

T-W-SHIFT
=Y Q=0 Q% Md|b:nat | QY | pcStyr x: TA@qg 4 Q
Md | b :nat|Q;Z | peS hir x: [TA@q 4 Q;[dom(Q"), Qi

(T-Loc-Reap)
Q=0 x:TA@{qID, qlO)
pcS = pc > peS’ qID’" = 6(pc, qID, Rd) + UN q = {qID’, qlO)
Md|b:nat|Q|pcStpp x: TA@qg 4 Q' x: TA@¢g

(T-Boor-T1)

Md|b:nat|Q|pcS kg tt:T bool@(Id,Nt) 4 Q

(T-BooL-F)

Md | b :nat | Q| pcS g ff : Thool@(ld,Nt) 4 Q

(T-InT)

Md|b:nat|Q|pcS gy N: Tint@(ld,Nt) 4 Q
(T-R-SHiFT)
X=1Y Q=0Q,0Q% Md|b:nat | QY |pcStppv: TA@qg 4 Q,
Md | b:nat|Q;Z | pcS Frosig Vi LTA@q 4 Q; [dom(Q), Q7

(T-v-Succ)
Md|b:nat|Q;XZ|pcS trpsig X 1 [TA@g 4 Q'
Md|b > 0:nat|Q;Z | pcS Frosig X : (71 V [TA)@g 4 Q
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(T-BINARY)
Md | b
Md | b

0:nat | Q; 2| pcS Frosig €1 : Cr}z@ql 40,
0:nat | ;X |pCS Frp;sig €2 - C1;1~2@QQ 40,
@ITT1XTT2—>TT/ Q’:Qlqu

Md|b > 0:nat | Q;X|pcS Frosig €1 @ ea: Ci@q; U, o 4 QY

=
=

(T-ENoOUGH?)
Md|b =0:nat | X | pcStsigre: T
Md|b > O:nat | Q2| pcS Frpsig € 1 T@g 4
Sig'={Md|b > O:nat | Q;X | pcStgpe: 7} Sig” = if Md = jit, thenSigd’, else Sig

Md|b > 0:nat | Q;Z | pcS Frpsig € : T@g 4

D.3.2 Command typing rules
The command typing rules are shown below. All interesting rules have been explained in the

main text. Outputs for JIT regions behave similarly to nonidempotent outputs since both are
posted immediately.

T-Skip

Md | b:nat|Q|pcS Fsig skip : Tunit 4 Q

T-C-SHrFT
r=01Y Q= Q',Q’C’K Md|b:nat| Q% | pcS Fsig skip : Tunit 4 Q

Md|b:nat|Q;X|pcS Fsig skip : [Tunit 4 Q;[dom(Q), Q; L(Q[dom(Z))

T-v-Succ
Md|b:nat|Q;X|pcS Fsig skip: [Tunit 4 Q3%

Md|b>0:nat| QX | pcStsigskip: 7V [Tunit 4 QY

T-LeT
pcS = pc > peS’ Md|b>0:nat|Q;X|pcS Frosig €1 - Cf‘d@<qlD, qlO) 4 Q)
Md | b >0:nat | Qg X, x:[TA@{(gID, glO) Ui pc | pcS bsigc: T4 Q5%

Md|b>0:nat | X | peStsigletx=einc:74Q5Y

T-Ir
Md | b >0:nat | Q2| peS Frpsig € : G @(gID,, ql0,) 4 Q
pcS = pc > peS’ pc = {qlD, qlO)
pc’ ={qID U, qID,, qlO L, q10,) Md|b>0:nat|QyXZ|pc’ > peStsiger i 740 Z
Md|b>0:nat| QX |pc’ > pceStsigcr:T4Q5%,
Q = Ilft(pC,Ql L1 €) Y = 2 U

Md|b>0:nat|Q;X|pcS Fsig ifethenc,elsec, : 74 QY
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T-ASSIGN-s
Md | b > 0:nat | Q;X | pcS rrosig € : C@(gID,, gl0,) 4 Q'
Md | b >0:nat | Q2| peS byr x: [TA@{gID,,ql0 ) 4 Q' pcS = pc > peS’
pc =qID,.,ql0,.) gID,, Uia gID, Cig gID, q10,. U, q10, &, q10,
x € dom(Q) Q' =x:TA@{qID,,qlO,),Qy Q" =x:1A@(qID,, qlO,. 1, ql0,),Qq
Md|b>0:nat | QX[ peStsigxi=e:T74Q"; X

T-AssIGN-U
Md | b >0 :nat | Q;X | pcS rrpsig € : C@(qID,, ql0,) 4 Q
Md|b>0:nat|QyX|pcStyr x: [TA@(gID ,qlO ) 4 Y pcS = pc > pceS’
pc =qID,.,ql0,.) qID,. Uia qID, Siq qID, q10,. 1, q10, E, ql0,
x € dom(%) X=x:|TA@{qlD,,qlO,), %, Y =x:|1A@{qID,,ql0,. L, ql0,), %,
Md|b>0:nat | QX[ peStsigx:i=e:T74Q;%

T-seQ
Md | b >0:nat| Q2| peS ksig e s C 4 QY
Md|b>0:nat | QX | pcStsiger:T4Q"; L

T-SEQ-D
W=y|V  Md|b>0:nat|QZ|pcStsiger:Co 1Q5Y Q =Qp, Q
Y = trim@,V,y) U |QL Md | b >0:nat | QX | pcStsigcr:T4Q7; 2"
Md|b>0:nat|Q;Z|pcStsigciwer:T74Q7E”
T-eNouGH?

Md|b=0:nat| QX |pcStsigrc: T Md|b>0:nat|Q;X|pcStsige:74Q5%
Sig'={Md|b > 0:nat | Q;Z|pcSt+c: 1} Sig” = ifMd = jit, thenSig’, else Sig

Md|b>0:nat|Q;X|pcStsige:74Q5%

T-outpPuT-NIT
jit|b>0:nat|Q;X|pcS Fro:sig € : L TA@{qID,, qlO,) A Q’
jit]b>0:nat|Q;XZ | pcS kFsig output(ID,e) : 74 QX

T-ouTPUT-NID
alD(cy,O0) | b =2 0 :nat | ;X | pcS Frpsig € : A@{qID,, qlO,) 4 Q'
ID ¢ O qlD, E;; Nid

alD(cy,0) | b > 0 :nat | ;X | pcS Fsig OUtput(ID,e) : T4 Q5 X

T-ouTPUT-ID
alD(cy,0) | b =2 0 :nat | ;X | pcS Frpsig € : A@{qID,, qlO,) 4 Q'
ID € O qlD,c;; Id

alD(cy,0) | b > 0 :nat | ;X | pcS Fsig OUtput(ID,e) : T4 Q5 X

T-LET-IN
pcS = pc > peS’ Md|b>0:nat| QX x:[TA@(d, Tnt) Upc | peSksigc: 74 QY
Md | b>0:nat | Q2| peS33D, letx = IN()inc:74Q;%




D.3.3 Statement Typing

The statement typing rules are similar to before, but additionally stash a pc stack in the crash
instruction. For JIT mode, we stash the current pc stack to help resume execution. For atomic
mode, we stash the default pc stack (ld, Nt) to help the program re-execute from the beginning.

T =332
alD(co) | - | Q22 |- bsig & #in(b > 0, [Tco@(Id, Nt)) : (nat ~» [TCEP)

) (T-AID-V-CRrasH)
alD(cp) | b =0:nat | Q;Z | pcS, Fsig k : (mat ~ [1C77) V ITT

e#in):nat>0 Md| b >0:nat| QX rsiq L T@(Id, Nt) : [TCEP
Md | - | Q2| ksig & #in(b > 0, [ Tk@(Id,Nt)) : nat ~ |[TC&P

(T-CHARGE)

alD(co) | b > 0:nat | ;2| (Id,Nt) ksiq k : C3° € Sig
alD(co) | b > 0:nat | Q; T |- ksiq [ Th@(Id, Nt) : [ TCEP

(T-AID-RESTORE)

jit] - | QT |- ksig L& #in(b > 0,16 @pcS,) : L(nat ~ 1Ch)
jit|b =0:nat | Q| peS, ksig € ¢ Lmat ~ TCh) v 1T

(T-Ji1-V-CRASH)

=1 it | Q| ksig e #in(b > 0,7€ @pcS,) : (nat ~ TCY)
jit] - [T ksig le #in(b > 0,16 @pcS,) : l(mat ~ TC)

(T-JrT-stop)

ce#in0):nat>0 Md|b >0:nat| QT |- ksiy Tk@pcS, : C9 € Sig

. (T-JiT-CHARGE)
Md | - | Q;Z |- ksig & #in(b > 0,Tk@pcS,) : nat ~ CH

Q=0,Q/ jit| - | Q;1Q" | peS,rK : CMesig
jit] -] Q- Fsig 6 @pcS, :T ¢

(T-J1iT-RESTORE)

D.3.4 Program Typing

The rules for checking programs are defined below. Both rules initialize the pc to (Id, Nt), but
otherwise the rule for T-P-seq for checking JIT regions is similar to before. Notably, the rule
T-P-Cxkpt changes to check for RIO bugs. The way to still detect RIO bugs while avoiding early
failing is to check that at the end of the atomic region, there are no variables that are written (but
not on all paths) in a tainted context. That is, the rule must check that there are no remaining
mayTntWts at the end of checking the atomic region. The InitWorld, function now only takes a set
of checkpointed variables w and a set of non-idempotent variables nlds and sets these variables’
qualifiers to Id(CK) and Nid, respectively. All other variable qualifiers are initialized to Id(NRD)
(“idempotent because has not been read yet”).
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T-P-Ckpr
InitWorld,(Q; aPol) = Qg | Xy
Sig =1{alD(cyp,0) | b >0 :nat | Qy; Xy | {Id,Nt) + ¢g : Cunie 1 Q"3 X'}
alD(Co,O) | b>0:nat | Qp; 2o | <|d,Nt> Fsig Co : Cunit Q/;Z/
Q' [{mayTntWt} = 0 b :nat | QF p: TCumit

b :nat | Q + startyem(alD, aPol, O); cy; €ndatom; P : TCunit

T-P-sEQ
jit|p>0:nat|Q;-|d,Nt) kg ¢ : Cynir 41 Q"3 Y b:nat| Q+F p: TCuit

b:natIQl-C;plTCunit

Definition 27 InitWorld,(Q; aPol) = Qg | Xy iff
e dom(Q) > w U nlds,
e wNnlds =0,
® >o={xck : ITA@(Id(CK),Nt) | x : TA@(Id, glO) € Q°}
e Qy={x:TA@(Nid,Nt) | x:TA@(Nid, glO) € Q"}
U{x:TA@(Id(NRD), Nt) | x:TA@{ld, gIO) € Q" }uQe
where aPol = (w, nlds) and Q = Q°, Q", Q" and Q° = Q|w and Q" = Q|nlds.
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D.3.5 Store Typing

The rules for store typing are similar to the ones for undo-logging, but extended with a rule for
typing the operational pc stack wrt the type level pc stack. In particular, both pc stacks will be
the same.

(V-Loc)
HEN| V' | peS, : Q| Z] pesS,
(EmpTy) y=y. x> €] V=V, t@q—v Md|b:nattegmv: AQ@q
SN R NE FHENV | peSy - Q| Z, (x:lTA@q) | pcs,

(N'V-Loc-AD-1)
N=N,t@q—v g% {d(CK),qlO)
FIPN [V peS, : Q|Z|peS, y=y.lx— ¢ alD|b:natiypv:TA@q

FIPN|V [ pcS, : Q,(x: TA@q) | T | pcsS,

(NV-Loc-AID-2)
N=N,l@g—v q = (ld(CK), g10)
FIPN [V peS,: Q|| peS, y=7.lx—¢] alD|b:natiypv:|TA@Qq

FIPN |V peS, : Q,(x: TA@q) | Z, (xa : LTA@g) | peS,

(N'V-Loc-11T)
) N=N,{@g—v
HON IV peS, : QIZ|peS,  y=y.[x— (€ jit|b:natiyv:1AQq

HENV | peS, 1 Q,(x: TA@q) | £ | peS,

(pc)
FHEN|V | peS, - Q| 2] pes,

FHEN |V | pe > peS, : Q| Z | pe > pes,
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D.4 Progress and Preservation

Lemma 26 (Progress for shifted expressions) If

Md | bnat | Q| pcS, Frp e : TA@g 4 Q'

then ¥ n :nat withn > 0and ¥V N,V,y with I—Q"d N|V|pcS,: Q| pcS, either

e Vally |[Md |n || O|N|V]|pcS, | e@qy) where gy = q or

e iy |MA | |I|O|N |V|pcS,|e@qg)suchthaty |Md | n|I|O|[N|V]pcS, |
e@gy = y|Md|n |[I|O|N |V]pcS,|e@q'.

Proof: The proof proceeds by structural induction over Md | b : nat | Q | pcS, gp e : TA@q A
Q.
Case 1 [T-Loc-Reap]. Suppose the last rule in the typing derivation is T-Loc-REab:

(T-Loc-REeap)
Q=0 x:TA@{qlID, qlO)
pcS, = pc, > pcS, qID’ = 6(pc,, qID, Rd) #+ UN q = {(qID’, qlO)

Md|b:nat|Q|pcS, trp x: TA@q 41 Q' x: TA@g

Then by inversion, we have Q = ', x : TA@(¢ID, ¢IO). By assumption, -4 N | V | pcS, :
Q | pcS,. By inversion of I—Q"d N |V |pcS, : Q| pcS, according to the well-formedness
definition, we learn that pc, = pc, and F}® N | V | pcS), : Q | pcS;, where pcS, = pc,t>pcS,,.
Additionally, one of the two subcases hold:

Subcase 1. N = £@{qID, glO) — v,N withy =y, [x — {].

Since n > 0, it follows that dn’ such that n = n’ + 1, and hence the evaluation rule
D-N-REeap applies:

D-N-REeap
vy=%,[xm {] N = ¢@{qID, qIO) — v,N’
pcS, = pc, > pcS, qID’ = é(pc,,qID,Rd) + UN
q ={qID’, qlO) N =¢t@q — v,N n=n"+1

yIMd[n|I[O[IN|V]pcS,| x@gID,ql0) —» y |Md|n" [I|O[N"[V] pcS, | v@q

This yields the desired result.
Subcase 2. V = £@{(qID, glO) — v,V’ withy =y [x  {].

Since n > 0, it follows that dn’ such that n = »n’ + 1, and hence the evaluation rule
D-V-REeap applies:

D-V-REeap
y=9,[x{] V=(t@q—vV  n=n+1

yIMd[n|TTOIN[V]pcS,| x@q —y|Md[n" [I|O[N][V] pcS, | v@q
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This yields exactly the desired result.
Case 2 [T-Boor-1]. Suppose that the last rule in the typing derivation is T-BooL-T:

(T-BooL-T1)

Md|b:nat|Q|pcS, Frp tt :T bool@(ld,Nt) 4 Q

By the value rule V-BooL-T and the assumption n > 0 we get

V-BooL-T
n>0

Vally [Md |n|[I|O|N|V]|pcS, |tt@(ld,Nt))

Case 3 [T-BooL-F]. Suppose that the last rule in the typing derivation is T-BooL-F:

(T-BooL-F)

Md | b :nat| Q| pcS, Frp ff :T bool@(ld,Nt) 4 Q

By the value rule V-BooL-F and the assumption n > 0 we get

V-BooL-F
n>0

Val(ly |1Md |n || O|N|V]|pcS, | ff@(ld,Nt))

Case 4 [T-InT].
Suppose that the last rule in the typing derivation is T-Nar:

(T-Nar)

Md|b:nat|Q|pcS, trp N Tint@(Id,Nt) 4 Q

By the value rule V-Nat and the assumption n > 0 we get:

V-Nar
n>0

Val(y |[Md [ n || O |N|V|pcS, | n@{ld,Nt))

O
Theorem 16 (Progress for expressions) IfMd | b R m : nat | Q; X | pcS, Frpsig € 1 T@q 4
then ¥ n : nat with nRm and ¥V N, V,y with I—Q"d N|V|pcS,: Q|Z|pcS, either
e Vally [Md | n || O|N|V|pcS, | e@qy) where gy = q or
e Jiy [Md | |I|O|N |V |pcS,|e@{q}) suchthaty |Md | n || O|N|V|pcS, |
e@{qo} — y|Md|n' [I|O|IN[V]pcS,|e@{q}.
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Proof: The proof is by structural induction over Md | b R m : nat | Q;X | pcS, Frosig
e : T@g 4 Q'. We consider a specific (co-)natural number nRm and contexts N, V,y with
I—Q"d N|V|pcS,: Q|Z|pcS,. We consider cases based on the last step in the derivation:

Case 1 [T-EnoucH?].

(T-ENouGH?)

Md|b =0:nat | X | pcS, bsigr €1 T
Md|b > O:nat | Q;Z | pcS, Frosig € : T@g 4 Q'
Sig'={Md|b > O0:nat | ;2| pcS, pp € : T}
Sig” = if Md =jit, thenSigd’, else Sig

Md|b > O:nat | Q;Z|pcS, Frosig € : T@g 4 Q'

By assumption, we know that n > 0. We consider two subcases based on the value of n
(i.e.n=0o0rn>0):

Subcase 1 [n = 0]. By the value rule V-ge-CrasH, we have
Val(y |[Md |0 [I]O| N |V |pcS, |e),

which completes the proof of this subcase.
Subcase 2 [n > 0].

By inversion on T-ENouGH?, we have

(1) Md|b =0:nat | Q;X | pcS, Fsigr e : T

(2) Md| b >0 :nat | Q;2 | pcS, Frosig € : T@g 4 Q'

(3) Sig' ={Md |b >0 :nat | Q;Z | pcS, trp € : T}

(4) Sig” =ifMd = jit, thenSigd’, else Sig

We can apply the induction hypothesis to (2) to get for n > 0, and N, V, y either
e Vally |Md |n|I|O|IN|V|pcS,|e@q) or
e Jiy |Md |n' |I|O|N |V ]|pcS,|e@{q}) suchthaty |[Md |[n|I|O|N|V|

peS, | e@{g’y — y|Md|n [I|O|IN|V]pcS,|e@{q).
which completes the proof of this subcase.
Case 2 [T-BNARY].
Suppose the last rule in the typing derivation is T-BiNary and e = e; © e5:

(T-BINARY)
Md| b > 0:nat | Q;2|pcS, Frosig €1 : Cr@q; 4 Q;

Md|b > O:nat | Q;X | pcS, Frosig €2 ¢ Cr}z@qz 4 Q)
@:TT1XTT2—>TT, Q':Qll_IQz

Md|b > 0:nat | Q;T | pcS, brosig €1 @ e : Cr@g U, gy 4

By assumption, we know that n > 0. By inversion, we have

(I) Md| b = O:nat | ;X |pcS, Frp:sig €1 : CP}?@ql 40
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(2) Md | b > 0 :nat | X | pcS, Frosig €2 Cp}g@qz 10,
3) 0: 1T, x1T, = 1T’
By the inductive hypothesis applied to (1), either
e Vally |[Md |n|I|O|N|V]|pcS,|e @gq;), or

e diy|Md|n [I|O|N|V]pcS,|e @{q;})suchthaty [Md|[n|I|O[N|V|pcS
e1@{g)} — y|Md|n' [I|O|N|V]pcS,|e @{q)}).

ol

From here, the proof proceeds in two subcases:
Subcase 1. Val(y |[Md |n || O [N |V |pcS, | e @q)
We apply the inductive hypothesis to (2) to get two sub-subcases.
Subcase 1a. Val(y [Md |n || |O|N |V |pcS, | e2@q,).
Since n > 0, we can apply the dynamic rule D-BiNary-v to get

yIMd|n[lI[O[N|V]pcS,|e ©e@{q1,q)
— yIMd|n" [I[O[N]|V]pcS, | v@q L, g,

where v =¢; ® ey, andn =n’ + 1.

Subcase 1b. d(y [Md | n' ||| O [N |V |pcS, | ¢,@{g}}) such thaty | Md | n | | |
O|N|V|pcS|e@g)} — yIMd|n' [I|O|N|V]pcS,|e@{g}. By
D-BINARY-2,

yIMd[n|1]O|IN|V]|pcS, | e ©e;@{g1, 45}
= y[Md|n" [I[O[|N [V]pcS,|e ©e;@{q1,q5}

Subcase 2. Suppose that Aty | Md | »" | | | O | N | V | pcS, | €;@¢q)) such that
yIMd [ n|I|O|N|V]|pcS,|e@q) — y|Md|n |[I|O[N|V]pcS,|e @q,.
Then, by D-BiNarY-1,

y Md|n|1|OIN|V]|pcS,|e ©e@{¢’,q)
— y|Md|n [I|O|N|V]|pcS, | 0e@q),q)

The desired result holds in all subcases.
Case 3 [T-V-succ].

Suppose the last rule in the typing derivation is T-V-succ:

(T-v-Succ)
Md|b:nat|Q;XZ|pcS, Frosig X 1 JTA@g 4 Q)

Md|b > 0:nat|Q;X|pcS, Frosig X & (11 V [TA)@g 4 Q'

By assumption, we get n > 0. By inversion, we have:
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TMd|b:nat | Q2| pceS, Frosig X 1 JTA@g 4 Q'
We know that the last rule for deriving § is T-R-SHiFT:

(T-R-SHiFT)
> =1¥ Q=Q,0Q% Md|b:nat| QX | pcS, trov: TA@q 4 Q

Md | b: nat | Q;X | pcS, Frosig v : LTA@q 4 Q;[dom(Y'), Q%

By inversion, we have:

(1) Md | b :nat | Q2" | pcS, Fro v : TA@g 4 Q
(2) =%
Q) Q=Q,Q7
By assumption I—Q"d N|V]pcS,: Q| Z|pcS, and (2), it follows from Lemmathat

l—!}"d N |V]|pcS,:Q,% | pcS, Then the desired result follows directly by application of
Lemma 26| to (1) (since n > 0).

O

Lemma 27 Ifl—!}"d N[V ]pcS,: Q|Z]|pcS, andX = X', and Q = ', Q7 , then l—yd NIV
pcS, 1 QY | pcs,.

Proof: The proof is by induction on the structure of I—Q"d N|V|pcS,: Q|Z|pcS,. Foreach
step in the derivation, we build the corresponding step of a derivation for l—f}"d N |V]|pcS, :
Q,% | pcS, according to the well-formedness definition. O

Theorem 6.1 (Progress for Commands) IfMd | b R m : nat | ;X | pcS, Fsig ¢ : T 4 Q/, then
VY n:nat with nRm and Y y,N, V with I—gd NI|V|pcS,: Q|X|pcS, either
e Val(y | Md |n|I|O N[V |pcS, |c)or
o AW/ |Md" | |1 |O [N |V |pcS, | c")suchthaty |[MAd|n|I|O|N|V|pcS,|c —
Y IMd [ | I"|O [N |V |pcS) |c.
Axiom 3 (positive input to generation channel) ¢ #in() : nat > 0.

Lemma 28 (well-typedness of expressions under crash in jit) jit | » = 0 : nat | QX |
pcS, Frossig € ¢ CJ:for Sig' = {jit| b > 0:nat | Q; X | pcS, tpp € : CJ:}.

Proof: Note that C} = [(nat ~ 7CJ) v [TA. Let Q' = Q,Q where £ = |Q”. By axiom
we have £ # in() : nat > 0. Then the typing derivation follows by the assumption that
jit| b >0:nat | T rgpe : C €Sig.
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jit| b >0:nat | Q;]Q" rgpe : O € Sig’
Q=00

jitl b >0:nat| Q FrpsigTe: Tcﬂt
e#in():nat >0

jit |- | Q,Q0 Frpsig & #in(b > 0,7e) : (nat ~ Tk
2 - lQ//

jit |- | Q% Feosig Le #in(b > 0,Te) : [(nat ~ 1C
jit|b =0:nat | T repsig e : Lnat ~ TCH v [7A

(T-JIT-RESTORE)

(T-CHARGE)

(T-Jit-sTopP)

(T-v-CRrAsH)

The conclusion jit | b = 0 : nat | Q;X bppsig € @ l(nat ~ Tcﬂ‘;) V | TA yields the desired
result.
O
Lemma 29 (well-typedness of expressions under crash in alD) If alD(cy,O) | b = 0 : nat |
Q; X | pcS, Frossig € ¢ T s.t. dom(E’) 2 dom(Q,) where Q = Ql,, Q?, then alD(cy,0) | b = 0:
nat | ;2| peS) brossig € : T 5.2, dom(E) 2 dom(Qg).

Proof: Let the type 7 = C3° and note that C3° = (nat ~» |72 ) v | TA. By inversion on the
assumed typing judgment

Y =33
e#in():nat >0
alD(co) | b > 0:nat | Q;%2 | (Id,Nt) Fsiq co : C2P € Sig

alD(co) | b > 0:mnat | ;32 |- Fsig [Tco@(Id, Nty : [ TP
alD(co) | - | X2 |- Fsig & #in(b > 0, [Tco@(Id,Nt)) : nat ~ | TC2P
alD(co) | b =0:nat | QT | pcS, bsig € : (nat ~ |1C°) v 1T

(T-AID-RESTORE)
(T-AID-CHARGE)

(T-AID-V-CRrasH)

we learn the following:
(1) alD(co) | b >0 :mnat | Q%2 | (Id,Nt) ksig ¢ : C2P € Sig
(2) ¥ =332
3) e#in():nat >0

Therefore, we have the following typing derivation where X 2 Eik:

Y =33
e#in():nat >0
alD(co) | b > 0:mnat | Q;%2 | (Id,Nt) Fsiq co : C2P € Sig

alD(co) | b > 0:nat | ;32 |- Fsig [Tco@(Id, Nty : [ TP
alD(co) | - | 22 |- Fsig & #in(b > 0, [Tco@(Id,Nt)) : nat ~ [TC2P
alD(co) | b =0 :nat | QT | peS) Fsig e : (nat ~ [7CE°) v 1T

(T-AID-RESTORE)

(T-AID-CHARGE)

(T-AID-V-CRrasH)
The conclusion alD(cp) | b = 0 :nat | Q;X | pcS; Fsig € : (nat ~ |7 Ciﬂt) V | TA yields the
desired result.

O
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Lemma 30 (well-typedness of commands under crash in jit) jit [ » = 0 : nat | ;X |
peS, Fsig ¢ O forSig' = {jit| b > 0:nat | X |pcS, Fc: O ).

unit unit

Proof: Note that ' = |(nat ~» 1Ch )V [funit. Let & = Q,Q7 where |Q” = Z. By
axiom [3] we have that ¢ # in() : nat > 0. Then the typing derivation follows by the assumptions

jithZO:natIQ;Ei—c:CﬂtniteSig’.

jit| b >0:nat | Q;1Q" Fc
Q=000
jitl b >0:nat| Q kgl e: 10

e#in():nat >0

jit]- | Q Fsig & #in(b > o,ZTc)l: ér/}at ~ 2O )

o 520 m (T-JrT-stop)

jit | - Y Fsig Le#in > 0,7¢) : [(nat ~ TC" .

jit|- | X reig e #in(b > 0.70) : Lmat ~ 1C0) (Tv-Croas)
jit]b =0:nat | Q;X kgig c: l(nat ~ TC

€ Sig’

(T-J1T-RESTORE)

(T-CHARGE)

it yv [Tunit

The conclusion jit | b = 0 :nat | Q;X Fsig ¢ : [(nat ~ TCﬂLit)vlTunit yields the desired
result. [

Lemma 31 (well-typedness of commands under crash in alD) If alD(cy,O) | b = 0 : nat |
QY | pcS, Fsig ¢’ @ T s.t. dom(T') 2 dom(Qyy) where Q = QéK,QZ then alD(cy,O) | b = 0 :
nat | ;% | peS, Fsig ¢ : T s.2. dom(Z) 2 dom(Qg).

Proof: Let the type 7 = C20_ and note that C3° = (nat ~ [T C30 ) v |Tunit. By inversion
on the assumed typing judgment

=332
g#in() :nat >0
alD(co) | b > 0:nat | QX2 | (Id,Nt) ksig co : C3P e Sig

alD(co) | b > 0:nat | Q3% | - Fsig LTco@(Id, Nt) : | 7P
alD(co) | - | Q3% | - Fsig & #in(b > 0, [Tco@(Id, Nt)) : nat ~ [1CP
alD(co) | b = 0:nat | Q;Z | peS) Fsig ¢’ : (nat ~ [TCAP) v |1T

(T-AID-REsTORE)

(T-AID-CHARGE)

(T-AID-V-CrasH)

we learn the following:

(1) alD(co) | b >0 :mnat | QX2 | (Id,Nt) ksig ¢ : C2P € Sig
2) £=xI3%2,
3) ¢#in):nat>0

Therefore, we have the following typing derivation:
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=332
e#in():nat >0
alD(co) | b > 0:nat | Q;%2 | (Id,Nt) Fsiq co : C2P € Sig

alD(co) | b >0 :nat | Q; 32, | - Fsig LTco : 1CEP
alD(co) | - | Q3% | peS, sig € #in(b > 0, [ 7co@(Id,Nt)) : nat ~» |7CaP
alD(co) | b = 0:nat | QT | pcS, Fsig ¢ : (nat ~ [TCAP) v [1T

(T-AID-REsTORE)

(T-AID-CHARGE)

(T-AID-V-CrAsH)

The conclusion alD(cy) | b = 0 :nat | ;2| pcS, Fsig ¢ : (nat ~» [TCA0 )v [Tunit yields
the desired result.
O

Lemma 32 (Q shift for in-progress binary expressions, ¢,) If
(1) Md | b 2 0:nat | Q2| peS, Frosig €] : CHr@q) 4 Q,
(2) Md|b > O0:nat | Q;X | pcS, Frosig €2 : Cr}j@qz 4 Q, and
(3) ®: 1Ty X 1T, — 1T
(4) Q' =Q, L,
(5) Q <ra Qo
then, Md | b > 0 :nat | Qo X | pcS, Frosig € @ €2 : CR@g, U, qr 4 .

Proof: To prove the desired result, we must first show that for some €2}

Md|b > 0:nat | Qo | pcS, Frosig €2 1 O @gs 4 Q)

where Q" = Q, LI (Y.
By definition of Q <gs Qo, we know that Vx:7@(gID, glO) € Q, itis the case that x:t@{gID’, qlO) €
Qy and gID" # UN, where either

(1) o(pc, gID,Rd) = gqID" (Apc) or
(i1) ¢gID = qID'.

Let Q = Q!, Q? where Q! is the portion of Q such that (i) applies, and Q? is the portion of
Q such that (ii) applies. For Q2, we know that Q)]dom(Q?) = Q? follows by definition, and
therefore Q) [dom(Q?) = Q, [dom(Q?) (x).

It remains to reason about Q'. Let x0:7@{gID,, gl0,) € Q' be arbitrary. Since (i) applies, we
know that 6(pcy, gID,, Rd) = qID;, (Ipc,). There are two subcases to consider:

Subcase 1: x is read by e,. If x( is read by e,, then it follows from (1) that Q,(x) = 7@{qIDy,, g1O,)
where 6(pc, gID,, Rd) = gID;, (pc,). We also know that on another read, the idempo-
tence qualifier of x(, does not evolve further and remains defined. Put formally, it follows
by definition of ¢ that 6(pc, gID, Rd) = qIDj where Q,(xo) = T@{qID;, g10;) = Q,(xo).

Subcase 2: x is not read by e,. If xj is not read by e, then Qy(xp) = Q/(xo). By Lemma
applied to (1), we know that Q, <zs €, and hence it follows by definition of L that
Q; U Qy = Q. Therefore, Q; LI xo:7@{qID,, g10,) = Q.
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Put together, this is enough to show that Q" = Q, L1 Q).
Therefore, we have established that

Md|b > 0:nat | QX | pcS, rosig €2 : Cp @q 4 Q) ()
By application of T-BINARY to (%), (1), (3), (4), (5), we establish the desired result:

Md | b > 0:nat | Qy;Z | pcS, rrpsig €] O ey : CR@q 4 QY
O

We provide a very similar lemma where instead the typing judgment of e; must be shifted.
We choose to make it a separate lemma to avoid requiring that © is reflexive, e.g., subtraction or
division.

Lemma 33 (Q shift for in-progress binary expressions, ¢,) If
(1) Md | b > 0:nat | Q;Z | pcS, Frosig €1 : P @gy 4 Q
(2) Md|b > O0:nat | Qo X | pcS, Frosig €5 - Cl}g@q; 4 Q, and
(3) ©: 1T, X 1T, = 1T’
(4) Q = Q] L Q2
(5) Q <ra o
then, Md | b > 0 :nat | Qo; X | pcS, Frosig €1 © €, 1 Ci@qg U, ¢ 4 Q.

Proof: The proof is very similar to Lemma[32] U

Lemma 34 (Post-Q is more strict than pre-Q under write) [fMd | » > 0 : nat | Q;X |
peS, byt x 1 [TA@qg 4 Y, then Q <Xy, .

Proof: By inversion of T-W-SHirt on the assumed typing judgment:

T-W-SHIFT
=3
Q=0'"0% Md | b :nat | Q2! | peS, byr x 1 TA@q 4 Q Q' = Q;[dom(Q"), Q%

Md|b:nat| QX | pcS, byr x: [TA@g 4 Q'

we learn that:
(1) T=|2!
2) Q= Q‘,Q%K
(3) Md | b:nat | QX! | peS hyr x 1 TA@g 4 Q
4) Q =Q, [dom(Ql),QgK

By inversion of T-Loc-WRITE on (3):

T-Loc-WRITE
QLT = x:14@q, Q) qo0 = {qID,,qlO,) pcS, = pc > pcS,
qID" = 6(pc, qID ., Wt) + UN q = {qID’,ql0,) Q) =x:T4A@q, Q,

Md | b :nat | QL Z! | pcS, byr x : TA@q 4 Q,
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We observe that Q', X! <y, Q, by definition. Therefore, it follows by (1), (2), (4), and (5)
that dom(Q2) = dom(Q’), and Q <y, . O

Lemma 35 (Post-Q is more strict than pre-Q underread) IfMd | » > 0 : nat | X |
PCS, Frosig € 1 Cl@qg - Y, then Q <gq Q.

Proof: By induction on the structure of the assumption. In the case T-R-SHirt, we invert on the
assumption and case on the structure of the learned typing judgment. In all cases, we observe
that Q <gs . 0l

Theorem 17 (preservation for expressions) If
(f) Md|b > 0:nat|Q;X|pcS, Frosig € : T@{gID, glO) 4 &

and for some "gd N |V |pcS,: Q|Z|pcS, and natural number n > 0 and sets of qualifiers
{q.} and {q.}, we have

yIMd|n|I[OIN|V]pcS,|e@{g} — y[Md|n" |[I|OIN"|V]pcS,|e@{q,}
then there exists q', Qq such that

Md|b > 0:nat| QX | pcS, Frosig € 1 T@(gID’, qlO) 4 Q'

where |—¥d N [V ]pcS,: Q| Z|pcS,andn’ >0, Q <pq Qo, and qID &,y qID’.

Proof: The proof is by induction on the size of e. We proceed by considering possible cases
fory [Md |n|I|O|N|V]|pcS,|e@{q.} — y|Md|n [I|O|N|V]pcS,|e@{q,}.

Case 1. [D-BiNarY-1].

n>0
yIMd|n|l|O|N|V]|pcS,|ei@{g} = y|Md|n" |[I|O [N |V]pcS,|e @{q'}
yIMd|n|l|O| N|V|pcS,|e ©e,@{q,(ld,Nt)}
— y|Md|n" |[I|O|N|V]|pcS,|e 0e,@{q,(Id,Nt)}

By the first premise of D-BiNnary-1, we have that n > 0. By inversion on the assumed
typing judgment (1) via T-EnouGn? rule, we have

(f1) Md|b > O:nat | Q;Z | pcS, Frosig 1 O e : T@g 4 QY

and
(f2) Md|b = 0:nat | Q2| pcS, Frosig €1 Q€2 1 T.

By inversion on () via T-BINaARY
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(T-BINARY)
Md | b > 0:nat | Q2| pcS, Frosig €1 : Cr@q; 4 Q,

Md|b > O:nat | ;X |pCSt FRD;sig €2 : Cl;{z@qZ 4 Q,
@ZTTIXTT2—>TT, Q/:QIUQZ q=q1 U492

Md|b > 0:nat | Q;X|pcS, Frosig €1 Q €y 1 Co@q +

we learn that

() Md | b > 0:nat | Q;Z | pcS, Frosig €1 : O @gp 4 Q

(2) Md|b > 0:nat | Q2| pcS, Frosig €2 C”}f@qz 1Q,

3) g=q1Uq9>

4) ©: 1T, x 1T, » T’

(5) =0, U0
Note that trivially, ¢ is a singleton set {g}. Then, by the inductive hypothesis applied to (1)
andy [Md[n| I|O[IN]|V]pcS,|er@{g} >y |Md|n" [I|O|N[V]pcS,|e @{q}, it
follows that

Md|b > O:nat | Qo Z | pcS, Frosig €] 1 T@g) 4 (6)
where l—gd N |V IpeS,: Q| Z]|peS,n >0, Q ks Q, and q; = (qID,,qlO,),
q; ={qlID},qlO,), and gID| C;; qID).
By Lemma [32] applied to (2), (4), (5), (6), and Q <gs €, we learn that

Md|b > 0:nat | Qo2 | pcS, Frosig €] Q@ €2 1 T@qg) L, g 4

Where ¢, = (qID,, q10,), we learn that gID, U, qID, C;; qID U, qlID, from gID, C;; qID.
We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd | b > O:nat | Qo X | pcS, brosig €] @ €2 1 T@q] L, g2
Q' via lemma[28] we getMd | b = 0 :nat | Qo; Z | pcS, Frosig €] O er 1 7.
Subcase 2. [Md = aID(cy)]. By (f2) via lemma[29] we getMd | b = 0 : nat | Qp; X |
pcS, Frosig €] O e & T.
In both subcases, we have the typing judgments Md | b = 0 : nat | Qy;X | pcS, Frosig
€,0e:tandMd | b > 0:nat | Qo X | pcS; Frosig €] © €2 : T@q| U, g2 4 Q. Then the
desired result follows by T-EnouGn?:

Md|b =0:nat | QX | pcS, Frosig €] O €21 T
Md|b > 0:nat | Qu;Z | pcS, Frosig €] Q€2 : T@g) L, g 4 Q'

(T-eNouGH?)
Md|b > 0:nat | Qy;Z | pcS, Frossig €] Q€2 : T@g| L, g 4 Q'

Case 2 [D-BINARY-2].
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n>0 ValMd |n || O| N|V|pcS,|e @q)
yIMd | n[I[OIN|V]pcS,|ex@{g} — y[Md|n" |I|OIN|V]pcS,|e,@{qg'}
yIMd [ n[ITO[N|V]pcS,|e ©e@{q1,q}
— y|Md|n"[ITO[N|V]pcS,|e ©e,@{q1,q'}

(D-BINARY-2)

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have

(f1) Md|b > O0:nat | Q2| pcS, Frpsig €1 Q€2 : T@g 4 Q'

and

(f2) Md|b = O0:nat | Q;X|pcS, trosig €10 €2 0 T.

By inversion on () via T-BINARY

(T-BINARY)
Md | b > 0:nat | QX |pcS, Frosig €1 : Co@q; 4 Q,
Md|b > 0:nat | QX | pcS, Frosig €2 1 O @ga 4 Q)
©: 1T x 1T, = 1T’ Q' =Q U q9=q1 Y49

Md|b > 0:nat | Q;Z|pcS, Frosig €1 Q ey 1 Co@q +

we learn that
(1) Md| b > O:nat | Q;2 | pcS, Frossig €1 : T@gq; 4
(2) Md|b > O:nat | Q;2 | pcS, Frossig €2 : T@gr 4 )
(3) ©: 1T, X 1T, = 1T’
4) Q=Q,uD,
6) g =q1 49>

By the inductive hypothesis applied toMd | » > 0 : nat | Q;X | pcS, Frp:sig €2 1 T@qg; A
Qyandy |[Md [n|[I|O[N[V|pcS,|e@{gt — y|Md|n" |[I|O|N|V]pcS
e, @{q'}, it follows that

ol

Md|b > 0:nat | Qo Z | pcS, Frosig €5 : T@qa 4 L (%)

where |—§d N [V ]pcS,: Q| Z|pcS,and n’ > 0 and Q <, o, and gID, C;; qID), where
9> = (qID,, q10,), q, = (qID;, q10,).
By Lemma 33| applied to (1), (3)-(6), and (x):

Md|b > 0:nat | Qy;X | pcS, Frosig €1 Q€ : T@q L, gy F Q5 X
Where g, = {gID,, ql0,), we learn that gID, L, qID, C;; gID, L, qID), from gID, T4 qID;,.

We consider two subcases based on Md.
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Subcase 1. [Md = Jit]. ByMd | b > 0:nat | QX | pcS, Frosig €1 @ €5 : T@q; L, g5 A
Q' vialemma[28 we getMd | b = 0 :nat | Qo; X | pcS, broisig €1 O €5 : T

Subcase 2. [Md = aID(c)]. By (f,) via lemma[29] we getMd | b = 0 : nat | Qy; X |
pCS, Frosig €10 €, & T.

In both subcases, Then the desired result follows by T-ExoucH?:

Md|b =0:nat | Qo Z | pcS, Frosig €10 €5 0 T
Md|b > 0:nat | Qy;Z | pcS, Frossig €1 Q€5 : T@q L, g5 4 Q'

- (T-ENOUGH?)
Md|b > O0:nat | QX | pcS, Frossig €1 @ €5 1 T@g; L, g5 4 Q

Case 3. [D-BiNaRY-V].

n=n +1 Val(ly |[Md |n || O|N|V|pcS,| e @q;)
Valty IMd | n | 1] O|N|V|pcS,|e,@qg,) v=e0e q=q1 U9

yIMd[n|I]OI NIV]pcS,|ei0ex@{g,q} — yIMd|n" [I[O] N|V]pcS,|v@q

(D-BINARY-V)
By the first premise, we know that n > 0 and n” > 0. By inversion on (1) via T-ENouGH?
rule, we have

(f1) Md|b > O:nat | Q;Z | pcS, Frosig €1 Qe : T@g 4 QY

and
(f2) Md|b = 0:nat | Q2| pcS, Frosig €1 O €z 1 T.

By inversion on () via T-BINARY

Md | b
Md | b

O:nat | ;2| pcS, Frosig €1 1 T@q; 4 Q)
O0:nat | ;X | pcS, Frosig €2 : T@gqn 4 €y
Q=0Q,UQ, q=q1 4,9

v v

(T-BIiNARY)
Md|b > O:nat | X | pcS, Frosig €1 O ez 1 T@g 4

we learn that

(2) MA|b > O:nat | Q;X | pcS, Frosig €2 : T@g, 4 €Y

(1) Md | b > O :nat | Q;X | pcS, Frosig €1 : T@q; 4

From (1) and (2), we apply inversion on T-Exoucn?, T-V-Succ, and T-R-SHIFT to get
Md | b:nat | QL Z | peS, Frpsig €1 1 TA@qg) 4 Q)
and

351



Md | b :nat | QL2 | peS, Frosig €2 1 TA@q, 4 @
for () £ =] =' and (i) Q = Q',Q?«. Additionally, (i) Q; = Q|dom(Q"), Q% and
(iv) Z; = L(Q][dom(Z")) and (v) Q, = Q) [dom(Q"), Q% and (vi) =, = [(,[dom(Z!)).
By definition of ® operator and ¢ = g; L, g2, we have Md | b : nat | Q',Z' | pcS, Frpsig v :
TA@q 4 Q' 2! forv=1¢e, Oe.
Furthermore, by Lemma applied to kgd N|V]pceS,: Q|Z]pcS, (i), and (iv), we
know that 4 N | V | pcS, - Q', 2! | pcS,.
By application of T-V-Succ and T-R-Snrrt and (i) and (ii), we get

Md|b > O:nat | Q2| pcS, Frosig Vi T@g 4 Q'

By definition of Q" and T and H* N | V | pcS, : Q' Z' | pcS,, we know thatry* N | V|
pcS, : Q| X | pcS,. We consider two subcases based on Md.

Subcase 1. [Md = Jit]. ByMd | » > 0 : nat | QX | pcS, trpsig V 1 T@g 4 Q' via
lemma 28] we getMd | b = 0:nat | QX pcS, Frossig V : 7.

Subcase 2. [Md = aID(cp)]. By (f2) via lemma[29 we getMd | b = 0 : nat | Q"; X |
pcS, Frosig Vi T.

In both subcases, Then the desired result follows by T-Exouch?:

Md|b =0:nat | Q52| pcS, Frosig Vi T
Md|b > O:nat | Q2| pcS, Frosig V: T@g 4 QY

(T-eNoucH?)
Md|b > O:nat | Q2| pcS, Frosig Vi T@g 4 Q'

Case [D-BiNnary-0]. This case is straightforward, with the desired result following by assump-
tion. Since the stepped configuration is not a value, we do not need to show the equality
between its qualifiers and its qualifier in the typing.

Case 4. [D-V-READ].

D-V-Reap
vy=9,[x {] V=~>(@g— v,V n=n"+1

yIMAd[n|IJOIN[V]|pcS,| x@q — y|Md|[n"|[I|O[N[V"] pcS, | v@q

By the last premise n > 0 and n” > 0. By inversion on () via T-ENoucH? rule, we have

(f1) Md|b > O:nat | Q;Z | pcS, Frosig X : T@g 4 &

and
(f2) Md|b = O:nat | QX |pcS, Frosig X : T
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By inversion on (f;) via T-vV-Succ

Md | b :nat | Q;Z | pcS, Frosig X 1 JTA@qg 4
Md|b > O0:nat | ;2| pcS, Frosig X & (11 V [TA)@g 4 Q)

(T-v-Succ)

we learn that Md | b : nat | Q; X | pcS,; Frpisig X 0 [TA@g 4 Q.
By inversion on Md | b : nat | Q; X | pcS, Frp:sig X 1 L TA@g 4 Q" via T-R-SHrFr
Q=0 0%
=3 Md|b:nat | QLT | pcS, brpsig X1 TA@g 4 Q
Q =Qldom(Q"), Q% = [(Q domE"))

Md | b:nat | Q3| pcS, Frosig X : LTA@g 4 QY

(T-R-SHrFT)

we learn that Md | b : nat | QL Z' | pcS, Frpsig X : TA@g 4 Q; and £ = |T! and
Q=00

By Lemmaﬁ applied to the assumption |—¥d N[V ]pcS,:Q]ZXZ]| pcS, and premise
¥ = |X!', we know that |—¥d N|V|pcS,: QL peS,. By definition of well-formedness,
we know that y = y/,[x > ¢]and Md | b : nat | Q', T | pcS, Frpisig v : TA@g, 41 Q1,21
By application of T-V-Succ and T-R-Surr and £ = |[2! and Q = Q!, Q2 , and the defi-

CK>
nition of £ which types variables with idempotence qualifier |d(CK) or flat Id/Nid that are

unaffected by ¢, we get

Md|b > 0:nat | Q2| pcS, Frosig V: TA@g, 4 Q'

By definition of Q" and X and H* N | V | pcS, : Q',Z' | pcS,, we know that-* N | V |
pcS, : Q| X | pcs,.
By definition, Val(y | Md | n" | 1 | O | N | V" | pcS, | v@gq), and hence it follows by
Theorem [I6|that ¢ = g,.
We consider two subcases based on Md.
Subcase 1. [Md = Jit]. ByMd | » > 0 : nat | QX2 | pcS, Frosig V 1 T@g 4 Q' via
lemma 28] we getMd | b = 0 :nat | QX | pcS, Frossig V 1 7.
Subcase 2. [Md = aID(cp)]. By (f2) via lemma[29 we getMd | b = 0 : nat | Q"; X |
pcS, Frosig Vi T.

In both subcases, we have Md | b = 0 : nat | Q';X | pcS, trosig v : 7. Then the desired
result follows by T-ExoucH?:

Md|b =0:nat | Q2| pcS, Frosig Vi T
Md|b > 0:nat | Q2| pcS, Frosig V: T@g 4 Q

(T-eNoucH?)
Md|b > O:nat | Q2| pcS, Frosig V: T@g 4 QY

Case 5. [D-N-REaAD].
The proof is analogous to the previous case.
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Definition 28 We write ¥’ = trim(X, V, y) where x:t@q € X' iff y = [x = {],y and x:1@qg €
and € € dom(V).
Lemma 36 (equality of trimmed volatile contexts) If
(i) ¥’ =trim(Z, Vo, v0)
(i) ANV |pcS,: Q| Z | pcS,
(iii) W3 N | V' | peS, : Q| 2" | peS,
(iv) dom(Vy) C dom(V) and dom(Vy) C dom(V")

(v) yo Cyandy, Sy’
then ¥ = trim(X"’, Vo, y0).

Proof: We need to show that " = trim(X”, V, yo). The proof proceeds by proving each direc-
tion separately:

Ad=. Letx: |TA@g € Y. Then by (i), we have
(1) x: |[TA@g e X
(2) yo=I[xm— 1,y
(3) I € dom(Vy)
We need to show that x : [TA@q € X”. From (2) and y, C y”, it follows that Jy{ 2 y;
such that y” = [x = I],y{ (x). By (iv) and (3), we have that / € dom(V’). So, AV{, v such

that V' = V,l <> v (¥¥) and - v : TA (+#*). Note that inverting (iii) via V-Loc yields the
well- formedness judgment I—Md N | Vi | pcS, : Q| Z7 | peS, (+). Then, it follows by V-Loc

applied to (x), (sx), (skx), (T) thatx lTA@g e ¥".
Ad <. Let

(1) x: |[TA@g e X"

2) vo=[x= 1.y,
(3) 1 € dom(Vy)

We need to show that x : |[TA@qg € ¥’. To this end, it suffices to show that x : [TA@gq € .

By (3) and dom(Vy) € dom(V), we have that [ € dom(V). Therefore, 3V}, v such that
V =V,,l@q — v (x)and - + v : TA (). From (2) and y, C 7, we have that 3y’ 2 y;
such that y = [x — [],»’. Note that inverting (ii) via V-Loc yields the well-formedness
judgment F N | Vg | peS, : Q| Zg | peS, (++). By V-Loc applied to (x), (+x), (+#*), and
v =[x+ 1],y we have

x:|TA@g e X

Then it follows by definition [28| applied to (i) that
x:|TA@g e Y.
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We have shown that x : |[TA@qg e ¥ iff x : |[TA@qg € X',y =[x — [],7, and [ € dom(V).

The desired result holds by definition

Lemma 37 (well-formedness of smaller memories) If
(i) l—ngIVIpcSozﬂlZIpcS,,
(ii) V" =V | dom(\V"),
(iii) ¥’ =trim(Z, V', '), and
(iv) ¥y Cy
(v) N =N, N?

then I—g,d N | V" | pcS, : Q| % | pcS,

Proof: By (2), observe that V 2 V”. The proof proceeds by induction on the size of V — V".

O

Base case: [V —V”|=0. If|V - V"”| =0, then V = V" and the desired result holds by assumption

(D.

Inductive case. Let |V —V"”| = k + 1 where |[Vo—V"”| = kK where V = V,,[@Ck — v and
-Fv:TA. Let x:|TA@gq € X such that X = %, (x:]TA@gq). By inversion on V-Loc applied

to the assumed judgment:

F9N | Vo | peS, - Q| Zq | pesS,
y:[-le]”yO V:VO,f@q‘_)V

‘Fv:TA@q

ANV Q| L, (x:[TA@g)

we learn that
(1) I—gg N|Vol|pcS,: Q|Zy]|pcS,
2) y=Ilxm 1,7
(3) V=Vy,l@g—v
4) -Fv:TA@g

Now we need to show that V’ = Vg | dom(V’) and " = trim(Z, V', y").

Ad V"’ =V, | dom(V'). To show that V' = Vy | dom(V’), it suffices to show that [ ¢

dom(\V'):

By assumption, it follows that / € V—-V", or equivalently, [ € V and [ ¢ V”. Now sup-
pose that [ € dom(V’). Then it follows by (ii) that / € V”, a contradiction. Therefore,

we have [ ¢ dom(V’).

Therefore, V' = Vg | dom(V’) follows by [ ¢ dom(V'’) and (ii).
Ad Y =trim(Zy, V', y"). To show X’ = trim(XZy, V', y"), we first need to show that

(a) dom(V") € dom(Vy)
(b) dom(V’") C dom(V)
() y=27
(d) yo27Y
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(a) follows by V” = Vq | dom(V’). Towards (b), note that since V 2 V” by as-
sumption, we have dom(V) 2 dom(N""). By V" = Vy | dom(V’), it follows that
dom(N"") = dom(\'). Therefore, dom(V') € dom(V) (b) holds. (c) follows by as-
sumption (iv). By definition, v = [x +— [], v, S0 ¥, is the smallest subset of y not
containing x — [. Observe that v’ is a subset of y that does not contain x — [. So,
v 2 o 2 ¥, which concludes the proof of (d).

Y = trim(Z, V', y’) follows by lemma [36]applied to (iii), (a), (b), (c), and (d).

By the inductive hypothesis applied to (1), V' = Vg | dom(V’), and ¥’ = trim(Zy, V', ),
we have |—¥9‘ N | V" |pcS,: Q|Z | pcS,. This is the desired result.

O

Lemma 38 (Monotonicity of volatile memories) Ify |Md |n || |O [N |V |pcS,|c — ¥ |
Md | n || O N | V| pcS, | ¢ where c # c1;3w ¢z, then dom(V) € dom(N'), y Cy'.

Proof: The proof is straightforward, proceeding in cases on the dynamic rules. U

Definition 29 (Q-reads) Q <z; Q' iff Vx:t@{gID, qlO) € Q, it is the case that x:t@{glID’, qlO) €
Q" and gID’ # UN, where either

® 6(pc,qlID, Rd) = gID’ (pc) or
* gID = qID'.

Definition 30 (Q-writes) Q <y, Q' iff VYx:t@{qID, qlO) € Q, it is the case that x:t@{glID’, glO) €
Q" and gID’ # UN, where either

® o(pc,qlD, Wt) = gID’ (Ipc) or

® gID = qID'.

We say that a context €’ is reachable from € if there exists a series of delta or join operations
between them. The delta transitions are accounted for by (1) and (ii), and join is accounted for by
(1i1). Since idempotence qualifiers in the unstable typing context do not change, reachability on
¥ is defined where the idempotence qualifiers are the same. Since taint qualifiers can be replaced

on assignment, they do not always relate from pre-context to post-context, so they are left out of
this definition.

Definition 31 (Context Reachability) Q < Q' iff there exists Qg s.t. Qy < Q' and either

(i) Q <ga Qo or
(ii) Q <w: Qo or
(iii) Q C Q
We write £ X X' iff there exists £y s.t. ZC Xy and Xy X X'.

Lemma 39 IfMd| b >0 :nat | Q;2 | pcS, Fsig € : c. 4 €, then dom(Q) C dom(Q).

unit
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Proof: The proof is by induction on the size of c. We consider possible cases forMd | b > 0 :
nat | Q;X|pcS, Fsigc : C9. 4Q Y.
Case [T-C-SHirt].
T-C-SHIFT
=Y Q=0Q, Q% Md|b:nat| QX | pcS, Fsig Skip : Tunit 4 Q;
Md|b:nat|Q;X|pcS, Fsig SKip : [Tunit 4 Q; [dom(Q"), Qc:; 1(; [dom(X))

By definition of [, we obtain the desired result dom(Q) € dom(€2; [dom(£2"), Q7).

Case [T-sEq].

Md | b>0:nat| Q2| pcS, Fsig 1 : Cooy 4 QY
Md|b>0:nat| QX |pcS, Fsigc2 1 T4Q"; 2

Md|b>0:nat | QX | peS, Fsig cr562: T4 Q"2

(T-seQ)

By inversion of T-seqQ, we learn that
®* Md|b>0:nat|Q;X|pcS, Fsig ey : C4 1Q; %

®* Md|b>0:nat|Q;% [pcS, bsig c2: T4Q7; X

By applying the inductive hypothesis to each of these judgments, we learn that dom(€2) C
dom(Q") and dom(£)") € dom(€)"). By transitivity, we establish the desired result dom(Q) C
dom(Q").

Case [T-seq@-p]. This case is similar to T-sgq.

Case [T-V-Succ, T-LeT, T-Assion, T-Ir, T-enouGn?].  In each case, we apply the inductive hy-
pothesis to learn that dom(€2) C dom(€Y").

O
Lemma40 [fMd| b >0:nat | Q;X | pcS, Frosig V - Cﬂd@q 4Q and Val(y |Md | n| 1] O |
N|V|pcS, | v@qg) where n =n’ + 1, then Q" = Q.

Proof: The proof is by cases on Val(y |Md | n || O | N |V | pcS, | v@g). In each case, we
invert T-R-SHIFT on the assumed typing judgment and match the corresponding value typing rule
to learn that Q = Q’. Note that by definition and by n = n’ + 1, the values considered here are
not crash instructions or variables. U

Theorem 6.2 (Preservation for Commands) If
(f) Md|b = 0:nat| QX |pcS, Fsige:T4Q%

andy |Md |n|1|O|N|V]|pcS, | ciswell-formed, ng N|VIpcS, : Q|Z|pcS, and for some
(co-)natural number n > 0, we have

yIMd[n[I[O[N|VIpcS,|c — ¥ [Md|n"|I'|O"N"|V|pcS,|c
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then for some Xy and €
Md|b > 0:nat| QX | pcS bsigc :T4Q3 Y

where l—gf1 N [V |pcS, : Qo 2| pcS;, Q < Qo < Zo, andn’ > 0. Moreovery' |Md | n’ ||
O N |V |pcS, | c is well-formed.

Proof: The proof is by induction on the size of c. We proceed by considering possible cases
fory | Md|n|I|O|N|V|pcS,lc = ¥ |Md |n"|I"|O [N |V |pcS)|c.
Case 1 [D-LEr].

n>0
yIMd|n [I|O|IN]|V] pcS,|e@{d,Nt) » y|Md|n' |I|O|N|V]|pcS,|e@q
yIMd|n |[I|O|N|V]|pcS,|letx =einc
—y|Md|n |[I|O|N |V]|pcS,|letx = @q inc

(D-LET)

By the first premise n > 0. By inversion on () via T-ENouGH? rule, we have
(f1) Md|b > O:nat | Q;Z|pcS, Fsigletx =einc: 74 Q%

and
(f2) Md|b = 0:nat | Q;Z|pcS, Fsigr letx =einc: 7
where Sig” = if Md = jit,thenSig’,elseSig and Sig” = {(Md | b > 0 : nat | ;X |
pcS, Fletx =einc: 7).
By inversion on () via T-LET

T-LeT
pcS, = pc, > pcS, Md | b >0:nat | QX | pcS, Frosig € : Cl@(gID, glO) 4 Q
Md | b >0:nat | Qo X, x: [ TA@{gID, gIO) U pc, | pcS, Fsig c: T4 QY

Md|b>0:nat|QX|pcS, ksig letx =einc: 74 QY

we learn that
(1) Md| b >0 :nat | Q;2 | pcS, Frp:sig € : Ci’{d@(qlD, qlO) 4 €
(2) Md | b > 0:nat | Qu;Z, x:[TA @{gID, gIO) Ui pc, | pcS, Fsigc: T4 Q%
By application of Theorem [I7]to (1) and the premise y | Md | n | | | O | N | V |
pcS, | e@Id,Nt) - y | Md | n" || O | N |V |pcS, | e@qg and the assumption
HEN| V| peS, : Q| Z| pesS,, it follows that 3Q; such that
Md|b > 0:nat | Q2| peS, rrossig € C0@(gID’, g1O") 4 Q

where n’ > 0, Q <zs Q;, and kﬁd N |V |pcS,: Q| 2| pcS,. Therefore, by definition we
know that Q < Q;.
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By the following application of the T-LET rule we get

pcsS, = pe, > pcS;
Md | b >0:nat | Q;;Z|pcS, rrosig € 2 Cl@(gID’, IO’ 4 Q
Md| b >0:nat | Qp;Z,x:|TA @ (gID’,qlO") U pc, | pcS, Fsigc: T4 Q%

Md| b >0:nat | Q;;Z|pcS, Fsigletx =¢'inc: 74 QY

(T-LET)

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig; ={Md | » >0:nat | Q;Z | pcS, Fletx =¢’inc : 7}.
It follows via lemma wegetMd| b =0:nat | Q;2 | pcS, Fsigr letx =€’ inc :
T.
Subcase 2. [Md = aID(cy)]. By (f2) via lemma[3T] we getMd | b = 0 : nat | Q; X |
peS, Fsigr letx =e’inc : 7.

In both subcases, the desired result follows by T-ExoucH?:

Sig; ={Md| b >0:nat | Q;;Z|pcS, +letx=¢"inc: 7}
Sig, = if Md = jitthen Sig,, else Sig
Md| b =0:nat | Q;Z | pcS, Fsig, letx =¢'inc: 7

Md| b >0:nat | Q;;Z|pcS, Fsigletx =¢'inc: 74 QY
- (T-exouGH?)

Md| b >0:nat | Q;2|pcS, Fsigletx =¢€'inc: 74Q;X

Observe that the well-formedness of y | Md | n’' [ 1| O | N |V | pcS, | let x = ¢’ in ¢ follows
by definition and Q < Q; was shown earlier and £ < X follows vacuously.

Case 2. [D-LemVv].

peS, =pc,>pcS,  Vally |[Md|n [I|O|N|V]pcS,| e@q)
Y =y, [x—={] ¢ fresh n=n"+1
yIMd|n [I|O|N|V]|pcS,|letx = e@qginc
-y |Md|n" |[I|O|N|V, t@qUpc, — e|pcS,|c

(D-LET-V)

By the last premise n > 0, and n” > 0. By inversion on (}) via T-ENouGH? rule, we have
(f1) Md|b > O:nat | Q;Z|pcS,Fletx =einc:174Q;Y

and
(f2) Md|b =0:nat | Q2| pcS, Fletx =einc: 7.

By inversion of () via T-LEr

T-LeT
pcS, =pc,>pcS,  Md|b>0:nat|Q;X|pcS, Frosig € : Clo@{gID, qglO) 4 Q
Md | b > 0:nat | Qp; %, x: [ TA@{(gID, gIO) U pc, | pcS, Fsig ¢ : T4 QY

Md|b>0:nat|Q;X|pcS, ksigletx=einc:74Q"; %
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we learn that

(1) Md | b >0 :nat | Q; X | pcS, Frosig € : Cl0@(gID, qglO) 4 Q

2) Md | b >0 :nat | Qp; %, x:lTA@(qI_D, qlO) Upc, | pcS, Fsigc: 74 QY
where pcS, = pc, > pcS;.
By Theorem@], since Val(y |Md | n |1 |O| N |V |pcS,| e@g)andMd | b > O :
nat | Q;X | pcS, Fro:sig € - Cffld@(qID, qlO) 4 €, and also due to the well-formedness of
volatile memory, we know that g = (¢ID, qlO).

Since ¢ = (¢ID, glO), the typing Judgment (2) completes the proof, if we can show that
Fgfi N|V,l@qg—e:Q|Z, x:|TA@{qID, qlO).

By Val(ly |[Md |n | I |O [N |V ] pcS, | e@q), we can apply inversionon Md | b > 0O :
nat | ;X | pcS, Fro:sig € : Cﬁd@q 4 € via T-EnouGH?, T-V-Succ, and T-R-SHiFT to get

Md | b :nat | Q°|pcS, Frpsig € 1 TA@g 4 Q'

where T = [X? and Q = Q%, Q° and Q° = T2, Q% and Qy = QZ, Q' [dom(Q).

This is enough to prove H' N |V, (@q — ¢ : Q| Z, x:[1A@q.

Furthermore, since Val(y | Md |n |1 | O | N |V | pcS, | e@gq), it follows by Lemma
that Q, = Q!, and hence, Q = Q,. Additionally, observe that by the well-formedness

definition, we know that pc, = pc,. Therefore, it follows by V-Loc that

HEN |V, 6@q Upe, <> e: Q| Z,x:[TA@q L pe,
Observe that the well-formedness of y' | Md |n” || |O|N |V, {@q — e | pcS, | ¢ follows
by definition [26] vacuously because c is not of the form ¢’;y ¢”.
Case 3 [D-ASSIGN].
n>0
yIMd|n |[I|OIN|V|pcS,|e@ld,Nt) —» y|Md|n |[I|O|N |V]|pcS,|e@q
yIMd|n |I|O|N|V]|pcS,|x:=e = y|Md|n' |[I|O|N |V]|pcS,|x:=e@g

(D-AssIGN)

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have

(f1) Md|b > O0:nat | Q;X|pcS, bsig x:=e: 74 QY

and

(f2) Md|b =0:nat | QX |pcS, tsigr x:=e€: T
where Sig” = if Md = jitthenSig’ else Sig and Sig' = {Md | b > 0 :nat | Q; 2 | pcS, +
x:=e:Th

There are two cases to consider: £ € dom(N?) (persistent) and £ € dom(V, N!) (temporary),
where N =N! ,N*and x — £ € y.
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Subcase ¢ € dom(N?). By the definition of well-formedness, we know that x € dom(Q).
By inversion on () via T-ASSIGN-s

T-ASSIGN-$
Md | b >0:nat | Q;X|pcS, Frpsig € : C@(gID,, ql0,) 4 Q,
Md|b>0:nat|Q|pcS, tyr x: |TA@{(qID,,qlO.) 4+
pcS, = pc > pcS, pc ={gID,,ql0,.)
qID,. Uia qID, Ciq qID, ql0,. 1, q10, &, qlO, x € dom(Q2)

Q' =x:1A@{qID,,qlO.),Q Q" =x: TA@(qlD,,ql0,. U, q10,), <
Md|b>0:nat | QX | pcS, Fsigx=e:T74Q"; X

we have

® Md|b>0:nat| Q2| pcS, brosig € : C0@(gID,, ql0,) 4 ©,
Md|b>0:nat|Q;;2|pcS, byr x: [TA@(qID,, qlO,) 4 Q' (T)
® pcS, = pc > pcS;
pc =(qID,.,ql0,.)
gID,. Uiq gID, Tiy gID,
q10,. 1, q10, &, qI0,
x € dom(Q)
Q' =x:TA@{qlD,,qlO,),Q
e Q" =x:1A@{ID,,ql0,. ; q10,),C
By the application of Theorem [I7/to Md | b > 0 : nat | X | pcS, Frosig € :
Cﬁd@<qIDe,qIOE) 4 Q; and the premise y | Md | n | | | O | N | V | pcS, |

e@d,Nt) — y | Md | n ||| O| N | V] pcS, | €@qg and assumption
HON |V : QI Z, it follows that

Md| b > 0:nat | Q2| pcS, Frosig € 1 Ci0@{gID,, ql0,) 4 Q,

where n’ > 0, Q <ps O, and kﬁd N | V:Q,| X By definition, we know that
Q<.

By the following application of the T-AssIGN-s rule we get

T-ASSIGN-S
Md| b > 0:nat | Q2| peS, Frosig € 1 Ch0@{gID,, ql0,) 4 Q,
Md|b>0:nat| QX |pcS, byr x: [TA@{(qID,,qlO,) 4 &
pcS, = pc > pcS, pc ={qID,., ql0,.)
gID,, Lia gID, Tiy gID, ql0, L, ql0, &, ql0, x € dom(Q2)
Q' =x:TA@{qID,,ql0,),Qy Q" =x:1A@(qID,,ql0, L ql0,),

Md | b >0:nat| QX |pcS, bsig x:i=€ :74Q"
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Subcase ¢ € dom(V, N!). This case follows similar reasoning, instead using the rule T-AsSIGN-U
to establish thatMd | b > 0 : nat | Q,; 2 | pcS, Fsig x := €' : T4 Q".

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig; = {Md | b >0 :nat | QX | pcS, Fx:=¢ : 7} It
follows by lemmathat Md| b =0:nat | Q2| pcS, ksig, x =€ : 7.
Subcase 2. [Md = aID(cy)]. By (f,) via lemma[3T] we getMd | b = 0 : nat | Q,; X |
peS, bsig x =€ i T.

In both subcases, the desired result follows by T-ExoucH?:

Sig; ={Md| b >0:nat | QX |pcS, +Fx:=¢€ : 7}
Sig, = if Md = jitthen Sig, else Sig
Md| b =0:nat | QX[ pcS, Fsig, X =€ : T
Md| b >0:nat | QX |pcS, Fsigx:=¢€ :74Q";Z

(T-ENnouGH?)
Md| b >0:nat | QX |pcS, Fsigx =€ :T74Q";Z

Observe that the well-formedness of y [ Md | n” || | O [N |V | pcS, | x := ¢’ @¢g’ follows
by definition [26] vacuously.

Note that Q < Q, and I—gd N|V:Q, | were established above.
Case [D-Assign-step]. This case follows similar reasoning to the previous case.
Case [D-AssIGN-V].

D-ASsSIGN-V
Val(y |Md | n [ 1| O [N |V |pcS,| e@q)
v=v"[x > {] V=V, t@{qID,qlO) — V' q =<qlD,,qlO,)
pcS, = pc > pcS), pc ={qID,,ql0,.) q =<qlID,qlO, ; q10,.) n=n"+1

yIMd|n|lI|O|N|V|pcS,| x:=e@q — y|Md|n' |[I|O|N|V, {@q — e|pcS,| skip

By the last premise n > 0, and n” > 0. By inversion on (}) via T-ENouGH? rule, we have

(f1) Md|b > O:nat | Q;Z|pcS, Fsig x:=e:74Q; 2
and

(f2) Md|b = O:nat | QX |pcS, tsigr x:=e€: T

where Sig” = if Md = jitthenSig’ else Sig and Sig' = {Md | b > 0 :nat | Q; X2 | pcS,
x:=e:Th
By T-Skip, we know that

Md|b > O0:nat | Q27 | pcS, Fsig SKip : 74 QX7 ()
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Since skip is not of the form c;;y c;, trivially the configurationy | Md | n" | | | O | N |
V', t@q — e|pcS, | skip is well-formed.

All that remains to be shown is that |—¥d N|V,t@q < e|pcS,: Q|Z"|pcS,.

Since ¢ € dom(V), it follows by the definition of well-formedness that x € dom(Z).

By inversion on () via T-AsSIGN

T-AssIGN-U
Md | b >0:nat | Q2| pcS, Frpsig € : CR@{gID,, ql0,) 4 Q'
Md | b >0:nat | Q"2 | pcS, byr x: [TA@{(gID,,qlO ) 4
pcS, = pc > pcS, pc ={qID,., ql0,.)
gID,, Uia gID, Tiy gID, q10,. U, ql0, T, qlO, x € dom(X)
X=x:]TA@{qID,qlO.),%, Y’ =x:|T1A@(qID,,qlO,. 1, ql0,),%

Md|b>0:nat|Q;X|pcS, Fsig x:=e:74Q;%

we have
() Md| b >0:nat | X2 | pcS, Frosig € : Cl@{gID,, ql0,) 4 Q!
(2) Md| b >0:nat | Q42| pcS, byr x: [TA@(qID,,qlO,) 4
(3) pcS, = pc > pcS;
(4) pc ={qID,.,qI0,.)
(5) qID,. Uia qID, Tig qID,
(6) q10, L, ql0, &, qlO,
(7) x € dom(X)
() X' =x:|T1A@gID,,ql0,), %
9) ¥’ =x:]1A@(gID,,ql0, U, ql0,), %

By Lemma 0] applied to (1), and since Val(y |[Md | n || | O [N |V | pcS, | e@q), we
know that Q = Q' and hence H* N |V | pcS,, : Q' | Z | pcS,.

By Lemma[34|applied to (2), we know that Q' <y, Q" and =' <y, ¥’, and hence it follows
by the well-formedness definitions that

HEN| V| peS, : Q| E | pesS,
By inversion of V-Loc and by (8), we know that:

NV | peS, - Q| Zo | pesS,

Then, by V-Loc, (9), definition of ¢’, and that g/D = ¢ID, (by definition, 6(pc, gID, Wt) =
qlD where gID € {ld, Nid}) it follows that

,_gd N|V,t@q — e|pcS,: Q | X" | pcS,

We consider two subcases based on Md.
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Subcase 1. [Md = Jit]. Let Sig, = {Md | b > 0 : nat | Q';X” + skip : Cuni¢}. From
lemma[30, we getMd | b = 0 :nat | Q' ;X" Fsjg sKip : Cunie.

Subcase 2. [Md = aID(cy)]. By () via lemma wegetMd | b =0:nat | QX" ksyg
skip : Cunic-

In both subcases, the desired result follows by T-ExoucH?:

Sig, ={Md| b >0:nat | Q' ;%" + skip : 7}
Sig, = if Md = jitthenSig,, else Sig
Md| b =0:nat | QX" Fsig, Skip : Cunit
Md| b >0:nat | QX" Fsig skip : Cynir 4 Q52"

- —,; (T-eNxouGH?)
Md| b >0:nat | QX" ksig SKip : Cynir 41 Q'3 2

Observe that the well-formedness of y | Md | n' | N | V', £@q" — e | skip follows by
definition 26| vacuously.

It remains to establish Q < Q' and ¥ < X”. By Lemma [35] applied to (1), we know that
Q <zqs Q!, and hence by definition that Q < Q'. By Lemma [34] applied to (2), we know
that Q' <y, Q and T <y, ¥, and hence by definition that Q' < Q' (f) and £ < X’ (§).
The desired result follows by (1) and £ and (9).

Case [D-AssiGN-N].

D-AssioN-N
Val(y |Md [n|I|O|IN|V|pcS,| e@q) q =<qlID,, ql0O,) v=7,[x— {]
N =N, £@{qID, qgIO) — V' pcS, = pc > pcS, qID’ = é(pc, qID, Wt) + UN

pc =4qID,, ql0,.) q ={qlD’,qlO, 1, q10,.) n=n"+1

yIMd|n|I|O|IN|V|pcS,| x:=e@q — y|Md|n" |I|O|N,@q — e|V|pcS,| skip

By the last premise n > 0, and n” > 0. By inversion on () via T-ENouGH? rule, we have

(f1) Md|b > O0:nat | Q2| pcS, Fsig xi=e: 74 Q" 2"

and

(f2) Md|b = O0:nat | QX |pcS, tsigr x:=e€: T
where Sig” = if Md = jitthenSig’ else Sig and Sig’ = {Md | b > 0 :nat | Q; 2 | pcS, +
X:=e:T}
By T-Skip, we know that
Md|b > 0:nat | Q" X" | pcS, Fsig SKip : 74 Q" 2" (%)

Since skip is not of the form cy;w c,, trivially the configuration y | Md | »" | | | O |
N, f@q — e |V |pcS,| skip is well-formed.
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All that remains to be shown is that ng N, t@q — e|V|pcS,: Q" |Z"|pcS,.

Since ¢ € dom(N), it follows by the definition of well-formedness that either x € dom(X)
or x € dom(Q).

Subcase x € dom(X). If x € dom(X), we let Q" = Q" and X" = X” and invert (f;) on
T-AssIGN-U

T-ASSIGN-U
Md | b >0:nat | Q;X | pcS, Frosig € : Clo@{gID,, ql0,) 4 Q'
Md | b >0:nat | Q2| pcS, byr x : [TA@{(gID,ql0 ) 4 Q'
pcS, = pc > pcS, pc ={qID,, ql0,.)
gID,, Lia gID, Tig gID, ql0, L, ql0, &, ql0, x € dom(X)
Y =x:]1A@(gID,,qlO,), % Y =x: |TA@{qID,,qlO,. U, ql0,),%,

Md|b>0:nat|Q;Z|pcS, Fsig x :=e:74 Q%

to learn

(1) Md| b >0 :nat | Q;X | pcS, Frosig € : C2@(gID,, ql0,) 4 Q'

(2) Md| b >0:nat | Q2| pcS, byr x: [TA@(qID,,qlO,) 4

(3) pcS, = pc > pcs;

4) pc = (qIDpC, qIOPC)

(5) ¢ID,. Uia qID, Tiq qID,

(6) q10,. L, ql0, T, qlO,

(7) x e dom(X)

(8) ¥ = x: |TA@(gID,,4l0,),%,

(9) 7 =x:|T1A@(gID,,ql0,. U, ql0,),%

By Lemma@]applied to (1), and since Val(y |Md |n |1 |O [N |V |pcS, | e@q), we
know that Q = Q' and hence it follows by assumption that 3 N | V | pcS, : Q' | Z |
pcs,.

By Lemma [34] applied to (2), we know that Q' <y, €', and hence it follows by the
well-formedness definitions that

FHEN|V | peS, - Q| E | pesS,

If x € dom(X), then it must be that g/D, = Id(CK). By inversion of NV-Loc-Ap-2 and
by (8), we know that:

N[V | peS, - | 2 | pes,

By inversion of T-W-SuiFr and T-Loc-WRITE, we learn that gID, = d(pc, gID,, Wt) #
UN. By the well-formedness of nonvolatile memory, we know that gID, = gID.

365



Hence, gID = gID,. Then, by NV-Loc-AID-2, (9), definition of ¢’ and gID’, it follows
that

HAN', £@q < e |V |pcS,: Q|| pcS,

It remains to establish Q < Q' and £ < X”. By Lemma 35| applied to (1), we know
that Q <z, Q', and hence by definition that Q < Q!. By Lemma [34| applied to (2),
we know that Q! <y, Q" and £ <y, X', and hence by definition that Q! < Q' () and
¥ < ¥ (%). The desired result follows by (1) and % and (9).

Subcase x € dom(Q2). If x € dom(Q), we let Q" = Q” and X" = ¥’ and invert (f;) on
T-ASSIGN-S

T-ASsSIGN-s
Md | b > 0:nat | Q;X | pcS, Frosig € : Ci2@{qgID,, ql0,) 4 Q'
Md | b > 0:nat | Q2| peS, byr x 1 [TA@(qID_, qlO,) 4 &
pcS, = pc > pcS, pc =<qlID,., ql0,.)
qID,. Uis qID, Ciq qID, ql0,. 1, ql0, E, ql0, x € dom(Q2)

Q' =x:TA@{qID,,ql0,),Qy Q" =x:1A@(qID,,ql0, L ql0,),
Md|b>0:nat|Q;Z|pcS, Fsig x:=e:74Q";X

to learn

() Md| b >0:nat | Q2| pcS, Frosig € - C@(gID,, q10,) 4 Q!
(2) Md| b >0:nat | Q42| pcS, byr x: [TA@(qID,,qlO) 4 &
(3) pcS, = pc > pcS;

4) pe = (qID,.q10,.)

(5) qID,. Uia qID, Tig qID,

(6) q10,. L, ql0, &, ql0,

(7) x € dom(Q2)

8) Q' =x:T4@(qlID,,ql0,),Q

9 Q" =x:1TA@{qlID,,qlO,.1; q10,),

By Lemma 0] applied to (1), and since Val(y |[Md | n || O [N |V |pcS, | e@q), we
know that Q = Q', and hence H}* N |V | pcS, : Q' | Z | pcS,.

By Lemma [34] applied to (2), we know that Q' <y, €', and hence it follows by the
well-formedness definitions that

HEN|V | peS, : Q| 2] peS,

Since x € dom(Q2), it follows by inversion of the rule NV-Loc-Aip-1 on (8):
N [V [ peS, - Q| | pes,
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By inversion of T-W-SHiFr and T-Loc-WRITE, we learn that gID, = d(pc, gID,, Wt) #
UN and Q! < Q' () by definition. By the well-formedness of nonvolatile mem-
ory, we know that gID, = gID. Hence, gID = gID .. Then, by NV-Loc-ap-1, (9),
definition of ¢’ and ¢gID’, it follows that

|—§d N, (@q — e|V|pcS,: Q" |Z|pcS,

By Lemma [35| applied to (1), we know that Q <z, Q', and hence by definition that
Q < Q!. Therefore, by (x) it follows that Q < Q”.

In both cases 3", X" s.t. Q@ < Q" and X < X" and:

HAN', £@q < e |V |pcS,: Q" | " | pcsS,

We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig; = {Md | » > 0 : nat | Q";Z"  skip : Cyni¢}. From
lemma[30, we getMd | b =0 :nat | Q"; X" ksiq SKip : Cunis.
Subcase 2. [Md = aID(cy)]. By () via lemma@, wegetMd | b =0 :nat | Q" X" ki
skip : Cunix-

In both subcases, the desired result follows by T-Exouch?:

Sig, ={Md| b >0 :nat | Q" X" + skip : 7}
Sig, = if Md = jitthenSig,, else Sig
Md| b =0:nat | Q" X" ksig, SKip : Cunit
Md| b >0:nat | Q" X" ksig SKip : Cynie 4+ Q" 2"

- (T-ENoUGH?)
Md| b >0:nat | Q" X" ksig sKip : Cynie 4+ Q" 2"

Observe that the well-formedness of y | Md | n’ | N',{@q" — e | V | skip follows by
definition 26| vacuously.

Case 6 [D-Ir].

yIMd|n |I|O|N|V]|pcS,| e@(ld,Nt) — y|Md|n |I|O|N|V]|pcS,|e@q

vy Md|n|l|O |[N|V]|pcS,|if ethenc elsec;
— y|Md|[n" [I|O|IN|V]pcS, |if ¢ @g thenc else c,

(D-Ir)

By the first premise n > 0. By inversion on () via T-ENoucH? rule, we have

(f1) Md|b > O:nat | Q;X | pcS, Fsig if ethenc;elsec, : 74 Q5 Y

and

(f2) Md|b = O:nat | Q;X|pcS, +sig if ethenc elsec, : 7
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where Sig” = ifMd = jitthenSig' elseSig and Sig’ = (Md | » > 0 : nat | ;X +
if ethenc; elsec; : 7}.

By inversion on (f;) via T-IF

T-Ir
Md | b >0:nat|Q;X|pcS, Frosig € : Cooy @(qID,, gI0,) 4
pcS, = pc > pcS, pc ={qlID, qlO) pc’ ={qID Uy qID,,qlO U, q10,)
Md|b>0:nat|QyZ|pc’ > pcS, Fsigcr i T4Q3 %
Md|b>0:nat|QyZ|pc’ >pcS, Fsigca: 742,
Q/ = ||ft(pC,Ql L Qz) 2/ = 21 U 22

Md|b>0:nat|Q;X|pcS, tsig ifethencyelsec, : 74 QY

we learn that
(1) Md | b >0 :nat | Q; X | pcS, Frosig € : Ca | @(gID,, qlO,) 4 Q
(2) Md| b >0:nat | QyXZ | pc’ > pcS, Fsig €1 1 T4 Q5%
(3) Md|b>0:nat|QyX|pc > pcS, tsig ¢ 1 TH Q2
4) pcS, = pc > pcS;
(5) pc =<qID, ql0)
(6) pc’ =<qID Uy, qID,,qlO U, ql0,)
(7) Q' = lift(pc, Qi LU Q)
B X¥=XUZX,

By the application of Theorem[I7jon (1) andy [Md [n [ [O|N |V |pcS,| e — y|Md]|
n | 11O|N |V]|pcS, | e, it follows that for some (gID,, g10,), €,

Md|bh > 0:nat | QX | pcS, brosig € 1 G @(qID., qlO.) 4 Q

where n” > 0 and Q < €.
By the following application of the T-Ir rule we get

Md| b >0:nat | Q);Z|pcS, Frosig € Coo, @{qID,, gIO.) 4 Q
pcS, = pc > pcS, pc = {qID, ql0O) pc”’ = {(qID U, qID,, IO L, q1O,)
Md|b>0:nat|QyZ|pc” > pcS, Fsig 1 2 T4 QX
Md|b>0:nat|QyZ|pc” > pcS, Fsig ¢ T4,

Q" = lift(pc, Q] L Q) Y =X ux)

Md| b >0:nat | Q)X | pcS, Fsig if ¢’ thencelsec, : 74 Q"; 2

(T-Ir)

We consider two subcases based on Md.

Subcase 1. [Md = Jit]. LetSig, ={Md | » > 0:nat | Q; X | pcS, - if ¢’ thenc, elsec; :
7}. By lemma wegetMd | b =0:nat | QX |pcS, ksig, if e’ thenc elsec, : 7.
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Subcase 2. [Md = aID(cy)]. By (,) via lemma wegetMd | b =0 :nat | Q;2 |
pcS, +if e’ thenc elsec; : 7.

In both subcases, the desired result follows by T-ExoucH?:
Sig, ={Md| b >0:nat | Q;;Z | pcS, + if ¢ thenc, elsec; : 7}
Sig, = if Md = jitthen Sig,, else Sig

Md| b =0:nat | QX |pcS, Fsig, if e’ thenc; elsec, : 7
Md| b >0:nat | Q) Z | pcS, Fsig if ¢’ thenc elsec, : 74 Q”; 2

Md| b >0:nat | QX |pcS, Fsig if ¢ thenc elsec, : 74 Q"; X"

(T-ENoOUGH?)

Observe that the well-formedness of y | Md | n" | | | O | N | V | pcS, | if ¢’ then ¢, else c;
follows by deﬁnition and Q < Qf and X < X follow by definition, both vacuously.
Case [D-Ir-step]. This case follows similar reaoning to the previous case.

Case 7. [D-Ip-TT1].

D-Ir-1T
n=n+1
Val(y |Md |n |l |O|N|V]|pcS, |tt@gq,) pc, = pc, Ly gy pcS, = pc, Dpch
yIMd|n|I|O|IN]|V]|pcS, | iftt@g,thenc, else c,
— y[Md|n" [I|O|N|V]pc, >pcS,| ci;endg

By the first premise n > 0, and n’ > 0. By inversion on () via T-ENouGH? rule, we have

(f1) Md|b > O:nat | Q;Z | pcS, Fsig if ttthencelsec, : 74 Q; Y

and

(f2) Md|b = O:nat | Q;X|pcS, tsigr if ttthenc;elsec, : 7

where Sig” = if Md = jitthen Sig’ else Sigand Sig’ = {Md | » > 0 : nat | Q;X | pcS, +
if ttthenc elsec, : 7}.
By inversion on () via T-Ir

T-Ir
Md | b >0:nat | Q2| pcS, Frosig tt 2 G @(gID,, ql0,) 4 Q
pcS, = pc, > pcS, pc, = {qlID, qlO) pc; ={qID Uy qID,,qlO L, q10,)
Md|b>0:nat|QyZ|pc, > pcS, Fsigc1 - T4 Q3%
Md|b>0:nat|QyZ|pc, > pcS, Fsigca: T4 %,
Q = “ft(pCt,Ql L Qz) Y = 2] U 22

Md|b>0:nat | X | pcS, Fsig ifttthencyelsec, : 74 QY

we learn that
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(1) Md | b >0 :nat | ;2| pcS, Frosig tt 1 G @(gID,, ql0,) 4 Q

(2) pcS, = pc, > pcS;

(3) pc, = {qID, q10)

4) pc; ={qID U, qID,,qlO L, g10,)

(5) Md| b >0:nat|QyZ|pc, > pcS, Fsig €1 1 T4 Q152

(6) Md | b >0 :nat | QX | pc, > pcS, Fsig €2 1 TH Q2

(7) Q' = lift(pc,, Q; L Q)

B X=X,uX,
By Theoremapplied toVally | Md [ n | 1| O | N| V] pcS, | tt@gq,), we know that
Q = Q. By the assumption kgd N|V|pcS,: Q|X]pcS,, weknow that g, = {(gID,, ql0,).
Observe that the well-formedness of y [ Md | n” | | | O | N | V | pcS, | c1; endis follows by

definition vacuously because c; is not of the form ¢’;y ¢”. The detail Q < Q follows
vacuously by definition.

The typing judgment (2) completes the proof; note that kgd N |V ]|pcS,:Q|ZXZ]|pcS,
holds by assumption, which implies that pc, = pc,. Since g, = {gID,,qlO,) and Q = Qy,
it follows that l—gd N|V|pc, >pcS,: Q| X|pc, > pcs,.

Case 8 [D-Ir-rr]. Similar to the previous case.
Case 9 [D-sEq].

n>0
yIMd|n|I|O|IN[V]|pcS,| cis;c = y|MAd|n|[I|O[N]|V]pcS,|ciyyc

(D-seQ)

By the premise n > 0. By inversion on () via T-ENoucH? rule, we have
(f1) Md|b > O:nat | Q;Z|pcS, Fsig c15¢2 1 74 Q"2
and
(f2) Md|b = O0:nat | QX | pcS, bsigr c1562 1 T

where Sig” = if Md = jitthenSig’ else Sig and Sig’ = {Md | b > 0 :nat | Q; 2 | pcS, +
c1;¢r i Th

By inversion on () via T-SEQ

Md| b >20:nat| Q;Z | pcS, Fsig €1 : Cunix 41 Q32
Md| b > 0:nat | Q% | pcS, Fsig 2 : T4Q"; 2

(T-Seq)
Md| b >0:nat | Q;Z|pcS, Fsig €156 1 T4 Q7Y

we learn that

(1) Md| b >0 :nat | Q;2 | pcS, Fsig €1 : Cunie 1 Q32
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(2) Md| b > O:nat | QX | pcS, Fsig c2 1 T4 Q" 2

Let W =y | V. To finish the proof, it remains to be shown that

Md|b>0:nat| Q2" | pcS, Fsigcr: T4Q"; 2"

where Q' = Qf, Q* and £ = trim(X’,V,y) U [QL, .
By definition of trim and the world W, the desired result holds from (2).
Let x € dom(X’) where [x — £] € y be arbitrary such that £ ¢ dom(V).

By the following application of the T-seq-p rule

T-seQ-p
W=y|V  Md|b>0:nat|Q;X|pcS, ksig c1 : Conge

Q =04, QO ¥ =trimT,V,y)U QL
Md|b>0:nat|Q;Z" | pcS, Fsig 2 1 T4Q7; Y

Md|b>0:nat| QX |peS; Fsig criwer 1 T4 Q7Y

4 QY

we learn thatMd | b > 0 :nat | Q;X | pcS, Fsig criwer @74 Q72
We consider two subcases based on Md.
Subcase 1. [Md = Jit]. Let Sig, = {Md | b > 0 :nat | Q;X | pcS, F ciswer @ 7). By
lemma[30, we getMd | b =0 :nat | Q;X | pcS, F ciswer @ T.
Subcase 2. [Md = aID(cy)]. By (f,) via lemma[31] we getMd | b = 0 : nat | ;X |
pcS, Fcwer i T

In both subcases, the desired result follows by T-Exoucn?:

Sig; ={Md| b >0:nat | Q;Z|pcS, + ciiwer : 7}
Sig, = if Md = jitthenSig, else Sig
Md| b =0:nat | Q3| pcS, Fsig, criwe : T
Mdl b >0:nat | Q,lecst '“Sig C];WCZ:T“QN;ZN

—;; (T-eNouGH?)
Md| b >0:nat | Q;Z | pcS, Fsig clswer : T4 Q72

Observe that the well-formedness of y [Md | n | 1| O | N | V| pcS, | c15yv ¢, follows by
definition 26| since y C y and dom(V) C dom(V). The details Q < Q and £ < X follow by
definition, vacuously.

Case [D-SEQ-sTEP].

n>0
yIMd|n [I|OIN|V]|pcS,|c; = v [Md|n" |I"|O" N |V ]|pcS)|c

yIMd|[n|lI|O|N|VIpcS,| ciswea = ¥ | Md|n |I"| O |N |V |pcS, | cswea

(D-SEQ-STEP)

The premises yield
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@ n>0
) yIMd|n |[I|O] N|V]|pceS,lci = ¥y IMd|n [I'|O" [N |V ]|pcS,|c
By assumption, note that
. I—ngIVIpcSO:QlZJIpcS,
®* Md|b > O:nat | Q;X|pcS, bsig criwer : T4 QLY
e y|Md|n|lI|O|IN]|V]pcS,|ci;wc,is well-formed.
Put W = vy, | Vo. Then by definition 26] we have dom(V,) € dom(V) and y, C y. Observe
thaty [Md | n | 1| O | N |V |pcS, | c is well-formed, which vacuously follows by

definition 26] because c; does not have the form ¢’;y ¢’ and we always run the command
¢ before c;.

By inversion of Md | b > 0 : nat | ;X | pcS, Fsig cisw ez @ 7 4 Q32 via T-ENouGH?
rule, we have

(f1) Md|b > O0:nat | Q;X|pcS, Fsig criwer : T4 QY

and
(f2) Md|b = 0:nat | QX |pcS, bsigr Clswer : T

where Sig” = ifMd = jit,thenSig’,elseSig and Sig” = {(Md | » > 0 : nat | ;X |
peS, Fcrswer T

By inversion of () via T-seQ-p

W =v0| Vo Md|b>0:nat|Q;X|pcS, Fsig €1 ¢ Cunir 1 Q3%
Q =QL,Q* TV =trimT, Vo, 70) U lQL,
Md|b>0:nat | QX" | pcS, Fsigcr: T4 Q"2

Md|b>0:nat|Q;X|pcS, Fsig crswez 1 T4 Q72

(T-seQ-D)

we learn that
(I) MA | b >0 :nat | Q;X | pcS, Fsig €1 ¢ Cunie 1 Q3 Y
(2) X =trim(Z’, Vy, v0)
(3) Md|b >0 :nat | QX" | pcS, bsig 21 THQ"; X"
4) Q= Ql, O
By the inductive hypothesis applied to (1), (b), the well-formedness of ¥y | Md | n |

||O|N|V|pcSO|c1,l—¥dN|V|pcSO:QIlecS?,ananO,weget
Md| b >0:nat| Qo X | pcS; Fsig €] : Cunir 1 Q'3 X', where

(i) HEN [V | peS, - Qo | Zo | pes),
(i) n’ >0,

iii) y [Md |/ |V | O [N |V |pcS, | ¢, is well-formed,
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(iv) Q< Qpand X < %
Since ¢ is always executed before ¢, until skip is reached, any conditional started during
the execution of ¢; would also conclude during its execution. Therefore, pcS? = pcS,.

We now need to show that dom(Vy) C dom(V’) and y, C y’. Observe that ¢; # ¢’;w ¢”
because c1;w ¢, and we always run ¢; first. By lemma [38|and ¢; # ¢’;y ¢”, it follows that
dom(V) C dom(V’) and vy C y’. Then it follows by dom(Vy) C dom(V) and yy C y (as
shown above), that dom(Vy) € dom(V) C dom(V')and yo Cy Cy'.

Using W =y | Vo, (2), 3),and Md | b > 0 : nat | Qo;Zg | pcS, Fsig €] : Cunix 1 Q3 Y,
we can apply T-sEQ-D

W=7V Md| b >0:nat| Qy; X | pcS, Fsig C’l - Cynie 4 Q2 Y
3 = trim(Z”Vo"yo) Md | b > 0:nat | Q/;Zu |pCS, |‘sj_g T Q”;EW

Md| b >0:nat | Q2 |pCSt Fsig C’I;W C . TH Q”;Z,”

(T-seqQ-D)

We now need to show that Md | b = 0 : nat | Qg;2 | pcS, Fsig ¢}sw e @ 7. The proof
proceeds in two subcases based on Md:

Case Md = jit. Let Sig; = {Md | b > 0 : nat | Qy; X | pcS, F c};w ey @ 7} It follows by
lemma[30jthat Md | b =0 :nat | Qo;Zo | peS, + clswer : T
Case Md = alD(cy). By (t,) via lemma [31 we can see thatMd | » = 0 : nat | Qy;% |
pcS, Fcliwer 1T
In both cases,Md | b =0 :nat | Qo X | pcS, + cliwer @ T
The desired result follows by T-ENnouGH?:
Sig; ={Md| b 20:nat | Qu; % | pcS, + cswer 1 T}
Sig, = if Md = jit, then Sig,, else Sig

Md| b =0:nat | QX |pcS, Fclswer = T
Md| b >0:nat | Q2 | pcS, Fcswer: T4Q7 2"

Md| b >0:nat | Q% | pcS, Fclswer : T4Q7 2"

(T-ENouGH?)

Observe that by definition[26]applied to dom(Vo) € dom(V’) and y, C ' (as shown above),
Y IMd|n [1I[O [N |V |pcS, | c;wc, is well-formed, as desired.

Case 11 [D-seo-v].

n=n"+1 W=v"1V V" =V | dom(V')
yIMd|n|I|O|N|V|pcS,| skipwec, = ¥ [Md|n" |[I|O|N|V"|pcS,|c

(D-sEQ-v)

Observe that n = n’ + 1 (from the premise of D-seQ-v) implies n > 0, and hence b > 0.
By assumption, we have
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Md| b >0:nat | Q;2|pcS, +skip;ycy : 74Q;Y

where 'Y N | V| pcS, : Q| Z | pcs,.

By inversion on T-seQ-p, we have

(1) MA| b >0 :nat | Q;X | pcS, F skip : Cynit 4 Q05 X
(2 Md| b =2 O0:nat | QX [ pcS, Fer:T4Q %

(3) W =%"|V’ (from the premise of D-sEQ-v)

4) X = trim(Z, V', y) U lQlk

(5) Qy=Ql,,0°

K>
We now need to show that kgfi N|V”|pcS,: Q| Z|pcS,.

Sincey [Md [n || O|N|V]|pcS, | skip;w ¢, is well-formed (by assumption), it follows
by definition [26]that ' C .

By inversion of (1) on T-C-Suirt and then on T-Skip, we know that Q = Q, and X = X.
Hence, it follows by assumption that kgd N|V|pcS,: Q| Zo|pcS,.

By inversion of NV-Loc-aD-2, we have

K N2 [V [ peS, = Qo | Zo | pes, (+)

where N = N.,, N* and y”” C ¢’ such that range(y””’) = dom(N?, V).
Therefore, by lemma [37] applied to (*), the premise V” = V | dom(V’), (4), and y"”" C v,
we obtain that I—gﬂ, N2 | V7 | pcS, : Q| trim(Zo, V’,y’) | pcS,. Therefore, it follows by
NV-Loc-Ap-2, that l—ﬁ?‘ N|V”|pcS,: Q|Zj|pcS, as desired.
Observe that (2) yields the desired result where |—$§jl N V7 |pcS,: QIZ|pcS, Observe
that the well-formedness of ' | Md | n’ | 1| O | N | V" | pc | ¢, follows by definition [26]
vacuously because ¢, is not of the form ¢’;y ¢””. We now need to show that Q < €, and
2 % . Since Q = €, Q < € holds vacuously. Note that X < X follows by definition
and X = X,.

Case D-Inprur.

D-Input
pcS, = pc, > pcS, Y =y, [x - {] { fresh n=n"+1 | =in(w):l
yIMd|n |[I|O|N|V][pcS,| letx = IN()inc
-y [Md|n" |I"|O|N|V,(@d, Tnt) Upc, <= v) | pcS, | ¢

Observe that n = n’ + 1 (from the premise of D-InpuT) implies n > 0, and hence b > 0.

By assumption, we have

Md|b>0:nat| QX |pcS, Fletx = IN()inc:74Q; Y

where l—gd N|V|pcS,: Q|Z|pcS, (%)
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By inversion on the rule T-LEt-In:

T-LET-IN
pcS, =pe, > pCS;
Md|b>0:nat | QZ x:[TA@(Id, Tnt) U pc, | pcS, Fsig ¢ : T4 QY

Md|b>0:nat|Q;X|pcS, Fsigletx =IN()inc:74Q"; %

we learn that:

Md|b>0:nat | X x:[TA@(Id, Tnt) L pc, | pcS, Fsig ¢ : T4 QY

By the well-formedness definition, we learn that pc, = pc,. Therefore, by V-Loc applied
to (%) and y’ = vy, [x — {], we establish |—¥d N | V,(@({d, Tnt) Lipc, < v) | pcS, : Q |
2, (x:lTA@(ld, Tnt) U pc,) | pcS,, as desired.
Case D-Ourpur.
D-Ourtpur
yIMd|n |[I|O|IN|V]|pcS| e@{d,Nt) >y |[Md|n |I|O|N |V]|pcS| @4
n=n+1
y|Md|n |[I|O|N]|V]|pcS| output(ID, e)
S y|Md|n" |I|O|N|V]|pcS| output(ID, e’ @q")

Observe that n = n’ + 1 (from the premise of D-OutpuT) implies n > 0, and hence b > 0.
Additionally, we know that

yIMd|n |[I|O|IN|V]|pcS| e@(d,Nt) >y |Md|n" |I|O|N |V ]|pcS| e@qg

By assumption, we know that

Md|b>0:nat|Q;X|pcS, ksig output(ID,e) : 74 Q; X
There are three cases to consider:
Subcase Md = alD(cy, O) and ID € O. By inversion on T-ouTPUT-ID, We have
® alD(cy,0) | b >0 :nat | Q;X | pcS Frosig € : A@{gID,,qlO,) 4 &
* gID, C; Id

By application of Theorem [17} we know that alD(cy,0) | b > 0 : nat | QX |
pcS Frosig € 1 A@{(gID,, qlO,) 4 €Q'; X where Q <gp ) and l—gd N |V ]pcS, | Q|
2| pcS,.

Therefore, the desired result holds by application of T-ouTpPUT-ID:

Md | b > 0:nat|QyX|pcS, Fsig output(ID,e’) : 74 QX
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Subcase Md = alD(cy, O) and ID ¢ O. The reasoning for this case is similar, but instead
relies on T-ouTPUT-ID.

Subcase Md = jit. The reasoning for this case is similar, but instead relies on T-ouTPUT-1IT.
Case D-OuTPUT-STEP.

D-OuTPUT-STEP
yIMd|n |[I|O|N|V|pcS| e@qg—y|Md|n' |I|O|N|V]|pcS| @y
n=n+1
v|Md|n |[I|]O|N|V]|pcS| output(ID, e@q)
Sy |Md|n" |I|O|N|V]|pcS| output(ID, e’ @q")

This case is similar to the previous one for D-OuTpur.

Case D-Ourtpur-NID-AID.

D-OutpUT-NID-AID
Valty [Md | n [ IO [N |V |pcS| v@qg) ID¢gO n=n+1
v 1alD(cy,O) |n || O|N|V]|pcS| output(ID,v@gq)

o(ID,v)

— vy |alD(cy,O) |0 [I|O|IN|V|pcS| skip

Observe that n = n’ + 1 (from the premise of D-Output-Nip-AID) implies n > 0, and hence
b>0.

By assumption, we know that

Md|b>0:nat | QX | pcS, Fsig output(ID,v) : 7 4 Q5 Z ()

where HJ N [V [ pcS, : Q| Z | pcS,.

By Lemma [40] applied to (*) and Val(y |Md |n | I |O [N |V | pcS | v@g), we learn that
Q' = Q. Thus, I—gl,d N|V|pcS,: Q|X|pcS,.

Therefore, it follows by T-Skip and T-C-SHirr that

Md|b>0:nat| Q2| pcS, Fsig output(ID,v) : 74 Q"X

as desired.

Case D-BuUrrer-Ip-AID.

D-BUFFER-ID-AID
Val(y |Md |n | I|O [N |V |pcS| v@g)
ID € O n=n+1 O’ = O::out(ID, v)

v|alD(cy,O) |n |I|O|N|V|pcS| output(ID,v@gq)
— v |alD(cy,O) |n" || O |N|V|pcS| skip

This case is similar to the one above for D-OutpuT-NID-AID.
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Case D-Ourput-iIT.

D-Ourpur-nt

Val(y |[Md |n | I |O N |V |pcS| v@g) n=n+1

y1jitIn [1ION|V|peS| outputdD, v@g) “23 y |jit |’ [ 1] O [N |V | peS | skip
This case is similar to the previous one.

Note that dom(N) = dom(N’) holds by observation in all cases, and by the inductive hypoth-
esis in case 10 (D-SEQ-STEP). O
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Appendix E
Glacier Appendix

E.1 Simplifications from Full System to the Main Text

To improve the main paper’s readability, we abstracted away from the following details which are
included in the full system definition. The excluded constructs are mostly needed for low-level
proof details or provide more expressive extensions, with neither being essential to understanding
the core system behavior.

The simplifications and omissions made to enhance readability are listed below:

e the tracked set of read variables A is removed from conditionals, which is needed by the
type checking.

¢ relD and inID, which identify an associated input, are removed from events and interrupts
¢ event and interrupt identifiers (el/D and iID) are conflated as /D
e atomic region variable sets are abbreviated as aPol

¢ pcS is removed from frames, and pc is removed from the type system. These are needed
for checking conditionals that branch on idempotent or non-idempotent data.

e the tracked set of shared variables ShAcc in typing judgments is simplified from vPol,
whose other variable sets are needed for other parts of the type checking. In particular,
nlds is needed to set up atomic region typing contexts.

Additionally, variable intialization is supported by our full system but does not appear in the
main text to simplify the presentation. At the beginning of a task or atomic region, a programmer
could specify a set of variables Inits to initialize to 0, which could be used to overwrite unstable
and non-idempotent effects, and reset their local qualifier to Id.

E.2 Syntax

We summarize all the syntactic constructs here. Extending sequential, intermittent program syn-
tax, the commands additionally include critical regions for accessing shared variables. For atomic
regions, we spell out all the variable policies for the region to allow type checking and operational
semantics rules to use them directly. The result argument res at the end of atomic regions and
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tasks is a fully idempotent expression representing the result to be returned by these processes.
Some nestings of programs that are defined by the grammar are not supported by our system,
such as nested atomic regions, nested critical sections, and atomic regions occurring in branches.
At the highest level, each task’s code comprises a sequence of atomic regions, commands, and
critical sections. To allow critical sections to occur at the desired granularity, i.e., within the
scope of atomic regions as well as surrounding atomic regions, we opt for the given syntax for
commands.

We include a runtime command initN(Inits) to initialize a batch of variables in nonvolatile
memory to 0 for a given process. A task can be an interrupt service routine, or an event handler.
For each task, we allow flexible specification of re-execution policies rPol, indicating a task’s
behavior upon reboot: it could continue or discard. r is a re-execution state, such as reboot
count. d is a program, taking r as argument, and returns a policy pname: immediate, discard,
or alternative. Each event in the queue is also associated with a policy of whether it should be
discarded after a power failure. For example, events posted by tasks that will be discarded should
themselves be discarded. We use the mode Md field to indicate whether the frame is in JIT or
atomic mode, if the re-execution policy evaluates to immediate. If the re-execution policy for the
current frame evaluates to discard, the mode field is discard since its atomic regions are ignored
at runtime. The mode field is next(pID) if the re-execution policy evaluates to alternative and
pID is the process identifier for the frame of the alternative task to be executed. If a task is an
alterative for another task with process identifier pID, its mode field will be altOf(pID, rPol),
where rPol is the re-execution policy of this replacement task.

We also use modes to store information about variables for tasks that could be discarded if
power fails. The sets NVw and Vw are the shared non-volatile variables that the potentially to be
discarded tasks have written to in this power cycle. If this task succeeds, these variables will be
written through to the checkpointed memory.

The shared accesses ShAcc are combined nonvolatile and volatile. An Inits set of variables is
specified for each task and atomic region. It includes variables to be initialized to 0 and cleansed
of any non-idempotence at the beginning of each (re-)execution of the task or atomic region. For
atomic regions, variables in u and Inits are both first written during an atomic region’s execution,
but the former are strictly idempotent whereas the latter could be, e.g., non-idempotent to be
cleansed and reset to idempotent on intialization. Both u and Inits are nonvolatile and are not
checkpointed. We have only one nlds set for each task (i.e., atomic regions do not have one in
this system). The set nlds is disjoint from the Inits sets of the task, and also any enclosed atomic
regions.

A frame has three identifiers: the first one is the process identifier for this frame, it persists
across power failures, if the frame’s policy is not discard. The second one is a unique id for
the irq (event). When multiple irgs (events) with the same iID (eID) appear in the system, inlD
(relD) distinguishes them. The third is the identifier of the irq or events that is being processed.
This identifier persists throughout alternate versions of the isr (event handler) that process this
irq (event).

We also assume that all variables have base type int, so I' is defined accordingly. Lastly, we
assume that PDecl is a global variable, to be used freely by the operational semantics and typing
rules.
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Values
Expressions
Commands

Atomic checkpoints

Atomic must-first-writes
Atomic (volatile) writes

Atomic read-only
Init. vars.

Shared loc.

Ids

Unique Ids

Priority

Program Decl

ISR Decls

Event Decls

Task

Int. Service Routine
Event Handler
Interrupts

Events

Variable Policies
Re-execution Policies
Policy Name
Atomic reboot count
Event Queue

Mode

Static Simple Mode
Priority Stack
Frame

Runtime Config.
Stack
Execution ctx
Interrupt inputs
Sensor inputs
access qualifier
id qualifier

type qualifier
Typing context

D ™E ©

Inits
ShAcc
ID
rID
pr
PDecl
IDecl
EDecl
tsk

isr

n|true|false

x|vie; © ey|uope

skip | x := e|if e* then ¢, else c; | c1; ¢y |
letx=einc|letx=INQOinc
startyom(alD, w, u, B, p, Inits); c; €Ndaiom
post(ID, e) | starty(pr, ShAcc); c; ende,
endaiom | €Nde, | €ndis | ret(res) | reboot | initN(Inits)
|w, x

|, x

1B, x

: |p’ X

- | Inits, x

-|ShAcc, (x,rd) | ShAcc, (x, wt)

eID |iID

relD |inlD

n

(post(elD, v)entry, IDecl, EDecl)

-|IDecl, isr

-| EDecl, eh

eh|isr

isr(ilD, version, pr, vPol, rPol, Ax.c)
eh(elD, version, pr,vPol, rPol, Ax.c)
interrupt(iniD, iID, v)

event(relD, elD, v)

(ShAcc, ShCP, nlds, Inits)

discard | continue(r, Ax.d)

discard |immediate | alternative(ID, version)
n

|Q:ev|Q:irg

jit|atom(alD, rb, w, u, B, p, Inits, NVw, Vw)

| discard(NVw, Vw) | next(pID, NVw, Vw) | altOf(pID, rPol)

jit| atom | discard
| pr > pr
(pID, rID, ID, version,ﬁr)’, pcS,vPol,v, E,Md, c)

(I,IRQ,K,N,V,S,F, Q)| (I,IRO,K,N,V, S, reboot, Q)

|F> S

‘|([];¢) > Elends > E|endg > E
-|IRQ ::irq

|1 ::in(inID, v)

RD | WT | CK

ld(gAcc)|1d | Nid

(qID, qID, gID)

|, x:int@g
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E.3 Continuously-Powered Operational Semantics

In this section, we give the rules for executing concurrent programs continuously (without power
failures).

E.3.1 Expression Evaluation Rules

The rules for evaluating expressions use a big-step operational semantics to evaluate an expres-
sion to a value according to the current nonvolatile and volatile memories (N and V) and local
memory state (v).

v € {n, 1, ff} N=x—v,N V=xy,V
—_— VALUE _— READ-N _— READ-V
N,V,urv{v N,V,urx|v N,V,urx|v

v=xm v,V N,V,ure | v N,V,ure, | vy [viow]=v
——  READ-U BINARY
N,V,urx|v N,V,ure ©e | v

N,V,urelv [uope] = v

UNARY

N,V,v+uope | v
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E.3.2 Event and Interrupt Handling

IRQ = interrupt(inID, iID, v) :: IRQ’
F = @ID,,rID.ID., versionc,ﬁ’c, vPol.,v., E.,Md, ¢)
pr > top(pre) isr(ilD, version, pr, vPol, rPol, Ax.c;) € PDecl fresh(pID)

F,, = (pID, inlID, iID, version, pr, vPol, x + v, -, jit, initN(vPol.Inits); c;; ret(res))
TrRIGGERINT-C

trigger(inID,pID) ,
PDecl + I,IRQ,N,V,S,F,Q — LIRQ',N,V,F>S,F,,Q

F = @ID,,rID.ID., versionc,ﬁc, vPol.,v., E.,Md., post(elD, ¢))
eh(elD, version, pr,vPol, rPol, Ax.c.) € PDecl
pr> [0]?(17])’0) fresh(pID) fresh(relD) Ne,Ve,uc kel v
F, = (pID, relD, elD, version, pr, vPol, x — v, -, jit, initN(vPol.Inits); c.; ret(res))
F’ = (pID,, rID, ID,, version, pte, vPol., v, E., Md,, skip)

trigger(relD,pID) ,
PDecl + I,IRQ,N,V, S, F,Q — I,IRO,N,V,F' > S,F,,Q

PosTEVENT-C

F = @ID,,rID.,ID,., versionc,ﬁ})’c, vPol.,v., E.,Md,., ¢)
isr(ilD, version, pr, vPol, rPol, Ax.c;) € PDecl
IRQ = irg :: IRQ'  irg = interrupt(inID, iID,v)  pr < top(pr.)

delay(inID) , .
PDecl + I,IRQ,N,V,S,F,Q — LIRQ',N,V,S,F,enqueue(Q, irq)

DELAYINT-C

F = (pID,, rID,, ID, version., pt., vPol., v, E.,Md.., post(eID, e))
eh(elD, version, pr,vPol, rPol, Ax.c,) € PDecl pr < top(pr.) fresh(relD)
F' = (pID,,rID,,ID,, versionc,ﬁfc, vPol.,v., E;, Md,, skip) N., Ve, v kel v

delay(relD) ,
PDecl + LIRO,N,V.S,F,Q — LIRQ,N,V,S,F’, enqueue(Q,event(relD, elD,v))

DELAYEVENT-C

F = (pID,, rID,, ID, version., pi, vPol., ve, E., Md., c)
isr(ilD, version, pr, vPol, rPol, Ax.c;) € PDecl
appPol(rPol) € {discard, alternative} IRQ = irq :: IRQ’ irq = interrupt(iniD, iID, v)

- DrorPINT-C
elay(iniD)

d
PDecl + I,IRO,N,V,S,F,Q — LIRQ",N,V,S,F,Q

F = @ID,,rID.ID., versionc,ﬁc, vPol., v, E.,¥d., post(elD, e))
isr(elD, version, pr,vPol, rPol, Ax.c,) € PDecl appPol(rPol) € {discard, alternative}
F' = (ID, rID,ID,, versiong, pie, vPol.., ve, Ec, Md,, Skip)

delay(relD) ,
PDecl+ I,IRON,V,S,F,0 — LIRQO,N,V,S,F’,Q

DroPEVENT-C

The rules TRIGGERINT-C and PosTEVENT-C run an interrupt or event (respectively) if that task’s
priority pr is higher than that of the currently-running task top(p7.). The rule TRIGGERINT-C trig-
gers an ISR that fires non-deterministically. The first premise picks the next ISR with identifier
iID that is declared in PDecl. The corresponding frame (with re-execution state instantiated) is
loaded into the evaluation context and the frame with the interrupted code and its state is pushed
to the stack. v is an input value on which that interrupt will run. pID is a fresh, unique identifier
that is generated for each process. This distinguishes events/interrupts that have the same id in
PDecl. In our system, when a task is triggered, a fresh pID consists of the task ID and version,
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and a unique bit. Similarly, PosTEVENT-C pushes a modified version of F, with the command
skip, to the stack to process the explicit event post.

The rules DeLAYINT-C and DeLAYEVENT-C respectively delay an interrupt or event if that task’s
priority is not high enough to preempt the currently-running task (pr < rop(pr.)). The DELAYINT-
C rule continues executing the same frame and enqueues the task in Q along with its input from
IRQ. The DeLAYEVENT-C continues executing the frame with command skip, pushing the delayed
task to the queue with the specified input from the post v.

We define the rules DrRoPEVENT-C and DropPINT-C for correctness purposes; when building
the simulation for a failed discard task, the continuously-powered execution must drop the cor-
responding task.

F.=plID_rIDID,, versionc,ﬁc, vPol.,v,., -, Md,., ret(res))
S=Fp>S§’ QO = event(relD, elD,v) :: Q'
pr, > prOf(F) eh(elD, version, pr,,vPol,, rPol, Ax.c,) € PDecl
fresh(pID,) F, = (pID,, relD, eID, version, pr,, vPol,, x = v, -, jit, c,; ret(res))
N,V,v. +res | v, 0, = complete(pID,,v,) 0, = trigger(relD, pID,)

01,02

PDecl+ I,IRO,N,V, S, F.,0 3 I,IRO,N,V, S, F,, Q'

ReT-QEvV-C

F.=@ID,rID.ID,, versionc,ﬁc, vPol.,v., -, Md,., ret(res))
S=Fp S’ Q = interrupt(inID, iID,v) :: Q'
pr; > prOf(F) isr(iID, version, pr;, vPol, rPol, Ax.c;) € PDecl
fresh(pID;) F, = (pID;, inID, iID, version, pr;, vPol, x — v, -, jit, ¢;; ret(res))
N,V,vu.+res | v, 0, = complete(pID,,v,) 0, = trigger(inID, pID,)

PDecl + I,IRO,N,V,S, F., 0 23 I,IRO,N,V, S, F,, O/

ReT-QINT-C

F. = (pID,, rID,, ID., version,, pt., vPol,, v, -, Md,, ret(res))
S=Fp>S’ N,V,v.+res | v, o = complete(pID,, v,) R

PDecl v I,IRO,N,V,S, F.,Q - ILLIRO,N,V,S’,F,Q

ET-S-C

F. = (pID,, rID,, ID., version,, pt., vPol., v., -, Md,, ret(res))

Fip=(yeyseys,SKip) N,V,v. +res | v, o = complete(pID,, v,)
Rer-HaLr-C

PDecl + IIRQ,N,V, -, F.,- = LIRQ,N,V, -, F}, -

When a task finishes, RET-QEv-C runs the next event in the queue, but only if the next event’s
priority is higher than the one on top of the stack. ReT-QINT-C does the same for interrupts.
RET-S-C defaults to running the next task on the stack.
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E.3.3 Sequencing

F = ID,rID,ID, version,ﬁ, vPol, v, E,Md, c1; ¢3)
F’' = (pID, rID, ID, version,ﬁ, vPol,v,([];¢c0) > E,Md, ¢})

PDecl + LIRQ,N,V,S,F,Q — LIRQ,N,V,S,F’, Q

Seql-C

F = ID,rID,ID, version,ﬁ})’, vPol,v, ([ ]; c) > E,Md, skip)
F’' = (pID, rID, ID, version,ﬁ, vPol, v, E,Md, ¢)

PDecl + I,IRO,N,V,S,F,Q — I,IRO,N,V,S,F’,Q

SeQ2-C

The rules Seql and SeQ2 are similar to the standard sequencing rules but for execution con-
texts. SEQl evaluates a sequence cy; ¢, by pushing c; to the execution context and continuing to
evaluate ¢;. When ¢ is finished executed (detected by skip), SEQ2 pops ¢, (here, ¢) from the
execution context and evaluates it.

E.3.4 Let bindings

F = ID,rID,ID, version,ﬁ”, vPol,v, E,Md,let x = ein ¢)
F’ = (pID, rID, ID, version,ﬁ})’, vPol, (v, x — v), E,Md, ¢) N,V,urelv x fresh .

PDecl + I,IRQ,N,V,S,F,Q — ILIRQ,N,V,S,F’, O

ET-C

F = (pID, rID, ID, version, pr, vPol, v, E,Md, let x = in() in ¢)

F’ = (pID, rID, ID, version,ﬁ, vPol, (v, x — v), E, Md, ¢) X fresh
Ler-IN-C

in(inID)

PDecl + in(inID,v) :: I,IRQ,N,V,S,F,Q — LIRQ,N,V,S,F’,Q

The rule LET-C-IN reads input value from the sensor input.

E.3.5 Ciritical section

F = (pID, rID, ID, version, pr., vPol, v, E, Md, start.(pr, ShAcc); ¢; endg)
F’' = (pID, rID, ID, version, pr > 171)”0, vPol, v,end. > E, Md, ¢)

PDecl + I,IRQ,N,V,S,F,Q — I,IRO,N,V,S,F’, Q

STARTCRIT-C

F = (pID, rID, ID, version, pr > ﬁc, vPol, v, end. > E, Md, skip)
F’" = (pID, rID, ID, version, pt., vPol, v, E, Md, skip)

PDecl + LIRO,N,V,S,F,Q — LIRQ,N,V,S,F’, Q

ENDCRIT-C

The rule STarTCRIT evaluates a critical section. Critical sections are assigned a priority prior
to runtime that is the ceiling of all task priorities that have common shared accesses, which is
checked by our typing rules. Note that tasks that do not have shared accesses could still interrupt
the critical section if the priority of that task is high enough. In STARTCrIT-C, the priority of the
critical section pr is pushed to the priorities stack (so that no other process can interrupt it) and
end,; to E. The rule ENpCriT-C pops the priority and end,, at the end of an atomic region.

385



E.3.6 Branching

F = (pID, rID, ID, version, pr, vPol, v, E, Md, if ¢* then ¢, else ¢,)
N,V,u. ke | tt task(ID, v, pr, vPol, rPol, Ax.c) € PDecl
F’ = (pID, rID, ID, version, pr, vPol, v, end; > E, Md, ¢;)

PDecl + LIRQO,N,V,S,F,Q — LIRQ,N,V,S,F’, Q

Ir-TRUE-C

F = (pID, rID, ID, version,ﬁ)’, vPol, v, E,Md, if ¢® then ¢, else ¢,)
pcS = pcy > pcS,, N,V,vu.+ e ff task(ID, v, pr,vPol, rPol, Ax.c) € PDecl
F’' = (pID, rID, ID, version,ﬁ,pc > pcS, vPol,v,end; > E, Md, ¢5)

PDecl + I,IRO,N,V,S,F,Q — I,IRO,N,V,S,F’,Q

IF-FALSE-C

F = (pID, rID, ID, version,ﬁ”, vPol, v, end; > E, Md, skip)
F’ = (pID, rID, ID, version, pr, vPol, v, E, Md, skip)

PDecl + I,IRQ,N,V,S,F,Q — L,IRQ,N,V,S,F’, Q

The rules Ir-TRUE-C, Ir-FALSE-C, and Ir-Enp-C execute branches, pushing end; to E and run-
ning either c; or ¢;, as appropriate.

Ir-enD-C

E.3.7 Assignments

F = (pID,, rID,, ID,, version., ., vPol,, v., E.,Md,, x := e)
F' = (pID_,rID,,ID,, version,, pt., vPol., v., E,, Md,, Skip)
N,V,u.relv x € dom(V)

PDecl + I,IRQ,N,V,S,F,Q — I,IRQ,N,V[x — v],S, F’, O

V-AssigN-C

F = @ID,,rID.ID,, versionc,ﬁc, vPol,.,v., E.,Md,, x := e)
F' = (pID,, rID., ID,, version,, pr., vPol., v., E., Md., skip)
N,V,u.relv x € dom(N)
PDecl v+ I,LIRO,N,V,S,F,Q — ILIRO,N[x — v],V,S,F’',Q
The rules N-AssionN-C and V-AssigN-C evaluate assignments x := e, where x is a variable in
N and V respectively.

N-AssioN-C

E.3.8 Atomic Regions

F = (pID, rID, ID, version, pr, vPol, v, E, Md, startaom(: - - ); ¢; €Ndatom)
F’' = (pID, rID, ID, version,ﬁr)’, vPol,v, E,Md, ¢)

PDecl + I,IRO,N,V,S,F,Q — I,IRO,N,V,S,F’, Q

STARTATOM-C

F = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E, Md, endaiom)
F’ = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, skip)

PDecl + LIRO,N,V,S,F,Q — LIRQ,N,V,S,F’, Q

ExpAtom-C
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The rules StartAToM-C and EnxpAtom-C execute atomic regions. Since there are no power
failues in the continuously-powered semantics, these rules simply evaluate the inner command ¢
and do nothing else.

E.4 Operational Semantics for Intermittent Execution

In this section, we give the operational semantic rules for executing programs intermittently and
concurrently.

E.4.1 Auxiliary Definitions

empty JIT frame F,;(pID) := (pID,jit)

recovery context K = (N, Vi, S
process instance ID ipID = pID|(pID,alD, rb)
aug. nonvolatile memory N = -|N,x - (v,ipID)
aug. volatile memory Vv = -|V,x (v,ipID)
pc stack pcS = -|pc> pcS

id level pc = Id|Nid

We use a recovery context K, containing the memories and stack that should be reverted by
the intermittent execution upon reboot.

We extend the stack frame with an empty JIT placeholder frame F;(pID), indexed by the
process pID. The idea is that when a low-power signal is received in any execution mode, the
system will then checkpoint the stack frames of all unfinished tasks that are in JIT mode. To keep
the order of the stack, we will insert into the checkpointed stack a placeholder for a task in JIT
mode the moment it enters JIT mode. The frame will be updated either when power is running
low, or when the task enters atomic mode.

We write ipID to denote the process instance identifier, used to document the last task that
writes to a memory location. Different from pID, when the process pID executes an atomic region
alD after rb previously failed attempts, the instance identifier will be the tuple (pID, alD, rb).
This will be used in our correctness proofs to identify writes from (re)-executions. We augment
nonvolatile and volatile memories with an ipID that represents the last writing process for a given
variable.

To track the idempotence level of a command (e.g., a conditional branching on an Nid ex-
pression), we include a pc and pc stack pcS.

Updating jit placeholders. The helper function updJitS recursively updates all jit placeholder
frames in a checkpointed stack S, with their live ones from S. If a frame in S does not have the
mode jit, in the context of power failure (rule to be shown later), it means that it is a failed discard
or atomic region process. Therefore, the definition of updlJitS is written to forget such frames by
not including them in the checkpointed stack.
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updJitS(S 1, )|

modeOf(F) # jit
updJitS(-,-) = - updJitS(F > S, S) = F > updJitS(S, S)

modeOf(F) # jit
updJitS(Sy, F > S) = updJitS(S, S)

S! = updJitS(S,S)  modeOfF) =jit  pidOf(F) = pidOf(Fy)
updJitS(Fy > S, F1>S) = F1> S}

iPidOf(F). We define ipidOf(F) as the ipID of frame F, unless the mode is atomic. In that case,
we return the ipID along with alD and rb.

F = ID,rID,ID, version,ﬁ, pcS,vPol,v, E,Md, c) Md € {jit, next(- - - ), altOf(... )}
ipidOf(F) = pID

F = ID,rID,ID, version,ﬁ”,pcS, vPol, v, E,Md, ¢)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

ipidOf(F) = (pID, alD, rb)

incRb(S). We define a function incRb to increment the rb of all atomic regions on the stack
when there is a power failure.

F = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, c)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
F’ = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md’, ¢)
Md" = atom(alD, rb + 1, w, u, p, Inits, NVw, Vw)

incRb(-) = - incRb(F > S) = F' > incRb(S)

F = (pID,rID, ID, version,ﬁ, pcS, vPol,v, E,Md, ¢) Md e {jit, next(...), altOf(...)}
incRb(F > S) = F > incRb(S)
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Scheduling a frame.

appPol(rPol) = immediate
K:(NkaVk9Sk) S]L:(pID’JIt)DSk K/:(Nk,Vk,S]’C)

schdFrame(PDecl, (pID, ID, v, rPol), K,N) = (jit, K")

SCHDFRAME-IMMEDIATE

appPol(rPol) = discard vPol = (ShAcc, ShCP, nlds, Inits)
K =N, Vi, S K" = (N v~ Nlsicr, Vio S1) Md = discard(, -)

schdFrame(PDecl, (pID, ID, v, rPol), K,N) = (Md, K)

SCHDFRAME-DISCARD

appPol(rPol) = alternative(ID, )
task(/D, version,, pr,, vPol,, rPol,, Ax.c,) € PDecl
fresh(pID,) fresh(rID,)
F, = (pID,,rID,,ID,version,, pr,, vPol,, x = v, -, altOf(pID, rPol,), c,; ret)
K = (N, Vi, S1) Sy=F,> S K" = (Ny ¢~ Nlgicp, Vi S})
vPol = (ShAcc, ShCP, nlds, Inits) Md = next(pID,, -, )

schdFrame(PDecl, (pID, ID, v, rPol), K,N) = (Md, K")

SCHDFRAME-ALT.

We define a function schdFrame that evaluates a frame’s re-execution policy and returns a
mode, an updated checkpointed context K’, and updated nonvolatile memory N’. The function is
triggered any time a task is about to begin executing in order to prepare for failure.

When the policy is immediate (scHDFrRAME-IMMEDIATE), we place a jit placeholder frame on
the checkpointed stack.

When the policy is discard (scHbFrRAME-DiscarD), we do not update the stack in the check-
pointed context, and instead update the checkpointed N; with the most recent values in N. Our
type checking rules ensure that no unstable values could be checkpointed.

When the policy is alternative (scHDFRAME-ALTERNATIVE), we set up the alternative frame F,
in the checkpointed stack and update checkpointed N, with the most recent values in N. We use
the execution mode field to remember pID,, is the alternative.

schdFrame will never produce the mode altOf(_, rPol), which will only arise when a new
frame needs to be scheduled when a task completes, or at reboot time. This case is handled at
ReBooT-IA and ReT-S-1.

Finalizing a task. We define a helper function finalizeK that takes a checkpointed context and
a task frame that is completed and update the checkpointed context to clean up the completed
frame and to update the memory in the context, as the writes by the tasks have not been effected.
We only update the nonvolatile locations that are already checkpointed. This will ensure all the
values stored in the checkpointed context are idempotent.

When a frame with an alternative policy finishes, we need to remove the alternative frame
from the checkpointed stack, because it is no longer needed.
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F. = (pID,, rID,, ID., version,, pr., pcS., vPol,, v., -, jit, ret(res))
K =W, Vi, Fi > 8)) K’ = (Nidewvarofis o> Vio S k)

finalizeK(K, F.,N,V) = K’

FIN-K-J1T

F.=pID_rID.ID,, versionc,p_;’c,pcSc, vPol., v, -, discard(NVw, Vw), ret(res))
K = (N, Vi, S1)
Vi=Vier Vi, N}, = Ny ¢~ Nl nviwndomave) K’ = (Nl ekvarosis o Vio Sk)

finalizeK(K, F.,N,V) = K’

FIN-K-DISCARD

F.=pID,rID.ID,, versionc,ﬁc, pcS,.,vPol.,v., -, next(pID,, NVw, Vw), ret(res))
K=,V ,F,>S8))
fresh(rID,)  F, = (pID,, rID,, ID., pt., pcS,,vPol,, _, _,altOf(pID,, ), _)
Vi =Vi e~ Vi, N; = N ¢~ Nl nvindomve) K = (Nl avaronso» Vir Sk)

finalizeK(K,F.,N,V) = K’

FIN-K-NEXT

Updating memories. The following definitions are the same for volatile and nonvolatile mem-
ories. We write each rule for a fixed M € {N, V}.

—— MEM-TO-K-EMPTY
e M =M

M(x) = (vV',ipID’")
(x > (v,ipID), M}) ¢~ M = x — (V',ipID"), (M «~ M)

MEM-TO-K-UPD

x ¢ dom(M,)
(X = (V’ lpID)? Mk) wM=x (V’ lpID)a (Mk o M)

MEM-TO-K-SKIP

We define a function M, <~ M, to update every variable’s value in M, with a recent one from
M, (we write M to represent either volatile or nonvolatile memory, for the rules are the same).
For example, we write through nonvolatile (or volatile) memory into checkpointed nonvolatile
memory in some assignment cases, and do the reverse in reboot. In the latter case, we may write
M, ~ M, defined as follows:

— K-TO-MEM-EMPTY
My ~ - =M,

M (x) = (V',ipID")

M s (x5 (v,ipID), M) = x > (v, ipID"), (My ~ M)

K-t0-MEM-UPD

X ¢ dom(Mk)
MP™ s (x> (v,ipID), M) = x > (v, ipID), (M~ M)

K-10-MEM-SKIP
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The function ~~ performs the reverse, updating variables in M with their checkpointed values.
This definition is used by the reboot rules to revert values from prior executions in nonvolatile
memory. When doing so, the rules update the process identifier to that of the rebooted process.

Initialization. Lastly, we define a helper function to initialize variables when the command
initN(Inits) runs. We denote the helper function as initN*(Inits, ipID, N) for intitializing the values
of Inits in N for a given process. Even though this definition is triggered in most of the same
places as schdFrame, we made it separate from schdFrame because it should not be triggered by
RET-S-1 which resumes a half-finished task.

INIT-EMPTY

initN*(-, ipID,N) = N

Inits = x, Inits’ x € dom(N) N’ = N[x + (0, ipID)]
initN*(Inits, ipID,N) = initN*(Inits’, ipID, N")

INIT-UPD

Inits = x, Inits’ x ¢ dom(N)
initN*(Inits, ipID, -) = initN*(Inits’, ipID, N)

INIT-SKIP

E.4.2 Expression Evaluation Rules

The rules for evaluating expressions use a big-step operational semantics to evaluate an expres-
sion to a value according to the current nonvolatile and volatile memories (N and V) and local
memory state (v).

v € {n,tt, ff N =x - (v,ipID),N’ V=xe (v,ipID),V’
{ ) VALUE (v. ipID) Reap-N (v, ipID) REeaDp-V

N,V,urv{v N,V,urx|v N,V,urx|{v

v=xt> (v,ipID), v
N,V,vrx|v

REaD-v

N,V,ut e | v N,V,ure | v [viow]=v
N,V,ure ©e | v

BINARY

N,V,uvrelv [uope] =v

UNARY

N,V,vruopel v
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E.4.3 Assignments

In assignment, we write through to N and V and update the checkpointed context K in jit mode.

F = @ID,,rID.ID,, versionc,ﬁ})’c,pcSC, vPol.,v., E.,Md., x := e)
F’' = (@ID,,rID,,ID., versionc,ﬁc,pcSC, vPol.,v,., E.,Md., skip)
N,V,u.relv x € dom(V)
Md. = Md.[Vw « Vw U {x}] K = (N, Vi, Sp) K = (N, V,Sk)
v = { Vilx — (v,ipID)] if Md, = jit ipID = iPidOfipID,, ¥d,)

Vi else
V-AssiGN-1I

¥, PDecl + I,IRQ,K,N,V, S, F,Q = I,IRQ, K',N,V[x — (v,ipID)],S, F’, Q

V-Assign-I writes a value v to a x in volatile memory. It adds x to the set of written volatile
variables Vw, and stores x — (v, ipID) in checkpointed volatile memory because JIT re-executes
from the line of failure, but the region aborts execution if the mode is anything else (in which
case we do not want to remember the update to x). We use ipID to identify the process that wrote
to x.

F = (pID,, rID,, ID, version,, pi., pcS., vPol,, ve, E.,¥d,, x := e)
task(ID., version,, pr,, vPol., rPol., Ax.cy) € PDecl
F' = (@ID,rID,ID.,, versionc,ﬁ)‘c,pcSC, vPol,, v., E ., Md., skip)
N,V,u.+elv x € dom(N) K=W,Vi, S Y(UD,,version., Md,.) =T
M U if I'(x).1 = 1d(_

Md, otherwise
N, = { b 0 pDI =T i = ipidofipID, M)
k

N-AssIGN-1

¥, PDecl + I,IRQ,K,N,V, S, F,Q = I,IRQ, K',N[x — (v,ipID)],V, S, F’, O

N-AssioN-I is similar, but assigns a value to a nonvolatile memory location. Here, we want
to add the variable x to the nonvolatile writes set if it is locally Id(_) (in atomic mode). This is
strictly for proof purposes to get the rules to match up. We also update the checkpointed context’s
nonvolatile memory if we are in jit mode.

E.4.4 Triggering Interrupts and Posting Events

IRQ = interrupt(inlID, iID,v) :: IRQ’

F =(pID,rID.ID.,, versionc,ﬁ"c,pcSC, vPol.,v., E.,Md,, ¢)
isr(iID, 0, pr,vPol, rPol, Ax.c;) € PDecl pr > prOf(ﬁc)
fresh(pID) (Md,,, K’) = schdFrame(PDecl, (pID, iID, v, rPol), K,N)
ipID = iPidOf(pID,Md,)

F, = (pID, inID,ilID, 0, pr,|d, vPol, x > v, -,Md,,, initN(vPol.Inits); c;; ret)

trigger(inID,pID.Md,,)

¥, PDecl + I,IRQ, K,N,V, S, F, O = LIRQ,K',N,V,F>S.F,,Q

TrRIGGERINT-I

392



The rule TRIGGERINT-I runs an interrupt isr() from PDecl if its priority is high enough to
preempt the currently-running task (pr > prOfipr.)). We bind the input v from IRQ to x to be
used in evaluating c;; ret. We also initialize all variables in Inits to 0 and evaluate the interrupt
on updated memory N’. We push the preempted task frame F to the stack F' > S to be resumed
later on. The schdFrame computes Md, for the interrupt and updates the checkpointed context.

F = @ID,,rID.ID,, versionc,ﬁc,pcSC, vPol.,v,., E.,Md., post(elD,v))
eh(elD, 0, pr,vPol, rPol, Ax.c,) € PDecl pr > prOf(pr.) fresh(pID)
fresh(relD) F' = (pID_,rID,,ID,, versionc,ﬁ’c, pcS..,vPol.,v., E., Md,, skip)
Md,,, K") = schdFrame(PDecl, (pID, eID, v, rPol), K,N)
ipID = iPidOf(pID,Md,)

F, = (pID, relD, elD, 0, pr,1d, vPol, x — v, -,Md,, initN(vPol.Inits); c,; ret)

, PosTEVENT-1
trigger(relD,pID Md,,

)
Y, PDecl + I,IRQ, K,N,V, S, F, Q = LIRQ,K',N,V,F' > S,F,,Q
The rule PosTEVENT-1 is similar to post interrupts rules, except that the events are posted by
an explicit command post(elD, v). The checking rules make sure that the mode for posting these
events is jit, which is necessary for correctness. We push frame F’ with command skip to the
stack so that after F, finishes, execution can resume from the next line of code in the interrupted
task.

N’ = initN*(Inits, ipID, N)
ipID = iPidOf(F) F = (ID,rID,ID, version,ﬁ, pcS,vPol, v, E, Md, initN(Inits))
F’ = (pID, rID, ID, version,p_;*, pcS,vPol, v, E,MA[NVw «— NVw U Inits], skip)

¥, PDecl + I,IRQ, K,N,V, S, F,Q => I,IRQ,K,N",V, S, F’, Q

INIT-N-1

The rule IntT-N-I initializes a batch of variables Inits to 0, and updates the NVw field of the
frame mode to include these variables. The runtime command initN is introduced with triggering
a task or beginning an atomic region to initialize the Inits variables of each.

E.4.5 Delaying Interrupts and Events

IRQ = irq :: IRQ’ irg = interrupt(inlD, iID, v)
pr < prOf(p_>rc) isr(iID, 0, pr,vPol, rPol, Ax.c;) € PDecl
F = @ID,,rID.ID,, versionc,ﬁc,pcSC, vPol.,v., E.,Md,, ¢)

delay(inID)
W, PDecl + I, IRQ,K,N,V,S,F,Q " = I,IRQ',K,N,V,S, F, enqueue(Q, irq)

DELAYINT-1

F =@ID,rID.ID,, versionc,p_}c, pcS,,vPol.,v., E.,Md,., post(elD, v))
eh(elD, 0, pr,vPol, rPol, Ax.c.) € PDecl pr < prOf(IT;)fC)
fresh(relD) F’" = (pID,,rID,, ID.,, versionc,ﬁc,pcSC, vPol., v, E.,Md,, skip)

¥, PDecl + I,IRQ, K,N,V, S, F, Q
LIRQ,K,N,V,S, F’', enqueue(Q, event(relD, eID, v))

DELAYEVENT-1

delay(relD)
-
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The rule DELAYEVENT-I and DELAYINT-I enqueue events and interrupts to Q if its priority is not
high enough to preempt the currently-running task. In case of a power failure, the reboot rules
enforce that only tasks with policy continue will survive (i.e., discard tasks will be forgotten).

E.4.6 Return

At the point of return, we use finalizeK to update K with the current N and V (because the effects
of this current frame should be observable by other tasks now) and to remove its frame from the
checkpointed stack. We have two rules for return, RET-S-I and ReT-S-1Q, the key difference being
whether to play a task from the stack or the queue respectively. When resuming a half-finished
task, we should not reinitialize the Inits variables, whereas when playing a task from the queue
we do need to because the task is running for the first time.

F. = (pID,, rID,, ID, version,, pt., pcS., vPol,, v., -, Md,, ret(res))
finalizeK(K, F.,V,N) = K’
S=FpS§’ F = (pID,, rID,, ID,, 0, pt,, pcS,,, vPol,, u,, E,, Md,, ¢,)
Q =tk(rID,,,ID,,v) :: Q' prOfipr,) > pr,

Md K" = { schdFrame(PDecl, (pID,, ID,, v, rPol), K’',N) if Md, = altOf(rPol)
n Md,,, K") else
o= { initN(vPol,,.Inits); c,; ret(res’)  if Md, = altOf(rPol)
n c, else

ipID = iPidOf(pID,,Md)) F’' = (@ID,,rID,,ID,,0, ﬁn,pcSn, vPol,,v,, E,,Md, c,
N,V,u.+res | v, 0, = complete(pID,,v,) o0, = trigger(rID,, pID,,Md,)

RET-S-1I

¥, PDecl v I,IRQ, K,N,V, S, F., 0 = I,IRQ,K",N,V,S", F", O
The rule ReT-S-I plays a half-finished task from the stack. We use schdFrame to prepare the
checkpointed context and mode for this execution and run the frame F’ with the updated mode
under the updated K" and the popped stack S’.

F. = (pID,, rID,, ID, version,, pt., pcS., vPol,, v., -, Md,, ret(res))
finalizeK(K, F.,V,N) = K’ S=Fp>S’

F = @ID,,rID,, IDn,ﬁn,pcSn, vPol,,v,, E,,Md,, ¢,) Q =tk(ID,, ID,,v) :: Q
task(/Dy, 0, pr,,, pcS,,, vPol,, rPol,, Ax.c,) € PDecl pry> prOfipr,) Jresh(pID,)
fresh(rID,) schdFrame(PDecl, (pID,, ID,, v, rPol,), K',N) = (Md,, K”')
ipID = iPidOf(pID ,,Md,)

F = (pID,, rIDy, ID,, O,prq,pcSq, vPol,, x — v, -, Mdy, initN(vPol,.Inits); c,; ret)
N,V,vu. +res || v,

complete(pID,.,v;)
trigger(rID,,,pID, Md,

)
¥, PDecl + I,IRQ, K,N,V, S, F., Q = LIRQ,K”,N,V,S,F’,Q’

ReT-Q-I

When the enqueued task has higher priority than the frame on the stack, we run the next task
from the queue (RET-S-1Q). The rest of the rule is similar to RET-S-I, except that here we initialize
the variables in Inits and run the task on the updated memory N’.
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F, = (pID,, rID,, ID., version,, pt., pcS., vPol., v., -, Md,, ret(res))
ﬁnaliZeK(K’ FC7 Va N) = K, F/’l = ("" KRR 'a'a"Skip) N, Va Ue reS.U. Vy

RET-HALT-I
complete(pID,,v,)

¥, PDecl + I,IRQ,K,N,V,, F.,- =  LIRQ,K,N,V,-, F,-

The rule RE-HALT-I halts execution when there are no tasks in the stack or the task queue. If
there are no more interrupts to be triggered from /R(Q, this rule would halt the overall execution.
Otherwise, this rule simply pauses the execution for when the next interrupt from /RQ fires.

E.4.7 Atomic Regions

F = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E, jit,
startaom(alD, w, u, B, p, Inits); c; €Ndaiom)
K=(N,V,F,>S8%) K = Ny e~ N, Vib Fo> Sp) lpldOf(F) = iplD
vPol = (ShAcc, nlds, Inits) Fo = @ID,rID,ID, version,ﬁ)’,pcS, vPol, v, E,
atom(alD, 0, w, u, p, Inits, -, -), initN(Inits); c; €Ndatom)

W, PDecl + I,IRQ, K,N,V, S, F,Q = I,IRQ,K’,N,V, S, Fy, O

STARTATOM-]

The rule StarTATOM-I runs an atomic region in jit. N, «~ N|, updates N, with the current
checkpointed values in N. When we start an atomic region, we replace the jit placeholder frame
F with the current frame F”’ so that in case of a power failure, the system re-executes the region
from the beginning. There is always a jit frame, even if we just finished another atomic region,
because EnpAtoMm-I will place a jit frame there. The set of nonvolatile writes is set to Inits
because the initialization doesn’t trigger the assignment rules and we need to track that they have
been written (we will see later that in atomic regions, Inits are ld(_)). The volatile writes set is
initialized to 0.

F = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E,
atom(alD, rb, w, u, p, Inits, NVw, Vw), endaiom)

F’' = (pID, rID, ID, version,p_;",pcS, vPol, v, E, jit, skip)
K=(Ny,Vi,Fi>S)  Fy = (pID,rID, ID, version, pr, pcS, vPol, v, E,
atom(alD, rb, w, u, p, Inits, NVw, Vw), c) Vi =Vi e Vi,

N; = Ni v Nlyw K" = (Nilekvarofis o Vi Fs(pID) > S t) N,V,utres | v,

endAtom(pID,alD,rb,v,)
¥, PDecl + I,IRQ,K,N,V,S,F,Q — LIRO,K',N,V,S,F’,Q

EnpATOM-1

The rule ExpArom-I closes off an atomic region, detected by the command endgiom. K is
updated to replace the atomic region recovery frame Fj with a jit placeholder to prepare for
executing the upcoming jit region, and with updated volatile and nonvolatile memories. V; is
updated with the most recent writes in V, restricted to the ones written by the atomic region (53).
N is updated with the most recent nonvolatile writes NVw, restricted to the variables that are
already checkpointed and ckVarOf(S ;) which is the set of ws in the checkpointed stack. We will
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lose a frame if jit low power fails to checkpoint the state. We would have to assume this is not
the case. Lastly, the rule evaluates the result argument res to a value v.

F = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md,
startyom(alD, w, u, B, p, Inits); c; €Ndaiom)
Md € {discard(...), next(pID,, . ..)}
F’ = (pID, rID, ID, version, pt, pcS, vPol, v, E, Md, initN(Inits); c)
ipidOf(F) = ipIlD vPol = (ShAcc, nlds, Inits)

¥, PDecl + I, IRQ,K,N,V, S, F,Q = I,IRQ,K,N,V, S, F’, O

StarTATOM-DA

The rule StarTATOM-DA starts atomic regions in a to-be-discarded task, meaning it will not
re-execute. For this reason, we only initialize the Inits variables but do not need to update K. We
remove the end atomic command, because we do not need it. In discard mode, we will never
execute an end atomic command, meaning that the stack does not update with jit placeholder
frames after running an atomic region.

E.4.8 Power Failure

Power failures are nondeterministic, meaning they could happen at any point during a program’s
execution.

F = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md, c)
K =W, Vi, Sh) S]'( = updJitS(Sy, F > S) K = (N, Vk’S]/c)

Y, PDecl+ I,IRQ,K,N,V,S,F,Q = I,LIRQ,K' N, -, -,reboot, QO

PowEgRFAIL-I

When power is about to fail (regardless of the mode), the rule PowerFaIiL-1 updates the check-
pointed stack with the current frame F, to be resumed when power is restored. The function
updJitS(S, S) updates every jit frame in S with the corresponding frame in S'. The memory in-
side of the checkpointed context does not need to be updated here as it has already been updated
if variables were written (taken care of the assignment rules).

E.4.9 Reboot

When power is restored, we can re-execute the interrupted task (as in REBoot-1) or run an alter-
native if applicable (as in REBoot-1A.) Both rules pull out the checkpointed stack and memories
from K. They clear all discard tasks from Q, meaning that, e.g. interrupts marked as discard,
do not persist across power failures, and increment all the reboot counters of atomic regions on
the stack by 1. The recovery context K’ is updated with the incremented stack frames. We write

NP "~ N and V?'?" as shorthand for the respective memories, with pID updated to the current

rebooted process ipID’. For example, Nlip " > N means the locations of N with checkpointed
locations in N, are updated with those values and a pID of ipID’. This is a subtle detail needed
for our correctness proof.
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K=(WN,V,S) (F > Sy) =incRb(S)
K =N, V,Fr>S) F = ID,rID,ID, version,ﬁ,pcS, vPol, v, E,Md, ¢)
polOf(F) # altOf(.) 0 =040 Vik € Qg, polOf(tk) = discard
Ytk € O, polOf(tk) = continue ipidOf(F") = ipID’

REeBooOT-1

b 7 4 . 2
W, PDecl + I,IRQ, K, N, -, -, reboot, 0 = I,IRQ, K', N s N, V"'?' S F, O,

K=WN,V,F>S) S = incRb(S) K = (N, V,Sp)

F = (pID,,rID,,ID,, versionn,ﬁn, pcS,,vPol,, x — v, -, altof(_, rPol,), c,; ret(res))
0 = Qy, O Vik € Qu, polOf(tk) = discard Vik € Oy, polOf(tk) = continue
(Md,., K”) = schdFrame(PDecl, (pID,, ID,, v, rPol,), K',N)

N' =N N ipID = iPidOfipID,,¥d,)

F’" = @ID,,rID,,ID,, versionn,ﬁn,pcSn, vPol,, x — v, -, Md,, initN(vPol,.Inits); c,; ret(res))
REeBoOT-IA

b
¥, PDecl + I,IRO, K, N, -, -, reboot, Q = I,IRQ, K”",N', VPP S, F', O,

If the mode is altOf(_, rPol) (as in REBooT-1A), we appeal to the schdFrame and initN functions
to prepare for running a new (alternative) task. We use the re-execution policy of the alternate
task rPol, to decide how to update the stack in schdFrame, inserting a jit placeholder if the mode
is jit, or another alternate task if the mode is next (there can be nestings of alternatives).

E.4.10 Branching

F = (pID, rID, ID, version,ﬁ, pcS, vPol, v, E, Md, if e™ then ¢, else ¢,)
pcS = pcy > pcS,
N,V,u. + e | true task(ID, version, pr, pcS, vPol, rPol, Ax.c) € PDecl
YD, version,sMd) =T sMd = smodeOf(11d) pc = (Uweal'(X0)]5) U pcgy
F’ = (pID,rID, ID, version,ﬁ,pc > pcS, vPol,v,endi > E,Md, ¢y)

¥, PDecl + I,IRQ,K,N,V, S, F,Q0 = I,IRQ,K,N,V, S, F’, Q

Ir-TRUE-I

F = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E,Md, if ¢* then ¢, else ¢,)
pcS = pcy > pes,
N,V,v,. + e | false task(ID, version, pr, pcS, vPol, rPol, Ax.c) € PDecl
YD, version,sMd) =T sMd = smodeOf(Md) pc = (Ueal'(0) 1) U pcy
F’ = (pID, rID, ID, version,ﬁ)’, pc > pcS,vPol, v,end; > E,Md, ¢,)

¥, PDecl + I,IRQ,K,N,V, S, F,Q => I,IRQ,K,N,V, S, F’, O

Ip-FALSE-I

F = (pID, rID, ID, version,ﬁ, pc > pcS,vPol, v, end; > E, Md, skip)
F’ = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, skip)

¥, PDecl + I,IRQ, K,N,V, S, F,0 = I,IRQ, K,N,V, S, F’,Q

Ir-EnD-1
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When starting a branch (rules Ir-True-1 and Ir-raLse-1), we raise the pc to the join of the
current pc,, and the g (triple) of all the variables the branching condition e depends on. We write
it as pc = (Uyeal'(x)1g) U pcy. Our frames come with a stack of pc to handle nested branches. We
also the instruction end; to E to pop the pc at the end of a branch (rule Ir-enp-I).

E.4.11 Let

F = ID,rID,ID, version,ﬁ, pcS,vPol,v, E,Md, let x = e in ¢)
F’' = (pID,rID, ID, version,ﬁ’, pcS,vPol,v[x — v], E,Md, ¢)
N,V,urelv  xfresh

¥, PDecl + I,IRQ, K,N,V,S,F,0 = I,IRQ,K,N,V, S, F’, Q

Ler-1I

F = (pID, rID, ID, version, pr, vPol, v, E,Md, let x = in() in cV)
F’ = (pID, rID, ID, version,ﬁ, vPol, v[x — V], E,Md, ¢) x fresh

Ler-IN-I
. in(inID)
¥, PDecl - in(inID, v) :: I, IRO, K,N,V,S,F,Q = I,IRQ,K,N,V,S,F’, 0
All the variables written to by let are local volatile variables. To help with unscoping variables
at the end of a let, we only add the bindings to v. In case of a power failure, jit checkpointing

would save the entire frame, including v, to the recovery stack at the low power signal.

E.4.12 Sequencing

F = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md, c1; ¢3)
F’ = (pID, rID, ID, version,ﬁ;)”,pcS, vPol,v,([];¢c2) > E,Md, ¢;)

Seql-I
Y, PDecl+ I,IRQ,K,N,V,S,F,Q = ILIRQ,K,N,V,S,F’', Q
F = (pID, rID, ID, version,ﬁ, pcS,vPol,v, ([ ];c) > E,Md, skip)
F’' = (pID, rID, ID, version,ﬁ, pcS, vPol,v, E,Md, ¢) Sl
EQ2-

¥, PDecl + I,IRQ,K,N,V,S,F,Q0 = I,IRQ,K,N,V, S, F’, Q

The rules Seql-I and SeqQ2-I execute sequences of commands c;; ¢, by first running ¢; and
pushing ¢, to E (SeQl-I). When ¢ is finished running, SEQ2-I pulls ¢, from E and runs it.

E.4.13 Critical Sections

F = (pID, rID, ID, version,ﬁc,pcS, vPol, v, E, Md, start.,(pr, ShAcc); c; endc,)
F’' = (pID, rID, ID, version, pr > ﬁfc,pcS, vPol, v,end. > E,Md, ¢)

¥, PDecl + I,IRQ,K,N,V,S,F,Q = I,IRQ,K,N,V, S, F’, Q

STARTCRIT-I

F = (pID, rID, ID, version, pr > ﬁc,pcS, vPol, v, end. > E, Md, skip)
F’ = (pID, rID, ID, version, pt., pcS, vPol, v, E, Md, skip)

¥, PDecl + I,IRQ,K,N,V,S,F,0 = I,IRQ, K,N,V, S, F’, Q

ENDCRIT-1
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Critical sections are analogous in their treatment of priorities to branches and their treatment
of pc. To run a critical section (STARTCRIT-I) pushes end,, to E and the section priority pr to the
priority stack pr.. At the end of a critical section, ENpCRriT-I pops both, returning to the normal
task priority.
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E.5 Fully-Annotated Running Example

event(ID:entry, pr:1, vPol,, rPol:immediate,

startyom(alDe, aPole); starte(pr:2, ShAcc:{x, d, log}); d := diff(prev, X); prev := x; read(log); endcr; €Ndatom)

isr(ID:ISR_IN, pr:2, vPol;, rPol:discard, lety := in(); starts (pr:2, ShAcc:{x, d, log}); x := y; log := d; endc,)

where aPol, = (w:{prev}, u:{d}, B:-, p:{x, log})
vPol, = (ShAcc:{x,d,log}, ShCP:-,nlds:-) vPol; = (ShAcc:{x,d, log}, ShCP:{x}, nlds:{log})

We show the full running example execution. Changes from the previous line are highlighted,

while those remaining the same are abbreviated as “...”. We write i for interrupt.

L:in(11), IRQ:())(ISR_IN,v;), K:-,N:(x — 3,d + 0, prev  5),V:-, S, Fen1, O:+

L:in(11), IRQ:())(USR_IN, v;), K:(-, -, F ;(p0)),N:(x  3,d + 0, prev > 5),V:-, S+, Fepo, O
I:in(11), IRQ:())(ISR_IN, v;), K:(-, -, F j(p0)),N:(x — 3,d — 0, prev — 5),V:-,S:, Fons, O
L:in(11), IRQ:(i)(ISR_IN, v;), K:(prev"k — 5, Fena),N:(x > 3,d — 0,prev — 5),V:-, S, Fena, O:-
L:in(11), IRQ:(i))ISR_IN, v;), K:(prev® 5, -, Fena),N:(x = 3,d = 0, prev > 5),V:-, S, Fons, O:-
L:in(11), IRQ:(i)(ISR_IN, v;), K:(preka — 5, Fena),N:(x > 3,d — 0,prev — 5),V:-, S, Feng, O:-
L:in(11), IRQ:())(ISR_IN, v;), K:(prev™* > 5., Fena),N:(x = 3,d — 0, prev - 5),V:-, S, Fon7, O:-
L:in(11), IRQ:(i)(ISR_IN, v;), K:(prev“k — 5, Fena),N:(x > 3,d — 2,prev > 5),V:-, S, Feng, O:-
L:in(11), IRQ:())(ISR_IN, v;), K:(prev™* > 5.+, Fena),N:(x = 3,d — 2, prev - 5),V:-, S, Feng, O:-
I:in(11), IRQ:())(ISR_IN, v,), K:(preka =5, Fena), N:(x = 3,d — 2, prev — 2),V:-, S+, Fen0, Q:+
L:in(11), IRQ:())(ISR_IN, v;), K:(prev™* + 5., Fena),N:(x = 3,d > 2, prev - 2),V:-, S, Fent1, O:
I:in(11), IRQ:())(ISR_IN , v,), K:(prev"k =5, Fena),N:(x = 3,d — 2, prev > 2),V:-, S, Feno, Q:+
trigger(p1)
=

= Lin(11), IRQ:-, K:((x* > 3, prev™ > 5),, Fona), N:(x = 3,d > 2, prev > 3),V:+, S :Fent2, Finz, O+

in(11
) [ IRO:, KA((x > 3, prev® i 5), -, Fona), Ni(x = 3,d > 2, prev i 3), Vi, S :Fantz, Fing, O:-

S I:"IRQ:'s K:((ka g 3’previ‘k = S)s s Fen4)a N:(-x = 3,d = 2’prev = 3)9 V:"S:Fel’ﬂZ» Fin4, Q
= I+, IRQ:-, K:((x* — 3, prev* 15 5), -, Fena), N:(x = 3,d — 2, prev + 3),V:-, S :Fent2, Fins, O:-
= [, IRQ:-, K:(x* = 3, prev™* 5 5), -, Fena),N:(x = 11,d 2, prev = 3),V:-, S :Fent2, Fing, O:-

= I, IRQO:-, K:(x* 3,prev”k = 5),-, Fena), N:(x > 11,d — 2,prev — 3),V:-, S, reboot, Q:
rb

= I, IRQ:-, K:(x* 3,preka —5), -, Fena), Ni(x = 3,d = 2,prev i 5),V:-, S Fl ,, O
I IRQ: K:(-, -, Fy(p0)),N:(x = 3,d = 2,prev + 3),V:-, S, Fl 15, Ot

I:'aIRQ:'9 K:('a ) Fl(p()))s N:(-x = 3,d = 2’prev g 3)7 V:"S:'s Fen13, Q
I, IRQ:-, K:(-, -, F;(p0)),N:(x — 3,d > 2,prev > 3),V:-, S, Fenig, O:-

I IRQ:,K:-,N:(x = 3,d — 2,prev > 3),V:, S, Fin, Q-
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L:in(11), IRO:-, K:((x = 3, prev™® + 5), -, Fona), N:(x = 3,d = 2, prev  3),V:-, S :Foni2, Fin1, O:-

PosTEVENT-1
Seql-I
STARTATOM-I
Seol-1
STARTCRIT-]
SeqQl-1I
N-AsSsIGN-T
SeQ2-1
N-AsSIGN-T
ENDCRIT-I
SEQ2-1

TRIGGERINT-T
Seql-I
LerT-INn-I
STARTCRIT-1
Seql-I
N-AsSIGN-I

PowEgRFAIL-1

REBOOT-1

ENnDCRIT-I

ExpAtoMm-1
SEQ2-1

ReT-HALT-I



Frames for

Fenz = (pID:p0, ID:entry, pr:1, vPol,, viinp — v,, E:-, Md:jit,
startaom(alDe, aPoly); (starte (pr:2, ShAcc:{x, d}); d := diff(prev, x); prev := x; read(log); endc;); endatom; ret)
Fons = (..., E:[]; ret, Md:jit,
startyom(alDe, aPoly); (starte (pr:2, ShAcc:{x, d}); d := diff(prev, x); prev := x; read(log); endc); €nNdatom)
Fena = (..., E:[];ret,Md:atom(alD,, aPol,, NVw:-, Vw:-, rb:0),
(starte (pr:2, ShAcc:{x, d}); d := diff(prev, x); prev := x; ; read(log); endc,); €Ndatom)
Fens = (..., E:endgiom &> ([J;red), ...,
(starter(pr:2, ShAcc:{x, d}); d := diff(prev, x); prev := x; read(log); end,))
Feng = (..., pr20>1,. .., E:endg > (endaom; ([1; ret)), . . .,
d := diff(prev, x); prev := x; read(log))
Fen7 = (..., E:prev := x;read(log) > (endg > (€Ndgiom; ([1; ret))), . .., d := diff(prev, x))
Fens = (..., E:prev := x; read(log) > (endc; > (€ndatom; ([1; ret))), Md:atom(alD,, aPol,, NVw:{d}, Vw:-, rb:0), skip)
Feng = (..., E:end¢ > (endaiom; ([1; ret)), ..., prev := x; read(log))
Fenio = (..., E:ende > (endaiom; ([1; ret)), Md:atom(alD,, aPol,, NVw:{d, prev}, Vw:-, rb:0), skip)
Fentt = (..., pr:1, E:endatom: ([1; ret), . ..., skip)
Fentoa = (..., E:([];ret),...,endaom)
Fiu = (..., E([I;ret), Md:atom(alD,, aPol., NVw:-, Vw:-, rb:1),
(starte (pr:2, ShAcc:{x, d}); d := diff(prev, x); prev := x; read(log); endc,); endaiom)
Fln1o = (...,endaom)
Fen1z = (..., Md:jit, skip)
Fenia = (..., E:-, Md:jit, ret)

Frames for ISR_IN

Fin = (pID:p],ID:ISR,IN,;T}:Z, vPol;, viinp — v;, E:([]; ret), Md:discard(-, -),

lety = in()in (starte(pr:2, ShAcc:{x, d}); x := y;log := d; end); ret)

Fino = (..., E:([]; ret), Md:discard(-, -), lety = in() in (starts (pr:2, ShAcc:{x, d}); x := y;log := d; endc))
Finz =(..,v:(inp » v,y > 11), E:([];ret), ..., startg(pr:2, ShAcc:{x, d}); x := y;log := d; end)

Fina = (..., pi20>2, ..., E:endg > ([I;ret), . .., x := y;log := d)

Fins = (..., E:([];log := d) > (endg > ([];ret)), ..., x :=y)

Fine = (..., skip)
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E.6 Type System

In this section, we define the types and type checking rules of our system.

E.6.1 Types

access qualifier qAcc :»= RD|WT|CK

id qualifier qlD = ld(gAcc)|Id|Nid
type qualifier q ::= (qlID, qlD, qID)
Typing context r n= | x:int@g
pc pc = Id|Nid

writes MFWts = - | x, MFWts

dependent variables A lx, A

Our system uses typing contexts I" to check each task separately. Each entry in I" has the form
X : int@g where variable x is always of type int and is annotated with a type qualifier q indicating
whether a variable’s idempotence (Id) or nonidempotence (Nid).

Because tasks can be preempted nondeterministically at any point while running a given
task, it is important to reason about variable idempotence with respect to local usage within a
task and also global usage by other tasks in the system. To capture this, type qualifiers are a
triple of idempotence qualifiers {(qID, qID, qID), where the first component represents the local
(non-)idempotence of x, and the second and third components represent how x is used by tasks of
lower and higher priority, respectively. When checking atomic regions, local variable qualifiers
that are Id come with an interior access qualifier which indicates whether a variable is read-only
(), written (WT), or checkpointed (CK) in that region.

In the checking rules, we use the write set MF'Wts to statically track variables that could have
been written by an atomic region, and A to track the set of variables an expression depends on
which is needed for checking branches. Expressions have simple type ¢ of int or bool.

Intermediate definitions. We define the order of accesses as Id(_) C Nid. We define the join
(L) over qualifiers g below:

qID. = gID! U gID*>  gID, = qID, UqID;  qID), = qID; U qID;
(qID!, qID;, qID;) i {qID?, qID;, qID}) = {qID.., qID;, gID,,)

Q-JOIN

qID.. = pc U gID, U gID, U qID,
(qID,, qID,, qID,) U pc = qID..

PC-JOIN

In @-JoN, we define the join over qualifiers {gID_, gID,, gID,) as the join over their respective
components. We say that ld(a;) Ul Id(a,) is undefined if a; # a,. When checking branches, we
need to compute the join of a ¢ triple and a pc (either Id or Nid), which is just the join of all
components of g and pc (as in PC-JOIN).

In the next sections, we give fine-grained typing rules for our system, beginning with expres-
sions, then commands, and lastly tasks.
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E.6.2 Expression Typing Rules

We define the typing rules for expressions below:

FHte:t@g, A T I e r@g, A T,MFWts F3°" ¢ : t@gq, A

I'(x) = t@{qID,, qlID,, qID,) sMd € {jit, discard}

— T-Var-Reapl
'+ x : t@{qID,,qID,,qID,),{x}

I'(x) = t@{Id(WT), gID,, qID,) x € MFWts
[, MFWts +3°™ x : t@(ld, ¢ID,, qID,), {x}

T-VAR-READ2

['(x) = t@{gID,,qID,,qID,)  qID, # |d(WT)
I, MFWts +3°™ x : t@(qID,, qID,, qID,), {x}

T-Var-READ3

e 1@qy, A [+ e, 1@q, A, sMd e {jit, discard}

d T-BmNor-REaD-DJ
s e © e l@(ql UQQ),Al U A,

[, MEWts +3°™ ¢, : t@q,, A, [, MEWts -3°7 ¢, : t@g, Ay

atom T-Bivop-REaD-A
I', MFWts + el @621f@(Q1U6]2),A1UA2

Our typing judgments are indexed by simple mode sMd, where checking an expression under
the mode atom depends on the writes set MFWts and context I and modes jit and discard only
depend on I'. We check that x has simple type ¢ with qualifier g, but where each component is
restricted to just Id or Nid.

If the simple mode is either jit or discard, the rule T-Var-ReaD1 checks a variable x by looking
up its type in I'. The set {x} is returned, indicating that x was read.

The rules T-VArR-READ2 and T-Var-ReaD3 check a variable x under the mode atom. The rule
T-Var-READ2 says that if the local qualifier of x in I is Id(WT), then x should type check only if
x is already in MFWts, meaning that it is a must-first-write that has already been written to and
hence is safe to read here. The resulting type of x is the same but where the local qualifier is
flattened to Id. Otherwise, if x does not have local qualifier Id(WT), the rule T-VarR-READ3 looks
up the type of x in ' and checks x according to that type with flattened local qualifier ¢ID.,,
defined as m =Id, Id = Id, and Nid = Nid.

The rules T-Bivop-Reap-DJ and T-Bivor-ReaD-A check binary operation e; © e,. If the mode
is jit or discard, the rule T-Binor-ReaDp-J checks e; and e, separately, respectively computing
qualifiers ¢, and ¢, and variable sets A; and A,. The resulting type of e; © e, is the join of
qualifiers g LI g,, and the resulting variable set is A; U A,. The rule T-BiNnor-READ-A is similar,
checking e; ©® e, under mode atom.
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E.6.3 Command Typing Rules (in mode atom).

Our command typing judgments are also indexed by a simple mode and also the current task pri-
ority pr, which is needed for critical sections. In this section, we give the command typing rules
for the mode atom. Note that we do not allow nested atomic regions and posting events from
atomic regions, so checking rules for starting an atomic region and posting events are excluded
from this set of rules.

I, MFWts, pc F37 ¢ = MFWts'

[y, MFWts 3™ ¢ : bool @g,, A, Lo, MFWts,Nid F237 ¢; = MFWits’
Lo, MFWts,Nid F2°7 ¢, = MFWts' A=A,

Lo, MEWts, Nid F297 if ® then ¢, else ¢, = MFWts'

T-IF-NmD-A

[y, MEWts 3™ ¢ : bool @g,, A,
Lo, MFWits,1d U g, FR7 ¢y = MFWts;  To, MFWis,1d U g, FR7 ¢y = MFWis,

W = (MFWts; U MFWtsy) \ (MFWts; N MFWts,)
Vx € W,Ty(x) = Id(CK)  MFWis' = MFWis, " MFWts, A = A,

Lo, MEWis, Id -390 if ¢ then ¢, else ¢, = MFWts’

T-Ir-Ip-A

The rules T-IF-Nip-A and T-Ir-Ip-A check conditionals when the pc is Id or Nid. In a condi-
tional where the pc is Nid (T-Ir-Nip-A), we check each branch ¢; and ¢, separately as Nid. We
assume the resulting writes sets are the same across branches because in Nid branches, the only
variables that are allowed to be written are those that are also Nid and we do not update the writes
set for Nid assignments (see assignment rules). We check e with type bool @¢, and read set A,,
and check that A, is the same as A.

When the pc is Id, the rule T-Ir-Ip-A applies. We first check e under type bool @g, with read
variables A,. Then, we check branches c; and ¢, separately under Id LI g,, producing write sets
MFWts, and MFWts, respectively. The resulting writes set MFWts’ is the intersection of these
two sets. The exclusive-may-write variables W have to be checkpointed.
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I'(x) =t@q,
gx = {qID,,qID,, qID,)  gID.# 1d(RD) T +*"¢:t@q,, A,
MFWts if g. = Nid
MFWts,x if g. = 1d()

[, MFWts, pc F97 x := e = MFWts'

q. U pc E gID, MFWts" = {
T-AssigN-N-A

I'(x) =t@gq, q. =(ld,4qID,,qID,) [ 07 ¢ t@g,, A, q.UpcCld
[, MFWts,pc 290 x := e = MFWis

T-AssiGN-V-A

[, MFWts,pc F290 ¢; = MFWtsy T, MFWtsy,pc 220 ¢; = MFWts,
I, MFWts,pc F397 c1;c0 = MFWis,

T-SEQUENCE-1-A

[, MFWts, pc F97 ¢ = MFWts' T, MFWts', pc F227 endaiom : ok
[, MFWts, pc F297 ¢; @Ndatom : OK

T-SEQUENCE-2-A

dom(l"im(m)) C MFWts

T, MFWts, 1d 3™ end ok T-Arom-Enp-A
’ ’ vPol atom -

The T-AssigN-N-A rule types an assignment of expression e to variable x in nonvolatile mem-
ory if it is not locally read-only. If x is locally Id(_), then we need to collect it into our writes set
MFWts’, and otherwise we do not. We check that it is okay to assign e of ¢, to x of g, by check-
ing that the join of g, and the current pc are bounded by gID,. The rule T-AssiGN-V-A performs
the same check but does not update MFWts, as it is for tracking nonvolatile writes only. We also
assume that variables in volatile memory are always Id, because they are wiped on re-execution,
although this assumption may be too restrictive (see discussion section).

Together, the rules T-SEQUENCE-1-A and T-SEQUENCE-2-A type sequences of commands inside
of atomic regions. T-SEQUENCE-2-A types the command inside of an atomic region c¢; €ndgiom as
ok given an initial writes set MFWts if ¢ is well-typed. If ¢ is another sequence of commands
c1; ¢, we need to appeal to T-SeQueNce-1-A which first checks ¢; with I' and MFWts, producing
updated write set MFWts,, and then it checks ¢, with I' and write set MFWts;, producing the
final writes set MFWts,.

T-Atom-EnD-A checks that all must-first-write variables (of type Id(WT)) have been written to
by the end of an atomic region and that the result argument is fully idempotent.

I, MFWis, |d 297 ¢ = MFWis'
pr, = ceilingPrOf({pr’ | tk(ID, version, pr’, vPol, rPol, Ax.c) € PDecl
A (ShAcc N vPol.ShAcc # 0)}) pr = pr, ShAcc C vPol.ShAcc
ShAcc # 0 ["={x:t@q| x e dom(') A x ¢ vPol.ShAcc \ ShAcc}

atom . ; T-CRITICAL-A
I, MFWts, |d v starte(pr, ShAcc); c; ende, = MFWts

The rule T-CriticaL-A checks a critical section in atomic mode. It checks the command c,
and that the priority pr is high enough. We check that pr is at least as high as the task priority pr,
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(which was inserted in the high-level check T-Task) and that pr is at least as high as the priority
of other tasks with common shared accesses pr,, which ensures that ¢ will not be preeempted by
these tasks. Additionally, the rule checks that the critical section’s ShAcc annotation is correct,
in that it can only be a subset of the task’s ShAcc set, and that the only shared variables its code
accesses are the ones in ShAcc. We enforce the former by checking that ShAcc € ShAcc,, and the
latter by restricting the typing context I to exclude shared variables that appear in ShAcc, but
not in ShAcc.

L, MFWts r¥°" ¢ : t@q, A, (T, x: t@q), MFWts, pc I—i}%’}” c = MFWts’

atom . ; T-LET-E-A
I',MFWts,pc v p)) let x = einc = MFWts

(T, x : t@(ld, Id, Id)), MFWts, pc +2°7 ¢ = MFWts'

- T-LeT-IN-A
I, MFWts,pc 37 let x = IN() in ¢ = MFWis'

T-Skip-A

I', MFWts, pc I—i}gy skip = MFWts

The rule T-LET-E-A for checking the binding of an expression to variable x is standard. We
first check e : t@g, and then ¢ with x : t@g injected into the context, producing the final output
set MFWts'. The rule T-LeT-IN-A is similar, but we restrict the input to be Id, assuming that it
is the same every time. The rule T-Skip-A checks a skip command under atomic mode without
updating the writes set MFWts.
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E.6.4 Command typing rules (in mode jit and discard).

The following rules are the same for jit and discard, because commands do not re-execute in
these modes. They are similar to the ones for atomic mode, however id qualifiers do not track
access modes meaning that we do not need the written variable sets in this judgment.

sMd .
[, pe 55, ¢ oK

I'+" ¢ :bool@q,, A, T, pcy U g, 553 ¢ @ ok T, pcy U g Fo5% ¢y : ok
TLpcyUq. Hpendg:ok A=A,  sMd e {jit, discard}

— T-Ie-DJ
[, pcy Fopy, if € then ¢ else ¢, : ok
I'x)=t@q, T rMe:t@q,, A,
q. U pc E gID, qx = {qID_, qID,, qID,) sMd e {jit, discard}
T-AssigN-DJ

[,pc 58 x:=e: 0k

I, pc I—ngl ¢y ok I, pc l—:ggl ¢yt 0k sMd e {jit, discard}

< T-SEQUENCE-DJ
F,pC Fopor C15C2 ok

I'+"e:r@q, A, (T, x : t@gq),pc F553 ¢ : ok sMd e {jit, discard}

i - T-LET-E-DJ
I',pctop, letx=einc: ok

(T, x : t@(Id, Id, Id)), pc F5py ¢ : ok sMd € {jit, discard}

i - T-LET-IN-DJ
I',pc +op, let x = IN() in ¢ : ok

I, 1d +55% ¢ : ok pr > pr, sMd e {jit, discard}
pr, = ceilingPrOf({pr’ | tk(ID, version, pr’, vPol, rPol, Ax.c) € PDecl
A (ShAcc N vPol.ShAcc # 0)}) pr = pr,
ShAcc C vPol.ShAcc I"={x:1t@q | x e dom(') A x ¢ vPol.ShAcc \ ShAcc}

T, 1d 553, starte(pr, ShAcc); c; end, : ok

T-CriticaL-DJ

The rule T-Ir-DJ checks conditional branches by first checking e with qualifier ¢, and then ¢,
and ¢, separately by raising the initial pc to pc, U g.. The rule T-AssioN-DJ checks assignment
of e to x. Similar to T-Assion-V-A from above, we check that the join of g, and the initial pc is
bounded by the local qualifier of x (¢/D,). The rule T-SeQuENce-DJ checks a sequenced command
c1; ¢ by checking ¢, and ¢, separately. The rule T-LeT-e-DJ for checking a let binding is similar
to T-LET-E-A from above.

The rule for checking critical sections T-CriticaL-DJ is similar to T-CriticaL-A, but defined
here for modes jit and discard.

sMd e {jit, discard}

sMd

I, pc k,p,; SKip : Ok

T-Skip-DJ
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rdt o yv.r@ UpcCId
vPol de e P T-Post-J

T, pe +,  post(eID,v) : ok

vPo

[,pcrdsc@@c:ok T+ res:t@(ld,Id, Id), A,

T, pc !—S}foclard startyom(alD, w, u, B, p, Inits); ¢; €ndaiom : Ok

T-AtoM-BEGIN-D

The rule T-Skip-DJ checks skip commands. The rule T-Post-DJ checks post commands,
which we only allow in the mode jit for simulating a continuous execution of posted tasks. We
disallow posting events in discard mode because if this task fails, there is no matching continuous
execution.

We define a typing rule for the initialization command initN(Inits), which checks that each
variable in /nits has a typing in I'. For atomic regions, these variables are then added to the writes
set.

Vx € Inits I'(x) = t@{qlD,, qID,, qID,)

— - — T-INIT-A
I, MFWts, pc V257 initN(Inits) = MFWts U {Inits}

Vx € Inits I'(x) = t@{qID,, qID,, qID,) sMd e {jit, discard}

T - T-Inr-DJ
I, pc v p,, initN(Inits) : ok

wNp=10 pNu=>0 wNu=~0 w N Inits = 0
V x; € w s.t. T(x) = 4, @(gID, qIDY, gIDYY . qID¥ L gID + Nid
¥ x, € U Inits s.t. T'(x,) = 1,@(q", q),q),) .q, # Nid
vPol = (ShAcc,, ShCP,, nlds,, Inits;)
I" = mkCtxAtom(', w, u, B, p, Inits, nlds;)
atom

I, -, pc FM initN(Inits); c; @ndaiom : OK

[ paom ¢ . t@(qlDC, Id, Id), A, qlD, = Id
T-AtoM-BEGIN-]

I, pc I—jvii,ol startaom(alD, w, u, B, p, Inits); c; eNdaom : OK

The rule T-Atom-BEGIN-J checks atomic regions under jit where task re-execution makes
checkpointing variables necessary. The rule checks the inner command ¢ under the mode atom.
We check that the sets of variables w, p, and u are disjoint. For every variable in w, we check
that there are no non-idempotent writes from any other tasks, to ensure we do not checkpoint
any non-idempotent data. For every variable in u, we check that there are no non-idempotent
writes from any higher-priority tasks, because these could preempt us and write a Nid value the
middle of running an atomic region, but variables in u are expected to remain idempotent after
being initialized (see mkCtxAtom below). Given an initial context I', we compute a context I’
and check the inner command c; endgom under it.

Below, we define mkCtxAtom for computing a context for checking atomic regions according
to an intial I" that is restricted to atomic region and task-level nlds variable sets. For every
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variable in w that is Id in I', we update the qualifier to Id(CK), and similarly for p. The Inits
and pu variables low priority qualifiers are set to Id, and local qualifiers are set to Id(Wr). We
assume that the local qualifiers of both are already Id because the task-level Inits set would have
already reset any Nid qualifiers to Id, so it is just Id here. I', types all variables in 8, whose types
will all consist of singleton idempotence qualifiers. No access qualifiers are needed for these
variables since volatile memory does not persist through power failure. I',, types all variables in
the task-level set nlds, which could also be accessed in the atomic region.

Iy = {x: t@(ld(CK), qID,,qID,) | I'(x) = t@(ld, gID,, qID,), x € w}
Iy = {x:t@{ld(WT), Id, gID,) | I'(x) = t@[ld, gID,, gID,), x € u}
I', = {x : t@(Id(RD), gID,, gID,) | T'(x) = t@{ld, gID,, gID,), x € p}
I = {x:t@{dWT), Id, gID,) | I'(x) = t@(ld, gID,, gID,), x € Inits}
=T I, =T [ nlds

mkCtxAtom(I', w, u, B, p, Inits,nlds) =1, UL, UL, UL, UL, UT,

E.6.5 High-level type checking rules
The high-level rules compute a context ¥ for checking PDecl.
W+ tsk : ok

T-TASK-EMP T-TASK-IND

Yi-:0k W + tsk, TDecl : ok

PDecl = (post(elID, V)entry, IDecl, EDecl) Y + IDecl : ok Y+ EDecl : ok
Y + PDecl : ok

T-PDEecL

extractEffect(PDecl) = & mkGlobCtx(PDecl, &) =¥ Y+ PDecl : ok
+ PDecl : ok

T-PDEcL-ToP

In the rule T-PDecL-ToP, we use extractEffect to gather the sets of variables with unstable
or non-idempotent writes, which we call €. Using PDecl and &, mkGlobCtx computes a typing
context for each task (‘¥), including a type qualifier for each shared variable accessed by the task,
and accounting for the unstable/non-idempotent effects of all other tasks. The rules T-PDEecL,
T-task-IND, and T-task-Emp check the PDecl under V.
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PDecl = (post(elD, v)enry, IDecl, EDecl)
mkCtx(IDecl, &) = ¥, mkCtx(EDecl, &) = ¥,

mkGlobCtx(PDecl, &) = ¥,,Y,

MKGCtx-Topr

t = task(ID, version, pr,vPol, rPol, Ax.c)
vPol = (ShAcc, ShCP, nlds, Inits) immediate € range(rPol)
Niow = Ulvnian | UD°, version®, pr®) v (WNideqs VNia i) € & pr° < pr}
Nieq = U{Vnidzeq | UD°, version®, pr) = (Widteq Viaw) € & pr° > pr}
I = {x; : int@(Id, Id, glob(x;, Npeg)) | x; € Inits}
[y = {x, : int@(ld, glob(x,, Ni,\), glob(xy, Niey)) | X; € ShAcc \ (Inits U nlds))
I, = {x, : int@(Nid, glob(x,, Nio\), glob(x,, Nieq)) | X, € nlds)

mkCtx((t, TDecl), &) = ((ID, version, jit) — (I'y UT; UT,)), mkCtx(TDecl, &)

MKCTX-JIT

t = task(ID, version, pr, vPol, rPol, Ax.c)
vPol = (ShAcc, ShCP, nlds, Inits) {discard, next} N range(rPol) + 0
Niow = Utviigi | UD°, version®, pr') = (Wid egs Via.ni) € & pr’ < pr}
Nieq = U{Vnideq | UD°, version®, pr) = (Wid teg Vias) € & pr° > pr}
¥ x. € ShCP, glob(x,, Nj,,) U glob(x., Npe,) = Id
I'. ={x.:int@{ld,Id, Id) | x. € ShCP}
[ = {x; : int@(Id, Id, glob(x;, Npey)) | xi € Inits}
Iy = {x 1 INt@(Nid, glob(x, Nioy), glob(xs, Nyey)) | x5 € ShAcc \ (Inits U ShCP U nlds)}
I, = {x, : int@(Nid, glob(x,,, Nipw), 8lob(x,, Nieq)) | X, € nlds}

mkCtx((t, TDecl), &) = ((ID, version, discard) — (I'y UT' . U T, UT})), mkCtx(TDecl, &)

MKCTX-D

Nid ifxeN
gD = { Id  otherwise
—— MKCTX-EMPTY Q-GLOBAL
mkCtx(-, &) = - glob(x,N) = qID

The rules MkCtx-nt and MkCTX-DISCARD compute contexts for immediate and discard tasks
(which execute under the modes jit and discard) given variable sets ShAcc, ShCP, Inits, and
nlds. We use the collective vnign sets from tasks in & with strictly lower priority to construct
the second qualifier, and we use the collective Vi, sets from higher- or equal-priority tasks
to construct the third qualifier. (vnjq; Indicates unstable/non-idempotent writes affecting higher-
priority tasks, and vniq e, indicates writes affecting lower- or equal-priority tasks; thus we collect
VNid,si from all tasks with priority lower than t, and collect vniq ., from all tasks with priority
higher or equal to t).

The key difference between MkCtx-yiT and MKCTX-DISCARD is that there is no need for task-
level checkpointing in immediate tasks (outside of atomic regions) because the default mode is
jit; if there were a power failure, execution would resume from the exact same place before the
interruption. So, these tasks do not need to checkpoint shared variables. See extractEffect below.
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T-Task

vPol = (ShAcc, ShCP, nlds, Inits) Inits N ShCP = 0 Inits N nlds = 0
if range(rPol) N {discard, alternative} # 0 then I'; = WY(ID, version, discard)
(Ty, x @ int@(1d, 1d, Id)), Id +35%4" initN(Inits); c; ret(res) : ok

and Ty, x : int@(1d, 1d, Id) +¥¢@"9 res : (Id, Id, Id)

if immediate € range(rPol) then I'; = W(ID, version, jit)

(T;, x : int@(Id, Id, IdY), Id V", initN(Inits); c; ret(res) : ok

vPol

and T';, x : int@(Id, Id, Id) H" res : (Id, Id, Id)
Y + task(ID, version, pr,vPol, rPol, Ax.c) : Ok

T-Task is the high-level type checking rule for tasks. Triggered by T-task-inD, it checks
a task in the PDecl according to the precomputed W. We check the task command under a
different context depending on its re-execution behavior. If the re-execution policy is discard or
alternative, we type it under discard mode using the task’s discard context.

E.6.6 The algorithm for extractEffect

For each task in PDecl, we compute its effect on other tasks. The nidEffectToHigherPr(t) rules
compute the set of unstable and non-idempotent writes performed by task t that affect relatively
higher-priority tasks, and the nidEffectToLeqPr(t) rules compute the set of unstable and non-
idempotent writes affecting tasks with a priority lower than or equal to t.

ExT-EmpTY

extractEffect(0) = 0

t = task(ID., version,, pr..,vPol., rPol., 1x.c.)
VNid,jeq = nidEffectToLeqPr(t) VNig.ni = nidEffectToHigherPr(t)

extractEffect(t, PDecl) = ((IDC, versiong, pr.) = (VNid,leqs vNid,h,-)) U extractEffect(PDecl)

ExT-1

The rule ExT-EmptY is the base case; if the input is empty, then there remain no more tasks
to analyze and we return the empty set. Otherwise, EXT-1 analyzes the next task t in PDecl,
appealing to nidEffectToHigherPr and nidEffectTloLeqPr to compute the sets of unstable and
non-idempotent variables (VNig,eq and Vig ni)-
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t = task(ID, version, pr, vPol, rPol, Ax.c)
range(rPol) € {discard, next} vPol = (ShAcc, ShCP, nlds, Inits)

nidEffectToHigherPr(t) = nlds U ShAcc " U ShCP

ComPUTE-HIGHER-DISCARD

t = task(ID, version, pr, vPol, rPol, Ax.c)
range(rPol) = jit vPol = (ShAcc,, ShCP,, nlds,, Inits;)
A = {aPol | startzom(alD, aPol) € atoms(c)}

W, = U (aPol.w) U (aPol.u) U (aPol.B) U (aPol.Inits)

aPoleA
nidEffectToHigherPr(t) = nlds, U W,

CompUTE-HIGHER-IMMED

The rules Compute-HiGHER-DiscaRD and  ComputTe-HiGHER-IMMED  define  the
nidEffectloHigherPr algorithm, which takes a task and returns a set of variables with non-
idempotent and unstable writes affecting higher-priority tasks. If the policy is discard or alternative,
then the rule CompuTe-HIGHER-DiscArD applies.

The rule CompuTe-HIGHER-DiscARD computes the set of non-idempotent and unstable writes
in discard mode, which consists of (1) the task-level non-idempotent variables (n/ds), and (2)
the shared writes (including the task-level checkpointed variables ShCP). We need (2) because
a higher-level task could checkpoint an unstable write from t which could be discarded after a
power failure. The rule CompuTe-HiGHER-IMMED computes the set of non-idempotent and unstable
writes in jit mode, which consists of (1) task-level nlds and (2) the sets of mutable variables for
each atomic region, y, Inits, and 5. We need (2) because a task could interrupt an atomic region
and rely on the unstable writes from its partial execution (then after rebooting, the atomic region
will be re-executed, and a future interrupt could read a value written by an earlier statement in
the atomic region; this would violate consistency with any continuous execution).

t = task(ID, version, pr, vPol, rPol, Ax.c)
range(rPol) € {discard, next} vPol = (ShAcc, ShCP, nlds, Inits)

nidEffectToLeqPr(t) = nlds U (ShAcc" \ ShCP)

CompruUTE-LEQ-DI1scARD

t = task(ID, version, pr, vPol, rPol, Ax.c)
range(rPol) = jit vPol = (ShAcc, ShCP, nlds, Inits)

nidEffectloLeqPr(t) = nlds

CompuTE-LEQ-IMMED

The rules Compute-LEQ-DiscarRD and CompuTe-LEQ-IMMED provide a similar algorithm to
compute writes affecting tasks with lower or equal priority than t. For discard tasks (CoMPUTE-
LeqQ-Discarp), the shared checkpoints are not considered Nid. Even if the system loses power
before the current task completes, any checkpointed variables will be restored upon reboot; thus
no other task can observe an unstable write except by preempting t, which would require a strictly
higher priority than t. In Compute-LEQ-IMMED, the resulting set is just the task-level nlds because
all other writes would stabilize by the time the task finishes.
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E.7 Runtime constructs typing rules

W, PDecl + F : ok Y, PDecl + S : ok WY, PDecl + K : ok K = (N, Vi, Sp)
F,K+N,V:ok if mdOf(F) = jit and pidOf(F) = pID, then S = F;(pID) > S,

¥, PDecl + (I,IRQ, K,N,V, S, F, Q) : ok

T-ConriG

WY, PDecl + K : ok
Y, PDecl + (I,IRQ, K, N, -, -, reboot, Q) : ok

T-CONFIG-REBOOT

In T-Conrig, the last two conditions establish that values are written through to the check-
pointed memories in jit mode in every applicable step, i.e., on every write. We prove this condi-
tion is upheld for each relevant configuration through our preservation proof, with the key cases
being assignment and ending an atomic region.

E.7.1 Frame typing

F = (ID,rID,ID, version,ﬁr)’,pc > pcS,vPol, v, E,Md, c)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' =YD, version, jit) Iy = mkCtxAtom(T', w, u, p, Inits)
Lo, NVw, pc 97 ¢ = MFWts T, MFWts, pc > pcS F2397 E : ok
VNVW' s.t. NVw’' D NVw then AMFWts' 2 MFWts s.t. To, NVw', pc F2°™ ¢ = MFWts'

vPol
WY, PDecl + F : ok

T-FrRaME-A2A

F = ID,rID,ID, version,ﬁ, pc > pcS,vPol,v, E,Md, ¢)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = W(ID, version, jit) Iy = mkCtxAtom(T, w, u, p, Inits)
Lo, NVw, pc F2T ¢ : ok T, pct>peSHY E ok

vPol
VY, PDecl + F : ok

T-Frame-A2J

F = (pID,rID,ID, version,ﬁ)’, pcS,vPol,v, E,Md, ¢) sMd = smodeOf(Md)
sMd e {jit, discard} task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WD, version, sMd) T, pc l—jggl c: ok I, pc > peS F E - ok

vPol
W, PDecl + F : ok

T-FraMme-J1T-D

T-Frame-J1T-P

Y, PDecl + F;(pID) : ok

E.7.2 Execution context typing

We type check the execution contexts in a similar manner to typing sequenced commands We
check every command ¢ on E under the current mode and the task vPol.
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I, MFWts,pcS v3M E = MFWis' [, pcS 5pd E @ ok

sMd e {jit, discard}

i T-E-mD
[,ld +3p, - - ok

T, pc -5 ¢ : ok T, peS Fpo E = ok sMd € {jit, discard} pcS = pe > peS’

T-E-seq-1
T,peS 5 ([1:0) > E : ok
[, MEWts, pc 27 ¢ = MFWits'
[, MFWts',pcS +297 E : ok pcS = pc > peS’
o T-E-seqQ-2
I MFWts,pcS +p) ([1;0) > E 2ok
T,pcS +5M E - ok sMd € {jit, discard} pcS = pc > peS’
sMd T-E-1r-END-J
I, pcS v, endi > E : ok
[, MFWits,pcS' +2°" E : ok pcS = pc > pcS’
T-E-1r-END-A
I, MFWts, pcS I—f}ﬁi’f end; > E : ok
[,pcS % E ok sMd e {jit, discard}
i T-E-CcRITICAL-END-J
[, pceS 555 ende > E @ ok
[, MFWis, pcS 2o E - ok
prre T-E-CRITICAL-END-A
I', MFWts,pcS vp' endg > E : ok
E.7.3 Stack typing
Y, PDecl + F : ok W, PDecl+ S : ok
T-STACK-EMPTY T-STACK-FULL

W, PDecl + - : ok W, PDecl+ Fr> S : ok

E.7.4 Recovery context typing

K:(Nk,Vk,Sk) ‘P,PDecll—Skzok
Y, PDecl + K : ok

T-K
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E.7.5 Memory typing

K = (Ni, Vi, S%)
if mdOf(F) = jit and iPidOf(F) = ipID, then Yx € dom(N) N dom(N;) s.t. N(x) = (v, ipID),
then Ny(x) = (v, ipID)
if mdOf(F) = jit and iPidOf(F) = ipID, then Yx € dom(V) N dom(V,) s.t. V(x) = (v, ipID),
then Vi(x) = (v, ipID)

F,K+N,V:ok

T-MEM

E.8 Preservation Proofs

Theorem 18 (Preservation for intermittent execution) IfW + PDecl : ok, W, PDecl + X : 0K,
and ¥, PDecl+ ¥ = ¥’ (AY), then ¥, PDecl + ¥’ : ok.

Proof: The proof is by cases on ¥, PDecl + £ — ¥'.

Case StartAtom-1. LetX = (I,/IRQ,K,N,V,S, F, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
Y : ok, and the last step is STARTATOM-1.

F = (ID,rID,ID, version,ﬁ‘, pcS,vPol, v, E, jit, startaem(alD, aPol); ¢; endaiom)
aPol = (w, u, B, p, Inits)
K==W,V ,F,>8%) K/:(NkWle,Vk,F()DSk,Q)
ipidOf(F) = ipID Fo= (pID,rID,ID, version,ﬁ, pcS,vPol,u, E,
atom(alD, 0, aPol, 0, 0), initN(Inits); c; endaiom)

¥, PDecl + I,IRQ,K,N,V, S, F,Q0 = I,IRQ,K',N,V, S, Fy, Q

STARTATOM-1

We need to show that ¥, PDecl + I, IRQ,K’,N’,V, S, F’, Q : ok.
By inversion of T-Conric on ¥, PDecl + I, IRQ, K,N,V, S, F, Q : ok

Y, PDecl + F : ok W, PDecl+ S : ok W, PDecl + K : ok
Yx € dom(N) N dom(Ny).N(x) = Ni(x) and Yx € dom(V) Nndom(Vy).V(x) = Vi(x)

¥, PDecl + (I,IRQ, K,N, V. S, F, Q) : ok

-CONFIG

we learn that
(i) W,PDecl+ F : ok
(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok

(iv) ¥Yx € dom(N) N dom(N;).N(x) = Ni(x) and Yx € dom(V) N dom(Vy).V(x) = Vi(x)
(since mdOf(F) = jit)
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By inversion of T-FRAME-JIT-D on (1),

F = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E, jit,
startaom(alD, w, u, B, p, Inits); c; €Ndatom) sMd = smodeOf{jit)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl I' = WD, version, jit)
I, pc Hit startyom(alD, w, u, B, p, Inits); c; endaiom : Ok I', pc > pcS HU E : ok

Y, PDecl + F : ok

T-FraMme-J1T-D

we learn that

(v) F = (pID,rID,ID, version,ﬁ,pcS, vPol, v, E, jit, startyom(alD, w, u, B, p, Inits); c; endaiom)
(vi) sMd = smodeOfijit)
(vii) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
(viii) T' = WD, version, jit)
(ix) T, pc H' startyem(alD, w, i1, B, p, Inits); c; €Ndaiom : Ok
(x) T,pc > pcS HE : ok

By inversion of T-Arom-BEGIN-J on (ix),

wNp=10 pNu="~0
wNu==~0 YV, €ws.t I'(x) = tk@<q/;,qf, qﬁ).qﬁ‘ H] q’,‘l # Nid
Vx, €ps.t I'(x,) =1,@q", q',q)).q, #Nid

I" = mkCtxAtom(T', w, u, p, Inits) I, -, pc F¥° ¢; endaiom : 0K

= - T-AtroMm-BEGIN-J
T, pc V" startyom(alD, w, u, B, p, Inits); ¢; €endaiom : 0k

we learn that

xi) wNp=0
xii)) pNu=20
(xiil)) wNu="~0
xiv) Yx, e ws.t. I'(xy) = tk@(q’cf,q;‘,q’;l).q;‘ U q’;l # Nid
(xv) Vx, €epus.tI'(x,) =1,@q,q' q).q, #Nid
(xvi) I = mkCtxAtom(T', w, u, p, Inits)
(xvii) T, -, pc F3%°™ ¢; endaom : OK

By application of T-FrRame-A2J to the definition of F”, (vii), (viii), (xvi), (xvii), (viii), and
(x), we have
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F’ = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E,
atom(alD, 0, w, u, p, Inits, 0, ), initN(Inits); ¢; €Ndaom)
Md = atom(alD, 0, w, u, p, Inits, D, 0)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WD, version, jit) I = mkCtxAtom(T', w, u, p, Inits)
I, -, pc H2°" c; endaiom : Ok I, pc > pcS HUE - ok

¥, PDecl v F’ : ok

T-FrRaME-A2]

By inversion of T-K on (iii), we know that ¥, PDecl + S : ok (xviii). By application of
T-Stack-FULL to (xviii) and W, PDecl + F’ : ok, we have that

Y, PDecl + K’ : ok (xix)

where K’ = F' > §;.
Then, by application of T-ConriG to W, PDecl + F’ : 0K, (ii), and (xix), we learn that

¥, PDecl + I,IRQ,K’,N,V, S, F’, Q : ok

as desired.

Case EndAtom-I. LetX = (I,IRQ,K,N,V,S, F, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
X : ok, and the last step is ENDATOM-1.

F = (ID,rID,ID, version,ﬁ, pcS,vPol, v, E,
atom(alD, rb, w, u, p, Inits, NVw, Vw), endaiom)

F’ = (pID, rID, ID, version, pr, pcS, vPol, v, E, jit, skip)
K=WN,V,F >80 Fy = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E,
atom(alD, rb, w, u, p, Inits, NVw, Vw), c¢) Vi=Vier Vi,

N; = Ny v Nlnyy K’ = (Nidewvaropis s Vi Fi(PID) > S i) N,V,utres | v,

endAtom(pID,alD,rb,v,)
¥, PDecl + I,IRQ,K,N,V,S,F,Q = LIRO,K',N,V,S,F’,Q

EnpAtom-1

We need to show that ¥, PDecl + I,IRQO,K’,N,V,S,F’, O : ok.
By inversion of T-Conric on W, PDecl + I,IRQ, K,N,V, S, F, Q : ok,

W, PDecl+ F : ok W, PDecl+ S : ok WY, PDecl + K : ok
WY, PDecl + (I,IRQ,K,N,V, S, F, Q) : ok

T-ConriG

we learn that

(i) P, PDecl + F : ok
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(i) W, PDecl+ S : ok
(iii) Y, PDecl + K : ok
By inversion of T-K on (iii), and since K = (N, Vi, Fi > Sy),

K:(Nk,Vk,FkDSk) Y, PDecl + F; > Sy : ok
W, PDecl + K : ok

T-K

we learn that W, PDecl + F; > S : ok (iv). By inversion of T-STack-FULL on (iv),

Y, PDecl + S; : ok Y, PDecl + F}, : ok
VY, PDecl v+ F;, > S : ok

T-STACK-FULL

we learn that

(v) W,PDecl + Sy : ok
(vi) ¥, PDecl + Fy : ok

By application of T-Stack-rFuLL to (v) and by T-Frame-JiT-P, we learn that

Y, PDecl + F;(pID) 1> S : ok (vii).

By application of T-K to (vii) and K’ = (N, lavurofisy)» Vi» Fs(ID) > S ), we have that

Y, PDecl + K’ : ok (viii)

Now, we need to show that PDecl + F’ : ok. By inversion of T-FrRamE-A2J on (i),

F = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, endaom)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WD, version, jit) Iy = mkCtxAtom(l', w, u, p, Inits)
Iy, NVw, pc 4™ endgiom : 0k L, pc > peS H' E - ok

VY, PDecl + F : ok

T-Frame-A2J

we learn that

(ix) F = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, €Ndatom)
(x) Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

(xi) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl

(xii) I' = WD, version, jit)

(xiii) T’y = mkCtxAtom(I', w, u, p, Inits)

(xiv) Ty, NVw, pc F3°™ endaiom : 0K

(xv) T,pc > peSHUE : ok
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By T-Skip, we have that I, pc H skip = I (xvi).
By application of T-FrRame-JiT-D to the definition of F”’, the definition of sMd (indicating
that sMd = jit), (xi), (xvi), and (xv)

F’ = (pID, rID, ID, version,ﬁ’,pcS, vPol, v, E, jit, skip)
sMd = smodeOf{jit) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
I = YD, version,sMd)  T,pc+™ skip:ok T, pc>pcSHE : ok

Y, PDecl + F’ : ok

T-FraMme-J1T-D

we learn that W, PDecl + F’ : ok (xvii).

Now, we additionally must show that the invariants for jit hold for the stepped configuration
in order to show that it is well-formed. In particular, since mdOf(F’) = jit, we must show
that

(xvii1) if pidOf(F) = pID, then S; = F;(pID) 1> S (Where K" = (N, lavarofisy» Vi S 1))
(xix) if iPidOf(F) = ipID, then Yx € dom(N) N dom(N;) s.z. N(x) = (v,ipID), then
Nl avarogs(X) = (v, ipID)
(xx) if iPidOf(F) = ipID, then Yx € dom(V) n dom(V;) s.t. V(x) = (v,ipID), then
Vi.(x) = (v,ipID)

Note that (xviii) holds trivially by the definition of K" = (..., F;(pID)>S ;) and pidOf(F) =
pID.

Now, we must prove that (xix) holds.

Let x € dom(N) N dom(N,) be arbitrary.

If x was not written during the region’s execution, i.e., x ¢ NVw, then the invariant for x
follows by the well-formedness of the inital configuration.

Otherwise, x was written during the region’s execution, and hence x € dom(N) N NVw.
Therefore, the desired result follows by definition of N; = Ny ex N | yv,.

Proving (xx) follows analogous reasoning, relying on definition V; = V; ev V]y,,.

Applying T-CoNFIG to (xviii), (xiX), (xX), (xvii), (viii), and (i1), we obtain the desired result:

¥, PDecl + I,IRQ,K’,N,V, S, F’, Q : ok

Case N-Assign-1. LetX = (I,IRQ,K,N,V, S, F, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl
% : ok, and the last step is N-AssiGN-1.
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F = @ID,,rID.ID,, versionc,ﬁc,pcSC, vPol.,v., E.,Md., x := e)
task(ID., version,, pr,, vPol., rPol., A1x.cy) € PDecl
F' = (pID,,rID,,ID,, versionc,ﬁc,pcSc, vPol.,v., E.,Md., skip)
lellny,, =V x € dom(N) K =W, Vi, Sh) Y(ID.,version.,Md,) =T
, Md . [NVw «— NVw U {x}] if['(x).1 =Id() , ,
Md, = { Md., otherwise K= (N Vi S0
N - { Ni[x = (v,ipID)] if Md, = jit

N, else ipID = iPidOf(pID_,Md,)

W, PDecl + I,IRQ, K,N,V, S, F,Q = I,IRQ, K’ ,N[x — (v, ipID)],V, S, F’, Q

N-AssIGN-1I

We need to show that ¥, PDecl + I,IRQ, K',N[x — (v,ipID,)],V,S, F’, Q : ok.
By inversion of T-Conrig on ¥, PDecl + I,IRQ, K,N,V, S, F, Q : ok,

Y, PDecl + F : ok WY, PDecl+ S : ok WV, PDecl + K : ok
if mdOf(F) = jit then Yxy, € dom(N) N dom(N;).N(xg) = Ni(xp)
if mdOf(F) = jit then Yx, € dom(V) ndom(V,).V(xy) = Vi(xo)
if mdOf(F) = jit and pidOf(F) = pID, then S\ = F;(pID) 1> 52

WY, PDecl + (I,IRQ,K,N,V, S, F, Q) : ok

T-ConriG

we learn that

(i) W,PDecl+ F : ok

(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok
(iv) if mdOf(F) = jit then Yx, € dom(N) N dom(Ny).N(xp) = Ny(xo)
(v) if mdOf(F) = jit then Yxy € dom(V) N dom(V,).V(xy) = Vi(xo)
(vi) if mdOf(F) = jit and pidOf(F) = pID, then S; = F;(pID) 1> S,?

By inversion of T-K on (iii), and given K = (N, Vi, S¢),

K:(Nk,Vk,Sk) \P,PDECll-Sk:Ok
WY, PDecl + K : ok

we learn that ¥, PDecl + S : ok.

By application of T-K on ¥, PDecl + S : ok, and given that K" = (N,, V}, S), we learn
that ¥, PDecl + K’ : ok.

Now, we need to show that ¥, PDecl + F’ : ok. We have two cases, each depending on Md,:

Subcase 1: Md, € {jit, discard, next}. By inversion of T-FrRaMmE-JiT-D on (i),
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F = (pID,, rID,, ID., version,, pi., pcS., vPol,, ve, E.,Md,, x := ¢)
sMd = smodeOf(11d)
sMd e {jit, discard} task(ID., version,, pr,vPol., rPol, Ax.cy) € PDecl
I' = W(UD.,, version,, sMd) I, pc M x:=¢e: ok T, pcS +" E. : ok

WY, PDecl + F : ok

T-Frame-J1T-D

we learn that

(vii) F = (pID_,rID,,ID,, versionc,ﬁc,pcSC, vPol.,v., E.,Md., x .= e)
(viii) task(ID., version., pr,vPol., rPol, Ax.cy) € PDecl

(ix) T,pc M x:=¢: 0k

(x) T,pcS +" E. : ok

By T-Skip-Jit-Discarp, we have that I', pc FSMd skip : ok (xi).
Then, by application of T-Frame-Jit-D to (viii), (xi), (x), and the definition of F’:

F' = (pID,, rID., ID,, version,, pt., pcS,, vPol., v., E.,Md., skip)
sMd = smodeOf(Md)
sMd e {jit, discard} task(ID., version,, pr,vPol., rPol, Ax.cy) € PDecl
I' = Y(UD,, version,., sMd) I, pc - skip : ok [, pcS " E, : ok

Y, PDecl v+ F’ : ok (xii)

T-FraMme-I1T-D

In the case where Md. = jit, we additionally must prove that Yx € dom(N[x —
(v, ipID)])Nndom(N,).N[x = (v, ipID)](x) = N;(x) and ¥x € dom(V)ndom(V,).V(x) =
Vi(x). The latter comes directly from (iv). The former is established by a combination
of (v) and the definition of N/ in jit mode: N, = Ni[x +— (v, ipID)] (xiii).

Lastly, we must show that if pidOf(F') = pID, then S = F;(pID)1>S 2. This condition
comes directly from (vi) and the fact that Md, = jit.

Then it follows by application of T-ConriG to (xii), (xiii), (ii), and ¥, PDecl + K’ : Ok,
we learn that

Y, PDecl + I,IRQ,K',N[x — (v,ipID_)],V,S, F’, Q : ok
as desired.

Subcase 2: Md, = atom(...). By inversion of T-Frame-Atomic on (i),
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F = @ID_,rID.ID., versionc,ﬁc,pcSc, vPol.,v., E.,Md., x .= e)
Md. = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID., version.., pr, vPol., rPol, Ax.cy) € PDecl I' = WD, version, jit)
[y = mkCtxAtom(T', w, i, p) Lo, NVw, pc F3°™ x 1= ¢ = MFWts'
Lo, MEWts', pc > pcS +2°™ E, = MFWts”

VY, PDecl + F : ok

T-FrRAME-ATOMIC

we learn that

(vit) F = (pID,,rID,, ID,, versionc,ﬁc,pcSC, vPol.,v., E.,Md., x := e)
(viii) task(ID., version., pr,vPol., rPol, 1x.cy) € PDecl
(ix) T =Y(UD, version, jit)
x) Ty = mkCtxAtom(I', w, u, p)
(xi) Ty, MFWts, pc F3°™ x := ¢ = MFWts’
(xii) Ty, MFWts', pc > pcS +3°™ E. = MFWts”
(xiii) Md. = atom(alD, rb, w, u, p, Inits, NVw, Vw)

By inversion of T-AssiGN-N-A on (xi),

I_‘O(X) = t@qx
qx = {qlID,, qID,,qID,) qID, # |d(RD) Ihre:t@gq,,A,
MFWts if g, = Nid
MFWts,x if g, = 1d(0)

Ty, MEWts, pc +2°™ x 1= e = MFWts'

q. U pc E qgID, MFWts' = {

T-AssioN-N-A

we learn that
(xiv) T'o(x) = 1@q,
(xv) g« =<(qID,,qID,,qID,)
(xvi) gID, # |d(RD)
(xvil) Ty Fe:t@gq,,A,
(xviii) g, U pc E gID,

MFWts if ¢, = Nid

(xix) MFWis' = { MFWts,x  if g, = 1d(0)

By T-Skrp, we have that I, pc F3°™ skip : ok (xx).

By application of T-FrRaMmE-Aromic to the definition of F’, (xx), (xiil), (xii), (x), (viii),
and (ix),
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F' = (pID,,rID,,ID,, versionc,ﬁc,pcSc, vPol.,v., E.,Md., skip)
task(ID., version.., pr, vPol., rPol, Ax.cy) € PDecl I' = WD, version, jit)
Iy = mkCtxAtom(T', w, u, p) Ty, NVw, pc +2°™ skip = MFWts'

Ty, MEWts', pc > pcS H3°™ E. = MFWts”

Md, = atom(alD, rb, w, u, p, Inits, NVw U {x}, Vw)

Y, PDecl + F' : ok

T-FrRAME-ATOMIC

Then by application of T-ConriG to W, PDecl + F’ : 0K, (ii), and (v), we learn that

W, PDecl + I, IRQ, K’ ,N[x — (v,ipID_)],V, S, F’, Q : ok

as desired.

Case V-Assign-1. This case is analogous to the one above, but uses the rule V-AssiGN-1.

Case TriggerInt-1. LetX = (/,IRQ,K,N,V, S, F, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
X : ok, and the last step is TRIGGERINT-1.

IRQ = interrupt(inID, iID,v) :: IRQ'

F = @ID_,rID.ID., versionc,ﬁc,pcSc, vPol.,v., E.,Md,., ¢)
isr(iID, 0, pr, vPol, rPol, Ax.c;) € PDecl  pr > prOfipr.)
fresh(pID) Md,,, K’) = schdFrame(PDecl, (pID, iID, v, rPol), K,N)
ipID = iPidOf(pID,Md,)

F, = (pID,inID,ilD, 0, pr,|d, vPol, x — v,-,Md,, initN(vPol..Inits); c;; ret)

trigger(inID,pID Md,,)
W, PDecl + I,IRQ,K,N,V, S, F, Q = LIRQ,K',N,V,FrS,F,,Q

TRIGGERINT-1

We need to show that ¥, PDecl + I,IRQ’,K',N,V,F > S, F,, Q : ok.
By inversion of T-Conric on W, PDecl + I,IRQ, K,N,V, S, F, Q : ok,

W, PDecl+ F : ok WY, PDecl+ S : ok WY, PDecl + K : ok
WY, PDecl + (I,IRQ,K,N,V, S, F, Q) : ok

T-ConriG

we learn that

(i) W,PDeclt+ F : ok
(ii) ¥, PDeclt+ S : ok
(iii) W, PDecl + K : ok

By application of T-Stack-FuLL on (i) and (i1), we have
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W, PDecl+ S : ok W, PDecl + F : ok
Y, PDecl+ F > S : ok (iv)

T-STACK-FULL

We now need to show that ¥, PDecl + F,, : ok.

By - + PDecl : oK, it follows by inversion of T-Task that Inits N ShCP = () and T, Id +%
¢; : ok (iv) where I' = W(ID, version, Md,).

By the rule T-E-mp, we know that I, Id I—fgzl -0k (v).

By definition of schdFrame, we know that Md, # atom. Thus, the rule T-FrRame-JiT-D

applies. By a combination of sequencing for commands and T-Frame-Jit-D applied to (iv)
and (v), we learn that:

F, = (pID, inID,ilD, 0, pr,vPol, x — v, -, Md,, initN(vPol..Inits); c;; ret)
sMd = smodeOf(Md)
sMd e {jit, discard} isr(iID, 0, pr,vPol, rPol, Ax.c;) € PDecl
T, 1d FS" initN(vPol, Inits); c;; ret : ok r,Id " . : ok

WY, PDecl + F, : ok (vi)

T-FraME-J1T-D

Lastly, we need to show that ¥, PDecl + K’ : oOk.
By Lemma [44] applied to ¥, PDecl + K : ok, we have that

Y, PDecl + K’ : ok (vii)
In the case that Md,, = jit, we must further establish that
(viii) if mdOAF,) = jit and iPidOf(F,) = ipID, then Yx € dom(N) N dom(N;) s.t. N(x) =
(v,ipID), then N/ (x) = (v, ipID)

(ix) if mdOA(F,) = jit and iPidOf(F,) = ipID, then Yx € dom(V) N dom(V,) s.t. V(x) =
(v, ipID), then V/(x) = (v, ipID)

(x) if mdOf(F,) = jit and pidOf(F,) = pID, then S; = F;(pID) > S
Note that (x) holds by definition of schdFrame. Next, (viii) and (ix) hold vacuously
since pID is fresh in this rule, and hence the process has not yet written any values to

checkpointed memory. The only nonvolatile variables written by this rule are Inits, but
Inits N ShCP = 0.

By application of T-ConriG to (vii), (vi), and (iv), we obtain

Y, PDecl + F, : ok W, PDecl+ F> S : ok Y, PDecl + K’ : ok
¥, PDecl - (I, IRO, K',N,V,F > S, F,, Q) : ok

T-ConriG

as desired.
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Case PostEvent-1. The proof of this case is similar to the one above, but instead considers
events.

F = (pID,, rID,, ID., version,, pr., pcS,, vPol,, v, E., Md,,, post(eID, v))
eh(elD, 0, pr, vPol, rPol, Ax.c,) € PDecl pr > prOf(pr.) fresh(pID)
fresh(relD) F’' = (@ID,,rID,,ID., versionc,ﬁc, pcS..,vPol.,v., E., Md,, skip)
(Md,,, K") = schdFrame(PDecl, (pID, eID, v, rPol), K, N)
ipID = iPidOf(pID,Md,)

F, = (pID, relD, elD, 0, pr, |d, vPol, x — v, -,Md,, initN(vPol.Inits); c,; ret)

, PosTEVENT-1
trigger(relD,pID Md,,)

¥, PDecl + I,IRQ, K,N,V, S, F, Q = LIRQ,K',N,V,F 1> S,F,,Q

Case DelayInt-1. LetX = (/,/IRQ, K,N,V, S, F, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
X : ok, and the last step is DELAYINT-1.

IRQ =irq :: IRQ’ irg = interrupt(inlD, iID, v)
pr < prOf(ITi)’C) isr(ilD, 0, pr,vPol, rPol, Ax.c;) € PDecl
F = @ID,,rID.ID,, versionc,ﬁc, pcS,,vPol.,v., E.,Md,, c)

- DEeLAYINT-T
delay(inID)

Y, PDecl+ I,LIRQ,K,N,V,S,F,Q = LIRQ',K,N,V,S,F,enqueue(Q,irq)

We need to show that PDecl + I,IRQ’, K,N,V, S, F, enqueue(Q, irq) : ok.
By inversion of T-ConriG on PDecl + I,IRQ, K,N,V, S, F, Q : ok,

P, PDecl + F : ok W, PDeclt+ S : ok WV, PDecl + K : ok
WY, PDecl+ (I,IRO,K,N,V,S,F, Q) : ok

T-ConriG

we learn that

(1) ¥, PDecl+ F : ok
(i) W, PDecl+ S : ok
(iii) W, PDecl + K : ok

By application of T-ConriG to (i), (i1), and (ii1), we learn that
Y, PDecl+ I,IRQ',K,N,V, S, F, enqueue(Q, irq) : ok

as desired.
Case DelayEvent-1. This case is similar to the one above, but instead uses DELAYEVENT-1.
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F = (pID,, ID, version,, pt., pcS,, vPol,, v., E., Md,, post(eID, v))
eh(eID, 0, pr, vPol, rPol, Ax.c;) € PDecl ~ pr < prOf(pr.)
fresh(relD) F' = (pID_ID,, versionc,ﬁc, pcS..,vPol.,v., E., Md,, skip)
Q' = enqueue(Q, event(relD, elD, v))

delay(relD)
W, PDecl v I,IRQ, K,N,V,S,F,0 " =" I,IRQ, K,N,V,S, F’, Q'

DEeLAYEVENT-1

Case Ret-S-1. Let X = (I,IRQ,K,N,V, S, F., Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
Y : ok, and the last step is RET-S-1.

F.= (pID_rID.ID,, versionc,ﬁc, pcS,.,vPol.,v., -, Md,, ret(res))
finalizeK(K, F.,V,N) = K’
S=Fr>S"  F=(pID,,rID,,ID,,0,pr,, pcS,, vPol,, v,, E,, ¥Md,, c,)
Q =tk(rID,,ID,,v) :: Q' prOfipt,) > pr,

M. K") = schdFrame(PDecl, (pID,, ID,, v, rPol), K',N) if Md,, = altOf(rPol)
n ~1 Md,, K" else
o = { initN(vPol,, .Inits); c,; ret(res’)  if Md,, = altOf(rPol)
] e, else

’

ipID = iPidOf(pID,,Md) F' = (pID,,rID,,ID,, O,ﬁn, pcS,,vPol,,v,, E,,Md, ¢,
N,V,vu.+res | v, 0, = complete(pID_,v,) 0, = trigger(riD,, pID,,Md,)

¥, PDecl + I,IRQ, K,N,V, S, F., Q0 =3 I,IRQ,K",N,V,S’, F', Q

RET-S-1

We need to show that ¥, PDecl + I, IRQ,K”,N,V,S’, F’, Q : ok.
By inversion of T-ConFiG on PDecl + X : 0K,

VY, PDecl+ F, : ok WY, PDecl+ S : ok W, PDecl + K : ok
VY, PDecl v+ (I,IRQ,K,N,V,S,F., Q) : ok

T-Conrig

we learn that

(1) ¥, PDecl+ F, : ok
(i) W, PDecl+ S : ok
(iii) Y, PDecl + K : ok

By inversion of T-Stack-FuLL on (i1), we have

@iv) W, PDecl + S’ : ok
(v) W, PDecl+ F : ok

We now need to show that W, PDecl + K" : ok.
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By Lemma [45| applied to ¥, PDecl + K : ok, we have that ¥, PDecl + K’ : ok.
By Lemma [44] applied to ¥, PDecl + K’ : ok, we have that

Y, PDecl + K" : ok (vi)

Lastly, we need to show that ¥, PDecl + F’ : oOk.

By definition of schdFrame, we know that Md/, € {jit, discard, next}. In all cases, it follows
by inversion of T-FRAME-JIT-D on (v)

F = (pID,, rID,, ID,, i, pcS,, vPol,, u,, E,, ¥d,, c,)
task(I/D,, 0, pr,, vPol,, rPol,, Ax.c,) € PDecl

T, pc Fﬂtrn cp:0k  T,pcrpeS, HE, : ok

n p r)l

W, PDecl + F : ok

T-Frame-I1T-D

that the following hold for I = ¥Y(ID,,, 0,d,,):

(vii) T, pc I—ﬂt,n c, - 0K
(viii) T, pc > pcS HE, : ok

n - pry

By application of T-FrRaME-JIT-D to the definition of F’, (vii), (viii), and sequencing for
commands, we have

Y, PDecl + F’ : ok (ix)

Note that in the case where Md, = jit, the jit invariants are established due to similar
reasoning to the PosTINT-I case.

Thus, by application of T-ConFiG to (iv), (vi) and (ix), we have that

¥, PDecl + I,IRQ, K", N,V,S’,F’, O : ok

as desired.

Case Ret-Q-1. LetX = (I,IRQ,K,N,V,S, F., Q) and suppose that ¥ + PDecl : ok, ¥, PDecl
% : ok, and the last step is RET-Q-I.
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F.=@ID,rID,ID,, versionc,ﬁc,pcSC, vPol., v, -, Md,, ret(res))
finalizeK(K, F.,V,N) = K’ S=Fp>S§’

F = (pID,, rID,, ID,,, pt,, pcS,, vPol,, Up, E;,Md,,c,)  Q = tk(rID,, ID,,v) :: Q'
task(/D,, 0, pr,, pcS,, vPol,, rPol,, 1x.c;) € PDecl pry > prOfipi,) fresh(pID,)
fresh(rID,) schdFrame(PDecl, (pID,, ID,, v, rPol,), K',N) = (Md,, K"')
ipID = iPidOf(pID ,,Md,)

F = (pIDq, riD,,ID,, 0, pr, ,pcSq, vPol,, x — v, -, Md,, initN(vPol,.Inits); c,; ret)
N,V,v. +res | v,

complete(pID,.,v,)
trigger(rID,,pID, ,Md,)
¥, PDecl + I,IRQ,K,N,V, S, F.,Q — LIRO, K" ,N,V,S,F', Q'

ReT-Q-1

We need to show that ¥, PDecl + I,IRQO, K" ,N,V,S,F’, O : ok.
By inversion of T-ConriG on ¥, PDecl + X : 0k,

Y, PDecl + F. : ok Y, PDecl + S : ok Y, PDecl + K : ok
Y, PDecl + (I,IRQ,K,N,V,S,F., Q) : ok

T-Conric

we learn that
(i) W, PDecl+ F. : ok
(i) W,PDecl+ S : ok
(iii)) W, PDecl + K : ok

We need to show that ¥, PDecl + K" : ok.
By Lemma@] applied to ¥, PDecl + K : ok, we have that ¥, PDecl + K’ : Ok.
By Lemma {44] applied to ¥, PDecl + K’ : ok, we have that

Y, PDecl+ K" : ok (iv)

Lastly, we need to show that ¥, PDecl + F’ : ok.
By definition of schdFrame, where sMd = smodeOf(Md,), we know that

sMd e {jit, discard} (v)

By - + PDecl : ok, we know that

sMd . :
I 1d kg, ¢q @ OK (Vi)

where I' = ¥(ID,, 0, sMd). By T-E-mp, we know that
T, 1d +55, - : ok (vid)
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By application of the rule T-FrRamEe-JIT-D to (vi), (vii), and (v), we have

F = (pIDq, riD,,ID,, pr, ,pcSq, vPol,, x = v,-,Md,, initN(vPol,.Inits); c,; ret)
sMd = smodeOf(Md,) sMd e {jit, discard}
task(/D,, 0, pr,, |d, vPol,, rPol,, Ax.c,) € PDecl I' =Y¥(D,,0,sMd)
T, 1d - initN(vPol, .Inits); c;ret : ok T,1d - - : ok

Y, PDecl + F’ : ok (viii)

T-FRAME-J1T-D

Note that in the case where Md, = jit, the jit invariants are established as in the previous
case.

Thus, by application of T-ConFiG to (ii), (iv) and (viii), we have that

¥, PDecl + I,IRQ,K”,N,V,S’, F’, Q : ok

as desired.

Case StartAtom-DA. Let ¥ = (I,IRQ,K,N,V,S, F, Q) and suppose that ¥ + PDecl : 0K,
W, PDecl + X : 0Ok, and the last step is STARTATOM-DA.

F = (pID, rID, ID, pr, pcS, vPol, v, E, Md, startaom(alD, w, 1, B, p, Inits); ¢; endatom)
Md € {discard, next(pID,)} F’ = (pID, rID, ID,]TI)’, pcS,vPol,v, E,Md, ¢)

¥, PDecl + I,IRQ,K,N,V, S, F,Q => I,IRQ,K,N,V, S, F’, O

StarRTATOM-DA

We want to show that W, PDecl + I,IRQ, K,N,V, S, F’, Q : ok.
By inversion of T-ConriG on ¥, PDecl + (I, IRQ, K,N,V, S, F, Q) : ok, we have that

(1) Y, PDecl+ F : ok
(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok

By inversion of T-FrRame-JiT-D on (i),

F = (pID, rID, ID, pr, pcS, vPol, v, E, Md, startaom(alD, w, u, B, p, Inits); ¢; €Ndatom)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
sMd = smodeOf(Md) I' =YD, version, sMd)
I, pc F" start,om(alD, w, U, B, p, Inits); ¢; €Ndaom : 0K
[,pc > peS " E - ok

PDecl + F : ok

T-FraMe-J1T-D

we learn that
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(iv) T, pc - startyom(@lD, w, i, B, p, Inits); c; €Ndaiom : OK
(v) T,pc > pcS " E : ok

By inversion of T-START-ATomic on (iv)

I,pc+"c:0k  sMd = discard

- - T-Arom-BeGIN-D
startaom(alD, w, u, B, p, Inits); c; endaiom : OK

I',pct

we have that I, pc +5" ¢ : ok (vi).
By application of T-Frame-Jit-D to (vi) and (v), we learn that

Y, PDecl + F' : ok (vii)

By application of T-ConriG to (vii), (ii), and (iii), we obtain the desired result:

¥, PDecl + I,IRQ, K,N,V, S, F’, O : ok

Case If-true-1. Let X = (I,IRQ,K,N,V, S, F, Q) and suppose that - + PDecl : ok, ¥, PDecl +
¥ : ok, and the last step is Ir-TRUE-I.

F = ID,rID,ID, version,ﬁ, pcS, vPol, v, E, Md, if e then ¢, else ¢,)
pcS = pcy > peS,
N,V,u. + e | true task(ID, version, pr, pcS, vPol, rPol, Ax.c) € PDecl
YD, version,sMd) =T sMd = smodeOf(11d) pc = (Ueal'(X)13) U pcy
F’' = (pID, rID, ID, version,ﬁ, pc > peS,vPol,v,end; > E,Md, ¢)

¥, PDecl + I,IRQ,K,N,V,S,F,Q = I,IRQ,K,N,V, S, F’, Q

Ip-TRUE-1

We want to show that ¥, PDecl + I,IRQ, K,N,V, S, F’, Q : ok.
By inversion of T-ConriG on ¥, PDecl + (I, IRQ, K,N,V, S, F, Q) : ok, we have that

(i) W, PDecl + F : ok
(ii) W, PDecl + S : ok
(iii) W, PDecl + K : ok
(iv) if mdOf(F,) = jit and iPidOf(F,) = ipID, then ¥x € dom(N) N dom(N;) s.t. N(x) =

(v,ipID), then N/ (x) = (v, ipID) and Yx € dom(V)ndom(Vy) s.t. V(x) = (v, ipID), then V| (x) =
(v, ipID)

(v) if mdOf(F,) = jit and pidOf(F,) = pID, then S, = F;(pID) > S
We need to show that ¥, PDecl + F’ : ok.
Let sMd = smodeOf(1d). The proof proceeds in cases on sMd:

430



Case slMd € {jit,discard}. The rule T-FrRame-JiT-D applies. By inversion of T-FRAME-JIT-D
on (i),

F = (pID, rID, ID, pr, pcS, vPol, v, E,Md, if ¢* then ¢, else ¢,)
pcS = pc, > peS, task(ID, v, pr, pcS, vPol, rPol, Ax.c) € PDecl
sMd = smodeOf(Md) sMd e {jit, discard} I' = WY(UD, version, sMd)
T, pc, +" if ¢ then ¢, else ¢, : ok [,pcS " E : ok

W, PDecl + F : ok

T-FraMe-J1T-D

we learn that
(vi) T, pc, H' if ™ then ¢, else ¢, : ok
(vii) T, pcS H1 E : ok

By inversion of T-Ir-DJ on (vi),

I'+" ¢ :bool@g,, A, T, pco U ge F" ¢ @ ok T, pco U ge F" ¢, : ok
[pcoUg. +™endi:ok A=A, sMd € {jit, discard}
sMd

T-Ir-DJ

T, pc, F" if ¢ then ¢, else ¢, : ok

we learn that

(viii) T " ¢ : bool@q,, A,
(ix) T, pcy U g, F1 ¢ : ok
(x) T, pcy U ge 14 ¢, : 0k
(xi) T, pcy L g, +5" endj : ok

By Lemma applied to (vi), we learn that g, = (U I'(x)]3), and hence, pc =
PCo U ge.
By application of T-E-1r-Enp-J on (vii) and (xi), we learn that

T, pc > peS F" ([ 1;endy) :: E : ok (xii)

By application of T-FrRaME-JIT-D to the definition of F’, (ix), and (xii), we learn the
following:

F’ = (pID, rID, ID, version,ﬁ,pc > pcS, vPol, v, ([ ];endy) :: E,Md, ¢y)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
sMd = smodeOf(Md) I' =YD, version, sMd) I', pc Ft e =T
I, pc>peSH ([1;endy) - E =T Md e {jit, discard, next(_), altOf(_, )}

PDecl - F' : ok

T-FraMe-J1T-D
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Additionally, note that if sMd = jit, the jit invariants hold directly from (vi) and (vii).

Case sMd = atom The rule T-Frame-Artomic applies, and by inversion on (i),

F = (pID, rID, ID,ﬁ,pcS, vPol, v, E, Md, if e* then ¢, else ¢,)
task(ID, v, pr, pcS, vPol, rPol, Ax.c) € PDecl
I' = WY(UD, v, jit) 'y = mkCtxAtom(I', w, u, p)
pcS = pcy > peS, Lo, NVw, pc, H°™ if e* then ¢; else ¢; = MFWits
Ty, MFWts, pcS +3°™ E : ok Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

Y, PDecl + F : ok

T-FrRAME-ATOMIC

we learn that

(vi) Ty = mkCtxAtom(I', w, u, p)
(vii) Ty, MFWts, pc, F3°™ if ¢* then ¢, else ¢c; = MFWts’
(viii) Ty, MEWts', pcS +3°™ E : ok

The proof proceeds by cases on pc:

Subcase pc, = Nid. The rule T-Ir-Nip-A applies. By inversion on (vi),

Ty, MEWts ™ ¢ : bool @g,, A, Ty, MFWts,Nid +2°" ¢; = MFWts’
Ty, MFWts, Nid +2°™ ¢, = MFWits' A=A,

iy atom i A ; T-IF-Nip-A
Iy, MFWts, Nid + if e® then ¢, else ¢c; > MFWts

we have that

(ix) Ty, MFWts +3°M ¢ : bool @gq,, A,
(x) I'o, MFWts, Nid I—;‘r‘;’g c1 = MFWts’
(xi) Ty, MFWts, Nid i—;‘r‘;’;‘ ¢y = MFWts’

By application of T-E-1r-END-A on (viii), and since Nid = pc, U g, (from pc, =
Nid)

Lo, MEWts', pcS, +*°™ E : ok
Lo, MFWts',Nid > pcS, F°™ endy :: E : ok (xviii)

T-E-1r-END-A

By application of the rule T-FrRAME-AtoMIC to (xvii), (iii), (vi), (Xiii), and (viii),
we obtain that
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F’' = (pID, rID, ID, version,ﬁ, pc > pcS,vPol,v,endy :: E,Md, ¢)
task(ID, v, pr, pcS, vPol, rPol, Ax.c) € PDecl
I' = W(ID, version, jit) I’y = mkCtxAtom(I', w, u, p)
peS = pcy > peS, [y, NVw, Nid F2°™ ¢, = MFWts’
Ty, MFWts', Nid > pcS +2°™ endj; :: E : ok
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
T-FrRAME-ATOMIC
Y, PDecl + F' : ok

Subcase pc, = |d. The rule T-Ir-Ip-A applies. By inversion on (viii),

Ty, MFWts F°™ ¢ : bool@q,., A, Ty, MFWits,1d U g, -*°™ ¢; = MFWts,
Ty, MFWts,Id Ll g, F3'°™ ¢, = MFWts,
W = (MFWts; U MFWts,) \ (MFWts; N MFWts,)
Yx € W, Th(x) = Id(CK) MFWts" = MFWts; N MFWts, A=A

atom ¢ A ; T-Ir-Ip-A
Iy, MFWts, Id + if e* then ¢, else ¢c; > MFWts

we have that

(ix) Ty, MFWts +3°™ ¢ : bool @gq,, A,

(x) To, MFWts,Id Ll g, F3°™ ¢, = MFWts,

(xi) Ty, MFWts,Id U g, +3°™ ¢, = MFWts,
(xil) W = (MFWis, U MFWis,) \ (MFWis, N MFWis,)
(xiii) ¥x € W, To(x) = Id(CK)
(xiv) MFWis' = MFWis; 0 MFWis,

By application of T-E-1r-Enp-A on (viii), (xii) and Id = pc, U g,

Lo, MFWts', pcS +2°™ E = MFWts”

T-E-1r-END-A
Lo, MEWts',1d > pcS F°™ end;; :: E = MFWts” (xv)

By application of the rule T-FrRaME-AtoMmiC to (xv), (vi), (x), (viil), (xiv), and
(xv), we obtain that

F’ = (pID, rID, ID, version,ﬁ)’,pc > pcS, vPol, v, (end; :: E),Md, cy)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = W(ID, version, jit) Iy = mkCtxAtom(T', w, u, p, Inits)
Lo, NVw, Id 3™ ¢, = MFWts’ MFWts' = MFWts; N MFWts,
Lo, MEWts', Id > peS F°™ end;; :: E = MFWts”

T-FrRAME-ATOMIC
Y. PDecl + F’ : ok
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In all cases, we have that W, PDecl + F’ : ok (x). By application of T-ConriG on (*), (ii),
and (iii), we obtain the desired result:

¥, PDecl + I,IRQ,K,N,V, S, F’, Q : ok

Case If-false-I. This case is symmetric to the one above. It follows the same structure, but where
the typing judgments for ¢, are used.

F = (pID, rID, ID, version,ﬁ,pcS, vPol, v, E,Md, if ¢* then ¢, else ¢,)
pcS = pcy > peS,
N,V,v. + e | false task(ID, version, pr, pcS, vPol, rPol, Ax.c) € PDecl
WD, version,sMd) =T’ sMd = smodeOf(1d) pc = (Leal'(x)]3) U pcy
F’ = (pID, rID, ID, version,ﬁ, pc > pcS,vPol, v,end; > E,Md, ¢;)

¥, PDecl + I,IRQ,K,N,V,S,F,Q = I,IRQ,K,N,V, S, F’, Q

IF-FALSE-I

Case If-end-1. Let X = (I,IRQ,K,N,V,S, F, Q) and suppose that - + PDecl : ok, ¥, PDecl + X :
ok, and the last step is Ir-EnxD-1.

F = ID,rID,ID, version,ﬁ, pc > peS,vPol, v, end; :: E, Md, skip)
F’ = (pID, rID, ID, version,ﬁ’,pcS, vPol, v, E, Md, skip)

¥, PDecl + I,IRQ,K,N,V,S,F,Q = LIRQ,K,N,V,S.F’,Q

Ir-EnD-1

We need to show that ¥, PDecl + I,IRQ,K,N,V, S, F’, O : ok.
By inversion of T-ConriG on ¥, PDecl + X : ok, we learn that
(1) Y, PDeclt+ F : ok
(i) W, PDecl+ S : ok
(iii) W, PDecl + K : ok
We need to show that ¥, PDecl + F’ : ok.

The proof proceeds in two cases based on Md:

Case Md = atom. Suppose that Md = atom(alD, rb, w, u, p, Inits, NVw, Vw) for some alD,
rb, w, u, p, Inits, NVw, Vw. By inversion of T-FRAME-Aromic on (1),

F = (pID, rID, ID, version, pr, pc t> pcS, vPol, v, endi :: E, Md, skip)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw) I' = WD, version, jit)
[y = mkCtxAtom(T, w, u, p, Inits) Ty, NVw, pc +2°™ skip = MFWts'
Lo, MFWts', pc 1> pcS F°™ end; :: E : ok

Y, PDecl + F : ok

T-FrRAME-ATOMIC

we have
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@iv) F = (pID,rID,ID, version,ﬁ,pc > pcS, vPol, v,end; :: E,Md, skip)
(v) task(ID, version, pr,vPol, rPol, A1x.cy) € PDecl
(vi) Ty = mkCtxAtom(T', w, u, p, Inits)

(vii) Ty, NVw, pc F3°™ skip = MFWts'

(viii) Ty, MEWts', pc 1> pcS 3™ end; :: E : ok

By the rule T-Skip-A, we learn that

Lo, NVw, pc, H°™ skip = MFWis’ (ix)
where pcS = pc, > pcS,,.

By inversion of T-E-1r-END-A on (viii),

Lo, MEWts', pcS +*°™ E : ok

T-E-1F-END-A
Ty, MEWts', pc > pcS F°™ endi :: E : ok

we learn that

Lo, MEWts', pcS F°™ E : ok (xiii)

By application of T-FrRaME-Atomic on the definition of F’, (v), (vi), (ix), (viii), we
obtain

F’ = (pID, rID, ID, version, pt, pcS, vPol, v, E, Md, skip)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl I' = WD, version, jit)
[y = mkCtxAtom(I', w, u, p, Inits) Lo, NVw, pc, H2°™ skip = MFWts
Iy, MEWts, pcS +2°™ E : ok Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

Y, PDecl + F’ : ok

T-FraME-ATOMIC

as desired.

Case Md € {jit, discard, alternative}. By inversion of T-FrRame-Jit-D on (i),

F = (pID, rID, ID, version,ﬁ,pc > pcS, vPol, v,end; :: E,Md, skip)
sMd = smodeOf(Md) sMd e {jit, discard}
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl I' = WY(UD, version, sMd)
[,pc+Mskip:ok  I7,pc> peS " end; :: E : ok

W, PDecl v+ F : ok

T-FraMme-J1T-D

we learn that
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(iv) task(ID,version, pr,vPol, rPol, A1x.cy) € PDecl
(v) T, pc +3" skip : ok
(vi) T, pc > pcS v end; :: E : ok

By application of T-Skip-S, we have

I, pc, p-std

skip : ok (vii)
where pcS = pc, > pcS,,.

By inversion of T-E-1r-EnD-J on (vi),

I, pcS - E : ok sMd e {jit, discard}

i T T-E-1r-END-J
I, pc > pcS +*°¢ end; :: E : ok

we learn that

I, pcS +" E - ok (viii)

By application of T-Frame-Jit-D on the definition of F’, (iv), (viii), (v), we obtain the
desired result:

F’ = (pID, rID, ID, version,ﬁr)’, pcS, vPol, v, E, Md, skip) sMd = smodeOf(Md)
sMd e {jit, discard} task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WYUD, version, sMd) I, pc, " skip : ok T, peS " E : ok

Y, PDecl + F' : ok

T-FraMme-J1T-D

In both cases, we have that ¥, PDecl + F’ : ok (ix). By application of T-CoNFIG to (ix),
(i1), and (iii), we obtain the desired result:

¥, PDecl + I,IRQ, K,N,V, S, F’, Q : ok

Case Let-1. LetX = (I,IRQ,K,N,V, S, F, Q) and suppose that -  PDecl : ok, ¥, PDecl + X : oK,
and the last step is LET-1.

F = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md, let x = e in ¢)
F’ = (pID, rID, ID, version,ﬁ, pcS,vPol,v[x — v], E,Md, ¢)
N,V,vrelv X fresh

¥, PDecl + I,IRQ,K,N,V,S,F,Q0 = I,IRQ,K,N,V, S, F’, Q

Let-1

We need to show that ¥, PDecl + I, IRQ,K’,N,V’, S, F’, Q : ok.
By inversion of T-ConFiG, we have that

(1) W,PDeclt+ F : ok
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(i) W, PDecl+ S : ok

(iii) W, PDecl + K : ok
By inversion of T-K on (iii), we learn that ¥, PDecl + S : ok (iv).
By application of T-K to (iv) and K" = (N, V, S ), we have that

Y, PDecl + K’ : ok (v)

Now, we need to show that W, PDecl + F’ : ok. For this, the proof proceeds in two cases
depending on Md:

Case Md = atom. Suppose that Md = atom(alD, rb, w, u, p, Inits, NVw, Vw) for some alD,
rb, w, u, p, Inits, NVw, and Vw. By inversion of T-FrRamg-Atomic on (1),

F = (pID, rID, ID, pr, pcS, vPol, v, E,Md, let x = e in ¢)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl I' = WD, version, jit)
sMd = smodeOf(Md) I’y = mkCtxAtom(T, w, u, p, Inits)
Lo, NVw, pc +" let x = e in ¢ = MFWits'
Ty, MFWts', pcS FSME - ok Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

W, PDecl + F : ok

T-FrRAME-ATOMIC

we learn that

(vi) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
(vii) Ty = mkCtxAtom(I', w, u, p, Inits)
(viii) Ty, NVw,pc +" let x = e in ¢ = MFWts’

(ix) Ty, MFWts', pcS +5" E : ok

The proof proceeds in cases on e:

Subcase e # IN(). The rule T-LET-E-A applies. By inversion on (viii),

Lo, NVw ™ ¢ @ t@g, A, (Lo, x : t@g), MFWts, pc F*°™ ¢ = MFWts’'
Lo, NVw, pc H2°" let x = e in ¢ = MFWts'

T-LET-E-A

we have that

(x) Ty FM ¢ : t@gq, A,
(xi) Ty, x : t@q), MFWts, pc +F3°™ ¢ = MFWts'
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By application of T-FrRaME-Atomic on the definition of F’, (vi), (vii), (xi), and
(ix), we have

Y, PDecl + F' : ok

Subcase e = IN(). The rule T-LET-IN-A applies. By inversion on (viii),

(Lo, x : t@(Id, Id, Id)), NVw, pc +*°™ ¢ = MFWts’

- T-LET-IN-A
o, NVw, pc H2°™ let x = IN() in ¢ = MFWits’

we learn that (T, x : t@{ld, Id, Id)), NVw, pc +3°™ ¢ = MFWts’ (x).
By application of T-Frame-Aromic to (vi), (vii), (x), (ix), we have

Y. PDecl + F’ : ok

Case Md = jit or Md = discard or Md = next. This case is similar to the one above, but
instead uses the rules for nonatomic modes. We again obtain that W, PDecl + F’ : ok.
The jit invariant for volatile memory is obtained by the observation that both V’ and
V| are extended with x = (v, pID) in the mode jit.

In all cases, we have that ¥, PDecl + F’ : ok (vi). Thus, by application of T-ConFiG to (vi),
(i1), and (iii), we obtain the desired result:

¥, PDecl + I,IRQ,K’,N,V',S, F’, Q : ok

Case Seql-1. LetX = (I,IRQ,K,N,V,S, F, Q) and suppose that - + PDecl : ok, ¥, PDecl + X :
ok, and the last step is SeqQl-1.

F = (pID, rID, ID, pr, pcS, vPol, v, E,Md, c1; ¢5)
F’' = (pID, rID, ID,ﬁ)’,pcS, vPol,v,([];¢,) :: E,Md, ¢y)

¥, PDecl + I,IRQ,K,N,V,S,F,Q0 = I,IRQ,K,N,V, S, F’, Q

SeqQl-1

We want to show that ¥, PDecl + I,IRQ, K,N,V, S, F’, Q : ok.
By inversion of T-Conri on W, PDecl + X : ok, we have

(1) Y, PDecl+ F : ok
(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok

(iv) if mdOf(F,) = jit and iPidOf(F,) = ipID, then Yx € dom(N) N dom(Ny) s.z. N(x) =
(v,ipID), then N/ (x) = (v, ipID) and ¥x € dom(V)ndom(V) s.t. V(x) = (v, ipID), then V| (x) =
(v, ipID)

(v) if mdOf(F,) = jit and pidOf(F,) = pID, then S\ = F,(pID) > Sg
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We need to show that ¥, PDecl + F’ : ok.
The proof proceeds by cases on Md:

Case Md = jit or Md = discard(_) or Md = next(_). By inversion of T-FrRaME-JiT-D on (i),

F = (pID,rID,ID, version,ﬁ", pcS,vPol,v, E,Md, cy; ¢))
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
pcS = pc, > pcS, sMd = smodeOf(Md) sMd e {jit, discard}
I' = W(ID, version, sMd) I', pc, F' ¢1i e, 0 0k I', pcS ' E 2 ok

WY, PDecl + F : ok

T-FrRaME-J1T-D

we have that

(vi) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
(vil) pcS = pc, > pcS,

|_st

(viil) T, pc, c1;c 0K

(ix) T,pcS +" E : ok

By inversion of T-SEQUENCE-S on (viii),

sMd € {jit, discard} I, pc, FSMd ok I, pc, FSMd ¢, - ok

i T-SEQUENCE-S

F,pCOI- c1;¢o 0K

we have that

(x) T, pcy - ¢ : ok
(xi) T, pcy F" ¢, : ok

By T-E-seq-1 applied to (ix) and (xi), we have

I', pc, FU ¢, ¢ ok T, pcS -" E - ok pcS = pcy > pcS,,
T, pcS +" ([1;¢2) : E : ok (xii)

T-E-seq-1

By application of T-FRAME-JIT-D on the definition of F’, (vi), (vii), (x), (xii), we have
that

Y, PDecl + F' : ok

The jit invariants are obtained directly from (iv) and (v).

Case Md = atom. This case is similar to the one above, but uses the rules for atomic mode.
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In all cases we have ¥, PDecl + F’ : ok (iv). By application of T-ConFIG to (iv), (ii), and
(iii), we obtain the desired result:

¥, PDecl + I,IRQ,K,N,V, S, F’, Q : ok

Case Seq2-1. LetX = (I,IRQ,K,N,V,S, F, Q) and suppose that - - PDecl : ok, ¥, PDecl + X :
ok, and the last step is SEQ2-1.

F = (pID, rID, ID,ﬁ,pcS, vPol,v, ([ ];¢) :: E,Md, skip)
F’ = (pID, rID, ID, pr, pcS, vPol, v, E,Md, ¢)

PDecl + I,IRQ,K,N,V,S,F,0 => I,IRQ,K,N,V, S, F’, O

SEQ2-1

We want to show that W, PDecl + I,IRQ,K,N,V, S, F’, Q : ok.
By inversion of T-ConriG on ¥, PDecl + X : ok, we have

(i) Y, PDecl+ F : ok
(i1) W,PDecl+ S : ok
(iii)) W, PDecl + K : ok

We need to show that ¥, PDecl + F’ : ok.

The proof proceeds in cases on Md:

Case Md = jit or Md = discard or Md = next(_). The rule T-Frame-Jit-D applies. By in-
version on (i),

F = (pID, rID, ID,ﬁ,pcS, vPol,v, ([ ];¢) :: E,Md, skip)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
pcS = pcy > peS, T, pc, -1 skip : ok T,pcS " ([1;¢) it E : ok

WY, PDecl + F : ok

T-FRAME-JIT-D

we learn that

(iv) task(ID, version, pr,vPol, rPol, A1x.cy) € PDecl
(v) pcS = pcy > pcS,

(vi) T, pcy F5" skip : ok

(vii) T, peS M ([1;¢) :: E : ok

By inversion of T-E-seq-1
T, pcy - ¢ : ok I, pcS +" E : ok pcS = pcy > peS,

T,peS F" ([1;¢) :: E : ok

T-E-seqQ-1
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we learn that
(viii) T, pcy 5" ¢ : ok
(ix) T, pcS v E : ok

By application of T-FrRaAME-JIT-D on (viii), (ix), (iv), (v), and the definition of F’, we
have that

Y. PDecl + F’ : ok

The jit invariants hold by reasoning similar to the previous case.

Case Md = atom. Suppose Md = atom(alD, rb, w, u, p, Inits, NVw, Vw) for some alD, rb,
w, W, p, Inits, NVw, Vw. The rule T-Frame-Atomic applies. By inversion on (i),

F = (pID, rID, ID, pi, pcS, vPol, v, ([ 1; ¢) :: E,Md, skip)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WD, version, jit) I’y = mkCtxAtom(T', w, u, p, Inits)
peS = pey > pcS, Lo, NVw, pc, H°™ skip = MFWts,
Lo, MEWtsy, pcS F°™ ([ 1;¢) :: E = MFWts”
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

PDecl v+ F : ok

T-FrRAME-ATOMIC

we have that
(iv) task(ID,version, pr,vPol, rPol, A1x.cy) € PDecl
(v) Ty = mkCtxAtom(l', w, u, p, Inits)
(vi) To, NVw, pc, 3™ skip = MFWis,
(vil) pcS = pc, > pcS,
(viii) Ty, MFWtsy,pcS F°™ ([1;¢) :: E = MFWits”

By inversion of T-E-seQ-2 on (viii),

Lo, NVw, pcy H°™ ¢ = MFWts'
Lo, MEWts',pcS ™ E : 0k pcS = pc, > pcS,

o, NVw, peS +2°™ ([ 1;¢) - E : ok

T-E-seqQ-2

we know that

(ix) Ty, NVw, pc F°M ¢ = MFWts'
(x) Ty, MFWts', pcS +3°™ E : ok

By application of T-FraME-Aromic on the definition of F”, (iv), (v), (vii), (iX), (x), we
have
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Y, PDecl + F' : ok
In all cases, we have that W, PDecl + F’ : ok (iv). By application of T-ConFIG on (iv), (ii),
(i11), we obtain the desired result:
Y, PDecl + I,LIRQ,K,N,V,S,F’,Q : ok

Case StartCrit-I. LetX = (I,IRQ,K,N,V,S, F, Q) and suppose that - PDecl : ok, ¥, PDecl +
X : ok, and the last step is STARTCRIT-1.

F = (pID, rID, ID, version,ﬁc,pcS, vPol, v, E,Md, start.(pr, ShAcc); c; endc)
F’' = (pID, rID, ID, version, pr > ﬁc,pcS, vPol,v,end., :: E,Md, ¢)

¥, PDecl + I,IRQ,K,N,V, S, F,Q => I,IRQ,N,V, S, F’, Q

STARTCRIT-I

We need to show that ¥, PDecl + I, IRO,N,V, S, F’, O : ok.
By inversion on ¥, PDecl + Z : ok, we have

(1) Y, PDecl+ F : ok
(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok

We need to show that W, PDecl + F’ : ok. To do so, we invert on (i). Since the command
in F is not an atomic region, either the rule T-FRaAME-A2A or T-FraMEe-JiT-D applies:

Case sMd(Md) = atom. The rule T-FRAME-A2A applies:

F = (pID, rID, ID, version, pr., pcS, vPol, v, E, Md, start(pr, ShAcc); c; ende)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = W(ID, version, jit) I’y = mkCtxAtom(T, w, u, p, Inits)
Ty, NVw, pc -2 start,(pr, ShAcc); ¢; ende, = MFWts
Ty, MEWts, pc > pcS F¥°™ E : ok
VYNVW s.t. NVw’' 2 NVw, AMFWts' O MFWts s.t.
Iy, NVw', pc F°™ start. (pr, ShAcc); c; endg, = MFWts'

WY, PDecl + F : ok

T-FrRaAME-A2A

By inversion of (i), we learn that:

@Gv) F = (pID,rID,ID, version,ﬁc,pcS, vPol, v, E,Md, start.(pr, ShAcc); c; endc,)
(v) Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)

(vi) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl

(vii) T = WD, version, jit)
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(viii) 'y = mkCtxAtom(I', w, u, p, Inits)
(ix) Ty, NVw, pc F3°M start,(pr, ShAcc); c; ende, = MFWts
(x) Ty, MFWts, pc 1> pcS F°™ E : ok
(xi) YNVW' s.t. NVw' 2 NVw, AMFWts'" 2 MFWts s.t.
Lo, NVW', pc 3™ start.,(pr, ShAcc); ¢; endy, = MFWts'

By inversion of T-CriticAL-A on (iX):

Lo, NVw, pc +3°7 ¢ = MFWts
pr. = ceilingPrOf({pr’ | tk(ID, version, pr’, vPol, rPol, Ax.c) € PDecl
A (ShAcc N vPol.ShAcc # 0)}) pr > pr, ShAcc C vPol.ShAcc
ShAcc # 0 Iy={x:1@qg| xedom(’) A x ¢ vPol.ShAcc \ ShAcc}

[, NVw, Id +207 starte(pr, ShAcc); c; ende, = MFWis

T-CriticaL-A

we learn that

(xi1) Ty, NVw, pc 3™ ¢ = MFWis

(xiv) pr, = ceilingPrOf({pr’ | tk(ID, version, pr’, vPol, rPol, Ax.c) € PDecl N\ (ShAccn
vPol.ShAcc # 0)})

(xv) pr > pr,

By application of T-E-criTicAL-END-A to (X), we have:

Ty, MEWts, pc > pcS F°™ E : ok
" T-E-crITICAL-END-A )
o, MEWts, pc > peS 2" end,, :: E : ok (xvi)

Lastly, we prove the invariant YNVw’ s.t. NVw' 2 NVw, AMFWts" 2 MFWts s.t.
Lo, NVW', pc F¥°M ¢ = MFWts’ holds. Let NVw' be arbitrary s.t. NVw' 2 NVw.
Since a similar invariant holds in (xi), pick the same NVw’ and invert T-CrITICAL-A
on (xi) to learn the desired result. Since NVw’ was arbitrary, the result holds for all
such NVw'.

By application of T-FrRaME-A2A to the definition of F’, (vi), (vii), (viii), (xii), and
(xvi), we have

F’ = (pID, rID, ID, version, pr > ﬁc,pcS, vPol,v,end. :: E,Md,c)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
I' = W(ID, version, jit) 'y = mkCtxAtom(I', w, u, p, Inits)
Ty, NVw, pc H3°™ ¢ = MFWts Ty, MEWts, pc > peS F°™ end,, :: E : ok
VYNVW' s.t. NVw’' 2 NVw, AMFEWts' 2 MFWis s.t. Ty, NVw', pc +2°" ¢ = MFWts'

¥, PDecl v+ F’ : ok

T-FrRAME-A2A
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Case smodeOf(Md) € {jit,discard}. This case is similar, instead using the rule T-FrRaME-
Jit-D.

The desired result follows by application of T-conriG to ¥, PDecl + F’ : 0K, (ii), and (iii).

Case EndCrit-I. LetX = (I,IRQ,K,N,V,S, F, Q) and suppose that + PDecl : ok, ¥, PDecl +
¥ : ok, and the last step is ENDCRiT-1.

F = (pID, rID, ID, version, pr > ﬁc,pcS, vPol, v,end, :: E,Md, skip)
F’ = (pID, rID, ID, version,ﬁc,pcS, vPol, v, E,Md, skip)

¥, PDecl + I,IRQ,K,N,V, S, F,Q => I,IRQ,K,N,V, S, F’, O

ENDCRIT-1

We need to show that ¥, PDecl + I, IRQ, K,N,V, S, F’, Q : ok.
By inversion on ¥, PDecl + X : ok, we have

(i) W,PDecl+ F : ok
(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok

We need to show that ¥, PDecl + F’ : ok. To do so, we invert on (i). Since the command
in F is not an atomic region, either the rule T-FrRame-A2A or T-Frame-JiT-D applies:

Case sMd(Md) = atom. The rule T-FRAME-A2A applies:

Ey=end; :: E
F = (pID, rID, ID, version, pr > ﬁ’c,pcS, vPol, v, Ey, Md, skip)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WD, version, jit) I’y = mkCtxAtom(l', w, u, p, Inits)
Ty, NVw, pc H2°™ skip = MFWts Ty, MFWts, pc 1> pcS +4°™ E, : ok
VYNVW' s.t. NVw' 2 NVw, AMFWts’ O MFWts s.t.
Ty, NV, pc +H3°™ skip = MFWits'

Y, PDecl + F : ok

T-FrRAME-A2A

By inversion of (i), we learn that:
@iv) F = (pID,rID,ID,version, pr > ﬁc,pcS, vPol,v,end., :: E,Md, skip)
(v) Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
(vi) task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
(vii) I' = WD, version, jit)
(viii) Ty = mkCtxAtom(I', w, u, p, Inits)
(ix) Ty, NVw, pc 3™ skip = MFWts
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(x) Ty, MFWts, pc > pcS +3°" end,, :: E : ok

(xi) YVNVW' s.t. NVw’ 2 NVw, AMFWts' > MFWts s.t. To, NVw', pc +3°™ skip =
MFWts’

By inversion of T-E-criTicAL-END-A on (X),

Iy, MFWts, pc > pcS F°™ E : ok
Iy, MEWts, pc > pcS F°™ end,, :: E : ok

T-E-cRITICAL-END-A

we learn that Iy, MFWts, pc > pcS +H3°™ E : ok (xii).

By application of T-FrRaMmE-A2A to the definition of F’, (vi), (vii), (viii), (ix), (Xi),
and (xii), we have

F’' = (pID, rID, ID, version,p_;"c,pcS, vPol, v, E, Md, skip)
Md = atom(alD, rb, w, u, p, Inits, NVw, Vw)
task(ID, version, pr, vPol, rPol, Ax.cy) € PDecl
I' = WD, version, jit) I’y = mkCtxAtom(l, w, u, p, Inits)
Ty, NVw, pc H2°™ skip = MFWts Ty, MFWts, pc 1> pcS +*°™ E : ok
YNVW' s.t. NVw' 2 NVw, AMFWts’ O MFWts s.t.
Lo, NVW', pc +3°™ skip = MFWts'

Y, PDecl + F’ : ok

T-FrRaME-A2A

Case sMd(1Md) € {jit,discard}. This case is similar, instead using the rule T-FrRamEe-JiT-D.
The desired result follows by application of T-conriG to ¥, PDecl + F’ : 0K, (ii), and (iii).

Case Reboot-I. LetX = (I,IRQ, K, N, -, -,reboot, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
Y : ok, and the last step is REBooT-1.

K=(WN,V,F>8) F = (ID, rID, ID,ﬁ,pcS, vPol, v, E,Md, ¢)

F’ = (pID, rID, ID, pt, pcS,vPol,u, E,Md’,¢)  polOA(F) # altOf(.)
0 =0, 0 vtk € Qyu, polOf(tk) = discard Vik € Ok, polOf(ik) = continue
. { atom(alD, b + 1, w, 1, p,0,0) if Md = atom(alD, rb, w, u, p, NVw, Vw)

Md otherwise
o REeBOOT-1
Y, PDecl v+ I,IRQ,K,N, -, -, reboot, 0 = I,IRQ,K,N ¢~ N,, V.S, F’, Oy
K=(WN.,V,S) (F > Sy) = incRb(S)

K' =(N,V,F>Sy)  F = (pID,rID,ID,version, pr, pcS,vPol,v, E,Md, c)

polOA(F) # altOf() 0 =0y, O Ytk € Qg, polOfitk) = discard

Ytk € Oy, polOf(tk) = continue ipidOf(F") = ipID’
REeBooOT-1

b H / . v/
¥, PDecl v 1, IRQ, K, N, -, -, reboot, 0 —> I, IRQ, K', NP~ N, VPP S, F, O
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We need to show that ¥, PDecl + I, IRQ, K', NP ~ N, VP’ 'S, 'F, O, : ok.
By inversion of T-conric on ¥, PDecl  Z : ok, we have

Y, PDecl + K : Ok (i)

In particular, we need to show that ¥, PDecl + F’ : ok and ¥, PDecl + S : ok. By definition
of incRb(S), we know that ¥, PDecl + F > S} : Ok.

By inversion of T-Stack-FuLL, we have that
(i) ¥, PDecl+ F : ok
(iii) W, PDecl + Sy : ok

By application of T-ConriG on (i), (ii), and (iii), we obtain the desired result:

¥, PDecl + I,IRQ, K', N ~ N, VP’ S, F, Oy : ok

Case Reboot-IA. Let X = (I,IRQ, K, N, -, -, reboot, Q) and suppose that ¥, PDecl + PDecl : ok,
Y, PDecl + X : ok, and the last step is REBoot-1A.

K=WN,V,F>S8) S = incRb(S) K = (N, V,Sp)
F = (pID,,rID,, ID,, versionn,ﬁn,pcSn, vPol,, x — v, -, altOf(_, rPol,), c,; ret(res))
0 =0y, O Ytk € Qu, polOfitk) = discard Vik € Oy, polOf(tk) = continue
Md,,, K”) = schdFrame(PDecl, (pID,, ID,, v, rPol,), K',N)
N = N «« N ipID = iPidOfipID,, 1d,)
F’' = @ID,,rID,,ID,, versionn,ﬁn, pcS,,vPol,, x = v, -, Md,, initN(vPol, .Inits); c,; ret(res))

™ REeBoOT-IA
¥, PDecl + I, IRQ, K, N, -, -, reboot, 0 = I,IRQ, K" ,N', VP"’» S . F', O,

By inversion of T-conric on W, PDecl + X : ok, we have that

Y, PDecl + K : ok (i)

We need to show that ¥, PDecl + I,IRQ, K" ,N’, VPIPr S, F’ Q : ok.
We will first show that ¥, PDecl + K" : oK.

By inversion of T-K on (i), we know that ¥, PDecl + F > S : ok (ii).
By inversion of T-Stack-FuLL on (ii), we have

(iii) P, PDecl + F : ok
(iv) P, PDecl + S : ok

By application of T-K to (iv) and K’ = (N, V, S), we have that
¥, PDecl+ K’ : ok

446



By Lemma (44| applied to PDecl + K’ : ok, we have

Y, PDecl+ K" : ok (v)

We now need to show that W, PDecl + F’ : ok.

Let sMd = smodeOf(Md,). By ¥ + PDecl : ok and sequencing for commands, we know
that T, Id k5@ initN(vPol,.Inits); c,; ret(res) : ok (vi).

By T-E-wp, we have T', Id 157 - : ok (vii).

By definition of schdFrame, we know that sMd e {jit, discard}. So the rule T-FrRaMEe-JiT-D
applies. By application of T-FrRamE-JIT-D on the definition of F’, (vi), (vii), we have

riD,, ID,,,]T}’”,,, Id, vPol,, x — v, -, Md,, initN(vPol, .Inits); c,; ret(res))
task(/D,, version,, pr,, vPol,, rPol,, Ax.c,) € PDecl
sMd = smodeOf(Md,,) sMd e {jit, discard} I' =Y(UD,, version,, sMd)
T, 1d F'% initN(vPol,,.Inits); c,; ret(res) : ok r,Id +" . : ok

W, PDecl + F’ : ok (viii)

F' = (pID

n’

T-FraME-J1T-D

By application of T-coNnFIG on (viii), (1v), and (v), we obtain the final desired result:

¥, PDecl v I,IRQ, K", N, VPP S, F’ Oy : ok

Case PowerFail-1. LetX = (I,IRQ, K,N,V, S, F, Q) and suppose that ¥ + PDecl : ok, ¥, PDecl +
Y : ok, and the last step is PowERFarL-I.

F = (pID,rID, ID, version,ﬁ, pcS,vPol,v, E,Md, c)
K=, Vi, Sy Sy = updJitS(Sy, F > §) K = (Ni, Vi, S3)

¥, PDecl + I,IRQ,K,N,V, S, F, 0 = I,IRQ, K’,N, -, -, reboot, O

PowEeRFAIL-1

We need to show that ¥, PDecl + I,IRQ, K’,N, -, -, reboot, Q : ok. In particular, it suffices
to show that ¥, PDecl + K’ : ok.

By inversion of T-ConriG on ¥, PDecl +- Z : ok, we have that

(1) Y, PDecl+ F : ok
(i) W,PDecl+ S : ok
(iii) W, PDecl + K : ok

By inversion of T-K on (iii), we know that ¥, PDecl + S : ok (iv).
By Lemma |4 1{applied to (iv) and (ii), we know that

W, PDecl + S, : ok (v)
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By application of T-K on (v), we know that

Y, PDecl + K’ : ok (vi)

The desired result follows by application of T-CoNFIG-REBOOT on (Vi):

W, PDecl + I,IRQ, K’,N, -, -, reboot, O : ok

O

Lemma 41 (upd]itS produces well-formed S ;) If'V, PDecl + S : ok, ¥, PDecl + S : ok, and
S = updlJitS(Sy, S), then ¥, PDecl + S : ok.

Proof: The proof is by nested induction on the size of S, and S.

Base case S, = -. There are two subcases:

Subcase § = -.

updJitS(-, ) = -
In this case, we apply T-Stack-EmPTY to obtain the desired result:
PDecl v - : ok

Subcase S = F > S’ (AF).

modeOf(F) # jit
updJitS(Sy, F > S") = updJitS(S;, S")

By inversion of T-Stack-ruLL on PDecl + S : ok (and since S = F > §’),

S=FpS’ PDecl + S’ : ok PDecl + F : ok
PDecl+ S : ok

T-STACK-FULL

we have
(iii) PDeclt+ S’ : ok
(iv) PDecl+ F : ok

Since S’ is one frame smaller than S, we can apply the inductive hypothesis to (iii)
and PDecl + S : OK, to establish

PDecl + updJitS(S,S") : ok

as desired.
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Inductive case S, = F > S} (AF). There are two subcases to consider:
Subcase S = -.

modeOf(F) # jit
updJitS(F > S}, S) = F > updJitS(S}/, S)

By inversion of T-Stack-FuLL on PDecl + S : ok (and since Sy = F > §}),

Sk=Fp> S}/ PDecl + S} : ok PDecl v F : ok
PDecl + Sy : ok

T-STACK-FULL

we have
(iii) PDecl+ S}/ : ok
(iv) PDecl+ F : ok

We can apply the inductive hypothesis on (iii) and PDecl + S : 0Ok to learn that

PDecl + updJitS(S}/,S) : ok (v)

By application of T-Stack-ruLL to (v) and (iv), we learn that

PDecl v F > updJitS(S;/,S) : ok
Subcase S = F > S’ (AF).

SY = updlitS(S},S’)  modeOfF) =jit  pidOf(F) = pidOf(F)
updlJitS(Fy > S}, F>8") = F1> S}

By inversion of T-Stack-ruLL on PDecl + S : ok (and since S = F > S’),

S=FpS’ PDecl+ S’ : ok PDecl + F : ok
PDecl+ S : ok

T-STACK-FULL

we have
(iii) PDecl+ S’ : ok
(iv) PDecl+ F : ok

By inversion of T-Stack-FuLL on PDecl + S : ok (and since S = F, > S)),

Sy=F,> S} PDecl + S} : ok PDecl + Fy : ok
PDecl + Sy : ok

T-STACK-FULL

we have
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(v) PDecl+ S} : ok
(vi) PDecl + F, : ok

We can apply the inductive hypothesis on (iii) and (v) to learn that

PDecl v+ updJitS(S;’,S") : ok (vii)
Since §}” = updJitS(S}/,S’), it follows by application of T-STack-FULL to (vii) and
(iv) that
PDecl+ F > S}

which is the desired result.

g

Lemma 42 (Expression qualifiers match A for nonatomic mode) If ' +" ¢ : t@gq,, A, and
Md € {jit, discard, next}, then g, = (Lyea, I'(x)75).

Proof: The proof is by structural induction on e.

Case e = x. Then the last rule in the derivation must be T-VAR-REaD3. By inversion,

['(x) = t@{gID,, qID,, gID,) Md € {jit, discard, next}
I+ x : 1@(gID,.,qID;, qID,,), {x}

T-Var-READ3

we have that

I'(x) = t@{qlD,, qID,, qID,) (i)

Hence, I'(x)|, = (qID,, qID,, qID,), as desired.

Case ¢ = ¢; © e;. Then the last rule in the derivation must be T-Bivop-Reap-J. By inversion,

Md € {jit, discard, next} I'Me, : t@gy, A 't e, : t@g,, Ay
r I-Md e © ey l@(Q1 UQQ),Al UA,

T-BiNnop-REaD-J

we have that

1) I pHd e;: t@ql,Al
) I Hd e Z@QQ,AZ

By the inductive hypothesis applied to (i) and (ii), we learn that
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(ii1) (Uxea, T(X)lg) = ¢
(1v) (Uxen, T'(0)lg) = g2

Combining (iii) and (iv), we have that

q1 L q> = (I—IXEAlr(-x)qu) U (uxa\zr(x)iq)
= (Uyer,un, T () Lg) = q1 U g2

O

Lemma 43 (Expression qualifiers match A for atomic mode) IfI', MFWis 3™ ¢ : t@gq,, A,,
then g, = (Uea I'(X)13).

Proof: The proof is by structural induction on e.

Case e = x. There are two subcases, according to gD,
Case gID_ # qIDId(WT). Then the last rule in the derivation must be T-Var-Reapl. By
inversion,
I'(x) = t@{qID,, qID,, qID,) qID, # qIDId(WT)
T, MFWts -3 x : t@(qID,, qID,, qID,), {x}

T-Var-Reabpl

we learn that ['(x) = t@(qID,, qID,, ¢ID,) (i).
Hence,
qidtripleqlD .qID,qID, = (I'(x)l3).

Case gID_ + qIDId(WT).

I'(x) = t@{qID,, qID,, qID,) gID, = |d(WT) x € MFWts
I, MFWts +2°™ x : t@(ld, gID,, q¢ID,), {x}

T-Var-READ2

Case ¢ = ¢; © e;. Then the last rule in the derivation must be T-Binor-Reap-A. By inversion,

[, MFWts r¥°" ¢, : t@q;, A, I, MFWts F°™ ¢, : t@q,, A,
I, MFWts -3°" ¢, © e, : t@(q, U qr), A1 U Ay

T-Binopr-READ-A
we learn that

1) I', MFWts patom e;: t@ql,Al
(1) I', MFWts p-atom (2 I@C[Q,Az
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By the inductive hypothesis applied to (i) and (ii), we have

(ii1) g1 = (Uyer, I'(0)17)
(1v) g2 = (Urea,1' (0)g)

Combining (iii) and (iv), we obtain the desired result:

g1 U o = (Uyea, T'(X)13) U (Uyen,I'(0) 1)
= (Uyeauanl (0)1g)

Lemma 44 (schdFrame produces well-formed K) If

® PDecl + K : ok and

e (Md,, K") = schdFrame(PDecl, (pID, ilD, v, rPol), K,N),
then PDecl + K’ : oK.

Proof: Let K = (Ng, Vi, S). By inversion of T-K on PDecl + K : ok,

K:(Nk,Vk,Sk) PD€Cl|-Sk10k
PDecl + K : ok

we know that PDecl + S : ok (i).
The proof proceeds in cases on appPol(rPol).

T-K

Case appPol(rPol) = immediate. The rule scipFrRaME-IMMEDIATE applies. By inversion,

appPol(rPol) = immediate
K =N, Vi, Sw St = (pID,jit) > S K" = (Ni, Vi, S})

schdFrame(PDecl, (pID, iID, v, rPol), K,N) = (jit, K")

SCHDFRAME-IMMEDIATE

we learn that
(i) S, = (pID,jit) > S
(iii) K" = (Ni, Vi, S7)
From T-FraMmEe-JiT-P, we know that PDecl + (pID, jit) : ok (iv).
By application of T-Stack-FuLL to (iv), (i), and (if), we have that

PDecl+ S} : ok (v)

By application of T-K to (v) and (iii), we learn
PDecl+ K’ : ok
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Case appPol(rPol) = discard. The rule schpFrRAME-DiscarD applies. By inversion,

appPol(rPol) = discard isr(iID, 0, pr, pree, I, vPol, rPol, Ax.c;) € PDecl
vPol = (ShAcc, ShCP, nlds, Inits)
K =N, Vi, S1) K’ = (Ni ¢~ Nlsncr)s Vie Sx)

schdFrame(PDecl, (pID, iID, v, rPol), K,N) = (discard, K")

SCHDFRAME-DISCARD

we learn that K’ = (N, «~ N|gucp, Vi, Si) (ii).
By application of T-K to (i) and (ii),

PDecl + K’ : ok

Case appPol(rPol) = alternative. The rule scHDFRAME-ALTERNATIVE applies. By inversion,

appPol(rPol) = alternative(ilD, 1)
task(ID, 1, pr, prég, La, vPol,, rPol,, Ax.c,) € PDecl
fresh(pID,) fresh(rID,)
F,= (pID,rID, ID,1,pr,vPol,, x — v,-,altOf(pID, rPol,), c,; ret)
K= (N, V.S S],(:FaDSk
K’ = (N ¢~ Nlsncp, Vi, S}) vPol, = (ShAcc, ShCP, nlds, Inits)

schdFrame(PDecl, (pID, iID, v, rPol), K,N) = (next(pID,), K")

SCHDFRAME-ALTERNATIVE

we learn that

(i) task(ID, 1, pr, priy, Ua, vPol,, rPol,, Ax.c,) € PDecl

(iii) F, = (pID,, rID,,ID, 1, pr,vPol,, x — v, -, altOf(pID, rPol,), c,; ret)
(iv) S, =F,> S

(v) K" = (Ny » Nlsice, Vi S,'()
By (ii) and the assumption - + PDecl : ok, we have that

r,Id I—E;‘; Carret = I @ar,) (i

where Md“ = jit if appPol(rPol,) = immediate, and Md“ = discard otherwise.

By T-E-mp, we know that I, Id l—fg;‘f - = I (vii).
|

cei

By application of T-FrRaME-J1T-Di1ScARD-ALTERNATIVE to (if), (iii), (vi), and (vii), we have:

F,= (pID,rID, ID,1,pr,vPol,, x — v,-,altOf(pID, rPol,), c,; ret)
task(ID, 1, pr, pre.., T4, vPol,, rPol,, Ax.c,) € PDecl

ceil® a
r,Id I—gfu | Casrer = r
[, ld e =T,  Mde {jit discard(...), next(...)}

= — T-FRAME-JIT-DISCARD- ALTERNATIVE
PDecl + F, : ok (viii)
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By application of T-Stack-FuLL to (i), (iv), and (viii),

S, =F,> S PDecl+ Sy : ok PDecl+ F, : ok
PDecl + S; : ok (xvi)

T-STACK-FULL

By application of T-K to (xvi) and (v), we have

K = (Nk e NlShCP7 Vk,S]/c) PDecl + S],( s ok
PDecl + K’ : ok

In all cases, we have that PDecl + K’ : ok.
O

Lemma 45 (finalizeK produces well-formed K) If PDecl + K : ok and finalizeK(K, F,N, V) =
K’, then PDecl + K’ : ok.

Proof: By inversion of T-K on PDecl + K : ok,

K:(Nk,Vk,Sk) PDBCZI-Sk:Ok
PDecl + K : ok

we learn that
(1) K =(Ng, Vi, i)
(i1) PDecl+ Sy : ok
The proof proceeds in cases on Md,:

Case Md, = jit. The rule FIN-K-nT applies:

F. = (pID,, rID,, ID., pt., pcS,, vPol,, v., -, jit, ret)
K =N, Vi, S1) Sk=F> S} K’ = (Nidewvarosis))s Vis S )

finalizeK(K,F.,N,V) = K’

FIN-K-31T

By inversion of T-Stack-FuLL on (ii), and since S = Fy > S, we learn that PDecl + S :
ok (iii).
Thus, by T-K applied to (iii) and K’ = (N,ileVaroﬂSL), Vi, S ), we have that

PDecl - K’ : ok

Case Md,. = discard. The rule FIN-K-piscArD applies:

F. = (pID,, rID,, ID., pt., pcS,, vPol,, v,, -, discard(ShCP, NVw, Vw), ret)
K =W\, Vi, S0
Vi=Vier Vi, N} = Ny ¢~ Nl K’ = (Nl ekvarosis o Vio Sk)

finalizeK(K,F.,N,V) = K’

FIN-K-DISCARD
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From T-K applied to (ii) and K’ = (N, lavarosis,)» V4 S k), we learn that

PDecl + K’ : ok

Case Md, = next(_). The rule FIN-K-NEXT applies:

F. = (pID,, rID,, ID., pt., pcS., vPol., v., -, next(pID,, ShCP, NVw, Vw), ret)
K =N, Vi, Fa>Sy)
fresh(rID,) F,=@pID,rID,, IDC,}TI)”C, pcS..,vPol., _, _, altOf(pID_, ), )
Vi=Vi e Vi, N; = Ni ¢~ Nl K = (N dawvaronso» Vir Sk)

FIN-K-NEXT
finalizeK(K,F.,N,V) = K’
From T-K applied to (ii) and K" = (N, lakvurosis s V4 S k), we learn that
PDecl + K’ : ok
In all cases, we have
PDecl + K’ : ok
O

Theorem 19 (Preservation for continuously-powered execution) If - + PDecl : ok, PDecl +
o : ok, and PDecl + o0 —> o, then PDecl + o : ok.

Proof: The proof is analogous to Theorem [I§] but uses the rules for continuous execution. [J
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E.9 Equivalences

E.9.1 Helper functions

Definition of ePidOf(T). We define ePidOf(T) to be the set of effective instance process iden-
tifiers in a trace T. They include successfully completed atomic region executions, completed
discard and alternative tasks, and jit processes (because these re-execute until successful). We
use (pID, alD, rb) versus pID to distinguish between atomic versus jit regions in immediate tasks.
The endaiom 1 okay here because when running an atomic region in a discard task, we throw away
endaiom SO it does not appear in the execution trace.

ePidOf(T,;) = {pID |trigger(pID,Md), complete(pID, v,) € T,, appPol(rPol) € {discard, next}}
U{pID |trigger(pID, jit) € T}}
U{(pID, alD, rb) | endAtom(pID, alD, rb,v,) € T}}

Definition of context lookup. If the mode is atomic, we need to look up the jit context in ¥
and pass it to mkCtxAtom, otherwise it is just a normal ‘¥ lookup.

Md € {jit, discard(_), next()}
YD, version,Md) = T"

TypeCtx-DIN

Y(ID, version,jit) =T’ I = mkCtxAtom(, w, u, B, p, Inits, nlds,)
task(ID, version, pr,vPol, rPol, Ax.cy) € PDecl
vPol = (ShAcc,, ShCP,, nlds,, Inits,)

Y(ID, version,atom(alD, rb, w, u, B, p, Inits, NVw, Vw)) = T"

TypeCrx-A

Md = jit if range(rPol) = immediate
~ | discard if range(rPol) € {discard, alternative}

Y(ID, version, altOf(rPol)) = W(ID, version,Md)

TyPECTX-ALTOF

Definition of NVWitsOf(Md).

NVWisOfijit) = -

Md € {atom(alD, rb, w, u, B, p, Inits, NVw, Vw), discard(NVw, Vw), next(pID, NVw, Vw)}
NVWtsOf(Md) = NVw
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Definition of VWtsOf(Md).

VWisOf(jit) = -

Md € {atom(alD, rb, w, u, B, p, Inits, NVw, Vw), discard(NVw, Vw), next(pID, NVw, Vw)}
VWtsOf(Md) = Vw

Definition of getID(pID,).

pID,, = (ID,,, version,,, u,,)
getID(plID,,) = ID,,, version,,

Definition of shCPof(PDecl, pID) (task-level shared checkpoints only). shCPof(PDecl, pID)
returns the checkpointed shared variables for the task pID as specified in PDecl. In the definition
below, we omit PDecl for simplicity.

getlD(pID) = ID, version
tsk(ID, version, pr, vPol, rPol, Ax.c) € PDecl vPol = (ShAcc, ShCP, nlds, Inits)

shCPof(PDecl, pID) = ShCP

Definition of localTyOf(¥Y, PDecl,pID, , x).

getID(pID,)) = ID, version tsk(ID, version, pr,vPol, rPol, Ax.c) € PDecl
appPol(rPol) = Md YD, version,Md) = T" I'(x) = {(qID,, qID,, qID,)

localTyOf(Y, PDecl, pID,,, x) = qID.,

E.9.2 Two trace relation relating intermittent and continuous execution

Extracting effectful stack frames. We extract effectful stack frames and identify delayed ones.
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EPids, Elrglds, EEvIds v getES(Sy,S) = (S, inIDs, relDs) ‘

EMPTY
EPids, ElIrglds, EEvIds + getES(0,0) = (0,0, 0)

Fy = (pID,,--- ,altOf(pID), -) F = @ID,inID,ID,--- ,next(plD,), -)
pID ¢ EPids EPids, Elrglds, EEvIds + getES(Sy,S) = (S, inIDs, relDs)
} , {inID} U inIDs inID € Elrglds

inIDs" = 4 . .
inIDs inID ¢ Elrglds

EPids, Elrqlds, EEvIds v getES(Fy > Sy, F > S) = (S, inIDs’, reIDs)

DELAY-IRQ

F, = @ID,,--- ,altOf(pID), ) F = (pID,relD,ID,- - - ,next(pID,), )
pID ¢ EPids EPids, Elrglds, EEvIds v+ getES(Sy,S) = (S, inIDs, relDs)
relDs’ = { {reID} U relDs relD € EEvlds

relDs relD ¢ EEvIds

EPids, EIrqlds, EEvIds v getES(Fy > Sy, F > S) = (S, inIDs, reIDs")

DELAY-EV

Fy = (pID,,--- ,altOf(pID), ) F = (pID,rID,ID,--- ,next(pID,), -)
pID € EPids Elrqlds, Elrglds, EEvIds v getES(Sy,S) = (S, inlDs, relDs)

EPids, Elrglds, EEvIds v getES(F, > Sy, F > S) = (F > S, inlDs, relDs)

DROP-ALT

F = (pID,rID,ID, - - - ,jit, )
F, = (pID,--- ,jit,) EPids, ElIrglds, EEvIds + getES(Sy,S) = (S, inIDs, relDs)

EPids, Elrglds, EEvIds v getES(F, > Sy, F > S) = (F > S, inlDs, relDs)

JIT

F = @@ID,rID,ID,--- ,atom(alD,---),_)
Fy=@ID,--- ,atom(alD,---), ) (pID, alD) ¢ EPids
EPids, Elrglds, EEvIds + getES(Sy,S) = (S, inIDs, relDs)

EPids, Elrglds, EEvIds v getES(F;. > S, F > S) = (Fy > S, inIDs, relDs)

ATOM-FAIL

F = @ID,rID,ID,--- ,atom(alD,---), )
Fy=@ID,--- ,atom(alD,---), ) (pID, alD) € EPids
EPids, Elrglds, EEvIds v getES(Sy,S) = (S, inIDs, relDs)

EPids, ElIrglds, EEvIds v getES(F;, > Sy, F > S) = (F > S, inlDs, relDs)

ATOM-COMPLETE

F = ID,rID,ID,--- ,discard, _)
pID ¢ EPids EPids, Elrglds, EEvIds + getES(Sy,S) = (S, inIDs, relDs)

EPids, Elrglds, EEvIds v getES(S, F > S) = (S, inIDs, relDs)

DISCARD-FAIL

F = @ID,rID,ID,--- ,discard, _) pID € EPids
EPids, Elrglds, EEvIds + getES(St,S) = (S, inIDs, relDs)

EPids, Elrglds, EEvIds + getES(Sy, F > S) = (F > S, inlDs, reIDs)

DISCARD-COMPLETE
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Relating nonvolatile memories. To relate nonvolatile memories, we begin by extracting the
set of variables X,,;; that are most recently written to by ineffective processes or are written to by
a process where the variable is declared in nlds.

Y, PDecl, EPids,pc + N = X,y

N-EmpTY
Y, PDecl, EPids,pc + - = 0

pID,, ¢ EPids Y, PDecl, EPids,pc v N = X4
Y, PDecl, EPids,pc + N, x — (v,ipID,)) = X,;a U {x}

N-Wt-Nip

pID,, € EPids
WY, PDecl, EPids,pc + N = X,y localTyOf(Y, PDecl, pID,,, x) U pc = Nid

N-WTt-Err-Nip
WY, PDecl, EPids,pc + N, x — (v,ipID,)) = X,;a U {x}
pID,, € EPids
Y, PDecl, EPids,pc + N = X4 localTyOf(¥Y, PDecl, pID,,, x) U pc = |d
N-Wrt-Err-Ip

Y, PDecl, EPids,pc + N, x — (v,ipID,)) = X4

N-Wt-Nib requires that written variables in ineffective tasks be included in X,;;. In these
rules, ipID,, identifies the last process that wrote to x. The rules N-WtErr-Nip and N-Wt-EFe-Ip
means that if the process that last wrote to x is effective, then we add x to X,,;; depending on the
local qualifier of x and the (non-)idempotence of pc. If both the local type and pc are idempotent,
then N-WT-Err-Ip and x is not inserted into the returned set, otherwise, N-Wt-Ere-Nip applies to
insert x into the returned set.

With the set X,,;; in hand for a given intermittent nonvolatile memory N;, we define a relation
between N; and N.. We say that N; and N,. are related if their memories are equivalent up to their
non-idempotent and ineffective writes.

Y, PDecl, EPids,pc + N; = N,

W, PDecl, EPids,pc + N; = Xia N\ Xoia = Ne\Xuia
Y, PDecl, EPids,pc + N; = N,

Equiv-N

Relating volatile memories. We define a relation between volatile memories by first extracting
ineffective variables, similar to above. Since volatile data does not persist, we assume that no
volatile memory location has an Nid local type. Instead, we extract only the variables written
by ineffective processes in V (as in V-NEFF), skipping variables that are last written by effective
processes (as in V-EFF).
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EPids v V = Xyp

ipID,, € EPids EPids + V = Xinefy
— V-Empry — V-Err
EPidst+-= 0 EPids + NV, x — (v,ipID,,) = Xinef

ipID,, ¢ EPids EPids F N = Xipep
EPids + V,x — (v,ipID,)) = Xinep U {x}

V-NEFr

EPids+ V; = V.,

EPids + Vi = Xinejf VI\Xineﬁ = V'c\)(ineﬁr
EPids+ V; =V,

Equiv-V

Extracting idempotent stack frames.  Towards the goal of relating the intermittent runtime
stack with a continuously-powered runtime stack, we define a function for extracting idempotent
stack frames from a current runtime stack. If the top pc is Id, then Pros-Frame-Ip applies to
return that frame. Otherwise, the rules Pros-FrRAME-ENDIF-NiD, Proj-FrRAME-ENDCR-NID-1 and
Pros-FraME-coNT-NID apply to inspect the next frame expected to execute.

PRrROJ-STACK-EMPTY ProJ-STACK-IND
lia = - (F > 8))ia = Flia™> Slia

F = (ID,rID,ID, version,ﬁ)’, Id > pcS, vPol, v, E,Md, ¢)
Fly=F

Proj-FraMEe-ID

F = (pID, rID, ID, version, pr, Nid > pcS, vPol, v, end; > E, Md, c)
F’' = (pID, rID, ID, version,ﬁ, pcS, vPol, v, E, Md, skip)

Flig = F'lia

Pros-FraME-ENDIF-NID

F = (pID, rID, ID, version, pi, Nid > pcS, vPol, v, C > E, Md, ¢)
Ce{ll c,)’ endc}
F’ = (pID, rID, ID, version,ﬁ’, Nid > pcS, vPol, v, E, Md, skip)

Flig=F'lia

Pros-FraME-NiD-1

F = (pID, rID, ID, version,ﬁi}’, Nid > pcS, vPol, v, E, Md, c)
E=-0orE=Cr E where C € {([];¢"),endq}
F’ = (pID, rID, ID, version,ﬁ})’, Nid > pcS, vPol, v, E, Md, skip)

Flig=F'lia

Proj-FraME-NID-2
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Relating configuration states ; and o. We write T|; + X; = o if all of the following hold

Zj = le = (Ij,IRQj, (Nk, Vk,Sk), Nj, Vj,Sj, Fj, QJ)
o=,IRQ.,N.,V.,S.F.Q.)

EPids = ePidOf(T|;)

Elrglds = elrqOf(IRQ;, T)

EEvIds = eEvOf(Q;,T)

Elnplds = elnpOf(l;, T)

EPids, EIrglds, EEvlds v getES(F; > S ;,S 1) = (S., inIDsy, relDs ;)
S.lia = F. > S, effect stack is same as cts execution, except for Nid branches (including end;)
topOfPCS(F ;) = pc

Y, PDecl, EPids,pc + N; = N,

EPids,pcv+ V; =V,

VYx, Vi(x) # V.(x), Vi(x) = V.(x) and V;(x) = (v, ipID) s.t. ipID € EPids and x € eVWtsOf(S .)
I leInplds = clEIrqlds

IRQ L Etrgias Y T Linips, = IRQ L Etrgias

Qileevias U T Lreips, = OclEEvias

In the definition, T|; takes the prefix of T up to the j” configuration. T]; takes the j”
configuration. We T'|;,;ps, and T'|,.ips, to collect the set of interrupt requests and scheduled
events from the trace respectively, by their unique ids.

eNVWisOf(S ) and eVWesOf(V) return all locations in nonvolatile memory that are currently
written to in tasks that will complete in this power cycle. We define elnpOf(I, T) to be the inputs
that are consumed by execution of processes with effective pids in 7. We define elrqOf(IRQ, T)
to be the interrupts that are processed by an effective pid in 7. We define eEvOf(Q, T) to be the
events in the queue Q that are processed by an effective pid in 7.

Trace Equivalence. Now we can define trace equivalence T; ~ T. Because we need the full
intermittent trace for configuration relations, we include an index m in our definition 7|, = T¢
to say that these two traces are equivalent up to length m of 7,. We write T'(X;) to mean that Z; is
the last configuration of 7. We define nidIf(Z,, = X..+1) to be true if the step is taken by a frame
whose top pc is Nid. We define analogous definitions for the continuous definition. We define

inEffective(Z,, = X,.+1) to be steps taken by a frame, whose ipID indicate that it will experience
a power fail, or reboot and powerfail steps.
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Tio+rTilo= o

TEquiv-BAsge
Tilo= o
Tiln = Tc Yot = Trlm
a . . a
T1|m+1 = Tllm - Zm+1 lnEﬁeCtlve(zm — Zm+1) Tl|m+1 F Zm+1 ~ TC(O-n)
Tilner = Tc

TEqurv-INEFF

a
Tllm ~ TC 2"m+l = Tllm+l T1|m+l = Tllm Sl z:m+l
a
Effective(Zy = 1) Te(@) — & Tilpet F St = 07

- TEquiv-Err
Tilp1 = Tec — o’
Tllm ~ TC Z:m = Tllm
T[|m+] = Tl|m - zm+] nld]f(zm - z"m+l) T[|m+1 F z"m+l ~ TC(O-)
Tyl = Tc

TEquiv-Nip-Irl

Tllm ~ TC
Sw=Tilm  Tc@) > o nidlfic —> ') Tint+ Zw~ 0

- TEquiv-Nip-Ir2
TI |m ~ TC — 0-/
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E.9.3 Well-formedness invariants

Configuration well-formedness. WFr-Conr defines the well-formedness of a configuration. A
configuration is well-formed if all variables in N, and V, are last written by effective processes,
the recovery stack that will be restored (updJitS(S, F > S)) is well-formed, the runtime stack
including the current frame is well-formed, and lastly, for all nonvolatile variables that were last
written by a process that no longer appears in the runtime stack, if its pid is ineffective then it
cannot be checkpointed by that process. We include the judgment ¥, PDecl + ¥ : ok so that
invariants from preservation can be used in the proof of correctness.

W, EPids + X : wf|

K= (N, Vi,Sp) Vx € dom(Ny).Ni(x) = (v, ipID), ipID € EPids
Vx e dom(Vy).Vi(x) = (v,ipID), ipID € EPids
Ny ~» N, Vi~ V.V, EPids, - + updJitS(Sy, F > S) : wf
N,V,¥Y,EPids,-+ F > S : wf
Vx € dom(N) s.t. N(x) = (v, ipID), x ¢ EPids, and ipID ¢ F > S, x ¢ ShCPOf(PDecl, ipID)
Y, PDecl + X : ok X=IRQ,K,N,V,S,F,Q)

WY, EPids + Z : wf

WEr-CoNF

Stack well-formedness. We define the well-formedness of a stack in terms of the well-formedness
of each of its frames (WE-S-EmpPTY and WE-S-IND).
N,V,¥,EPids, Sy + S, : wf]

WE-S-EMPTY

N,V,Y,EPids,S v - : wf

N,Y, EPids, S v, F : wf
V.Y, EPids, S, +, F : wf N,V,¥Y,EPids,S,@F + S, : wf

N,V,¥,EPids,S; + F > S, : wf

‘WE-S-IND

Frame well-formedness for nonvolatile writes. A frame is well-formed w.r.t. +, if for each
variable that process has written (in NVWtsOf(Md)), either the last writing process is effective
or the last writing process has a greater or equal priority to the current frame (in other words, it
preempted the frame and overwrote its value). Additionally, the rule checks that every nonvolatile
variable that is fully idempotent is a valid write (as checked by  validNvW(S , ipID,, EPids, ipID, x)
— see below for definition).

|N,¥,EPids,S +, F : wf|

F = @ID,,rID,ID, version,ﬁ,pcS, vPol, v, E,Md, ¢) iPidOf(plD_,Md) = ipID,
Yy € NVWisOf(Md).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
YD, version,Md) = T" Vx € dom(N).s.t.I'(x) = (¢ID,, 1d, Id)
gID,=1d  N(x)= (v,ipID)  + validNvWK(S, ipID,, EPids, ipID, x)

N,Y, EPids,S v, F : wf

WEr-F-N
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We check the validity of each write according to + validNvW«(S, ipID,, EPids, ipID, x), where
S is the runtime stack, ipID, identifies the current process, and ipID is the last writing process of
X

] + validNvWi(S, ipID,, EPids, ipID, x) \

PrioOf(ipID) < PrioOf(ipID,) x € InitOf(ipID,) U shCPof(ipID,)
F validNvWt(S, ipID,, EPids, ipID, x)

VALID-NVWT-INIT

ipID € EPids U {ipID,}
F validNvWit(S, ipID,, EPids, ipID, x)

VALID-NVWT-E

ipID = (pID, alD, rb) ipID,. = (pID, alD, rb,)
mdOf(ipID) = atom(..., w, u, Inits) rb. > rb x € wU u\ Inits

F validNvWt(S, ipID ., EPids, ipID, x)

VaLip-NvWT-A

AF, €S, F, = (ipID, - - - ,vPol,, discard, - - -),
vPol, = (ShAcc, ShCP, nlds, Inits) x € ShCP

F validNvWt(S, ipID ., EPids, ipID, x)

VALID-NVWT-SHCP

ipID = (pID,, alD, rb) AF, €S, F, = (pID,,--- ,vPol;,,Mdy, - --),
Md, = atom(alD, rb,, w, u, p, Inits, NVw, Vw)
rb, > rb x € wUu\ Inits

F validNvWt(S, ipID ., EPids, ipID, x)

VaLip-NvWT-HA

A nonvolatile write x is valid if it will be overwritten (PrioOf(ipID) < PrioOf(ipID,)) by
the current process on initialization, or if it is a shared checkpoint of it (as in VALID-NvWT-InIT).
VaLib-Nv-WT-E says that x is valid if its last writing process is either the current process or is
effective. VALID-Nv-WT-A says that the mutable nonvolatile variables of an atomic region w,
u, and [Inits are valid, as the effects from failed prior executions (ipID whose rb < rb.) will
eventually stabilize on the last execution. VALID-NvWT-SHCP asserts the validity of a variable
written by a high priority discard task that is checkpointed. Lastly, VALID-NVWT-HA asserts that
variables last written by high priority atomic regions are valid, as they will eventually stabilize.

Frame well-formedness for volatile writes. Frame well-formedness w.r.t. +, is similar, but
establishes the validity of all volatile writes since none are reverted to their checkpointed versions
on reboot from power failure for undo logging.

V., EPids,S r, F : wf]

F = (pID,,rID,ID, version,ﬁ})’, pcS,vPol,v, E,Md, c)
Yy € VWisOfMd).V(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) = PrioOf(pID,)
VYx € dom(V) V(x) = (v, ipID) F validVWH(S, ipID,., EPids, ipID, x)

V.Y, EPids,S v+, F : wf

WEr-F-V
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FvalidVWe(S, ipID,, EPids, ipID, x) ‘

ipID € EPids U {ipID,}
FvalidVWK(S, ipID., EPids, ipID, x)

VALD-VWT-E

AF, € S, Fy, = (pID,, - -- ,vPoly,Md,, - - ), iPidOf(pID,,,Md;) = ipID
FvalidVWe(S, ipID,, EPids, ipID, x)

VALID-VWT

We say a volatile write is valid if it is last written by an effective process or the current
process (VALID-VWT-E), or is written by a higher-priority task that preempted the current frame
(VALID-VWT).
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E.10 Correctness

Lemma 46 (Well-formedness) Given a trace T, EPids = ePidOf(T) and ¥, EPids + X; : wf
where 0 < j < |T| and ¥, PDecl + ¥; = X4, then ¥, EPids + ;. : Wf.

Proof: The proof proceeds by cases on the step W, PDecl + £; = X;,;. Below, we highlight

the most interesting cases. In every case, we prove that ¥, PDecl + X;,, : ok by preservation and

the assumptions W, PDecl + X£; = X ;. and ¥, PDecl + ¥; : wf, which implies ¥, PDecl + ; :

ok.

Case Ret-S-1. LetX; = LIRQ,K,N,V,S,F.,QandX;,; = LIRQ,K",N,V,S’, F’, Q, and sup-
pose the last step was Ret-I,

F.=@ID,_rID.ID,, versionc,ﬁ})’c,pcSc, vPol.,v,., -, Md,, ret)
finalizeK(K, F.,V,N) = K’
S=Fr>S"  F=(pID,,rID,,ID,,0,pr,, pcS,, vPol,, v,, E,,¥Md,, c,)

Q = tk(rID,, ID,,v) :: Q' prOfipt,) > pr,
schdFrame(PDecl, (pID,, ID,, v, rPol), K’,N) if Md,, = altOf(rPol)
Md,,, K") else

, | initN;c,;ret  if Md, = altOf(rPol)
{ C, else
ipID = iPidOf(pID, ,Md) F' = (pID,,rID,,ID,, O,;Tl)”n,pcSn, vPol,,v,, E,,Md,, ¢/,
0, = complete(pID,) o0, = trigger(riD,, pID,)

(Md,, K") = {

RET-S-1

01,02

¥, PDecl + I,IRQ, K,N,V, S, F.,Q = I,IRQ,K",N,V,S". F’, O

By inversion of WF-Conr on W, EPids + X; : Wi,

K=, Vi, S Vx € dom(Ny).Ni(x) = (v, ipID), ipID € EPids
Vx e dom(Vy).Vi(x) = (v,ipID), ipID € EPids
(N¢ ~ N), (Vi ~ V), Y, EPids, - + updJitS(S;, F. > S) : wf
N,V,¥Y,EPids,-+ F.r> S : wf

W, EPids + (I, IRQ, K,N,V, S, F., Q) : wf

Wr-CoNF

we have
(1) K= (N, Vi, Si)

(i) Vx € dom(Ny).Ni(x) = (v,ipID), ipID € EPids

(iii) Yx € dom(Vy).Vi(x) = (v, ipID), ipID € EPids

(iv) (N ~» N), (Vi ~ V), Y, EPids, - + updJitS(S, F. > S) : wf
(v) N,V,¥,EPids,-+ F.> S : wf

Where K” = (N, V", §}/), we need to show that
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(1) Vx € dom(N).N;'(x) = (v,ipID), ipID € EPids

(2) Yx € dom(V)").V/'(x) = (v,ipID), ipID € EPids

(3) (N; ~ N),(V," ~ V),¥, EPids, - + updJitS(S/, F' > S") : wf

(4) N,V,Y,EPids,-+ F' > S’ : wf
We first prove (1). We consider two cases, where Ny(x) = N/(x) or Niy(x) # N/(x)
for arbitrary x € dom(N,’). In the first case, if Ni(x) = N;'(x), the result follows from
(i1). For the second case, if Ny(x) # N/(x), we apply Lemma @ to learn that N(x) =
(v,ipID), ipID € EPids. By Lemma 47} we know that Ni(x) = (v,ipID),ipID € EPids.
By definition of schdFrame, we know that N/(x) = (v,ipID),ipID € EPids since we

can see that Nj(x) = N/(x). Since x € dom(N,’) was arbitrary, the desired result holds
Yx € dom(N)').

We next prove (2). The proof of (2) is analogous. Let x € dom(V’) be arbitrary. In
the case where Vi(x) = V;'(x), the result follows directly from (iii). Otherwise, we apply
Lemma [6]] to learn that V(x) = (v, ipID), ipID € EPids, and subsequently Lemma [4§] to
learn that Vi (x) = (v,ipID),ipID € EPids. By definition of schdFrame, we can see that
Vi.(x) = V/(x), and hence V) (x) = (v,ipID), ipID € EPids. Since x € dom(V}") was arbi-
trary, the desired result holds Yx € dom(V)").

Towards (4), we invert WF-S-IND on (v) to learn that N, V, ¥, EPids, F. + S : wf. Then, we
apply Lemma |57|to (v) to learn that

N,V,¥,EPids,- + S : wf
By inversion of Wr-S-inp on N, V, ¥, EPids, - + S : wi, and since § = F > S’, we have that
(ix) N,¥,EPids,- v, F : wf
x) V,Y,EPids,- +, F : wf
(xi) N,V,¥,EPids,F + S’ : wf
By inversion of WE-F-N on (x),

F = (pID,, rID,, ID,, 0, pt,, pcS,,, vPol,, v,, E,, Md,, ¢,))
Yy € NVWisOf(Md,,).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
YUD,,0,Md,) =T Vx € dom(N).s.t.I'(x) = (¢ID,, 1d, Id)
qID,. =1d N(x) = (v, ipID) F validNvWi(-, ipID, , EPids, ipID, x)

N, ¥, EPids, - +, F : wf

n’

WE-F-N

we have

(xii) Yy € NVWisOfiMd,).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
(xiii) Y(pID,,0,Md,) =T
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(xiv) Vx € dom(N).s.t.I'(x) = (¢ID_,1d,1d), gID, = Id, N(x) = (v, ipID), we have
F validNvWt(-, ipID,,, EPids, ipID, x)

We now need to show that F” satisifies similar conditions:

* Vy € NVWisOfiMd,).N(y) = (v,ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
e Y(pID,,0,Md)) =T

* Yx e dom(N).s.t.I'(x) = (¢ID_, 1d,1d), gID, = Id, N(x) = (v, ipID), we have
F validNvWi(-, ipID,,, EPids, ipID, x)

To prove these conditions hold, we need to case on Md, to determine the relation to Md,,
w.r.t. schdFrame.

Case Md,, = altOf(rPol). By definition of schdFrame, we know that Md), = jit if appPol(rPol) =
immediate, Md,, = discard if appPol(rPol) = discard, and Md/, = next(.) if appPol(rPol) =
alternative. Therefore, by definition of TyPECTX-ALTOF applied to (xiii), we know
that

I' =YD, version,Md)) =T
Therefore, ¥(pID,,0,Md,) = Y(pID,,0,Md,) = I, and hence all the same conditions
from above apply for F’. Thus, we know that
N,¥Y, EPids, - +, F’ : wf

Case Md,, # altOf(rPol). By definition of schdFrame, we know that Md,, = Md,,. Then, all

the other conditions hold from above, and it follows by application of Wr-F-N that
N,Y, EPids, - +, F' : wf

In both cases, we have that N, ¥, EPids, - +, F’ : wf (xvi).
By analogous reasoning, we use the rule Wr-F-V to learn that V, 'Y, EPids, - +-, F"’ : wf (xv).
Since Md), = Md,,, it follows that F = F’, and hence it follows from (xi) that:

N,V,¥,EPids, F' + S’ : wf

Hence it follows by WF-S-nD

N,V,¥,EPids,- + F' > S’ : wf

To prove (3), we must show that the following holds for every combination of ending and
starting task policy.

(N] ~ N),(V{' ~ V), W, EPids, - + updJitS(S]',F' > §") : wf
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To do so, the proof proceeds by a nested casing on the mode of the ending frame (Md,), the

mode of the new frame (Md,), and the re-execution policy of the new task (appPol(rPol),

if Md,, = altOf(rPol)). The updates to K in each subcase depend on the policies finalizeK
(which depends on Md,.) and schdFrame (which depends on rPol), which inform the specifics
of the condition we need to prove in each case:

Case Md, = jit. If Md. = jit, then it follows by definition of the checkpointed stack that
S« = F;> §,. By definition of finalizeK, we know that

finalizeK(K, F¢, N, V) = Nl ckvarois s Vi St

The proof now proceeds in two cases depending on Md,,, which dictates whether the
checkpointed context will be further updated by the schdFrame function.

Case Md,, # altOf(rPol). In this case, the schdFrame function is not called. Hence
the checkpointed context is not further updated, and Md, = Md,. Therefore, we
must show

(NkickVarof(S,/() ~ N), (Vi ~~ V), Y, EPids, - + I/tpd.]ltS(S;{, F' > S,) - wi

From assumption (iv), we know:

(Ng ~ N), (Vi ~» V), Y, EPids, - + updJitS(S, F. > §) : wf

Since Md, = jit, it follows an application of Lemma[5§](a),

(Nelawvaronisy) ~» N), (Vie ~~ V), W, EPids, - + updJitS(S;,S) : wi

Where S = F>S’, it is either the case that the mode of F is or is not jit. We case
on each of these possibilities:

Subcase Md, = jit. It follows by the invariant established in Theorem [T8] which
says that the frame on top of the checkpointed stack is always a JIT place-
holder when mdOf(F) = jit, that S; = F;(pID,) > §}/. Hence, it follows by
definition of updJitS that

(NklckVar()ﬂSl’() ~ N), (Vk ~ V), \P, EPldS, -+ F > Mpd]ll‘S(S;;, S/) - wi
By inversion of WF-S-np, we learn that
(NklckVamf(S;{) ~ N), (Vi ~~ V), Y, EPids, F + Mpd]l'l‘S(S,'{/, S’) : wi

By Md = Md), in this case, it follows that ' = F”, and hence:
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(NkslzckVarof(S,’() ~ N), (Vi ~ V), ¥, EPids, F'r upd]ztS(S,’(’, SI) - wif

By application of WE-S-InD to the above, (xv), and (xvi), we have

(Nidewvaropisyy ~> N), (Vi ~> V), W, EPids, - + F' > updJitS(S}/,S") : wi
By definition of RerI, mdOAF’) = jit and pidOf(F’) = pID,. Hence it
follows by definition of updJitsS:

(Nidewvaroisy ~> N), (Vi ~> V), W, EPids, - + updJitS(S}, F' > S”) : wf

Subcase Md, # jit. Since Md, # jit, it follows by definition of upd/itS that updJitS(S;,S) =
updJitS(S;,S’) where § = F > §’, and hence:

(Nidekvaroisyy ~= N), (Vi ~ V), W, EPids, - + updJitS(S}, S”) = wi
Since Md/, = Md, in this case, it must be that Md/, # jit. Hence, it follows by
definition of updJitS:
(NklckVamﬂS;) ~> N), (Vk ~ V), VY, EPids, - + l/lpd.]ll‘S(S],c, F' > S’) : wif
Case Md,, = altOf(rPol). In this case, the semantics appeal to the function schdFrame
to further update the checkpointed context before running the new frame. Since

the effects of schdFrame differ according to rPol, the proof proceeds by an addi-
tional casing on appPol(rPol).

Subcase appPol(rPol) = immediate. By SCHDFRAME-IMMEDIATE, we have

schdFrame(...) = (jit, (Nl cwvarogis ;> Vi Fj(PID,) B> S 1))

‘We need to show that

(Nedckvaronisyy ~> N), (Vi ~ V), W, EPids, - + updJitS(F j(pID,)t>S}, F'>S") @ wf

Since mdOf(F ) = jit, it follows by Lemma 58] (a) applied to (iv):

(Nidekvaroisyy ~= N), (Vi ~ V), W, EPids, - + updJitS(S}, S) = wf (xvii)
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Since mdOf(F) # jit, it follows by definition of updJitS that updJitS(S;,S) =
updJitS(S;,S’) (where § = F 1> §’), and hence

(Nidekvaroisyy ~= N), (Vi ~ V), W, EPids, - + updJitS(S}, S”) = wi
Therefore, it follows by Lemma 54}

(NklckVarof(S]’() ~ N), (Vi ~ V),¥Y, EPids, - + F' > udellS(S];,S’) - wf
Since appPol(rPol) = immediate, it follows by definition of schdFrame that
mdOf(F') = jit. Therefore, it follows by definition of upd/itS that F’ >
updJitS(S;,S") = updJitS(F (pID,) > S, F’ > §"). Hence,

(Nidewvarapisy ~> N), (Vi ~» V), W, EPids, - + updJitS(F j(pID,)>S}, F'>S") : wf

Subcase appPol(rPol) = discard. By scHDFRAME-DISCARD, we have:

schdFrame(. ..) = (discard, (Ny ¢~ Nlsicp), Vi, S})

Thus, we must show

(NkchkVamf(S,’() o N»LShCP) ~» N, (Vk ~ V), VY, EPids, - + Llpd]ltS(S;c, F'>S I) : wf
Since mdOf(F.) = jit, it follows by application of Lemma[5§](a) to (iv) that

(NklckVaroj(S;() ~ N), (Vi ~ V), Y, EPids, - + I/tpd.]ll‘S(S;{, S): wi

Since Md,, # jit, we know that updJitS(S;,S) = updJitS(S;,S’) (where § =
F > S§"’), and hence

(NkickVarof(S,’{) ~ N), (Vk ~ V), WV, EPids, - + udeltS(S,’c, S,) - wi

Since appPol(rPol) = discard, it follows by Lemma 53| (b):

(Nidckvaropis 1y & Nlsncp) ~> N, (Vi ~~ V), W, EPids, - + updJitS(S;, F'>S") : wf

Subcase rPol = alternative. The logic for this case combines reasoning from
each of the above cases, checkpointing task-level shared variables like discard
and pushing an alternate task frame to the checkpointed stack analogous to
how schdFrame pushes a jit placeholder for immediate tasks.
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Case Md, = discard(.). Let K = (N, Vi, Sy) and K’ = (N, V[, S;). By the rule FN-K-
DISCARD,

Md = discard(ShCP, NVw, Vw)
F. = (pID,, rID,, ID., pt., pcS,,vPol,,v., - Md,ret) K = (N, Vi, S)
Vi=Vier Vi, N} = Ny« N nviondomvi) K’ = (N} Lawvarosisy» Vis S)

finalizeK(K, F.,V,N) = K’

FIN-K-DISCARD

we know that
(ix) V, =Viem Vi,

(x) N{ = N lawvaross, (Where N = Ny ¢~ N yvisndomvi)
(xi) §1 =Sy

The structure of this case is similar to before; we first case on whether or not Md,, =
altOf(rPol), with an inner casing on appPol(rPol).

Case Md,, # altOf(rPol). We need to show that

(N~ N), (Vi e~ Vi) ~ V), Y, EPids, - + updJitS(Sy, F' > S’) : wf

The reasoning is similar to the Md,, # altOf(rPol) subcase in the proof case above.

Case Md,, = altOf(rPol). The proof proceeds in subcases on appPol(rPol).

Subcase appPol(rPol) = immediate. If appPol(rPol) = immediate, then the
updates to the checkpointed context by schdFrame are: N;' = N, V' = V|,
and S} = F;(pID,) > S. Therefore, we must show that:

(N ~ N), (Vx e~ Vi) ~ V), Y, EPids, - + updJitS(S,, F' > S") : wf

We start with assumption (iv), which says:

(Ny ~ N), (Vi ~ V),Y, EPids, - + updJitS(Sy, F. > S) : wi

Since Md, = discard, it follows by Lemma [58] (b):

(N, ~ N), (V| ~ V), ¥, EPids, - + updJitS(S;,S) : wf

Since appPol(rPol) = immediate, it follows by Lemma 53] (a):

(N, ~ N),(V; ~» V),¥Y, EPids, - + F' > updJitS(S,S") : wf
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Since appPol(rPol) = immediate, it follows by definition of schdFrame that

Md;, = jit. Therefore, F’ 1> updJitS(S,S’) = updJitS(F (pID,) > S, F' > S")

and hence:

(N; ~ N),(V, ~ V), ¥, EPids, - v updJitS(F j(pID,)) > Sy, F' > S”) : wf

Subcase appPol(rPol) = discard. According to schdFrame, if appPol(rPol) =

discard, then §}' = S, N = N, v Nlg,cp, and V" = V/. Hence, we must

show that

((N; & Nlsncp) ~» N), (Vi e~ Vi) ~» V), Y, EPids, - + updJitS(S, F't>S") : wf

We begin with (iv), which says:

(Ni ~ N), (Vi ~ V), Y, EPids, - + updJitS(Sy, F. > S) : wf

Since Md, = discard, it follows by Lemma 58] (b):

((N; &~ Nlsncp) ~» N), (V| ~> V), ¥, EPids, - + updJitS(S, S) : wf
Since S = F > S’ by definition, and Md,, = altOf(rPol) (i.e., is not jit), it fol-
lows by definition of updlJitS that updJitS(Sy,S) = updJitS(S,S’). Hence:

(N} e~ Nlgicp) ~ N), (V| ~ V), "V, EPids, - + updJitS(S;,S") : wf

Since appPol(rPol) = discard, it follows by Lemma 53| (b):

(N e~ Nlgncp) ~» N), (V, ~» V), Y, EPids, - + updJitS(Sy, F' > S”) : wf
Subcase appPol(rPol) = alternative. If appPol(rPol) = alternative, then by

schdFrame we know that S} = F, > S, N’ = N, &~ Nlg,cp, and V" = V.
Therefore, we must show:

((N; ¢~ Nlsncp) ~» N), (V{ ~ V), ¥, EPids, -
FupdJitS(F, > S, F' > 87) : wf
We begin with (iv), which says:
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(Ni ~ N), (Vi ~ V), Y, EPids, - + updJitS(S;, F. > S) : wf
Since Md, = discard, by Lemma 58| (b), it follows:

(N} e~ Nlscp) ~ N), (V] ~ V), W, EPids, - + updJitS(S,S) : wi

Since S = F > S’ by definition, and Md, = altOf(rPol) (i.e., is not jit), it
follows by updlJitS that updJitS(S, S) = updJitS(Sy,S’). Hence:

((N; &~ Nlsncp) ~» N), (V| ~ V), ¥, EPids, - + updJitS(S,S") : wf

Since appPol(rPol) = alternative, it follows by Lemma 53] (c),

(N} <~ Nlsucp) ~+ N), (V] ~ V), W, EPids, - + updJitS(F 1> , F'>S") : wf

Case Md,. = next(_). The proof of this case is similar to the above two cases. After the
finalizeK function is applied, the checkpointed stack will include one fewer frame as
a result of popping the alternate.

The desired result follows by application of WE-Conr:

¥, EPids + (I, IRQ, K”,N,V,S’, F’, Q) : wi

Case Ret-Q-1. This case is similar to the one above.

Case EndAtom-I. LetX; = ,IRQ,K,N,V,S,F,Q and X;,; = ,IRQ,K',N,V,S,F’, Q. Sup-
pose the last rule is ENDAToMm-1:

Md = atom(alD, rb, w, u, p, NVw, Vw)
F = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, endatom)

F’ = (pID, rID, ID, version,ﬁ)’, pcS,vPol, v, E, jit, skip) K =N, Vi, Fi > Sy)
Fy = (pID, rID, ID, version, pr, pcS, vPol,v, E,Md, c; €Ndaom) Vi = Vi e~ Vi,
Ny = N ¢~ Nl nviwndomve) K’ = (Nl avaronisy» Vi Fi(pID) > Sy)
¥, PDecl + I,IRQ, K,N,V,S,F, 0 = I,IRQ,K',N,V,S,F’, Q

ExpAtom-1

By inversion of We-Conr on V¥, EPids + X : Wi,

K=WN,V,Fr>8y) Vx € dom(N,).Ni(x) = (v, ipID), ipID € EPids
Vx € dom(Vy).Vi(x) = (v,ipID), ipID € EPids
Ny~ N, Vi~ V,W, EPids, - + updJitS(F, > S, F > §) : wf
N, V.Y, EPids,-+ F > S : wf

Y, EPids + (I, IRQ,K,N,V, S, F, Q) : wf

‘Wr-CoNF
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we have

(1) K= (N, Vi, Fi > S¢)
(i1) Vx € dom(Ny).Ni(x) = (v,ipID),ipID € EPids
(iii)) Yx € dom(V,).Vi(x) = (v, ipID), ipID € EPids
(iv) (N ~» N), (Vi ~» V), Y, EPids, - + updJitS(Fy > Sy, F > §) : wi
(v) N,V,¥,EPids,-+ F > S : wf

Where K’ = (N[, V|, §}), we need to show that

(1) (N/Lwaroise ~> N), (V] ~ V), ¥, EPids, - v updJitS(F ,(pID) 1> S, F' 1> S ) - wf
(2) N,V,¥,EPids, + F' 1> S : wif

(3) Vx € dom(N)).N/(x) = (v, ipID), ipID € EPids

(4) Vx € dom(V}).V/(x) = (v, ipID), ipID € EPids

We first prove (3). We consider two cases, where Ni(x) = N/ (x) or Ni(x) # N;(x) for ar-
bitrary x € dom(N;). In the first case, if Ny(x) = N/(x), the result follows from (ii). For the
second case, if Ni(x) # N/ (x), we apply Lemma@ to learn that N(x) = (v, ipID), ipID €
EPids. Then, since x € dom(N;), it must be that x € dom(Ny), and hence it follows by
N; = Ny «» Nlnvwndomy) that N (x) = (v,ipID). Since x € dom(N;) was arbitrary, the
desired result holds ¥x € dom(N)).

We next prove (4). The proof of (4) is analogous. Let x € dom(V)) be arbitrary. In the case
where V;(x) = V/(x), the result follows directly from (iii). Otherwise, we apply Lemma
to learn that V(x) = (v, ipID),ipID € EPids. Then, it follows by V; = V; «~ V|, that
Vi.(x) = (v,ipID). Since x € dom(V}) was arbitrary, the desired result holds Yx € dom(V)).

Towards (2), we need to prove that N, ¥, EPids, - +, F’ : wfand V,¥, EPids,- +, F’ : wf.
By inversion of WE-S-Inp on (v),

N,Y, EPids, - +, F : wf V.Y, EPids, - v+, F : wf N,V,¥Y,EPids, F + S : wf
N,V,Y,EPids,-+ F > S : wf

WE-S-IND

we learn that

(vi) N,V¥, EPids,- v+, F : wf
(vii) V¥, EPids, -+, F : wf
(viii) N, V,W, EPids,F v S : wi

By inversion of WF-F-N on (vi),
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F = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md, c)
Yy € NVWisOfitMd).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID)
Md = atom(alD, rb, w, u, p, NVw, Vw)
Y(ID,version,Md) = T° Vx € dom(N).s.t.I'(x) = (¢ID,, 1d, Id)
gID,=1d  N(x)=(v,ipID,) v validNvWt(-,ipID, EPids, ipID ., x)

N,V¥, EPids, - +, F : wf

WEr-F-N

we learn that

(ix) Yy € NVWisOf(Md).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID)
(x) Y{UD,version,atom(...)) =T
(xi) Vx € dom(N).s.t.T(x) = (¢ID,,d, |d).qgID, = Id

(xi1) N(x) = (v,iplID,)

(xii1) + validNvWt(-,ipID, EPids,ipID ., x)

In order to prove that N, Y, EPids, - +, F’ : wf, we must show:

(a) Vx e dom(N).s.t.I"(x) = (¢ID,,1d,1d).qID, = |d where W(ID, version, jit) = I'"” and
(b) FvalidNvWt(-,ipID, EPids, ipID ., x) where N(x) = (v, ipID,)
By inversion of TypECTx-A on (x), we know that mkCtxAtom(I”’, w, u, p, Inits) = I where

Y(ID, version,atom(...)) = I"". Since mkCtxAtom preserves the local idempotence of all
variables in w U u U p U Inits, (a) is upheld.

Additionally, we observe that N remains unchanged and hence (b) is upheld from (xii) and
(xiii). Noting that NVWtsOf{jit) = -, we can apply WE-F-N to obtain the desired result:

F’ = (pID, rID, ID, version, pr, pcS, vPol, v, E, jit, ¢)
Y(ID, version,jit) = T" VYx € dom(N).s.t.I"(x) = (¢ID,, 1d, Id)
qID,. = Id N(x) = (v,ipID) F validNvWt(-, ipID,., EPids, ipID, x)

N, WY, EPids,- +, F' : wf

WE-F-N

We can use a similar argument to establish that V¥, EPids, - +, F’ : wf.
By Lemma [59] we know that N, V, ¥, EPids, F’ + S : wf.
We apply WE-S-InD to learn that:

N, VY, EPids, - +, F' : wf V.Y, EPids, - v, F' : wf N,V,Y,EPids, F' + S : wf
N,V,¥, EPids,- + F' > S : wf

WE-S-IND

We now need to show that (1) holds:
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(Nilavarosisy ~ N), (Vi ~ V), ¥, EPids, - + updJitS(F ;(pID) 1> Sy, F' 1> §) : wf

We begin with (iv), we states:

(Ni ~ N), (Vi ~ V), WY, EPids, - + updJitS(F;, > S, F > §) : wf
Then, since F = (..., €Ndatom) and mdOA(F) = mdOf(Fy) = atom, it follows by Lemmal[52}

(Nidewvarosise ~ N), (Vi ~ V), W, EPids, - v F 1> updJitS(S, S ) : wi

By inversion of WF-S-INp, we have

(N/;lckVarOf(Sk) ~ N), (V,; ~ V),\P, EPldS, Fr Mpd]llS(Sk,S) : wi
By Lemma [59] we have

(Nl akvarofisy ~ N), (Vi ~ V), Y, EPids, F’ v updJitS(Sy, S) : wi

Since N,¥, EPids,- v, F' : wf and V,¥Y, EPids,- +, F’ : wf from above, it follows by
application of WE-S-InD that

(N];lckVarOf(Sk) ~> N), (Vlz ~ V), WY, EPids, - + F'> LtdelZS(Sk,S) :wi

Since mdOf(F’) = jit, it follows by definition of upd/itS that F’ > updlJitS(S,S) =
updJitS(F ;(pID) > Sy, F’ > ) where pidOf(F’) = pID, and hence:

(N} Lewvaronsy) ~ N)» (Vi ~» V), W, EPids, - + updJitS(F;(pID) 1> S, F' 1> §)

The desired result follows by application of WE-CoNr:

¥, EPids + (I, IRQ, K',N,V, S, F’, Q) : wf

Case N-Assign-1. LetX; = (I,IRQ,K,N,V,S,F,Q)andX;,, = (I,IRQ, K’ ,N[x = (v,ipID)],V, S, F’, Q).
Suppose that the last step was N-AssiGN-1:

F = (pID,, rID,, ID, version, pi., pcS., vPol,, v., E.,¥Md,, x := e)
task(ID., version,, pr,, vPol., rPol., Ax.cy) € PDecl
F' = (pID,,rID,,ID.,, versionc,p_>rc,pcSC, vPol., v., E ., Md., skip)
[ellny,, =V x € dom(N) K=, Vi, S Y(UD,,version., Md,.) =T
U i A = _
M { Md [NVw « NVw U {x}] if [(x).1 = Id(_) K = (N V.. S))

Md. otherwise
N; = { i G pRIL RS I i, = ipiaofpip, )
k

N-ASSIGN-1

Y, PDecl + I,IRQ, K,N,V,S,F,Q = I,IRQ,K',N[x — (v,ipID,)],V,S,F’, Q

477



By inversion of Wr-Conr on ¥, EPids + X : Wf,

K=, Vi, S Vx € dom(Ny).Ni(x) = (v,ipID,), ipID, € EPids
Vx € dom(Vy).Vi(x) = (v,ipID,), ipID, € EPids
Ny~ N, Vi~ V,¥, EPids, - + updJitS(S, F > S) : wf
N,V,¥Y,EPids,-+ F > S : wf

W, EPids + (I, IRQ, K,N, V.S, F, Q) : wif

‘WEe-CoNF

we have

(i) K =0, Vi S1)
(i1) Yx € dom(Ny).Ni(x) = (v,ipID,), ipID, € EPids
(iii) Yx € dom(Vy).Vi(x) = (v, ipID,), ipID, € EPids
@iv) (N ~» N), (Vi ~» V), Y, EPids, - + updJitS(S, F > S) : wf
(v) N,V,¥,EPids,-+ F > S : wf

We need to show that

(1) Vx € dom(N)).N;(x) = (v,ipIDy), ipID,, € EPids

(2) Vx e dom(Vy).Vi(x) = (v, ipID,), ipID, € EPids

(3) (N, ~ N[x = (v,ipID))), (Vy ~ V),¥, EPids, - + updJitS(Sy, F' > §) : wf
(4) N[x = (v,ipID,)], V,¥Y, EPids,- + F' > § : wf

(2) follows directly from (iii) since V; remains untouched.

Towards (1), we case on Md, of frame F’. If Md.. # jit, then N; = Ni, and the result follows
directly from (ii). Otherwise, if Md, = jit, then it follows by definition of effective pids that
ipID, € EPids.

Towards (3), we case on Md.. If Md. = jit, then N(x) = N/(x). Since all other locations
remain unchanged, then the desired result follows by Lemma @ Otherwise, if Md, # jit,
we know that N; = N; and hence it follows by definition of ~~ that (N; ~~ N) = (N; ~
N[x = (v,ipID,)]). Then the desired result follows by (iv).

Towards (4), we invert WF-S-IND on (V) to learn that

(vi) N,V,¥,EPids, F + S : wf
(vii) N,¥, EPids, -+, F : wf
(viii) V,¥Y, EPids,- +, F : wf

By inversion of WF-F-N on (vii),
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F = @ID,,rID.ID,, versionc,ﬁc,pcSC, vPol,.,v., E.,Md., x := e)
Yy € NVWisOf(Md,.).N(y) = (v,ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
Y(ID, version,Md,) =T’ Vx' € dom(N).s.t.T'(x") = (¢ID,, |d, Id)
qID,. = 1d N(x") = (v,ipID,) F validNvWi(-, ipID,., EPids, ipID,, x")

N,Y, EPids,- +, F : wf

WE-F-N

we know that
* Yy € NVWisOf(Md,).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
e Y(ID,version,Md,) =T
* ¥x' e dom(N).s.t.I'(x") = (qID,, d, 1d), qI_DC =1d, N(x") = (vo, ipID,)
® +validNvWt(-,ipID,, EPids, ipID,, x")

In order to establish that N[x — (v,ipID,)],¥, EPids, - +, F’ : wf, we must show that
* Vy € NVWtsOfiMd,).N(y) = (v,ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOfipID)
* Y(ID,version,Md.) =T"
* ¥x' e dom(N).s.t.I"(x") = (qID,, 1d, 1d), qI_DC =1d, N[x — (v,ipID)](x") = (v, ipID")
* +validNvWi(F, ipID,, EPids, ipID, x")

By definition of TypeCtx and Md,, we know that I' = I". We only need to show that
F validNvWi(F, ipID,, EPids, ipID,, x) in the case where Md,. = Md.[NVw < NVw U {x}].
If Md! = jit, then by definition of effective pids we know that pID, € EPids and by VALID-
NvWT-E we are done. If Md = atom(alD, rb, w, 1, p, Inits, NVw, Vw), then since x € NVw,
we know by the first condition that ipID, € EPids, and hence the desired result follows
by VaLib-NvWT-E. Lastly, if Md,. = discard, then it must be that x € ShCP, and hence the
desired result follows by VALID-NVWT-SHCP by definition of vPol..

Hence, we have just shown that

N[x — (v,ipID))],¥Y, EPids, - +, F’ : wf (ix)

We can show V, V¥, EPids, - +, F’ : wf (x) by a similar argument.

By inversion of WF-S-Inp on (v), we learn that

N, V,¥Y,EPids, F + S : wf

By Lemma [49] we know that

N[x +— (v,ipID))], V,¥, EPids, F’ + S : wf (xi)

By application of WE-S-Inp to (ix), (x), and (x1), we have:
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N[x +— (v,ipID )], V,¥, EPids,- + F' > S : wf

Now that we have established (1), (2), (3), and (4) hold, the desired result follows by
application of WEr-CoNF:

¥, EPids + (I,IRQ, K',N[x — (v, ipID)], V,S, F’, Q) : wf

Case PowerFail-I/Reboot-I. Let X; = (/,IRQ,K,N,V,S,F,Q) and X, = (I,IRQ,K"”,N; ~
N, Vi, S0, Fo, Q). Suppose that the last step was a power failure. We consider a combina-
tion of rules PowerFArL-I and Repoot-1:

F = (pID, rID, ID, version, pr, pcS, vPol, v, E, jit, ¢)
K =W, Vi, Sh) Sl/c = updJitS(S;, F > §)

K = (Nk, Vk,S]’() (Fo > So) = ll’lCRb(S,’{) K" = (Nk, Vi, Fo > S())
Fy = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md, c)
polOfiF,) # altof(.) Q= Qq, Ok
Vik € Qg, polOf(tk) = discard Vik € Oy, polOf(tk) = continue

™ PowgrFaIL-I/REBoOT-1
Y, PDecl+ I,IRQ,K,N,V,S,F,Q = ILIRQ,K",N;, ~ N, V, S0, Fo, O

By inversion of We-Conr on ¥, EPids + X : Wi,

K=,V S Vx € dom(Ny).Ni(x) = (v, ipID), ipID € EPids
Vx € dom(Vy).Vi(x) = (v,ipID), ipID € EPids
Ny ~» N,V ~~ V,WY, EPids, - + updJitS(S,S) : wf N,V,¥Y,EPids,-+ F > S : wf

¥, EPids + (I, IRQ,K,N,V,S, F, Q) : wf

WEF-CoNF

we have
(1) K = (N, Vi, S1)

(i) Vx € dom(Ny).Ni(x) = (v,ipID),ipID € EPids

(iii) Yx € dom(Vy).Vi(x) = (v, iplID), ipIlD € EPids

@iv) (Ny ~» N), (Vi ~» V), ¥, EPids, - + updJitS(S, F > §) : wf
(v) N,V,¥,EPids,-+ F > S : wf

We want to show that

(1) Yx € dom(Ny).Ni(x) = (v, ipID), ipID € EPids
(2) Vx e dom(Vy).Vi(x) = (v,ipID), ipID € EPids
(3) (Ng ~ (N ~» N)), (Vi ~> V), W, EPids, - + updJitS(Fo > S, Fo > Sg) : wf
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(4) (N ~ N), Vi, Y,EPids,- + Fy> S : wf

(1) and (2) follow directly from (ii) and (iii).

We now show that (4) holds. Since S| = updJitS(Sy, F > §), it follows by definition of
§, that:

(N ~» N), (Vi ~» V), ¥, EPids, - + S, : wf

By Lemma [5T]and since (Fo > S ) = incRb(S}), we know that

(Nk ~» N), (Vi ~ V), ¥, EPids, -+ Fo > S : wf

Since dom(V) = dom(V}), we know that V; ~~ V = V,. Noting that Ny ~» (N; ~ N) =
N; ~ N and V, = V; ~ V,, we arrive at the desired result:

(Ny ~ (N ~ N)), (Vi ~ V),Y,EPids,- + Fo > S : wf

Establishing (3) follows from the above result, the definition of updJ/itS, the definition
of F, and definition of ~». That is, by definition of updJitS, we know that updJitS(F, >
S(),F() > SQ) = F() > S(). By deﬁnition, Nk ~ (Nk ~ N) = Nk ~+ N and Vk ~ Vk = Vk,
and hence the desired result follows directly from (4):

(N~ (N ~» N)), (Vi ~» V), Y, EPids, - + updJitS(Fo > So, Fo > So) : Wf

As we have established (1), (2), (3), and (4) hold, the desired result follows by application
of Wr-CoNFIG.

Case TriggerInt-I. LetX; = (I,IRQ,K,N,V,S,F,Q)andX;,, = (I,IRQ',K',N,V,F>S,F,, Q).
Suppose the last step is TRIGGERINT-I:

IRQ = interrupt(inID, iID,v) :: IRQ’

F = (pID,, rID,, ID., version,., pr., pcS,, vPol,, v., E.,Md., c)
isr(iID, 0, pr, vPol, rPol, Ax.c;) € PDecl pr > profipr.)
fresh(pID) Md,,, K") = schdFrame(PDecl, (pID, iID, v, rPol), K, N)
ipID = iPidOf(pID,Md,) vPol = (ShAcc, ShCP, nlds, Inits)

F, = (pID, inID,ilD, 0, pr,vPol, x — v, -,Md,, initN; c;; ret)

trigger(inID,pID)

¥, PDecl + I,IRQ,K,N,V,S,F,Q = LIRQ,K',N,V,F>S,F,,Q

TRIGGERINT-1

By inversion on WF-ConF,
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K=, Vi, Se) Vx € dom(Ny).Ni(x) = (v, ipID), ipID € EPids
VYx € dom(V)).Vi(x) = (v,ipID), ipID € EPids
Ny~ N, Vi~ V¥, EPids, - + updJitS(S, F > S) : wf
N, V.Y, EPids,-+ F > S : wf

W, EPids + (I,IRQ, K,N,V, S, F, Q) : wf

Wr-CoNF

we learn that
(1) K = (N, Vi, i)

(i1) Vx € dom(Ny).Ni(x) = (v,ipID),ipID € EPids

(iii)) Yx € dom(V,).Vi(x) = (v, ipID), ipID € EPids

(iv) Ny ~» N,V ~ V,WY, EPids, - + updJitS(S, F > §) : wf
(v) N,V,¥,EPids,-+ F 1> S : wf

Letting K" = (N}, V},S}), we need to show that

(1) Vx € dom(N)).N,(x) = (v,ipID), ipID € EPids

(2) Yx € dom(V)).V/(x) = (v,ipID), ipID € EPids

(3) N, ~ N,V ~ V,¥,EPids,- + updJitS(S, F,, > F > §) : wf

4) N,V,Y,EPids,-+ F,> F > S :wf
We first prove (1). We consider two cases, where Ny (x) = N/(x) or Ni(x) # N,(x) for ar-
bitrary x € dom(N;). In the first case, if Ny(x) = N/(x), the result follows from (ii). For the
second case, if Ni(x) # N/ (x), we apply Lemma @] to learn that N(x) = (v, ipID), ipID €
EPids. By definition of schdFrame, we know that N/ (x) = (v,ipID),ipID € EPids since

we can see that Niy(x) = N;(x). Since x € dom(X,) was arbitrary, the desired result holds
Yx € dom(N;).

We next prove (2). The proof of (2) is analogous. Let x € dom(V)) be arbitrary. In
the case where Vi(x) = V;(x), the result follows directly from (iii). Otherwise, we apply
Lemma [61] to learn that V(x) = (v, ipID), ipID € EPids. By definition of schdFrame, we
can see that Vi(x) = V] (x), and hence V,(x) = (v, ipID), ipID € EPids. Since x € dom(V))
was arbitrary, the desired result holds Yx € dom(V;).

We now proceed to show that (4) holds. By applying Lemma [54]to (v), we arrive at the
desired result:

N,V,Y,EPids, -+ F,> F > S : wf

To show (3), like in the ReT-I case, the proof proceeds by cases on appPol(rPol) which
determines what K’ is produced by schdFrame:
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Case appPol(rPol) = immediate. In this case, N, = N;, V| = V}, and S| = (pID, jit) > S;.
Hence, we must establish that

N{ ~ N, V} ~ V,W, EPids, - + updJitS((pID, jit) 1> Sy, F,, 1> F > §) : Wf

By Lemma [54] applied to (iv), we know that

Ny~ N, Vi ~ V,W, EPids, - + F, > updJitS(Sy, F > S) : wf

By definition of schdFrame, since appPol(rPol) = immediate, it must be that Md, =
jit. Therefore, it follows by definition of upd/itS that F, > updJitS(Sy, F > §S)
updJitS((pID, jit) > Sy, F, > F > §) where pidOf(F,) = pID, and hence:

Ny ~ N, Vi ~ VW, EPids, - + updJitS((pID, jit) > Sy, F, > F 1> §) : wi

Since N| = Ni and V| = V,, we arrive at the desired result:

N} ~ N, V| ~ V,W,EPids, - v updJitS((pID, jit) > S, F, > F > ) : Wf

Case appPol(rPol) = discard. In this case, we know that N, = Ny e~ Nlgcp, V| = Vi,
and §; = §. Hence, we must establish that

N}~ N, V| ~ V,W,EPids, - v updJitS(S, F, > F 1> §) : wt

The desired result is established by Lemma [53](b) applied to (iv).

Case appPol(rPol) = alternative. In this case, we know that N, = N; v Nlgcp, V| =
Vi, and §7 = F, > §. Hence, we must establish that

N} ~~ N, V] ~» V,¥, EPids, - + updJitS(F, 1> S, F, > F 1> §) : wi

Since appPol(rPol) = alternative, the desired result follows by Lemma[53|(c) applied
to (iv).

In all cases, we have established that (3) holds. Having shown that (1), (2), (3), and (4)
hold, we apply Wr-ConFiG to conclude with the desired result:

¥, EPids + I,IRQ',K',N,V,F > S, F,, Q : wf

O

Lemma 47 If finalizeK(K, F,V,N) = K’ and K" = (N, Vi, S¢), then Yx € dom(N) N dom(N;)
s.t. N(x) = (v, ipID), N;(x) = (v, ipID).
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Proof: The proof is by definition of finalizeK. We case on mdOf(F). The only possible modes
are next, discard and jit (which are the only possible modes at the end of a task execution):

Case mdOf(F) = discard The rule FiN-K-DIscArD applies:

F.=pID,_rID.ID.,, versionc,ﬁc, pcS.,vPol., v, -, discard(NVw, Vw), ret)
K = (N, Vi, S1)
Vi=Vien Vi, N} = Ny ¢~ N xviwndomve) K' = (Nl ekvaronis o Vio Sk)

finalizeK(K,F.,N,V) = K’

FIN-K-DISCARD

The desired result follows directly from N; = N ¢~ N|yviwndomv,)» as N is updated only
with N | yvindomv)-

Case mdOf(F) = next The rule FIN-K-NexT applies:

F. = (pID,, rID,, ID., version,., pr., pcS., vPol,, v., -, next(pID,,, NVw, Vw), ret)
K =N, Vi, Fa>Sy)
fresh(rID,) F,=@pID,rID,, IDC,EI)”C, pcS..,vPol., _, _,altOf(pID,, _), )
Vi=Vier Vi, N = Ni ¢ Nl pvindomve) K = (N davaronso» Vi S)

finalizeK(K,F.,N,V) = K’

FIN-K-NEXT

Again, the desired result follows from N, = Ny ¢~ N | yviundomavi)-
Case mdOf(F) = jit

F,. = (pID,, rID., ID., version,, pt., pcS,, vPol., v, -, jit, ret)
K = (Ni, Vi, Fie > S) K’ = (Nidewvarosis o> Vi Sk)

finalizeK(K, F.,N,V) = K’

FIN-K-JIT

Since N = Nilevaross, in this case, we need to show that Yx € dom(N) N dom(Ny),
N(x) = Ni(x). This result follows by the invariant established in Theorem

O

Lemma 48 If finalizeK(K, F,V,N) = K" and K" = (N, Vi, S1), then Yx € dom(V)ndom(V)) s.z.
V(x) = (v,ipID), then V| (x) = (v, ipID).

Proof: The proof is by definition of finalizeK. We case on mdOf(F). The only possible modes
are next, discard and jit (which are the only possible modes at the end of a task execution):

Case mdOf(F) = discard The rule FiN-K-DIscArD applies:

F. = (pID,, rID,, ID, version,, pt., pcS., vPol,, v., -, discard(NVw, Vw), ret)
K =N, Vi, S0
Vi=Vier Vi, N} = N ¢~ Nl nviwndomve) K = (N davaronso» Vir S)

finalizeK(K,F.,N,V) = K’

FIN-K-DISCARD

484



The desired result follows directly from V, = Vi e~ Vl]y,, as V; is updated only with
Vle-
Case mdOf(F) = next The rule FIN-K-NEXT applies:

F.= (pID,rID.ID.,, versionc,ﬁ’c, pcS.,vPol.,v., -, next(pID ,, NVw, Vw), ret)
K = (N, Vi, Fa > Sg)
fresh(rID,)  F, = (pID,, rID,, ID, pt., pcS.,vPol., _, _, altOf(pID,, ), _)
Vi=Vier Vi, N; = N« N nviwndomvy) K" = (Nl ewvarogis s Vi Sk)

finalizeK(K,F.,N,V) = K’

FIN-K-NEXT

Again, the desired result follows from V; = Vi v V]y,,.
Case mdOf(F) = jit
F,. = (pID,, rID., ID., version,, pt., pcS,, vPol., v., -, jit, ret)
K = (Ni, Vi, Fie > S%) K’ = (Nidawvarosis o> Vi Sk)
finalizeK(K,F.,N,V) = K’

FIN-K-JIT

Since V; = Vi in this case, we need to show that Yx € dom(V) N dom(V,), V(x) = Vi(x).
This result follows by the invariant established in Theorem

O
Lemma 49 (Stack well-formedness under nonvolatile writes) If
(i) N,V,W,EPids,F + S : wf,
(ii) F = @ID,,rID.ID., versionc,ﬁc,pcSc, vPol.,v., E.,Md., x .= e)
(iii) F’' = (pID,,rID.,ID,, versionc,ﬁc,pcSc, vPol,, v, E.,Md., skip)
(iv) x € dom(N)
(v) ipID, = ipidOfipID,_,Md,)
(vi) NyViurel v
(vii) Md/ = { Md [NVw «— NVw U {x}] zfm =Id
¢ Md. otherwise
then N[x — (v,ipID,)],V,Y, EPids, F" ++ S : wf.

Proof: The proof is by induction on the number of frames in S. Inductively, we must re-
establish the well-formedness of each frame under the +, and -, judgments.

In order to complete the proof inductively, we must prove a generalized result: given
N,V,¥Y,EPids, F@S, + S, : wf (i), we must show that N[x — (v,ipID,)], V,¥Y, EPids, F' @S,
S, :wfforall §,,5;s.t. S =85,@S,. The proof is then by induction on the size of §,.

Base case S, = -. If §; = -, then the desired result holds by Wr-S-empry.

Inductive case S, = Fy > S(. By inversion of Wr-S-inp on (i):

N,T,EPidS,F@Sh F, Fo: wf
V,W, EPids, F@S,, +, F : wf N,V,¥Y,EPids, F@S,@F, + S : wf

N,V,¥Y,EPids, F@S, + Fo> S : wf

WE-S-IND
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we learn that

(viii) N,¥, EPids, F@S,, +, Fo : wf
(ix) V,P, EPids, F@S, +, F, : Wf
(x) N, V.V, EPids, F@S,@F, + S : Wf

By application of the IH to (x), we have that

N[x — (v,ipID,)], V,"W, EPids, F' @S ,@Fy + S : Wf (xi)

Therefore, to complete the proof, we must show that N[x — (v, ipID,)],"Y, EPids, F' @S, +,
Fy:wfand V,¥Y, EPids, F’ @S, +, F : wf.

First, V¥, EPids, F’ @S}, +, Fy : wf (xii) follows from (ix), since the mode of F, (and
hence its Vw) remain unchanged, and V remains untouched. To re-establish the validity of
each variable w.r.t. the new high stack F’ @S, we choose an arbitrary x € dom(V) and
case on the rule that derived its validVWt judgment. The only interesting case is VALID-
VWr. In that case, there exists a frame F), € F @S, that last wrote to x. If F}, € S, alone,
then we know that F), € F’@§,, and can apply the same rule to obtain the desired result.
Otherwise, F), = F, but since ipidOf(F) = ipidOf(F’), the same conditions apply and we
can apply the same rule to establish the desired result. Since x € dom(V) was arbitrary, we
just established the validity of all such x € dom(V). Therefore, the desired result (xii) is
established by applying Wr-F-V.

Towards proving that N[x + (v,ipID )], ¥, EPids, F' @S, +, F, : wf, we invert WE-F-N
on (viii):

Fo = (pID,, rID, ID, version, pr, pcS, vPol, v, E,¥d, ¢)
Yy € NVWisOf(Md).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
YD, version,Md) =T Vx' € dom(N).s.t.I'(x") = (¢ID,, 1d, Id)
qID,. =1d N = (v, ipID") F validNvWH(S , ipID,, EPids, ipID’, x")

N, ¥, EPids, F@S , +, Fy : Wf

WE-F-N

we learn that
(xiii) Yy € NVWtsOf(Md).N(y) = (v, ipIDy), ipID, € EPids or PrioOf(ipIDy) > PrioOf(pID,)
(xiv) if Vx' € dom(N)s.t.T'(x") = (gID,,1d,1d), gID, = |Id and W(ID, version,Md) = I" and
N(x') = (v',ipID’), then + validNvWt(F @S ,,, ipID,, EPids, ipID’, x")
We must re-establish similar conditions for the high stack F’ @S, and written variable x:
(a) Yy € NVWtsOf(Md).N[x +— (v, ipID)](y) = (v, ipIDy), ipID, € EPids or PrioOf(ipIDy) >
PrioOf(pID,)

(b) Vx' € dom(N[x — (v,ipID,)]) s.t. I'(x") = (¢ID_1d,ld) and ¢gID, = Id, then
validNvWi(F' @Sy, ipID,,, EPids, ipID,., x")
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For (a), note that if x ¢ NVWtsOf(Md), then the desired result follows directly from (xiii).
Otherwise, we must show that ipID_ € EPids or PrioOf(ipID,) > PrioOf(pID,). Note that
the latter follows due to the well-formedness of the stack.

To prove (b), let such z € dom(N[x — (v, ipID,)])\x s.t. I'(z) = (¢ID,, 1d, Id) anqu_DC =Id
be arbitrary, and case on the deriving rule + validNvWt(F @S ,,, ipID,, EPids, ipID’, x"). For
the cases that do not depend on the high stack F@S§, we invert and reapply the same
rule. Otherwise, for VALID-NvWT-HA and VALID-NvWT-SHCP, we note that ipidOf(F) =
ipidOf(F’), meaning that the variable policies of these processes are the same. Hence the
same conditions apply for the high stack F’ @S, and we reapply the same rule to establish
the validity of z. Since such z was arbitrary, the result holds for all z € dom(N[x —
(v,ipID)]) \ x s.t. T(z) = (gID,,d,1d) and ¢ID, = Id. Now we establish the validity of
the newly written x by ipID,. If T(x) # (gID,,1d,1d) where gID, = Id then we are done
(vacuously). Otherwise, we case on the mode of F’. If mdOf(F’) = atom, then the result
follows by VaLiD-NvWT-HA, since the only writable variables are those in w U u U Inits.
If mdOf(F") = jit, then it follows by construction of EPids that ipID,. € EPids, and hence
VaLib-Nv-WT-E applies. Lastly, if mdOf(F’) = discard, since I'(x) = (¢ID_, Id, Id) where
gID, = 1d, then x € ShCP, and hence VALI>-NvWT-SHCP applies.

Now, we apply WE-F-N to (a) and (b) to establish that N[x — (v, ipID,)],¥Y, EPids, F' @S, +,
Fo o wf (xvi).

Then, the desired result follows by applying WF-S-InD to (xvi), (Xii), and (xi):

N[x +— (v,ipID))], V,¥, EPids, F’ @S, + Fo > S : Wf

In general, we have shown that for all §,,S5;s.t. § =S5,@S§, the following holds:

Nl[x — (v,ipID )], V,¥, EPids, F' @S, + S, : wf

Taking S, = -and §; = S, we establish the original desired result:

N[x +— (v,ipID))], V,¥, EPids, F' + S : wf

Lemma 50 (Stack well-formedness under volatile writes) If

(i) N,V,WY,EPids, F + S : wf,

(ii) F = (pID,,rID.ID,, versionc,ﬁc,pcSC, vPol.,v., E.,Md., x := e)
(iii) F’' = (pID,,rID,, ID.,, versionc,ﬁc,pcSC, vPol., v, E.,Md., skip)
(iv) x € dom(V)

(v) ipID, = ipidOfipID,_,Md,)

(vi) NVure|v
(vii) Md, = Md.[Vw < Vw U {x}]

then N,V[x — (v,ipID)],¥, EPids, F' + S : wf.
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Proof: The proof is by induction on the number of frames in S. Inductively, we must re-
establish the well-formedness of each frame under the +, and -, judgments.

In order to complete the proof inductively, we must prove a generalized result: given
N,V,¥Y,EPids, F@S, + S, : wf (i), we must show that N[x — (v,ipID,)], V,¥Y, EPids, F' @S,
S, :wfforall §,,5;s.t. S =85,@S,. The proof is then by induction on the size of §,.

Base case S, = -. If §; = -, then the desired result holds by WF-S-empry.

Inductive case S; = Fy > So. By inversion of WF-S-IND on (i):

N,¥Y,EPids, F@S, +, Fy : wf
V.Y, EPids, F@S ), v, Fy : wf N,V,¥Y,EPids, F@S,@F, S : wf

N,V,¥Y,EPids, F@S, + Fo> S : wi

‘WE-S-IND

we learn that

(viii) N,¥Y, EPids, F@S, +, Fy : wf
(ix) V,¥,EPids, F@S, +, F, : wf
x) N,V,¥Y,EPids, F@S,@Fy+ S : wf

We need to establish similar conditions for a high stack with F” instead of F.
By application of the IH to (x), we have that

N,V[x - (v,ipID)], ¥, EPids, F' @S ,@F + S : wf (xi)

Therefore, to complete the proof, we must show that N, ¥, EPids, F' @S, +, F, : wf and
Vix = (v,ipID,)],¥, EPids, F' @S, +, F : Wf.

First, N,W, EPids, F’ @S, +, F, : wf (xii) follows from (ix), since the mode of F, (and
hence its NVw) remain unchanged, and N remains untouched. To re-establish the validity
of each variable w.r.t. the new high stack F’ @S, we choose an arbitrary x € dom(N)
s.t. I'(x) = (¢.,1d,ld) and g. = Id, and case on the rule that derived its validNVWt¢ judg-
ment. The interesting cases correspond to the rules that depend on the high stack: VaLip-
NVWT-SHCP and VALID-NVWT-HA. In the first case, there exists a frame F, € F@JS,
corresponding to a discard task that last wrote to x, where x € ShCP. If F;, € S}, alone,
then we know that F), € F’ @S, and can apply the same rule to obtain the desired result.
Otherwise, F), = F, but since ipidOf(F) = ipidOf(F’), the same conditions apply and we
can apply the same rule to establish the desired result. The case for VALID-NVWT-HA is
similar, but where F, is an atomic region frame and x € w U u U Inits. Using similar rea-
soning, we can show that F, € F’ @S, and apply the same rule to obtain the desired result.
Since x € dom(V) was arbitrary, we just established the validity of all such x € dom(V).
Therefore, the desired result (xii) is established by applying We-F-V.

Towards proving that V[x +— (v,ipID.)], Y, EPids, F’ @S, +, F, : wf, we invert Wr-F-V
on (viii):
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Fo = (pID,, rID, ID, version,ﬁ)’, pcS,vPol,v, E,Md, c)
Yy € VWisOfiMd).V(y) = (v, ipID,),ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)
VYx' € dom(V) V(x') = (v, ipID") F validVWH(S, ipID,, EPids, ipID’, x")

V,¥, EPids, F@S, +, Fy : Wi

WE-F-V

we learn that
(xiii) Yy € VWtsOf(Md).V(y) = (v, ipIDy), ipIDy € EPids or PrioOf(ipIDy) > PrioOf(pID,)
(xiv) if VX" € dom(V)and V(x') = (v, ipID’), then + validVWHF @S ,, ipID,,, EPids, ipID’, x")
We must re-establish similar conditions for the high stack F’ @S, and written variable x:
(a) Yy € VWtsOfiMd).V[x = (v,ipID)](y) = (v, ipIDy), ipIDy € EPids or PrioOf(ipIDy) >
PrioOf(pID,)
(b) if VX' € dom(V[x +— (v,ipID,)]) and V[x +— (v,ipID)|(x’) = (V',ipID’), then F
validVWt(F @S ;,, ipID,, EPids, ipID’, x")

For (a), note that if x ¢ VWtsOf(Md), then the desired result follows directly from (xiii).
Otherwise, we must show that ipID, € EPids or PrioOf(ipID,) > PrioOf(pID,)). Note that
the latter follows due to the well-formedness of the stack.

To prove (b), pick an arbitrary z € dom(V[x — (v,ipID,)]) \ x, and case on the deriving
rule + validVWt(F @S, ipID,, EPids, ipID’, x"). For the cases that do not depend on the
high stack F @S, we invert and reapply the same rule. Otherwise, for VALID-VWT we note
that ipidOf(F) = ipidOf(F’). Hence the same conditions apply for the high stack F’' @5,
and we reapply the same rule to establish the validity of z. Since such z was arbitrary, the
result holds for all z € dom(V[x — (v,ipID,)]) \ x s.t. I'(z) = (g.,1d,Id) and g. = Id.
Now we establish the validity of the newly written x by ipID,. Since F' € F'@S, and
ipID(F") = ipID,, the desired result follows by VALID-VWT.

Now, we apply WE-F-V to (a) and (b) to establish that V[x — (v, ipID,)], Y, EPids, F' @S, +,
Fo : wf (xvi).

Then, the desired result follows by applying WE-S-InD to (xvi), (xii), and (xi):
N,V[x— (v,ipID )], ¥, EPids, F' @S, + Fo > S : Wf
In general, we have shown that for all §,,S5;s.t. § =S5,@S§, the following holds:

N,V[x — (v,ipID )], ¥, EPids, F' @S, + S, : wf
Taking S, = -and §; = S, we establish the original desired result:

N,V[xw— (v,ipID)], ¥, EPids, F' + S : wf
O

Lemma 51 (Stack well-formedness under incRb) If N, V,V¥, EPids,- + S : Wf and incRb(S) =
S’, then N, V,Y, EPids,- + S’ : wf.
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Proof: We prove a generalized result: if N,V,¥Y, EPids,S, + S; : wf and incRb(S) = S’
for all §,,5;st. § = §,@S,, then N,V,¥,EPids, S} + S| : wf where incRb(S,) = S, and
incRb(S ;) = §;. The proof is by induction on the size of S ;.
Base case S; = -. If § = -, then the result holds trivially by assumption, since incRb(:) = -.
Inductive case S, = Fo > S AFy = @ID_,rID,, ID., versionc,ﬁ*c,pcSC, vPol.,v., E.Md.,c)). By
inversion of WE-S-INp, we learn that:
(i) N,Y,EPids,S, v, Fy : wf
(i) V,¥,EPids,S; +, Fo : wf
@iii) N, V,V¥Y, EPids, S, @Fy+ S : wf

In order to establish the desired result, we must prove the following:

(a) N,Y,EPids,S} v, F|, : wf where Fj = incRb(F)
(b) V,¥,EPids,S; v, F| : wf
(c) N,V,¥,EPids,S, @F( + S : wf where S, = incRb(S )

(c) is established by application of the IH to (iii). Now, it remains to show that (a) and (b)
hold. It follows by definition of incRb(Fy) that F; = (pID,, rID., ID., versionc,ﬁc, pcS,.,
vPol.,v., E.,Md.,c), where Md. = atom(...,rb + 1,...) if Md = atom(...,rb,...) and
Md. = Md,. otherwise. In the latter case, (a) comes directly from (i). In the former case,
where Md, = atom(...,rb + 1,...), we invert WF-F-N on (i) to learn the following:

@iv) Yy € NVWtsOf(Md,.).N(y) = (v, ipIDy), ipID, € EPids or PrioOf(ipIDy) > PrioOf(pID,)

(v) if W(UD, version,Md,) = I then Vx" € dom(N).s.t.I'(x") = (¢ID_, |d, Id) where gID, =
Id, if N(x") = (v',ipID"), then + validNvWt(S ,@F\, ipID,, EPids, ipID’, x")

We need to establish similar properties for Md,.:
(d) Yy e NVWtsOfiMd.).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(ipID))

(e) if Y(ID,version,Md.) =T then Yx’ € dom(N).s.t.T'(x") = (¢ID,, Id, 1d) where g. = Id,
if N(x) = (v',ipID’), then + validNvWt(S ,@F, ipID., EPids, ipID’, x")

where ipID, = (pID_,alD,rb. + 1) and ipID, = (pID,,alD, rb. + 1), since we know that
Md, = atom(alD,...,rb. + 1,...) and Md, = atom(alD, ..., rb,...).

First, we observe that NVWrsOfiMd.) = NVWtsOf(Md.), and hence (d) holds directly by
(iv). Towards (e), note that W(ID, version,Md,) = W(ID, version,Md,) = T, and let x’ €
dom(N) where N(x') = (V',ipID’") be arbitrary. Since (v) holds, the proof proceeds in
cases, inverting on each of the possible deriving rules: VALID-NVWT-IniT, VALID-NVWT-E,
VALID-NVWT-A, VALID-NVWT-SHCP, and VaLiD-NvWT-HA. We only show the interesting
case, which is VALID-NvWT-A which relies on rb.

Case VALID-NVWT-A. If VaLi>-NVWT-A applies, then it must be the case that ipID’ =
(pID,,alD, rb"), rb. > rb’, and x € w U p U Inits. Therefore, we know that rb. + 1 >
rb’, and hence + validNvWK(S ,@F, ipID.., EPids, ipID’, x") follows by application of
VaLi-NvWT-A to the definition of ipID).
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Case VALID-NVWT-INIT, VALID-NVWT-E, VALID-NVWT-SHCP, VALID-NVWT-HA. These cases
do not rely on ipID,, and hence (e) follows directly by an inversion on the given ap-
plicable rule, and an application of it while instead taking ipID..

We have shown that (e) and (d) hold in all cases, and hence (a) follows by application of
WE-F-N. The desired result follows by application of Wr-S-inp to (a), (b), and (c).

O
Lemma 52 (upd]itS well-formedness under end atomic) If
(i) Ny~ N,V ~ V.V, EPids, - + updJitS(F;, > Sy, F > S) : wf,
(ii) F =(...,endaom),
(iii) mdOf(F) = atom(alD, rby, .. .),
(iv) mdOf(Fy) = atom(alD, rby, ...) where rby > rby,
then (N} lewvaropsy ~> N), (V] ~ V), EPids, - + F > updJitS(Sy, S ) : Wt where V] = Vv
Vivw and N = (Ni ¢~ N | nviendomv ) ckvarofis o)-

Proof: In other words, we need to show that
@ (Ndavarogsy ~ N), (V] ~ V)W, EPids, F + updJitS(S,S) : wf
(b) (N lawvaronsy ~ N),'W¥, EPids, - +, F : wi
(c) (Vx ~ V),Y,EPids, -+, F : wf

By definition of upd/itS applied to (i), and since from (iii) and (iv) we know that
mdOf(Fy), mdOf(F) # jit, we know that

Ny ~ N, Vi~ VY, EPids, - + F; > updJitS(Sy, S) : wi
By inversion of WE-S-inp, we know that
(V) Ny~ N,V ~~ V,W, EPids, F + Ltpd]llS(Sk,S) - wi
(vi) Ny ~ N,Y, EPids, - +, F; : wf
(vii) Vi~ V,¥, EPids,- v, F; : Wf
To prove (a), we proceed by induction on the size of updJ/itS(Sy, S), relying on the assump-
tion (v) to re-establish the well-formedness of each frame on the stack w.r.t. +, and +,. The
key observation is that the frame F) does not write any variables, and hence does not affect
the validity of any write (i.e., the validity of each write follows due to reasons that do not in-
volve Fy). Towards (b), observe that Yy € NVWis(mdOf(F)).N(y) = (v,ipID,) we have that
ipID, € EPids by construction of EPids and (ii), i.e., F' is a successfully completed atomic re-
gion. Now, we must establish that Yx € dom(N) s.t. T'(x) = (g, 1d,|d) where g. = Id, that
+ validNvWi(-, ipID ¢, EPids, ipID, x). If x € NVw(mdOf(F)), then it must be that x € wUuUInits.
Since rby > rby, the result follows by VaLib-NvWT-A. Otherwise, the result follows by VALD-
NvWT-E, since x is either read-only or written by the preceding jit region. (c) holds by similar
reasoning to (b). ]
Lemma 53 (upd]itS well-formedness under trigger) If
(i) Ny~ N,V ~> V,W, EPids, - + updJitS(Sy, S) : wif,
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(ii) K = (N, Vi, Sp),
(iii) F, = (pID,,,rID,,ID,, versionn,ﬁn,pcSn, vPol,, v,, -, Md,, initN; c,; ret),

(iv) (Md,, K") = schdFrame(PDecl, (pID,, ID,, v, rPol,, K, N),

(v) K' = (N, V,.5))

(vi) task(ID,, version,, pr,, vPol,, rPol,, Ax.c,) € PDecl,

then N, ~ N,V ~ V,¥,EPids, -+ S’ : Wf where

(a) S' = F, > updlitS(Sy,S) if appPol(rPol,) = immediate

(b) S’ = updlitS(Sy, F,, > S) if appPol(rPol,) = discard

(c) S’ =updlitS(F,> Sy, F,>S) if appPol(rPol,) = alternative and mdOf(F ;) = altOf(pID,,)

Proof: The proof is by cases on appPol(rPol,).
Case appPol(rPol,) = immediate. In particular, we must show that

Ny ~» N, Vi~ V.V, EPids, - + F, > updJitS(Sy, S) : wi
To this end, it suffices to show that the following hold:
(al) Ny ~» N,V ~ V.Y, EPids, F,, + updJitS(S;,S) : wf
(a2) Ny ~» N,Y, EPids, -+, F, : wf
(@3) Vi ~ VY, EPids, -+, F, : wf
Note that (al) holds by an induction on the size of updJitS(S, S ). We prove the following
general result: assuming N; ~» N,V; ~» V,W¥,EPids,S, + S, : wf for all §,,S; s.t.
Ltpd]lfS(Sk,S) = Sh@Sl’ then Nk ~ N, Vk ~ V,\P,EPldS, Fn@Sh F S] . wi.
Base case S; = . The desired result holds by WEF-S-EmpTY.
Inductive case S, = Fy > So (AFy = (pID,, IDy, version,Mdy, ...)). By inversion of WE-
S-inp on the assumption, we know that
(vii) Ny ~ N,V ~» V¥, EPids,S;,@Fy+ Sy : wf
(viii) Ny ~ N,V¥Y, EPids, S, +, Fo : wf
(IX) Vi ~ V,‘P,EPidS,Sh k, Fo . wi
By application of the IH to (vii), we establish that Ny ~» N, Vi ~» V,¥Y, EPids, F,,@S ,@F +
So : wf. Now, it remains to show that N, ~~ N, Y, EPids, F,,@S, +, F, : wf and

Ny ~ N,¥Y, EPids, F,@S, +, Fo : wf. Towards the former, we invert Wr-F-N on
(viii) to learn that

(x) Yy € NVWisOf(Mdo).N(y) = (v,ipID,), ipID, € EPids or
PrioOf(ipID,) > PrioOf(pID,)

(xi) Vx’ € dom(N) s.t. I'(x") = (q., Id, Id) where W(IDy, versiony,Mdy) = T, g. = Id,
and N(x) = (v, ipID"), + validNvW«(S ,,, ipID,, EPids, ipID’, x")

Let x € dom(N) be arbitrary, where I'(x) = (¢, Id, Id) where W(ID, version,Md) =T,
g. = 1d, and N(x) = (v, ipID) be arbitrary. Then, proof proceeds in cases on the rule
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which derived + validNvW(S y, ipID,, EPids, ipID, x). The interesting ones, VALID-
NvWT-SHCP and VALID-NvWT-HA, are shown below:

Case VALID-NVWT-SHCP. By inversion of VALID-NVWT-SHCP, we know that 4F), €
Sys.t. F, =(@plD,...,vPol,,discard,...)and vPol, = (ShAcc, ShCP, nlds, Inits)
and x € ShCP. Therefore, the same F), € F,, @S . Therefore, it follows by VaLID-
NvWT-SHCP that + validNvWH F, @S ,,, ipID,, EPids, ipID, x).

Case VALID-NVWT-HA. The proof is similar to the above case, but relies on VALID-
NvWT-HA.

Case VALID-NVWT-IniT, VALID-NVWT-E, VALID-NVWT-A. The proofs of these cases
proceeds by an inversion of the applicable rule on
F validNvWK(S 1, ipID,,, EPids, ipID, x), followed by an application of the same
rule to obtain
FvalidNvWH(F,@S,, iplD,, EPids, ipID, x), as these rules are independent of the
stack S .

In all cases, we have that v validNvWH(F,@S ,, ipID,, EPids, ipID, x). Since such
x was arbitrary, this result holds Yx, € dom(N) s.t. I'(xg) = (q.,ld,|d) where
Y(ID,version,Md) = T', q. = Id, and N(xy) = (v,ipID). By application of Wr-F-
N to this result and (x), we have that

Ny ~ N,Y¥Y, EPids, F,@S, v, Fy : Wf (xii)

We use similar reasoning to obtain that

Vi ~ V., EPids, F, @S, v, Fy : Wf (xiii)

By application of WF-S-inp to Ny ~» N, Vy ~» V¥, EPids, F,@S,@F, + S : wf,
(xii), and (xiii), we establish the desired result:

Ny~ N,V ~» VWY, EPids, F,,@S, + Fo > Sq : wf

In general, we proved that Ny ~» N,V ~» V¥, EPids, F,@S, + S, : wf. Taking S, = -
and S; = updJitS(Sy, S ), we establish (al).

For (a2), since NVWtsOf(F,) = -, it suffices to show that Yx € dom(N) s.z. T'(x) = (¢., Id, Id)
where g, = Id and N(x) = (v,ipID), that + validNvW(-, ipID,, EPids, ipID, x). By con-
struction of ¥, we know that I'(x) = (g, |d, ld) where g. = Id is only the case if either
x € InitOf(ipID) U shCPof(ipID) or x was written previously by an effective process. In
the former, the desired result follows by application of VALID-NVWT-In1T. In the latter, we
know that ipID € EPids, and the desired result follows by VaLID-NVvWT-E. We establish
(a3) by similar reasoning, but there, only the VALID>-NvWT-E rule can apply since /nits and
ShCP are all nonvolatile.

Case appPol(rPol,) = discard. Since Md, must be discard, it follows by definition of upd/itS
that updJitS(Sy, S) = updJitS(Sy, F, > §). Therefore, we must show that
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(Nk &~ Nlsncp) ~» N, Vi ~ V'Y, EPids, - + updJitS(Sy, S) : wf

This result holds by an induction on the size of updl/itS(Sy,S). Using the assumption
that N, ~~ N,V; ~ V,W,EPids,- + updJitS(S;,S) : wif, we can re-establish the well-
formedness of each frame on the stack w.r.t. +, and F,.

Case appPol(rPol,) = alternative. Since Md, must be next and mdOf(F,) # jit, it follows by
definition of upd/itS that updJitS(F,> Sy, F,,> S) = F, > updJitS(F,> Sy, S). Therefore,
we must show that

(N ¢~ Nlgsncp) ~» N, Vi ~» VY, EPids, - + F, > updJitS(Sy, S ) : wi

To this end, it suffices to show that the following hold:

(cl) (Ny &~ Nlsucp) ~» N, Vi~ V,W¥, EPids, F, + I/tdellS(Sk,S) - wi
(c2) (Nk e~ N|gncp) ~ N,¥Y, EPids, -+, F, : wf
(c3) Vi ~ V. W, EPids, v, F, : wf

Note that (c1) holds by an induction on the size of updJitS(Sy,S). Using the assump-
tion that Ny ~~» N,V, ~» V,W,EPids,- + updJitS(S;,S) : wf, we can re-establish the
well-formedness of each frame on the stack w.r.t. +, and F, by induction on the size of
updlJitS(Sy, S) (like the discard case). (c2) and (c3) are established in a similar manner to
(a2) and (a3) in the appPol(rPol,) = immediate case from above.

0

Lemma 54 (Stack well-formedness under trigger) If
(i) N,V,¥Y,EPids, -+ S : Wf,
(ii) task(ID,,version,, pr,,vPol,, rPol,, Ax.c,) € PDecl,
(iii) fresh pID,,rID,

jit if appPol(rPol,) = immediate
(iv) Md, =4 discard(-,-) if appPol(rPol,) = discard
next(pID,,-,-) (ApID,) else

(v) F, = (pID,,rID,, ID,,version,, pr,, pcS,, vPol,, v,, -, Md,, initN; c,; ret)
then N,V,WY, EPids,- + F, > S : wf.

Proof: We must show that

N, V.Y, EPids, - + F, 1> S : wi

To this end, it suffices to show that the following hold:
(al) N,V,¥Y,EPids,F, + S : wf
(a2) N,Y,EPids,- v+, F, : wf
(a3) V,Y,EPids,- v+, F, : wf
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To prove (al), must inductively re-establish the well-formedness of every frame on the stack
S. We prove the following general result: assuming N, V,¥, EPids, S, + S, : wf for all §,, S, s.t.
S =5,@§,, then N, V,lP,EPl'dS,Fn@Sh S wi.
Base case S; = -. The desired result holds by WEr-S-EmpTY.

Inductive case S, = Fy > So (AFy = pID,, IDy, version,, Mdy, . ..)). By inversion of WF-S-IND
on the assumption, we know that

(vil) N,V,¥, EPids,S;,@Fy+ Sq : wf
(viil) N,Y, EPids, S, +, Fo : wf
(ix) V,¥, EPids, S, v+, Fy : wf

We must re-establish similar conditions but for the high stacks F,@S, and F,@S,@F.
By application of the IH to (vii), we establish that N, V,Y, EPids, F,@S ,@F, + S : wf.
Now, it remains to show that N, ¥, EPids, F,,@S,, +, F, : wfand V,¥, EPids, F,@S +,
Fy : wf. Towards the former, we invert Wr-F-N on (viii) to learn that

(x) Yy e NVWisOf(Mdy).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) = PrioOf(pID)

(xi) Yx’ € dom(N) s.t. I'(x") = (g, |d, Id) where Y(ID,, versiony,Mdy) = I', g. = |d, and
N') = (v, ipID’), + validNvWt(S ., ipID,,, EPids, ipID’, x')

The crucial next step is that using (xi) we must re-establish the validity of every write given
the high stack F,@S . To this end, let x € dom(N) be arbitrary, where I'(x) = (¢, Id, Id)
where W(ID, version,Md) = T, g. = Id, and N(x) = (v, ipID) be arbitrary. Then, the proof
proceeds in cases on the rule which derived + validNvWt(S , ipID,,, EPids, ipID, x). The
interesting ones, VALID-NVWT-SHCP and VaLi>-NvWT-HA, are shown below:

Case VALD-NVWT-SHCP. By inversion of VALID-NVWT-SHCP, we know that 4F), € §,
s.t. F, = (ipID,...,vPol,,discard,...) and vPol, = (ShAcc,ShCP, nlds, Inits) and
x € ShCP. Therefore, the same F), € F,,@S5,. Therefore, it follows by VALID-NVWT-
SHCP that + validNvWH(F, @S 1, ipID,,, EPids, ipID, x).

Case VaLID-NVWT-HA. The proof is similar to the above case, but relies on VALID-NvWT-
HA.

Case VALID-NVWT-INIT, VALID-NVWT-E, VALID-NVWT-A. The proofs of these cases pro-
ceed by an inversion of the applicable rule on + validNvWt(S ,,, ipID,, EPids, ipID, x),
followed by an application of the same rule to obtain
F validNvWH F, @S, ipID,, EPids, ipID, x), as these rules are all independent of the
high stack S .

In all cases, we have that + validNvWHF, @S, ipID,, EPids, ipID, x). Since such x was
arbitrary, this result holds Yx’ € dom(N) s.t. I'(x") = (¢., Id, Id) where W(ID, version,Md) =
I, g. = Id, and N(x') = (v, ipID’). By application of Wr-F-N to this result and (x), we
have that

N,¥Y,EPids, F,@S, +, Fy : wf (xii)

We use similar reasoning to obtain that
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V,¥, EPids, F,@S, v, Fy : Wf (xiii)

By application of Wr-S-inp to N, V,¥, EPids, F,@S ,@F, + S : wf, (xii), and (xiii), we
establish the desired result:

N,V,¥Y, EPids, F, @S, + Fo > S : wf

We just proved the general result that N, V,¥, EPids, F,@S, + S, : wf. Taking S, = - and
S, =S, we establish (al).

For (a2), since NVWtsOf(F,) = -, it suffices to show that Yx € dom(N) s.t. I'(x) = (¢., Id, Id)
where g. = Id and N(x) = (v, ipID), that + validNvWi(-, ipID,, EPids, ipID, x). By construction
of ¥, we know that I'(x) = (g., Id, Id) where g. = Id is only the case if either x € InitOf(ipID) U
shCPof(ipID) or x was written previously by an effective process. In the former, the desired result
follows by application of VaLib>-NvWT-IniT. In the latter, we know that ipID € EPids, and the
desired result follows by VALID-NVWT-E. We establish (a3) by similar reasoning, but there, only
the VALID-NVWT-E rule can apply since Inits and ShCP are all nonvolatile.

The desired result then follows by application of WE-S-inp to (al), (a2), and (a3). 0
Lemma 55 (upd]itS well-formedness under jit nonvolatile updates) If

(i) (N~ N), (Vi ~> V),¥, EPids, - + updJitS(S, F > S) : wf
(ii) F = (pID,rID,,ID,, versionc,ﬁc,pcSc, vPol.,v., E.,jit, x 1= e)
(iii) F' = (pID, rID,,ID,, versionc,ﬁc,pcSC, vPol., v, E., it, skip)
(iv) x € dom(N)
then (Ni[x — (v,pID)] ~ N[x — (v,pID)]), (V\ ~» V),¥Y, EPids, - + updJitS(S, F' > §) : wf
where Sy = F;(pID) > § ;.

Proof: Since mdOf(F) = mdOf(F’) = jit, it follows that updJitS(S v, F1>S) = Fr>updJitS(S, S)
and updJitS(Sy, F' > S) = F' > updJitS(S, S ). Therefore, it suffices to prove that if

(N ~» N), (Vi ~ V), Y, EPids, - + F > updJitS(S;,S) : wf (v)
then

(Ni[x = (v, pID)] ~ N[x > (v, pID)]), (Vi ~ V), W, EPids, - + F’ 1> updJitS(S,,S) : Wf.

By inversion of WE-S-Inp on (v), we learn that
(vi) (Ng ~» N), (Vi ~ V), ¥, EPids, F + updJitS(S;,S) : wf
(vi)) (Ny ~ N),Y, EPids, -+, F : wf
(viii) (Vi ~ V), Y, EPids, - +, F : wf
We need to establish the following conditions:
(@) (Nk[x = (v,pID)] ~ N[x — (v, pID)]), (V) ~~ V),¥, EPids, F' + updJitS(S:,S) : wf
(b) (N¢[x + (v,pID)] ~» N[x + (v, pID)]), ¥, EPids, - +, F’ : wf
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() (Vx ~V),Y,EPids, -+, F' : wf
Towards proving (b), we invert We-F-N on (vii) to learn the following:
(ix) Yy € NVWisOf(jit).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(iPidOf(F\))
(x) Yz € dom(N’) s.t. T'(z) = (¢ID,,1d, Id) where gID, = Id and ¥(ID,, version,, jit) = T’ and
N'(2) = (v, ipID,), + validNvWt(-, pID, EPids, ipID_, z) and N’ = Ny ~ N
We must establish similar conditions for F’. Noting that NVWtsOf{jit) = -, we establish the
analogous first condition for F’ vacuously. Towards the second condition, we must show that if
I'(x) = (gID,,d, Id) where gID, = 1d and Y(ID., version,., jit), that + validNvWt(-, pID, EPids, pID, x).
By definition of EPids, we know that pID € EPids since pID is a jit process. Therefore,
the desired result follows by application of VAaLiD-NVWT-E, and hence it follows from (x) that
Vz € dom(N[x — (v, pID))) s.t. T(z) = (¢ID,, 1d, 1d) where gID, = Id and Y(ID., version,, jit) = T
and N(z) = (v, ipID,), v validNvWi(-, pID, EPids, ipID_, z) (xi). Therefore, it follows by Wr-F-N
applied to (xi) that

(Ni[x = (v, pID)] ~ N[x — (v, pID)]), ¥, EPids, - +, F’ : wf

The proof of (c) is similar but easier. Since V; ~» V does not change between assumption and
what needs to be proved, we invert on We-F-V to learn that every x € dom(V, ~» V) is a valid
write. Since pidOf(F) = pidOf(F’) = pID, a similar condition holds for F’, and since Vw(jit) = -,
the other condition holds vacuously. We obtain the following desired result by application of
WE-F-V to these conditions:

(Vi ~ V), Y, EPids, - +, F’" : wf

Lastly, we must show that (a) holds. We prove (a) by re-establishing the well-formedness of
every frame on the stack updJitS(S,, S).

We prove a generalized result, that if (N, ~~ N), (Vi ~> V), ¥, EPids, F@S, + S, : wf, then
(Ni[x = (v,ipID)] ~ N[x — (v,ipID))), (V) ~~ V),¥Y, EPids, F'@S, + §, : wf for all §,,S,
where updJitS(S,S) = §,@S ,. The proof is by induction on the size of S .

Base case S, = -. Then the desired result follows by WF-S-Empry.
Inductive case S, = Fo > So (AFy = (..., IDy, version,, Mdy, . ..)).
By inversion of WE-S-Inp on the assumption, we know that
(xii) (Ny ~ N), (Vi ~ V), Y, EPids, F@S ,@Fy + S : wf
(xiii) (Ny ~ N), ¥, EPids, F@S ), +, Fy : wf
xiv) (Vi ~ V),¥Y,EPids, F@S , +, F : wf
We need to show that the following hold:
(al) (Ni[x +— (v,pID)] ~ N[x — (v, pID)]), (V; ~ V),¥Y, EPids, F' @S ,@F + S : wf
(a2) (Ni[x +— (v,ipID)] ~ N[x — (v,ipID)]), Y, EPids, F' @S ), +, F, : wf
(@3) (Vi ~ V), Y, EPids, F’ @S +, F : wf

(al) follows by the IH applied to (xii).

Towards proving (a2), we invert We-F-N on (xiii) to learn the following, where N = N ~~» N:
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(xv) Yy € NVWisOfimodeOf(Fy)).N'(y) = (v, ipID,),
ipID, € EPids or PrioOf(ipID,) > qIDPrioOf(iPidOf(F))

(xvi) Yz € dom(N’) s.t. I'(z) = (gID,,|d,Id) where gID, = |d and W(IDy, versiony,Mdy) and
N'(z) = (v, ipID,), v validNvWH(F @S ;,, ipID,, EPids, ipID_, 7).
We must establish that similar conditions hold for nonvolatile memory Ni[x — (v, pID)] ~~
N[x — (v, pID)]. Since pID is a jit process, it follows by construction of EPids that pID € EPids.
Hence, it follows from (xv) that

Yy € NVWisOf(modeOf(Fy)).N'(y) = (v, ipID,),
ipID, € EPids or PrioOf(ipID,) > PrioOf(iPidOf(F\)) (xvii)

If I'(x) = (¢ID_, |d, Id) where qI_DC = |d and W(ID,, versiony, Md,), then we need to show that
F validNvWH(F' @S, ipID,,, EPids, pID, x). Again, by construction we know that pID € EPids
since it is a jit process, and hence, the result follows by VaLID-NVWT-E.

To re-establish the validity of all other writes wrt the new high stack F'@S,, we let 7’ €
dom(N’) be arbitrary s.t. I'(z") = (¢ID,,|d,Id), qI_DC = Id, and N'(z') = (v,ipID_), and we
invert on the rule used to derive + validNvWH(F @S 1, ipID,, EPids, ipID_, 7). In the cases where
VALID-NVWT-INIT, VALID-NVWT-E, and VALID-NVvWT-A (which are independent of the high stack),
we simply reapply the same rule to obtain the desired result. Otherwise, if VALID-NVWT-SHCP
or VaLi>-NvWT-HA were applied, we note that the high frame F), that wrote x must be in S,
alone as the mdOf(F) = jit (i.e., is not discard or atom). Therefore, F), € F' @S, and it follows
by applying the same rule that validNvWt(F’' @S, ipID,,, EPids, ipID_,z’). Since such 7' was
arbitrary, this result holds for all such 7’

Overall, we have just established that this condition holds Vz € dom(N") s.t. I'(z) = (¢ID,, Id, Id)
where gID, = Id, W(IDy, versiony, Mdy), N"(z) = (v,,ipID,), and N = Ni[x = (v,pID)] ~
N[x — (v, pID)].

By applying WE-F-N to this result and (xv), we retrieve (a2).

The reasoning for (a3) is analogous. By inverting WEe-F-V on (xiv), we learn the following
where V' =V, ~» V:
(xviii) Yy € VWisOfimodeOf(F)).V'(y) = (v, ipID,),
ipID, € EPids or PrioOf(ipID,) = PrioOf(iPidOf(F\))
(xix) Yz € dom(V’) s.t. V'(2) = (v, ipID,), v validVWHF @S 1, ipID,, EPids, ipID_, 7).

To re-establish similar conditions for the high stack F’ @S, we again pick an arbitrary z and
invert (xix) on the deriving rule VALID-VWT-E or VALID-VWT. In the first case, we apply the same
rule to the premise to obtain the desired result. In the latter, we note that if the high frame F, that
last wrote to z is F, then note that pidOf(F) = pidOf(F’), i.e., the process of F is the same as F’.
Therefore, the condition holds for stack F’@S . By applying Wr-F-V to this result and (xviii),
we establish (a3).

Applying WE-S-Inp to (al), (a2), and (a3), we have that for all S, S, s.t. §, @S, = updJitS(S,,S):

Nilx = (v,pID)] ~» N[x — (v,pID)], V\ ~» V,¥, EPids, F’@S , + S,
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Taking §;, = - and S, = updJitS(S;, S ), we obtain (c):

Ni[x = (v,pID)] ~+ N[x +— (v, pID)], V\ ~» V,¥Y, EPids, F’ v updlJitS(S;,S)

Therefore, by applying Wr-S-InD to (a), (b), (c), we arrive at the desired result.

Ni[x = (v,pID)] ~ N[x = (v,pID)], V\ ~» V,¥, EPids, - + F' > updJitS(S,,S)

Lemma 56 (upd]itS well-formedness under jit volatile updates) If
(i) (N~ N), (Vi ~ V),¥, EPids, - + updJitS(S, F > S) : wf
(ii) F = (pID,rID,,ID,, versionc,ﬁc,pcSC, vPol., v, E.,jit, x := e)
(iii) F' = (pID, rID,,ID,, versionc,ﬁc,pcSC, vPol., v, E., jit, skip)
(iv) x € dom(V)
then (Ny ~ N), (Vi [x — (v,ipID)] ~» V[x — (v,ipID)]), ¥, EPids, - + updJitS(Sy, F' > S) : wf.

Proof: Since mdOf(F) = mdOf(F’) = jit, it follows that updJitS(S ., FI>S) = F>updJitS(S;,S)
and updJitS(Sy, F' > §) = F' > updJitS(S;, S ). Therefore, it suffices to prove that if

(Ni ~ N), (Vi ~ V), Y, EPids, - + F > updJitS(S;,S) : wf (v)

then

(Ny ~ N), (Vi[x = (v, pID)] ~» V[x = (v, pID)]), Y, EPids, - + F' > updJitS(S;,S) : wf.

By inversion of WE-S-INp on (v), we learn that
(vi) (N ~» N), (Vi ~ V), Y, EPids, F + updJitS(S,S) : wf
(vii) (Ny ~ N), ¥, EPids, - +, F : wf
(viii) (Vi ~ V), Y, EPids, - +, F : wf
We need to establish the following conditions:
(@) (Ny ~ N), (Vi[x = (v,pID)] ~ V[x & (v,pID)]), ¥, EPids, F’ + updJitS(S;,S) : wf
(b) (N; ~» N),V¥Y, EPids, -+, F’ : wf
(¢) (Vi[x — (v, pID)] ~ V[x  (v,pID)]), ¥, EPids, - +, F’ : wf
Towards (c), we invert WF-F-V on (viii) to learn the following:
(ix) Vy € VWisOf(jit).N(y) = (v, ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(iPidOf(F))
(x) Yz e dom(V’) s.t. V'(z) = (v, ipID,), v validVWt(-, pID, EPids, ipID_,z) and V' = V} ~~ V

We must establish similar conditions for F’. Noting that VWtsOf{jit) = -, we establish the
analogous first condition for F’ vacuously. Towards the second condition, we must show that
F validVWi(-, pID, EPids, pID, x).
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By definition of EPids, we know that pID € EPids since pID is a jit process. Therefore,
the desired result follows by application of VaLib-VWT-E, and hence it follows from (x) that
¥z € dom(Vi[x = (v,ipID)] ~ V[x = (v,ipID)]), + validVWt(-, pID, EPids, ipID_, z) (xi).
Therefore, it follows by WE-F-V applied to (xi) that

(Vi[x & (v, pID)] ~» V[x + (v, pID)]), ¥, EPids, - +, F’ : wf

The proof of (b) is similar but easier. Since N, ~» N does not change between assumption
and what needs to be proved, we invert on Wr-F-N to learn that every x € dom(N; ~~ N) is
a valid write. Since pidOf(F) = pidOf(F') = pID, a similar condition holds for F’, and since
NVw(jit) = -, the other condition holds vacuously. We obtain the following desired result by
application of Wr-F-N to these conditions:

(N, ~ N), ¥, EPids, - v, F' : wf

Lastly, we must show that (a) holds. We prove (a) by re-establishing the well-formedness of
every frame on the stack updJ/itS(S,S).

We prove a generalized result, that if (N, ~~ N), (Vi ~» V), ¥, EPids, F@S, + §, : wf, then
(N ~ N), (Vi[x — (v,ipID)] ~ V[x +— (v,ipID)]),¥, EPids, F’@S, + S, : wfforall S,,S, s.t.
updlJitS(S;,S) = S,@S,. The proof is by induction on the size of S .

Base case S, = -. Then the desired result follows by WE-S-EmpryY.
Inductive case S, = Fo > So (AFy = (..., IDy, versiong, Md,, . ..)).
By inversion of WF-S-IND on the assumption, we know that
(xii) (Ny ~» N), (Vi ~ V), ¥, EPids, F@S,@F + S : wf
(xiii) (Ny ~ N),¥, EPids, F@S ), +, F : wf
xiv) (Vi ~» V),¥Y,EPids, F@S, +, Fy : wf
We need to show that the following hold:
(al) (Ny ~ N), (Vi[x — (v, pID)] ~ V[x +— (v,pID)]), ¥, EPids, F' @S ,@F, + S : wf
(a2) (Ny ~ N),¥Y,EPids, F'@S ), +, F : wf
(a3) (Vi[x = (v,pID)] ~» V[x +— (v,pID)]), ¥, EPids, F' @S}, v, F : wf

(al) follows by the IH applied to (xii).

Towards proving (a3), we invert WE-F-V on (xiv) to learn the following, where V' = V; ~» V:
(xv) Yy € VWisOfimodeOf(Fy)).N'(y) = (v,ipID,), ipID, € EPids or PrioOf(ipID,) > PrioOf(iPidOf(F\))
(xvi) Yz € dom(V’) s.t. V'(2) = (v, ipID,), v validNvWHF @S ,, ipID,, EPids, ipID_, 7).

We must establish that similar conditions hold for the updated memory V"’ = Vi[x —
(v,pID)] ~» V[x — (v,pID)]. Since pID is a jit process, it follows by construction of EPids

that pID € EPids. Thus, if x € VWtsOfimodeOf(F)), the desired condition would hold. Hence,
it follows from (xv) that
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Yy € VWisOfimodeOf(Fy)).V"(y) = (v,ipID,),
ipID, € EPids or PrioOf(ipID,) > PrioOf(iPidOf(F)) (xvii)

Now, we must show that + validVWiHF’ @S, ipID,,, EPids, pID, x). Again, by construction
we know that pID € EPids since it is a jit process, and hence, the result follows by VALID-VWT-E.

To re-establish the validity of all other writes w.r.t. the new high stack F'@S,, we let
7/ € dom(V’) be arbitrary s.t. V() = (vy,ipID,), and we invert on the rule used to derive
F validVWHF @Sy, ipID,,, EPids, ipID._, 7’). In the case where VALID-VWT-E (which is indepen-
dent of the high stack), we simply reapply the same rule to obtain the desired result. Otherwise,
if VaLip-VWT were applied, we note that the high frame F) that wrote x must either be in S,
alone or is F. In the former case, we reapply the same rule directly. In the latter, we observe that
pidOf(F) = pidOf(F') = pID, allowing F’' @S, to satisfy the same condition. By the same rule,
we obtain the desired result. Since such 7z’ was arbitrary, this result holds for all such z’.

Overall, we have just established that this condition holds Yz € dom(V"”’) s.t. I'(z) = (¢., Id, Id)
where g, = Id, W(IDy, versiony, Mdy), V" (z) = (v.,ipID.), and V"’ = V;[x — (v,pID)] ~ V[x
(v,pID).

By applying WE-F-V to this result and (xv), we retrieve (a3).

The reasoning for (a2) is analogous. By inverting Wr-F-N on (xiv), we learn the following
where N’ = Ny, ~» N:

(xviii) Yy € NVWisOfimodeOf(F)).N'(y) = (v,ipID,),ipID, € EPids or
PrioOf(ipID,) = PrioOf(iPidOf(Fy))
(xix) Yz € dom(N’) s.t. I'(z) = (g, Id, Id) where g. = Id and W(ID,, versiony, Mdy) and N’(z) =
(v, ipID.), v validNvWHF @S 1, ipID,, EPids, ipID_, 7).

To re-establish similar conditions for the high stack F’@S,, we again pick an arbitrary z
and invert (xix) on the deriving rule. If the rule is VALID-NVWT-IniT, VALID-NVWT-E, or VALID-
NVWT-A, the proof proceeds by simply inverting on the rule and reapplying it to the premises
to establish the validity condition for the updated high stack F’ @S (since these rules are all
independent of the high stack). Otherwise, VALID-NVWT-SHCP or VALID-NVWT-HA must have
been applied. In each case, we observe that the high frame F), that last wrote to z must be in
S, alone since mdOf(F) = jit # discard, atom.Therefore, F), € F’ @S, and the same conditions
apply. We can apply the same rule to establish the validity of z. Since such z was arbitrary, this
result holds for all such z. By applying We-F-V to this result and (xviii), we establish (a2).

Applying WE-S-InD to (al), (a2), and (a3), we have that VS, S, s.t. §, @S, = updJitS(S, S):

N ~ N, Vi[x — (v,pID)] ~ V[x + (v, pID)],¥, EPids, F' @S, + S,
Taking §;, = - and S, = updJitS(S;, S ), we obtain (c):

Ny ~ N, Vi[x = (v,pID)] ~» V[x — (v, pID)], ¥, EPids, F' + updJitS(S;,S)

Therefore, by applying WF-S-InD to (a), (b), (c), we arrive at the desired result.

501



Ny ~ N, Vi[x = (v, pID)] ~» V[x — (v, pID)], Y, EPids, - + F' > updJitS(S,,S)

Lemma 57 (Stack well-formedness under ret) If
(i) N,V, ¥, EPids,F. + S : wf
(ii) F. = (pID,,rID,,ID,, versionc,ﬁc,pcSC, vPol.,v., -, Md,, ret)
(iii) finalizeK(K, F.,V,N) = K’
then N, V, Y, EPids,- + S : wf.

Proof: We prove a generalized result, that if N,V,¥Y, EPids, F.@S, + S, : wf for all § =
S,@S,, then N, V,¥Y, EPids, S, + S, : wf for all §,. The proof is by induction on the size of S .

Base case S, = -. If § = -, then the desired result holds by WE-S-EmpTY.
Inductive case S; = Fy > So (3F = (..., IDy,versiony,Mdy, ...)). If §; = Fy > Sy, we can in-
vert WE-S-IND on the assumption to learn that:
(i) N,V,Y,EPids, F.@S,@F, + S, : wf
(i) N,¥Y,EPids,F.@S, +, Fy : wf
(i) V,¥Y,EPids, F.@S, +, Fy : wf
We need to show that
(a) N,V,¥Y,EPids,S;,@Fy S : wf
(b) N,¥Y,EPids,S ) v, Fo : wi
(¢c) V,Y,EPids,S, +, Fy : wf
(a) holds by applying the IH to (i). Towards (b), we invert Wr-F-N on (ii) to learn that
if W(IDy, versiony,Mdy) = I', then Yx € dom(N)s.t. I'(x) = (q., Id, |d) where g. = Id and

N(x) = (v,ipID), v validNvWHF. @Sy, ipID,, EPids, ipID, x). Let such x be arbitrary. The
proof proceeds by cases on the deriving rule.

Case VALID-NVWT-InIT. In this case, we know that PrioOf(ipID) < PrioOf(ipID,) and
x € InitOf(ipID,)) U shCPof(ipID,)). Then it follows by application of VALID-NvWT-
Inrr that = validNvWH(S 1, ipID,y, EPids, ipID, x).

Case VALID-NVWT-E, VALID-NVWT-A. These cases follow reasoning analogous to the pre-
vious case.

Case VALID-NVWT-SHCP. In this case, there exists Fj, € F.@S;, where
F, = (ipID,, ...,vPoly,discard,...) and vPol, = (ShAcc, ShCP,nlds, Inits) and x €
ShCP. If F), € S, then we apply VALIDNVWT-SHCP to obtain the desired result.
Otherwise, it must be that ), = F.. In that case, it follows by definition that F, if
effective, and hence, ipID € EPids. Therefore, the desired result follows by VaLip-
NvWT-E:

F validNvWt(S ,, ipID,, EPids, ipID, x)
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Case VALID-NVvWT-HA. In this case, there exists F}, € F. @S, s.t.
F, = (ipID,,...,vPol,,Md,,...) and Md, = atom(alD, rby, w, u, p, Inits, NVw, Vw)
and rb, > rb and x € wU u U Inits. Note that F, = F . is impossible, as our semantics
enforce that a frame whose command is ret cannot possibly have the mode atom (the
atomic region would have already concluded, ending in the mode jit). Therefore, it
must be that F;, € S, and hence we apply VALDNVWT-HA to obtain the desired
result.

In all cases, we have established that + validNvWH(S 1, ipID,, EPids, ipID, x). Since x was
arbitrary, this result holds for all such x. By application of WE-F-N, we establish (b).

By application of WF-S-inp to (a), (b), and (c), we arrive at the desired result:

N,V,¥Y,EPids, S + S, : wf

Overall, we have shown that N, V,¥, EPids, S, + S : wf holds for all S,. Taking S, = -, we
obtain the desired result:

N,V,¥Y,EPids,- + S : wf

Lemma 58 (upd]itS well-formedness under ret) If
(i) (Ny ~> N),(Vy ~ V),¥, EPids, - + updJitS(S, F. > S) : wf
(ii) F. = (pID,,rID,,ID,, versionc,ﬁc,pcSC, vPol.,v.,-,Md,., ret)
(iii) finalizeK(K, F.,V,N) = K’
then (Nl cvaropis ) ~ N), (Vi ~ V), W, EPids, - + S’ : wf where
(a) S’ = updlitS(S;,S) ifMd, = jitand Sy = F;(pID,) > S,
(b) S" = updlJitS(Sy,S) if Md,. = discard
(c) S’ = updlitS(Sy, S) if Md, = next

Proof: The proof is by cases on Md..
Case Md, = jit. We need to show that:

(Nidewvarofis ) ~* N), (Vi ~ V), W, EPids, - + updJitS(S, S) : wf
By definition of updJitS, we know that updJitS(Sy, F. > §) = F. > updJitS(S;, S ). There-
fore, we know by assumption (i) that:
(N ~ N), (Vi ~ V), Y, EPids, - + F. > updJitS(S, S) : wf
By inversion of WE-S-INp on (1), we know that
(iv) (Ni ~ N),(Vy ~ V), ¥, EPids, F. + updJitS(S;,S) : wf

(v) (Ni ~ N),¥, EPids, - +, F, : wf
i) (V, ~ V), ¥, EPids, - +, F, : wf
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‘We must establish similar conditions wrt the desired result.

First, we prove a general result: given (N; ~» N), (Vy ~» V),¥Y, EPids, F.@S + S, : wf for
all stacks S, S; s.t. updJitS(S,S) = §,@S§,;, we must show that

(Neldewvarofis ) ~ N), (Vi ~ V), W, EPids, S, + S : wf
The proof is by induction on the size of ;.

Base case S; = -. The result holds by WF-S-EmpTY.
Inductive case S, = Fy > S (Fy = (ipID,,, ...)). By inversion of WF-S-InD, we have
(vii) (Ny ~» N), (Vi ~ V), ¥, EPids, F.@S,@F, + S : wf
(viii) (Ny ~ N),V¥Y, EPids, F.@S ), +, Fy : wf
(ix) (Vx ~ V), Y, EPids, F. @S, +, F : wf

By application of the IH to (vii), we have that

(Neldewvarofisy ~ N), (Vi ~ V), W, EPids, S ,@Fy + S : Wf (x)

Now, we must establish that (Nl cvarons,) ~ N),Y, EPids, Sy v, Fy : wi. In partic-
ular, we must show that Yx € dom(N).N(x) = (v, ipID) and I'(x) = (¢, |d, Id) where
g. = Id, we have

k validNvWI(S 1., ipID,, EPids, ipID, x)

given that

k validNvWi(F. @S, ipID,, EPids, ipID, x) (xi)

Let such x be arbitrary. The proof is by cases on the deriving rule for (xi). Since
mdOf(Fy) # atom, VaLib-NvWT-HA does not apply. The only interesting case is
VALID-NVWT-SHCP, as the others do not rely on F. @S ;. In that case, it must be that
either mdOf(F)) = discard dF, € §;, and x € ShCP or mdOf(F.) = discard. In
the first case, the desired result follows again by application of VALID-NVWT-SHCP.
Otherwise, if mdOf(F.) = discard and that ipID = ipID,, it follows by definition of
F. and construction of EPids that ipID,. € EPids. Therefore, VALID-NVWT-E applies
and we obtain the desired result.

In all cases, we have that + validNvWK(S 1, ipID,,, EPids, ipID, x). Since such x was
arbitrary, the result holds Vx € dom(N).N(x) = (v, ipID) and I'(x) = (¢., Id, |d) where
g. = Id.

By application of WE-F-N to this result, we have that

(Neldewvaronis) ~» N),Y, EPids, Sy, v+, Fo : WE (xii)

The reasoning to obtain (V; ~~ V), WY, EPids, S, v+, Fy : wf (xiii) is similar.
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By application of WE-S-IND to (X), (xii), and (xiii), we obtain the desired result:

(Nelewvarofis ) ~ N), (Vi ~ V), W, EPids, S, + S - wf

Taking S, = - and S; = updJitS(S;, S ), we obtain the desired result:

(Nl ckvarofis ) ~ N), (Vi ~ V), W, EPids, - + updJitS(S}, S ) : wf

Case Md, € {discard, next}. We need to show that:

(NksLCkVaroﬂSk) ~ N), (Vk ~ V), \P, EPldS, -k udeitS(Sk, S) - wf

By definition of updJitS and since Md, # jit, we know that updJitS(S i, F.>S) = updJitS(Sy, S ).
Therefore, we know by assumption (i) that:

(Ny ~ N), (Vi ~ V), WY, EPids, - + updJitS(S, S) : wi
The remainder of the proof is by induction on the size of updJitS(Sy, S ). We re-establish
the well-formedness of each frame on the stack w.r.t. +, and F,.
O

Lemma 59 (Stack well-formedness under end atomic to jit) If N, V,V, EPids, F + S : wf and
F = (pID,rID, ID, version,ﬁi}’,pcS, vPol,v, E,atom(...), endaiom), then N, V,¥Y, EPids, F’ + S :
wf where F’' = (pID, rID, ID, version,ﬁ, pcS, vPol, v, E, jit, skip).

Proof: We prove a generalized result, thatif N, V, ¥, EPids, F@S, + S. : wf, then N, V¥, EPids, F' @S,
Sc:wfforall §,,S5.s.t. S =5,@S5,. The proof is by induction on the size of ;.

Base case S; = -. If §; = -, then the desired result holds by WE-S-Empry.
Inductive case S; = Fo > So (AFy = (..., IDy,versiony, Md, ...)). If S. = Fo > S, we can in-
vert WE-S-IND on the assupmtion to learn that:
(i) N,V,¥Y,EPids, F@S,@Fy+ S : wf
(i) N,Y,EPids, F@S, +, F( : wf
(i) V,¥, EPids, F@S, v, Fy : Wf
We need to show that
(a) N,V,Y,EPids, F'@S,@F, + S : wf
(b) N,¥Y, EPids, F’@S ), +, Fy : wf
(c) VY,EPids, F'@S ), +, F : wf
(a) holds by applying the IH to (i). Towards (b), we invert Wr-F-N on (ii) toﬁlrn that if
W(ID,y, versiony,Mdy) = T', then Vx € dom(N) s.. I'(x) = (¢ID,, |d, Id) where g/D, = Id and

N(x) = (v,ipID), v validNvWH(F @S, ipID,, EPids, ipID, x). Let such x be arbitrary. The
proof proceeds by cases on the deriving rule.
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Case VALID-NVWT-IniT. In this case, we know that PrioOf(ipID) < PrioOf(ipID,) and
x € InitOf(ipID,) U shCPof(ipID,). Then it follows by application of VALID-NvWT-
Init that + validNvWHF' @Sy, ipID,, EPids, ipID, x).

Case VALID-NVWT-E, VALID-NVWT-A. These cases follow reasoning analogous to the pre-
vious case.

Case VALID-NVWT-SHCP. In this case, there exists F, € F@S, s.t.
Fy, = (ipID,,...,vPol,,discard,...) where vPol, = (ShAcc,ShCP,nlds, Inits) and
x € ShCP. Since mdOf(F) # discard, it must be that F, € S,, and trivially,
F, € F'@S,. Therefore, it follows by applicaiton of VALID-NvWT-SHCP that +
validNvWH(F' @S, ipID,, EPids, ipID, x).

Case VALID-NVWT-HA. In this case, there exists F;, € F@S, s.t.
F, = (ipID,,...,vPol,,Md,,...) and Md, = atom(alD, rby, w, u, p, Inits, NVw, Vw)
and by, > rb and x € w U u U Inits. If F, € §), then we apply VALDNVWT-
HA to obtain the desired result. Otherwise, it must be the case that F, = F. In
other words, x was written by the process corresponding to F. However, since
we know that F is a successfully completed atomic region, by definition of F, we
know that its process is effective, and hence ipID, = iPidOf(F) € EPids. Therefore,

FvalidNvWt(F' @S, ipID,, EPids, ipID, x) follows by application of VALID-NVWT-E.

In all cases, we have established that - validNvWHF' @S, ipID,,, EPids, ipID, x). Since x
was arbitrary, this result holds for all such x. Since mdOf(F’) = jit and NVWtsOf{jit) = -,
(b) follows by application of We-F-N. (¢) is established by similar reasoning, using the
analogous rules for VALID-VWT.

By application of WF-S-inp to (a), (b), and (c), we arrive at the desired result:

N,V,¥Y,EPids, F'@S, + S, : wf

Overall, we have shown that N, V,¥, EPids, F' @S, + S, : wf holds for all §,. Taking S = -
and §; = S, we obtain the desired result:

N,V,¥Y,EPids, F' + S : wf
U

Lemma 60 (NVwts to Commit are ID) If V¥, EPids + £ : wf, ¥ = (I,IRQ,K,N,V,S,F,Q),
Y = Y’ via ENpAtom-1, RETL, RET-IQ, then Vx s.t. Ni(x) # N/ (x), N(x) = (v,ipID), ipID €
EPids.

Proof: By the construction of ¥, all the variables committed to N, have type (Id, Id, Id) for
some process ipID,,, where there exists some frame F,, € S s.t. ipidOf(F,) = ipID,,,. Towards
contradiction, suppose that that process that wrote x is ineffective, i.e., ipID ¢ EPids. Then it
follows by the well-formedness definition +, that since x is a valid write, ip/D must be a higher
priority process than ipID,, on S and that ip/D must be higher priority than F. However, every
frame in S has lower priority than F by construction. Hence, we have a contradiction. Therefore,
it must be the case that ipID € EPids. 0]
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Lemma 61 (Vwts to Commit are ID) IfY, EPids + X : wf, £ = (I, IRQ,K,N,V,S,F,Q), X =
Y’ via ENpAToM-I, RET-I, RETIQ, then Vx s.t. Vi(x) # V/(x), V(x) = (v, ipID), ipID € EPids.

Proof: Towards contradiction, suppose that ipID ¢ EPids. Then, it follows by the well-
formedness definition F, that since x is a valid write, then exists F), € F@S such that prioOf(F,) >
prioOf(F) and ipidOf(F)) = ipID. However, F is the top frame, so by construction there is no
frame with higher priority. Thus, we have a contradiction. Therefore, ipID € EPids. ([

Lemma 62 (ID expressions written by effective processes) If
e VY EPids + X : wf,
e ¥=(LIRQ,K,N,V,S,F,Q),
e F = (pID,rID,ID, version,ﬁ, pcS,vPol,v, E,Md, ¢),
e ¥, PDecl, EPids + N; =~ N,
e EPids+V, =V,
¢ sMd = smodeOf(Md),
e Y(pID,version,sMd) =T,
e ['+e:t@(ld,ld,Id),

then [lelly,v,v = [elln,v,.o-

Proof: By induction over the structure of e.

Base case ¢ = x. Let x — (v,ipID) € N,;,V; for some v and ipID. Since, by assumption, x is
typed as fully idempotent, it must be the case that ipID € EPids.

We case on whether x € dom(V;) or x € dom(N,).

Case x e dom(V)). If x € dom(V;), then it follows by inversion of EqQuiv-V on the as-
sumption EPids + V; = V, that
® EPids + Vi = Xinep
® Vi\ Xinefp = Ve \ Xiner
Since ipID € EPids, then V-EFr applies. By inversion, we determine that x was not

collected into the ineffective writes set Xj,.. Hence, it follows by Vi\ Xinep = Vo \ Xines
that V;(x) = V.(x).

Case x € dom(N;). If x € dom(d), then it follows by inversion of Equiv-N on the as-
sumption ¥, PDecl, EPids + N; ~ N, that

e W, PDecl, EPids + N; = Xyia, X
* N; \ Xyia = N, \ Xyid

Since ipID € EPids and x’s local type is Id, the rule N-Wt-Err-Ip applies. By in-
version, we learn that x ¢ X,;,;,. Therefore, it follows by N; \ X,,s = N, \ X, that
Ni(x) = N(x).

Inductive case ¢ = ¢; ® ;. There are two cases to consider: sMd € {jit, discard} or sMd = atom.
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Case slMd € {jit,discard}. By inversion of T-Binor-Reap-DJ on the assumed typing judg-
ment, we have

o Mg t@gq, A

e [+M e, t@g, Ay
By application of the IH to both of these judgments, we obtain that v; = v! and
vi = v where

* N, Vburker l V},

* N, Vburkex V?,

* N,V,u. e v, and

* N,Vo,u ke Vi
Therefore, the desired result follows by definition of .

Case sMd = atom. The proof in this case is similar to above, instead relying on the rule
T-Binop-READ-A.

O

Lemma 63 (High step projection the same) If
e N,Y,EPids, -+, F : wf
e V.Y EPids, -+, F : wf
® ¢PidOf(T) = EPids,
e Tlj+rX=o.
o VY EPids + X : Wi,
IS
e ¥ =1IRQ,K,N,V,S,F,O,
e ¥ =LIRQ,K' N,V S, F', Q,
e F=(--,Nid>pcS,---,c)and
e F'=(--,Nid>pcS,---,c")
then Tylj v X' = o s.t. W, EPids + X' : wi.

Proof: We first apply Lemma to establish W, EPids + ¥’ : wf. By cases on £ = 3. We
show the most interesting cases: writing to volatile and nonvolatile memory.

Case V-AssiGN-I. If ¢ = x := e where x € dom(V), then V-AssioN-I applies.

F = (pID,,rID.ID,, versionc,p_;"c, Nid > pcS, vPol.,v., E.,Md., x := ¢e)
F' = (pID,,rID,,ID,, versionc,p_;’c, Nid > pcS, vPol., v, E.,Md., skip)
[ellnvy, =V x € dom(V)

Md, = Md.[Vw « Vw U {x}] K =N, Vi, Sk) K =Ny, Vi, Sk)
V- { Vilx = (v,ipID)] if Md, = jit ipID = iPidOfpID, . Md,)

Vi else
V-ASsSIGN-I

¥, PDecl + I,IRQ, K,N,V, S, F,Q => I,IRQ, K’,N,V[x — (v, ipID)],S, F’, Q
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By assumption, we know that T;|; + X; ~ o. Thus, by definition, where
e X =T/l;=UIRQ,K,N,V,S,F, Q)

0 =, 1RO, N, Ve, S, Fe, Oc)

EPids = ePidOf(T|;)

Elrqlds = elrqOf(IRQ, T))

EEvlds = eEvOf(Q, T})

Elnplds = elnpOf(l, T;)

we know that the following hold:
(1) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S, inIDsy, relDs,;)
(i) Sela=Fc.> S

(iii)) Y, PDecl, EPids + N ~ N,

(iv) Vx, Ny(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+ V = V.,

(vi) Vx, Vi(x) # V.(x),V(x) = V.x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWtsOf(S .)

(vi1) IlElnplds = clEIrqus
(viil) IRQ|Errgras Y Trlinips, = IRQ A Eirgras
(1x) Qlegvias Y Tilrensy = QclEEvias
We proceed to proving that 7|, + X,; = o by its definition. That is, letting
X1 =Tilj = (LIRQ,K',N,V[x — (v,ipID)], S, F’, Q)
0 = (s RO, Nes Vs S, Fo 0)
EPids’ = ePidOf(T|j+1)
Elrqlds’ = elrqOf(IRQ, T})
EEvIds’ = eEvOfQ, Ty)
Elnplds’ = elnpOfI, Ty)
we need to establish the following conditions hold, where EPids’, Elrglds’, EEvlds’ +
getES(Sy, F' > §) = (S.,inIDs/, relDs):
@ Silia=Fc.> S,
(b) ¥, PDecl, EPids’ + N ~ N,

(¢) ¥x,Ni(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids’ and x €
eNVWtsOf(S")

(d) EPids’ + V[x +— (v,ipID)] = V,

(e) Yx',Vi(x') # Vo(x'), V[x = (v,ipID)](x) = V.(x') and V;(x') = (v,ipID) s.t. ipID €
EPids’ and x" € eVWtsOf(S’)
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(f) IsLEInplds/ = IclEIrq[ds'
(8) IRQlEngias Y Trliups, = IRQ L Errgias
(h) Olervas Y Tilremns, = QclEEvias

By definition of F and F’, and getES (which computes the effective stack and ids com-
pletely independent of ), we know that S/, = S, inIDs/, = inIDs,, and relDs/, = relDs,.

Ad (a). Since S, =S, the result holds directly by (ii).

Ad (b). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly
by (iii).

Ad (¢). Since EPids’ = EPids and S/, = S, the desired result follows directly from (iv)
(no nonvolatile locations are written).

Ad (d). By inversion of Equiv-V on (v), we know that V' \ Xj,.p = V. \ Xjep. Since by
assumption, the top pc is Nid, x types as non-idempotent, and it follows by V-NEFF
that x is collected into X,z (call it X l.’neﬂ = Xineg U {x}). Hence, it follows by Equiv-V

that V' \ X;neﬁ' =V.\ leneﬁ, as desired.

Ad (e). For every x’ # x, the desired result follows directly by (vi). Towards contradic-
tion, suppose that x’ = x s.t. V/(x) # V.(x). Since the top pc is Nid, it follows that x
is non-idempotent. However, by definition a non-idempotent variable cannot have a
location in the checkpointed context. Therefore, V;(x) = V.(x), and the desired result
follows directly by (vi).

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrqlds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).

In summary, we have estbalished that 75|, + ;4 = 0.

Case N-AssioN-I. If ¢ = x := e where ¢ € dom(XN), then N-Assion-I applies.

F = (pID,, rID,, ID., version, pi., pcS., vPol,, v., E.,Md,, x := ¢)
task(ID., version,, pr,, vPol., rPol., Ax.cy) € PDecl
F' = @ID,,rID,,ID., versionc,p_>rc,pcSC, vPol,, v., E ., Md, skip)
[ellny,, =V x € dom(N) K=W,Vi, S Y(UD,,version.,Md,.) =T
U i A= _
M = { Md.[NVw « NVw U {x}] if [(x).1 = Id(_) K = (N V.. S))

Md. otherwise
= { e oD BRI i — ipidofpi,
k

N-ASSIGN-1

¥, PDecl + I,IRQ, K,N,V, S, F, 0 = I,IRQ, K’ ,N[x — (v,ipID)],V, S, F’, Q
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By assumption, we know that T;|; + X; ~ o. Thus, by definition, where
e X =T/l;=UIRQ,K,N,V,S,F, Q)

0 =, 1RO, N, Ve, S, Fe, Oc)

EPids = ePidOf(T|;)

Elrqlds = elrqOf(IRQ, T))

EEvlds = eEvOf(Q, T})

Elnplds = elnpOf(l, T;)

we know that the following hold:
(1) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S, inIDsy, relDs,;)
(i) Sela=Fc.> S

(iii)) Y, PDecl, EPids + N ~ N,

(iv) Vx, Ny(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+ V = V.,

(vi) Vx, Vi(x) # V.(x),V(x) = V.x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWtsOf(S .)

(vi1) IlElnplds = clEIrqus
(viil) IRQ|Errgras Y Trlinips, = IRQ A Eirgras
(1x) Qlegvias Y Tilrensy = QclEEvias
We proceed to proving that 7|, + X,; = o by its definition. That is, letting
® X =Tiljwm = (LIRQ,K',N[x — (v,ipID)], V,S, F’, Q)
0 = (s RO, Nes Vs S, Fo 0)
EPids’ = ePidOf(T|j+1)
Elrqlds’ = elrqOf(IRQ, T})
EEvIds’ = eEvOfQ, Ty)
Elnplds’ = elnpOfI, Ty)
we need to establish the following conditions hold, where EPids’, Elrglds’, EEvlds’ +
getES(Sy, F' > §) = (S.,inIDs/, relDs):
@ Silia=Fc.> S,
(b) W, PDecl, EPids’ + N[x — (v,ipID)] ~ N,

(c) YX',N/(x") # N(x'),N[x = (v,ipID)](x") = N.(x') and N[x — (v,ipID)](x') =
(v,ipID) s.t. ipID € EPids" and x’ € eNVWtsOf(S?)

(d) EPids' + V=V,

(e) VX', Vi(x') # V(x'), V(¥') = V(x') and V|(x') = (v,ipID) s.t. ipID € EPids" and x’ €
eVWisOf(S))
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(f) IsLEInplds/ = IclEIrq[ds'
(8) IRQlEngias Y Trliups, = IRQ L Errgias
(h) Olervas Y Tilremns, = QclEEvias

By definition of F' and F’, and getES (which computes the effective stack and ids com-
pletely independent of ), we know that S/, = S, inIDs/, = inIDs,, and relDs/, = relDs,.

Ad (a). Since S, =S, the result holds directly by (i1).

Ad (b). By inversion of Equiv-N on (iii), we know that N \ X,;; = N, \ X,;s. Since by
assumption the top pc is Nid, x must type as Nid, and hence it follows by N-WT-Nip
and N-Wt-Np-Cp that x is collected into X4 (call it X', = X,;; U {x}). Hence, it
follows by Equiv-N that N \ X’ = N. \ X', as desired.

Ad (¢). For every x’ # x, the desired result follows directly by (iv). Now let X’ = x and
suppose towards contradiction that N, (x) # N.(x). However, we know by assumption
that since the top pc is Nid, the value written to x is non-idempotent, meaning it
cannot have a location in N;(x) (a contradiction). Therefore, N;(x) = N.(x), and the
desired result holds by (iv).

Ad (d). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly

by (v).
Ad (e). Since EPids’ = EPids and S/, = S, the desired result follows directly from (vi)
(no volatile locations are written).

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).

In summary, we have estbalished that 75|, + X4 = 0.

Lemma 64 (High step write only NID) If

Y =(,IRQ,K,N,V,S,F,Q),

o= (,IRQ,N,V,S,F,Q),

o’ =, IRQ,N,V',S,F’, Q),
F=(--,Nid>pcS,---,ends:: E,--- ,skip) and
F =(--,pcS,--- ,E,--- ,skip)

o— o/,

T/ FXZ=Tc(o)

thenT; v X = Tc(o7).
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Proof: By assumption, the step o — ¢ must be done by Ir-Enp-I:

F = (pID, rID, ID, version, pr, Nid > pcS, vPol, v, end; :: E, Md, skip)
F’ = (pID, rID, ID, version, pr, pcS, vPol, v, E, Md, skip)

¥, PDecl + I,IRQ,K,N,V,S.F,Q —* IIRQ,K,N,V,S,F’, Q

Ir-EnD-1

By assumption, we know that T;|; + X; ~ . Thus, by definition, where
e ¥, =T/l;=U,IRQ;,K;,N.,V.,S 1, Fr,Qp)
e o= (,IRO,N,V,S,F,Q)
EPids = ePidOf(T}|;)
Elrqlds = elrqOf(IRQ;, T})
EEvIds = eEvOf(Qy, T))
Elnplds = elnpOf1;, T})
we know that the following hold:
(i) EPids, Elrglds, EEvIds v getES(Sy, F1 > S|) = (S, inIDsgy, relDs;)

(i) Selw=Fr>S

>ii1) ¥, PDecl, EPids,|d + N; ~ N

(iv) Vx, Ny(x) # N(x), N;(x) = N(x) and N;(x) = (v, ipID) s.t. ipID € EPids and x € eNVWtsOA(S .)

(v) EPidsv+V; =V

(vi) Vx, Vi(x) # V(x), Vi(x) = V(x)and V;(x) = (v, ipID) s.t. ipID € EPids and x € eVWtsOf(S ,)
(vi1) IllElnplds = IlEqums
(vii1) IRQOlEngias Y Trlinips, = IRQ | Errgias

(ix) Orleevias Y Tilrens, = QlEEvias

We proceed to proving that 7;|; - X; ~ ¢’ by its definition. That is, letting
e X;=Til;=U,IRQ;, K, N1, V1,81, Fr, Qp)

o’ =, IRQO,N,V,S,F’, Q)
EPids = ePidOf(T}|;)
Elrqlds = elrqOf(IRQ;, T})
EEvlds = eEvOf(Q,, Ty)
e Elnplds = elnpOf1;, T))

we need to establish the following conditions hold, where EPids, Elrglds, EEvIds + getES(S i, F >
S1) = (S.,inIDs), relDs)):

@ Sllu=F1r3S8
(b) ¥, PDecl, EPids, topOfPCS(pcS) v Ny =~ N

(c) Vx, Ni(x) # N(x), Ni(x) = N(x) and N(x) = (v, ipID) s.t. ipID € EPids and x € eNVWtsOf(S)
(d) EPids+ V; =V
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(e) Vx, Vi(x) # V(x), Vi(x) = V(x) and V;(x) = (v, ipID) s.t.ipID € EPids and x € eVWitsOf(S))
O Irlempras = L Enrgtas
(&) IRQ;|Emqlas Y TllinIDs; = IRQ| E1rg1as
(h) Ol eevias Y Tilrens, = QlEevias
By definition of getES, we know that S = S, inIDs/, = inIDs,, and relDs/, = relDs,.
Ad (a). Follows by (ii) and by definition (which includes endy).

Ad (b). If topOfPCS(pcS) = Id, then the result holds by (iii). If topOfPCS(pcS) = Nid, then the
result follows by a combination of (ii1) and N-Wt-Err-Nip.

Ad (¢). Letx € dom(N’'\N) be arbitrary, i.e., x is written from N to N’, such that N (x) # N'(x).
By typing information, we know that since x was written in an Nid branch, it has type Nid,
and hence cannot have a location in N,. Therefore, we have a contradiction and there exists
no such x. Hence, N;(x) = N’(x). The desired result follows by (iv).

Ad (d). Follows by (v).
Ad (e). Follows by (vi).
Ad (f). Follows by (vii).
Ad (g). Follows by (viii).
Ad (h). Follows by (ix).
Therefore, the desired result holds.
O

Lemma 65 (In-Effective one step) If ePidOf(T) = EPids, ¥,EPids + X; : Wi, T(|; + £, = o,
2; = (I,LIRQ,K,N,V,S,F,c), iPidOf(F) ¢ EPids, and ¥; = Xy, then T}|j;; + XZj11 = o and
W, EPids + X, : Wi

Proof: We first apply Lemma 46| to establish W, EPids + X;.; : wf. The proof is by cases
on the step X; = X;,;. Reboots are not considered here, as they are covered in the top-level
lemma. The only interesting cases are assignment to nonvolatile memory and assignment to
volatile memory.

Case V-AssiGN-I.  Suppose the last step in the trace is V-AssioN-I:

F = @ID,,rID.ID,, versionc,ﬁc,pcSC, vPol.,v., E.,Md,, x := e)
F' = (pID_,rID,, ID,, versionc,ﬁc,pcSc, vPol., v, E.,Md_, skip)
lellnvy, =V x € dom(V)
Mdz = Mdc[VW — Vwu {x}] K = (Nk, Vk,Sk) K’ = (Nk, VI:,S]()
V- { Vilx = (v,ipID)] if Md, = jit ipID = iPidOfpID. Md.)

Vi else
V-ASSIGN-I

Y, PDecl + I,IRQ,K,N,V,S,F,Q = I,LIRQ,K',N,V[x — (v,ipID)], S, F’, Q
By assumption, we know that 7;|; + X; ~ 0. Thus, by definition, where
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2;=T/l;=UIRQ,K,N,V,S,F,Q)
0 = (I, IRQN V., S, Fey O,)
EPids = ePidOf(T}|;)

Elrglds = elrqOf(IRQ, T/)

EEvIds = eEvOf(Q, T))

Elnplds = elnpOf(1, T;)

we know that the following hold:
(i) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S, inlDsy, relDs;)
(i) Selia=Fc.> S,

(ii1) W, PDecl, EPids + N =~ N,

(1v) Vx, Ni(x) # N.(x),N(x) = N.x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+ V=V,
(vi) ¥Yx, Vi(x) # V(x),V(x) = V.(x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWtsOf(S .)
(vii) I lEInplds = clEIrqlds
(vii1) IRQ|Eirgias Y Trlinips, = IRO A Errgias
(x) Qleevias Y Tilrensy = QclEEvias
We proceed to proving that T4|;,; + X;,; ~ o by its definition. That is, letting
® X =T/l =UIRQ,K' N,V[x+— (v,ipID)],S,F’, Q)
® 0=U,IRQ,N:,Ve,Se, Fe, Q)
EPids’ = ePidOf(T|j+1)
Elrglds’ = elrqOf(IRQ, T;)
EEvIds’ = eEvOf(Q, T))
Elnplds’ = elnpOf(1, Ty)

we need to establish the following conditions hold, where EPids’, EIrglds’, EEvIds’ v
getES(Sy, F' > S) = (S.,inIDs/,, relDs):

(@) Silu=F.>> S,

(b) ¥, PDecl, EPids’ + N ~ N,

() Yx,Ni(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids" and x €
eNVWitsOf(S")

(d) EPids" + V[x— (v,ipID)] ~ V.

(€) VX', V;(x') # V(x), VIx = (v,ipID)I(x') = Vo(x') and V{(x') = (v, ipID) s.t. ipID €
EPids’ and x' € eVWtsOf(S?)

(f) IlE[ands’ = clEIrqus'
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(8) IRQlEngias Y Trliups, = IRQ L Errgias
(h) Olekvay Y TIlreIDs; = Ocleevias

By definition of F and F’, and getES (which computes the effective stack and ids com-
pletely independent of ), we know that S/, = S, inIDs/, = inIDs,, and relDs, = relDs,.

Ad (a). Since S, =S, the result holds directly by (ii).

Ad (b). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly
by (iii).

Ad (¢). Since EPids’ = EPids and S/, = S, the desired result follows directly from (iv)
(no nonvolatile locations are written).

Ad (d). By inversion of Equiv-V on (v), we know that V' \ Xj,.p = V. \ Xj.g. Since by
assumption, ipID ¢ EPids’, it follows by V-NEFr that x is collected into X;,.4 (call it

X l.’neﬁ = XinegU {x}). Hence, it follows by Equiv-V that V'\ X Ifneﬁ =V, \leneﬁ, as desired.

Ad (e). For every x’ # x, the desired result follows directly by (vi). Now suppose x" = x.
Since by assumption F' is an ineffective process, we know that V; = V;, and hence
Vi(x) = Vi(x). The desired result follows again by (vi).

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).

In summary, we have estbalished that 75|, + ;4 = 0.

Case N-AssionN-I.  Suppose the last step in the trace is N-Assign-I:

F = @ID,,rID.ID., versionc,ﬁc,pcSc, vPol,.,v., E.,Md., x := e)
task(ID., version,, pr,, vPol., rPol., Ax.cy) € PDecl
F' = (pID,, rID, ID,, version,, pte, pcS., vPol., v., E.,Md., skip)
[ellny,, =V x € dom(N) K=W,Vi, S Y(UD,,version., Md,.) =T

M { Md [NVw «— NVw U {x}] if [(x).1 = Id()) K = (N V.. S))

Md. otherwise
N; = { %k[x 7 (i) glsMedC - ipID = iPidOf(pID, Md.)
k

N-ASsSsIGN-1

¥, PDecl + I,IRQ, K,N,V, S, F, 0 = I,IRQ, K',N[x — (v,ipID)],V, S, F’, Q

By assumption, we know that T;|; + X; ~ . Thus, by definition, where

L4 Zj: Tllj:(I,IRQ,K,N,‘/,S,F, Q)
® o= (Ica IRQC, Nc, Vc’ Sca Fc’ Qc)
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* EPids = ePidOf(T}|;)
® Elrqlds = elrqOf(IRQ, T))
e EEvids = eEvOA(Q,T))
e Elnplds = elnpOfl, T;)
we know that the following hold:
(1) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S., inlDsy, relDs,;)
(1) Selia=Fc.> S,
(iii)) Y, PDecl, EPids + N =~ N,

(iv) Vx, Ny(x) # N.(x),N(x) = N.x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+V =V,

(vi) Vx, Vi(x) # V.(x),V(x) = V.(x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWitsOf(S .)

(vi1) IlElnplds = Ic»LEIrqus
(viit) IRQ|Eirgias Y Trlinips, = IRQO A Errgras
(ix) Oleevias YU Trlrevs, = QcleEvias

We proceed to proving that 7|, + X;,; = o by its definition. That is, letting
® X1 =Tiljs1 =U,IRQ,K',N[x > (v,ipID)],V,S,F’, Q)
® 0=(,IRQ,N:, V., S, Fe, Q)
EPids’ = ePidOf(T)|j+1)
Elrglds’ = elrqOf(IRQ, T;)
EEvIds’ = eEvOf(Q, T))
Elnplds’ = elnpOf(I, T;)
we need to establish the following conditions hold, where EPids’, EIrglds’, EEvIds’ +
getES(Sy, F' > §) = (S.,inIDs/, relDs):
(@) Sl = For> S,
(b) ¥, PDecl, EPids’ + N[x + (v, ipID)] ~ N,

(©) VX', N, (x") # N(x),N[x = (v,ipID)](x") = N.(x') and N[x + (v,ipID)](x') =
(v,ipID) s.t. ipID € EPids" and x’ € eNVWtsOf(S)

(d) EPids'+ V=V,

(e) VX', Vi(x') # V(x),V(X') = V(x') and V,(x") = (v, ipID) s.t. ipID € EPids" and x" €
eVWtsOf(S)

(f) IsLEIands’ = clEIrqlds'

(&) IRQ|Enrgras Y TIlinIDs[i = IRQ | Etrgras
(h) Qleevasy Y Tilrens, = Qclervias
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By definition of F and F’, and getES (which computes the effective stack and ids com-
pletely independent of ), we know that S/, = S, inIDs/, = inIDs,, and relDs/, = relDs,.

Ad (a). Since S, =S, the result holds directly by (ii).

Ad (b). By inversion of Equiv-N on (iii), we know that N \ X,;; = N, \ X,4. Since
by assumption, ipID ¢ EPids’, it follows by N-Wt-Nm and N-Wt-Nm-Cp that x
is collected into X4 (call it X’., = X,z U {x}). Hence, it follows by Equiv-N that
N\X ., =N:\X.,asdesired.

Ad (c). For every x’ # x, the desired result follows directly by (iv). Now suppose x" = x.
Since by assumption F is an ineffective process, we know that N = N,, and hence
N, (x) = Ni(x). The desired result follows again by (iv).

Ad (d). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly

by (v).

Ad (e). Since EPids’ = EPids and S/, = S, the desired result follows directly from (vi)
(no volatile locations are written).

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).

In summary, we have estbalished that 75|, + X, = 0.

O

Lemma 66 (Effective (not Nid branch) one step) If ePidO(T) = EPids, ¥, EPids + X; : Wf,
T, v+ £ = o, X; = (LIRQ,K,N,V,S,F,c), iPidOAF) € EPids, and X; = 21, and
topOfPCS(F) # Nid, then o 5 o and Tiljs1 + Zjo1 = 0" and ¥, EPids + X, : Wi,

Proof: We first apply Lemma[46]|to establish ¥, EPids + X ,, : wf. The proof is by cases on the

a . . . . . .
step £; = X ;1. The main interesting cases are assignment to nonvolatile memory, assignment
to volatile memory, branching on idempotent expressions, and starting and ending an atomic
region.

Case V-AssioN-I.  Suppose the last step in the trace is V-AssiGN-I:
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F = (pID,, rID,, ID., version,, pre, pcS,, vPol,, v., E.,Md,, x := ¢)
F' = (pID,, rID, ID,, version,, pte, pcS., vPol., v., E.,Md., skip)
[ellnye, =V x € dom(V)

Md, = Md [Vw « VwU{x}] K=0iViSy) K =N, V.S
V= { Vilx = (v,ipID)] if Md, = jit

" =

V. else ipID = iPidOf(pID,,Md,)

V-AssiGN-1
Y, PDecl+ I,IRQ,K,N,V,S,F,Q = ILIRQ,K',N,V[x — (v, ipID)], S, F',Q

By assumption, we know that T;|; + X; ~ . Thus, by definition, where
e X;=Til;=UIRQ,K,N,V,S,F, Q)

o = (I, IRQ N, Ve, S o, Foe, Q)

EPids = ePidOf(T}|;)

Elrqlds = elrqOf(IRQ, T))

EEvlds = eEvOf(Q, T))

Elnplds = elnpOf(1, T;)

we know that the following hold:
(i) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S., inlDsy, relDs;)
(1) Selu=Fe> S

(ii1)) Y, PDecl, EPids + N = N,

(iv) Vx, Ni(x) # N.(x),N(x) = N.x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+V =V,
(vi) Vx, Vi(x) # V.(x),V(x) = V.x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWtsOf(S .)
(vi) 1 »LElands = IclEqulds
(viit) IRQ|Egrrgias Y Trlinips, = IRQ A Errgras
(ix) Qleevas Y Tilrens, = QclEEvias

We proceed to proving that 74|;.; + Xj,; = o’ by its definition, where o 25 o while
taking V-AssiGN-C in the continuous semantics. That is, letting

i =Tilj1 =UIRQ,K',N,V[x + (v,ipID)], S, F’, Q)

o =, IRQ N,V [x = (v,ipID)],S ., F[, O.)

F! = (pID,_rID,ID.,, versionc,ﬁ”c,pcSC, vPol., v, E.,Md,, Skip)
EPids’ = ePidOf(T|j+1)

Elrglds’ = elrqOf(IRQ, T;)

EEvIds’ = eEvOf(Q, Ty)
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e Elnplds’ = elnpOf(I,T)

we need to establish the following conditions hold, where EPids’, EIrglds’, EEvIds’ v
getES(Sy, F' > §) = (S.,inIDs/, relDs):

(@) Silu=F.>> S,

(b) ¥, PDecl, EPids’ + N ~ N,

() Yx,Ni(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids" and x €
eNVWitsOf(S))

(d) EPids' + V[x — (v,ipID)] ~ V.[x + (v,ipID)]

(e) YxX,V(x') # Vc[x > (v,ipID)](x'), V[x = (v,ipID)](x") = V.[x = (v,ipID)](x") and V;(x") =
(v,ipID) s.t. ipID € EPids" and x’ € eVWtsOf(S?)

(f) IlEIands’ = clEIrqus'
(8) IRQlEngias Y Trliups, = IRQ A Errqias
(h) Qleevay U Tilrens, = Qclerviay

By definition of F and F’, and getES (which computes the effective stack and ids com-
pletely independent of ), we know that S/, = S, inIDs/, = inIDs,, and relDs/, = relDs,.

Ad (a). Since S, =S, and F/ only differs from F, in its command (i.e., F¢|iy = F|4), the
result holds directly by (ii).

Ad (b). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly
by (iii).

Ad (¢). Since EPids’ = EPids and S/, = S, the desired result follows directly from (iv)
(no nonvolatile locations are written).

Ad (d). By inversion of EqQuiv-V on (v), we know that V \ X;,.s = V. \ X;,. Hence,
Vix — (v,ipID)] \thneﬁr = V.x — (v,ipID)] \ leneﬁ where X! . = X,z since x
is written to on both exection traces by the same effective process. Therefore, by

Equiv-V we conclude EPids’ + V[x — (v,ipID)] ~ V.[x + (v, ipID)]

Ad (e). For every x’ # x, the desired result follows directly by (vi). Now suppose x" = x.
If the mode is jit, then the result follows immediately (i.e., x does not satisfy the
condition since it is written through). Otherwise, the write to x by the continuous
execution trace differs from its value in the checkpointed context. By definition we
know that V[x +— (v,ipID)](x) = V.[x = (v,ipID)](x), and by assumption we know
that ipID € EPids’.

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).
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In summary, we have established that 75|, + ;1 = 0.

Case N-AssigN-1.  Suppose the last step in the trace is N-AssIGN-1:

F = (pID,, rID,, ID., version,, pi., pcS., vPol,, ve, E.,Md,, x := ¢)
task(ID., version,, pr,, vPol., rPol., Ax.cy) € PDecl
F' = (@ID,rID,ID.,, versionc,ﬁ)’c,pcSc, vPol.,v., E.,Md., skip)
lellnyvy, =V x € dom(N) K =N, Vi, Sp) Y(D.,version.,Md.) =T

M = { Md [NVw «— NVw U {x}] if [(x).1 = Id()) K = (N Ve S0

Md. otherwise
N, = { %k[x = (v, ipID)] flidc =MD = iPidOfpID, Md,)
k

N-AssIGN-1I
Y, PDecl+ I,IRQ,K,N,V,S,F,Q = I,IRQ,K',N[x — (v,ipID)],V,S,F’, Q

By assumption, we know that T;|; + X; ~ o. Thus, by definition, where
e X;=T;l;=UIRQ,K,N,V,S,F, Q)

0 =, IRQ, N, Ve, S, Fe, Q)

EPids = ePidOf(T}|;)

Elrglds = elrqOf(IRQ, T))

EEvIds = eEvOf(Q,T))

Elnplds = elnpOf(1, T;)

we know that the following hold:

(i) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S., inlDsy, relDs,;)
(ll) Selid = Fc > Sc
(ii1) W, PDecl, EPids + N =~ N,

(iv) Vx, Ni(x) # N.(x),N(x) = N.x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+ V=V,

(vi) VYx, Vi(x) # V(x),V(x) = V.(x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWitsOf(S .)

(VH) I lEIands = cl«EIrqus
(vii1) IRQ|Engras Y Trlinipsy, = IRQ L Errgias
(IX) QlEEvlds ) Tllreled = chEEvlds

We proceed to proving that 74|;.; + Xj,; = o’ by its definition, where o 5 o while
taking N-AssioN-C in the continuous semantics. That is, letting

® X1 =Tilj = (LIRQ, K", N[x = (v,ipID)], V.S, F’, Q)
® 0/ =, IRQ, N, V., S, F, Oc)
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F' = (pID,, rID,, ID., version., pr., pcS., vPol., v., E.,Md,, skip)
EPids’ = ePidOf(T |;1)

Elrglds’ = elrqOf(IRQ, Ty)

EEvIds' = eEvOf(Q, T))

Elnplds’ = elnpOf(I, Ty)

we need to establish the following conditions hold, where EPids’, EIrglds’, EEvIds’ v
getES(Sy, F' > §) = (S.,inIDs/, relDs):

(@ Syla=F.>S.

(b) W, PDecl, EPids" + N[x — (v, ipID)] ~ N.[x + (v, ipID)]

() VX ,N/(x") # N(x'),N[x = (v,ipID)](x’) = Nc[x = (v,ipID)](x') and N[x
(v, ipID)](x") = (v, ipID) s.t. ipID € EPids’ and x" € eNVWtsOf(S’)

(d) EPids' v+ V=V,

(e) Yx', Vi(x) # V(x'), V(X') = Vo(xX') and V,(X') = (v, ipID) s.t. ipID € EPids’ and x’ €
eVWtsOf(S))

(f) IlElnplds' = clEIrqlds'
(8) IRQlEngias Y Trliups, = IRQ L Errgias
(h) OQlegvay YU TIlreIDs:i = QcleEvias

By definition of F and F’, and getES (which computes the effective stack and ids com-
pletely independent of ), we know that S/, = S, inIDs/, = inIDs4, and relDs/, = relDs,.

Ad (a). By definition of F/ we know that F/|;; = F.|;s. Since S, = S, the result holds
directly by (ii).

Ad (b). By inversion of Equiv-N on (iii), we know that N \ X,;;; = N, \ X,.;s. Since ipID €
EPids’, we proceed in cases on the local type of x. If it is Nid, then N-Wt-Err-Nip
applies, yielding that N[x — (v, ipID)] \ (X,;,sU{x}) = N.[x = (v,ipID)]\ (X,,js U {x}).
In the case where x’s local type is Id, N-Wt-Err-Ip applies and we have that N[x —
(v,ipID)] \ X,ia = N.[x — (v,ipID)] \ X,is. In both cases, EqQuiv-N then applies to
establish the desired result.

Ad (c). For every x” # x, the desired result follows directly by (vi). Now suppose x" = x.
If the mode is jit, then the result follows immediately (i.e., x does not satisfy the
condition since it is written through). Otherwise, the write to x by the continuous
execution trace differs from its value in the checkpointed context. By definition we
know that N[x — (v,ipID)](x) = N.[x — (v,ipID)](x), and by assumption we know
that ipID € EPids’.

Ad (d). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly

by (v).
Ad (e). Since EPids’ = EPids and S/, = S, the desired result follows directly from (vi)
(no volatile locations are written).
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Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).
In summary, we have established that 7;[;,, + X, = 0.

Case Ir-TRUE-I.

F = (pID, rID, ID, version,ﬁr)’, pcS, vPol, v, E, Md, if e™ then ¢, else ¢,)
pcS = pcy > pcS,
[ellny., = true task(ID, version, pr, pcS, vPol, rPol, Ax.c) € PDecl
YD, version,sMd) = T" sMd = smodeOf(11d) pc = (Ueal'(x)13) U pcy
F’' = (pID, rID, ID, version,ﬁ)’,pc > pcS,vPol,v,endi :: E,Md, ¢y)

W, PDecl + I,IRQ, K,N,V, S, F,Q = I,IRQ,K,N,V, S, F’, Q

IF-TRUE-I

By assumption, we know that T;|; + X; ~ . Thus, by definition, where
e X, =T/l;=UIRQ,K,N,V,S,F, Q)

0 =, 1RO, N, Ve, S, Fe, Q)

EPids = ePidOf(T}|;)

Elrqlds = elrqOf(IRQ, T))

EEvlds = eEvOf(Q, T})

Elnplds = elnpOf(l, T;)

we know that the following hold:

(1) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S, inIDsy, relDs,;)
(i) Seliw=F.> S,
(iii) W, PDecl, EPids + N ~ N.

(iv) VYx, Ni(x) # Nq(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+ V=V,

(vi) Vx, Vi(x) # V.(x),V(x) = V.x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWitsOf(S .)

(Vll) IlEIands = ClEIrqus
(vii1) IRQ|Enrgras Y Trlinips, = IRQ L Errgias
(1x) Olegvias Y Tilrens, = QclEEvias

Since pc = topOfPCS(F) # Nid, we know that pc = |d, and hence it follows by definition
that I' + e : r@(ld, Id, Id) (x), where I' = W(pID, version, sMd) and sMd = smodeOf(Md).
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Therefore, by Lemma |62] applied to (x), (iii), (v), and assumption ¥, EPids + X; : wf, we
learn that v = v. where N,V,u+ e J vand N, V., v+ e | v.. Since v = true, it follows that
N., V., vt el true, and hence Ir-TRUE-C applies:

F. = (plID,rID.,ID.,version., pc > ﬁc,pcSC, vPol,, v., E.,Md,, if ¢* then ¢, else ¢,)
[elln, v, ., = true task(ID, v, pr,vPol, rPol, Ax.c) € PDecl
F. = (pID,,rID,, ID,, version,, pc > ﬁc,pcSC, vPol.,v.,end; :: E.,Md,, c;)

PDeCZ F Ic’ IRQC’ Nc’ Vc’ SC’ Fc, Qc — Ic’ IRQC, Nc’ Vc’ SC’ Fé’ Qc

Ir-TRUE-C

We proceed to proving that 74|, + X, = 0”, where o is the stepped configuration. That
is, letting
© S5 =Tilj = (LIRQ,K.N, V.S, F", Q)
e o' =(,IRQ.,N.,V.,S.F.,0,)
e I/ =(plID,_rID,,ID,,version., pc > ﬁc,pcSC, vPol.,v.,endi :: E.,Md,., ¢;)
* EPids’ = ePidOf(T,|;+1)
e Elrglds’ = elrgOf(IRQ, T;)
e EEvIds’ = eEvOf(Q,T))
e Elnplds’ = elnpOf(1, T;)
we need to establish the following conditions hold, where EPids’, EIrglds’, EEvIds’ +
getES(Sy, F' > S) = (S.,inIDs),, relDs):
@ Sila=F.>S.
(b) ¥, PDecl, EPids’ + N ~ N,

(¢) Yx', N(x') # N.(x'),N(x') = No(x') and N(x) = (v, ipID) s.t. ipID € EPids" and x’ €
eNVWisOf(S )

(d) EPids' v V ~ V.,

(e) VX', Vi(x') # V(x),V(X') = V(x') and V,(x") = (v, ipID) s.t. ipID € EPids" and x" €
eVWisOf(S))

(O L emptas = LeLErrgtas

(&) IRQO| Eirgrasy Y TIlinIDs;, = IRQ | Etrgras

(h) Qlepvas Y Tilrens, = Qclevias

By definition of F' and F’, and getES, we know that S, = S,, inIDs,, = inlDs,, and
relDs/, = relDs,.

Ad (a). By definition of F/ we know that F/|;; = F.|;s. Since S/ = S, the result holds
directly by (i1).

Ad (b). By inversion of Equiv-N on (iii), we know that N \ X,,;; = N, \ X,;;4. Since ipID €
EPids’, we proceed in cases on the local type of x. If it is Nid, then N-WT-Erp-Nip
applies, yielding that N[x — (v, ipID)]\ (X,juU{x}) = N.[x — (v,ipID)]\ (X,ia U {x}).
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In the case where x’s local type is Id, N-Wt-Err-Ip applies and we have that N[x —
(v,ipID)] \ X,ia = N.[x — (v,ipID)] \ X,is. In both cases, EqQuiv-N then applies to
establish the desired result.

Ad (c¢). For every x’ # x, the desired result follows directly by (vi). Now suppose x" = x.
If the mode is jit, then the result follows immediately (i.e., x does not satisfy the
condition since it is written through). Otherwise, the write to x by the continuous
execution trace differs from its value in the checkpointed context. By definition we
know that N[x — (v,ipID)](x) = N.[x — (v,ipID)](x), and by assumption we know
that ipID € EPids’.

Ad (d). Note that EPids = EPids’ by cases on the mode of F, and since no new process is
started when writing to a volatile location. Therefore, the desired result holds directly

by (v).
Ad (e). Since EPids’ = EPids and S/, = S, the desired result follows directly from (vi)
(no volatile locations are written).

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).

In summary, we have established that 75|, + ;. = 0.

Case Ir-raLse-I. This case is similar to Ir-TRUE-I, but uses the rule for else branching.

Case STaArRTATOM-I.

F = (pID, rID, ID, version, pr, pcS, vPol, v, E, jt,
startaom(alD, w, u, B, p, Inits); c; endaiom)
K=W,Vi,Fy>80 K = (Ny e~ N1y, VibFo> S)) lpldOf(F) = lpID
vPol = (ShAcc, nlds, Inits) Fy = @ID,rID,ID, version,ﬁ,pcS, vPol, v, E,
atom(alD, 0, w, u, p, Inits, -, -), initN; ¢; €Ndatom)

¥, PDecl + I,IRQ,K,N,V, S, F,Q0 = I,IRQ,K’,N,V, S, F,, Q

STARTATOM-I

By assumption, we know that T;|; + X; ~ . Thus, by definition, where
e X;=T;l;=UIRQ,K,N,V,S,F, Q)
¢ 0 = (I, RO, N, Vo, S, Foy Q)
* EPids = ePidOf(T}|;)
® Elrqlds = elrqOf(IRQ, T))
e EEvids = eEvOAQ,T))
e Elnplds = elnpOf(l, Ty)
we know that the following hold:
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(1) EPids, Elrglds, EEvIds v getES(F;, > Sy, F > S) = (S,,inlDsy, relDs;)
(i) Selia=F.1> S,
(iii) W, PDecl, EPids + N ~ N,

(iv) Vx, Ny(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S ,)

(v) EPids+ V ~ V.,

(vi) Vx, Vi(x) # V.(x),V(x) = V.x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWitsOf(S .)

(Vll) IlElnplds = ClEqulds
(vii1) IRQ|Errgras Y Trlinips, = IRQ L Etrgias
(1x) Olegvias Y Tilrens, = QclEEvias

Hence StartAToM-C applies:

F. = @ID,rID,ID, version,ﬁ, vPol, v, E,Md, startaom(- - - ); ¢; €ndaiom)
F' = (pID, rID, ID, version, pr, vPol, v, E,Md, c)

PDecl v I.,IRQ,N¢, Ve, S ¢, Fe, Qc — 16, IRQ,Ne, Ve, S, Fi, Qe

StarRTATOM-C

We proceed to proving that 74|, + X, = o’, where o is the stepped configuration. That
is, letting

® X =Til = (LIRQ,K,N,V,S,F", Q)

o’ = (I, IRQ,,N.,V, S, F., Q)

F! = (pID, rID, ID, version, pr, vPol, v, E,¥d, ¢)
EPids’ = ePidOAT)|;.1)

Elrqlds’ = elrqOf(IRQ, T})

EEvIds’ = eEvOfQ, T))

Elnplds’ = elnpOfI, T;)

we need to establish the following conditions hold, where EPids’, Elrglds’, EEvIds’ +
getES(Fo > S, Fo > S) = (S,,inIDs), reIDs,) and N; = N; e~ N|,:

(@ Sjla=F.>S.

(b) ¥, PDecl, EPids’ + N ~ N,

(¢) Yx', N (x') # N.(x'), N(x') = No(x') and N(x) = (v, ipID) s.t. ipID € EPids" and x’ €
eNVWitsOf(S ")

(d) EPids' + V=V,

(e) Yx', Vi(x") # V.(x),V(x') = V.(x') and Vi (x') = (v,ipID) s.t. ipID € EPids’ and x’ €
eVWtsOf(S)

(f) IlEIands’ = clEIrqus'
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(8) IRQlEngias Y Trliups, = IRQ L Errgias
(h) Olekvay Y TIlreIDs; = Ocleevias

By definition of F and F’, and getES, we know that S, = S, inIDs, = inlDs,, and
relDs!, = relDs,.

Ad (a). By definition of getES and (ii), we know that S|y = Fi > S%iq = F > S s.t.
S%:4 = S.. By definition of getES, we know that S’y = Fo > Sy = Fo > 94
Since S%;; = S, it follows that Fo > S|,y = F/. 1> S .. Since F, is effective and its top
pc is Id by construction, it follows that F > S 2|,-d =F] > S, as desired.

Ad (b). Note that EPids = EPids’ by cases on the mode of F. Therefore, the result
follows directly by (iii).

Ad (c). Let x be arbitrary, and first suppose that x € w. It follows by definition of N; and
by the JIT invariant from preservation that N;(x) = N.(x). Otherwise, if x ¢ w, then
Ni(x) = N;(x) and the desired result follows from (iv). Since x was arbitrary, the
result holds for all such x.

Ad (d). Since EPids’ = EPids and no new process is started when writing to a volatile
location, the desired result holds directly by (v).

Ad (e). Since EPids’ = EPids and S/, = S, the desired result follows directly from (vi)
(no volatile locations are written).

Ad (f). By definition, Elnplds’ = Elnplds and Elrqlds’ = Elrglds, and hence the desired
result follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly
from (viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since relDs/, = relDs,, the desired result
follows immediately from (ix).

In summary, we have established that 75|, + ;4 = 0.

Case EnvAtom-1.

F = ID,rID,ID, version,ﬁ, pcS,vPol,u, E,
atom(alD, rb, w, u, p, Inits, NVw, Vw), €ndiom)

F’' = (pID, rID, ID, version,ﬁ)‘,pcS, vPol, v, E, jit, skip)
K=(N,Vi,F.>S)  Fy = (pID,rID,ID, version, pr, pcS, vPol, v, E,
atom(alD, rb, w, u, p, Inits, NVw, Vw), c) Vi =Vi e Vi,

NIQ = Ny e~ Ny K = (Nl,(lckVarOﬂSk)a V]:, FJ([?ID) >S5 N,V, v.kres v

endAtom(pID,alD,rb,v)
¥, PDecl + I,IRQ,K,N,V, S, F,Q — LIRO,K',N,V,S,F’,Q

EnpArom-1

By assumption, we know that T;|; + X; ~ o. Thus, by definition, where
L d Z] = TI»L] = (I,IRQ,K,N, V.S, F, Q)
¢ o= (IC’ IRQca Nca Vca Sc‘a FC’ QC)
* EPids = ePidOf(T||;)
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e Elrqlds = elrqOf(IRQ, T))
e EEvids = eEvOf(Q,T))
e Elnplds = elnpOf(1, T})

we know that the following hold:

(i) EPids, Elrglds, EEvIds v getES(F; > Sy, F > S) = (S., inlDsy, relDs,;)
(i) Selia=Fc.> S,
(ii1) W, PDecl, EPids + N =~ N,
(iv) Vx, Ni(x) # N.(x),N(x) = N.(x) and N(x) = (v,ipID) s.t. ipID € EPids and x €
eNVWtsOf(S )
(v) EPids+ V=V,
(vi) Vx, Vi(x) # V.(x),V(x) = V.x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWtsOf(S.)
(vii) IlEInplds = clEIrqlds
(viil) IRQ|Errgias Y Tilinips, = IRO A Eirgras
(x) Qlegvias Y Tilrensy = QclEEvias

Hence StartAtom-C applies:
F. = (pID, rID,ID, version,ﬁ, pcS, vPol, v, E, Md, endaiom)
F. = (pID,rID, ID, version,p_;‘,pcS, vPol, v, E,Md, skip)
PDeCl |_ IC’ IRQ(;’ NC’ VL‘? SC’ FC’ QC — IC’ IRQ(;’ NC7 Vc’ SC’ Féa QC

EnpArom-C

We proceed to proving that 74|, + ;.1 =~ 0”, where o is the stepped configuration. That is,
letting

® Xy =Tiljs1 =U,IRQ,K,N, V.S, F", Q)
® 0" = ([, IRO, N, Ve, S¢, Fr, Qo)
F' = (pID, rID, ID, version, pt, vPol, v, E,Md, c)
EPids' = ePidOf(T)|;11)
Elrqlds’ = elrqOf(IRQ, T})
EEvIds’ = eEvOf(Q, T;)
Elnplds’ = elnpOf(l, T;)
we need to establish the following conditions hold, where EPids’, EIrglds’, EEvIds’ v+ getES(F ;(pID)r>

S, F' > 8) = (S,,inIDs/, relDs)):

(@ Silu=F.>S,

(b) ¥, PDecl, EPids’ + N ~ N,

(©) VX', N lewvaropis (X)) # Ne(X'), N(x') = N.(x") and N(x') = (v, ipID) s.t. ipID € EPids’ and x’ €

eNVWisOf(S?)
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(d) EPids' + V=V,

(e) VX, Vi(X') # V.(x'),V(x') = V(x') and V|(x") = (v,ipID) s.t. ipID € EPids" and x" €
eVWisOf(S))

() I»LEInplds’ = c»LEIrqus’

(&) IRQ| Errgras Y TllinIDs; = IRQ | Etrguas
(h) Qleevias Y Tilrens, = QclEervias
By definition of F and F’, and getES, we know that S = S, inIDs/, = inIDs,, and relDs,, =
relDs,.
Ad (a). By definition of getES and (ii), we know that S,y = Fy > S%q = Fi > S s.t.
Sgl,-d = §.. By definition of getES, we know that S |,; = F;(pID) > SSI,-d = F;(pID) > Sglid.
Since SV, = S, it follows that F,(pID) > S|,y = F/. > S.. Since F is effective and its
top pc is |d by construction, it follows that F;(pID) > Sg|,-d =F. > S, as desired.
Ad (b). Note that EPids = EPids’ by cases on the mode of F. Therefore, the result follows
directly by (iii).

Ad (¢). Let x be arbitrary, and first suppose that x € NVw. It follows by definition of N; that
N/ (x) = N(x) = N.(x). Additionally since x € NVw, it was last written by the last atomic
region execution, which is by definition an effective process. Otherwise, if x ¢ NVw, then
x was written by a previous process and the desired result follows from (iv). Since x was
arbitrary, the result holds for all such x.

Ad (d). Since EPids’ = EPids and no new process is started when writing to a volatile location,
the desired result holds directly by (v).

Ad (e). The proof is similar to (c), proceeding by cases on whether an arbitrary x € Vw or
x ¢ Vw.

Ad (f). By definition, Elnplds’ = Elnplds and Elrglds’ = Elrqlds, and hence the desired result
follows from (vii).

Ad (g). Since Elrglds’ = Elrqlds and inIDs, = inIDs,, we learn the desired result directly from
(viii).

Ad (h). By definition, EEvlds’ = EEvlds, and since reIDs!, = relDs,, the desired result follows
immediately from (ix).

In summary, we have established that 7|, + X1 = 0.

E.10.1 Correctness

Theorem 20 (Intermittent correctness) + PDecl : ok, X = (I,IRQ, K;,is, Ninits Vinits 0, F gin, ©)
g = (19 IRQ9 Ninih Vim't» 0, Fmain’ 0) thel’l VTI € RI(Z); Vm < |TI|’ 3T'C € RC(O-)’ s.1. T1|m ~ TC

Proof: By induction over m.

Base case m = 0. If m = 0, then the rule TEQuiv-Bask applies.
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Inductive case m = j + 1 (dj > 0). By the IH, we know that 7;|; ~ T¢. We want to find a trace
T/ such that Ty|;., =~ T.
LetX; =T;l;and ;. = Ty} ;+1 where X; = (I, IRQ, K,N,V, S, F, c¢). We examine the step
taken 2] :a> 2j+1'
Case iPidOf(F) ¢ EPids. If F is an ineffective process, we apply Lemma [65] to relate

the stepped intermittent configuration to the same continuous configuration (i.e., the
ineffective step is not taken by the continuous execution trace). We obtain that

Tiljs1 FZj = O

By applying TEqQuiv-INEFF,

T/j~Tc X =Tl
a . . a
T[|j+1 = T]lj Sl Zj+1 lnEﬁectlve(Zj - 2j+1) T1|j+1 F TIsLj+1 X0,
Tl = Tc

TEquiv-INEFF

we obtain the desired result:

T1|j+1 ~Tc

Case iPidOf(F) € EPids and topOfPCS(F) # Nid. If the step is effective and not occur-
ring in an Nid branch, we apply Lemma [66] to relate the stepped intermittent config-
uration with the stepped continuous configuration (i.e., the effective step should be
taken by the continuous execution trace). We obtain that

’
Tljm X =0

where Tc(0) N

By applying TEquiv-EFr,

T;lj=Tc 2 =Tl Tilj =T, = Zjn
EﬁECliVE(Zj é Zj+1) Tc(o) i) o’ T1|j+1 F Zj+1 ~ o’

TEouiv-EFr
Tiljr1 = Tc o ’

we obtain the desired result:

a ’
Ty =Tc — 0o

Case power failure and reboot. Suppose that the last step in 7} is a reboot. To reason
about the reboot state with the state before failure, we examine a combination of the
rules PowerFarL-1 and ReBoort-1.
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K =W, Vi, Sh) K = (N, Vi, updJitS(Sy, F > §))
(F' > 8") = incRb(updJitS(S;, F t> S)) K" = (N, Vi, F' 1> 8")
F = (pID, rID, ID, version, pr, pcS, vPol, v, E,Md, ¢)
polOf(F") + altOf() 0 =0y, O« Ytk € Qq4, polOf(tk) = discard
Ytk € Ok, polOfitk) = continue ipidOf(F") = ipID’

5 — — PoweRrFAIL-I/REBOOT-1
¥, PDecl v I,IRQ, K,N,V, S, F, 0 = LIRQ, K', N"" ~ N, V" §' F', 0,

By assumption, we know that T;|; + X; ~ . Thus, by definition, where
® 2;=T)l;=UIRQ,K,N,V,S,F,Q)
* 0 =(IRQ,N:,Ve,Sec, Fe, Qo)

EPids = ePidOf(T}|;)

Elrqlds = elrqOf(IRQ, T))

EEvlds = eEvOf(Q, T))

Elnplds = elnpOf(1, T;)

we know that the following hold:

(1) EPids, Elrglds, EEvIds v getES(Sy, F > S) = (S., inlDsy, relDs;)
(i) Sclia=Fcr>Scla
(i) Y, PDecl, EPids + N =~ N,

@1v) Vx, Ni(x) # N.(x), N(x) = N.(x) and N(x) = (v, ipID) s.t. ipID € EPids and x €
eNVWtsOf(S .)

(v) EPids+V =V,

(vi) Vx,V(x) # V.(x),V(x) = V.(x) and V(x) = (v,ipID) s.t. ipID € EPids and x €
eVWtsOf(S.)

(vii) I»LEIands = Ic»LEIrqus
(viil) IRQEirgias Y Tilinips, = IRQ L Etrgias
(ix) Oleevias Y Trlrevs, = QcleEvias

We proceed to proving that T4|;; + X;; ~ o by its definition. That is, letting
o S =Tilji = (LIRQ,K',N"™ ~ N, VPP S" F', Q)
® 0=,IRQO,N.,Ve,Sc, Fe, Q)
* EPids’ = ePidOf(T|;+1)
® Elrglds’ = elrqOf(IRQ, T)
e EEvIds' = eEvOf(Qy, T1)
e Elnplds’ = elnpOf(I,T;)

we need to establish the following conditions hold:
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(a) EPids’,Elrqlds’, EEvIds’ + getES(F' > S',F' > §') = (S, inIDs/,, reIDs.))
() Silia=Fc>Scla
(c) ¥, PDecl, EPids' + N ~ N ~ N,

(@) Y Ne(@) # Ne(). (V"™ N)(x) = Ne(@) and (™"~ N)(x) = (v, ipID) 5.1 ipID €
EPids’ and x € eNVWtsOf(S)

(e) EPids' v V""" ~ V,

) Vx, VPP (x) # V(0), VPP (x) = Vo(x) and VPP'(x) = (v,ipID) s.t. ipID €
EPids’ and x € eVWtsOf(S )

(g) I»LEIands’ = Ic»LEIrqus’
(h) IRQ|Engias Y Trlinps, = IRQ A Ergras
(D) Qulervias Y Tidreiny, = QclEEviay

Ad (a). By definition of updJ/itS, we know that S, = updJitS(S, F > §), and by
definition of getES that incRb preserves the effectiveness of frames on S, and
hence it follows that S, = incRb(S .) and inIDs/, = inIDs, and relDs/, = relDs,.
Therefore, the desired result follows by (i).

Ad (b). Since we know that S = incRb(S ), the desired result follows by definition
and from (ii): S,|is = incRb(S liq) = incRb(F. > S i) = Fc > S clia-

Ad (¢). Let x € dom(N) be arbitrary. There are two cases to consider: N(x) =
N; ~» N(x) and otherwise. In the former, the rebooted process does not write
to x, and we invert on the deriving rule and immediately apply the same rule to
obtain the desired result. Otherwise, x is overwritten by the rebooted process
pidOf(F’). Since pidOf(F’) just began its execution, it must not be in EPids" of
the subtrace T}|;,;. By definition of Ni, we know that x € cpOf(pidOf(F’)), and
hence it follows by N-Wt-Nip-Cp that x € X,,;;. By Equiv-N, the relation between
memories continues to hold.

Ad (d). Here, we need to show that the condition holds for variables in dom(Ny)
whose values are updated from the checkpointed context upon reboot. Suppose
towards contradiction that there exists such an x s.t. Ni(x) # N.(x). Then it
must be the case that ipidOf(F’) € EPids’, a contradiction. Therefore, there are
no such x, and the condition for variables in dom(N) \ dom(N, ~» N) follows
directly from (iv).

Ad (e). The reasoning is similar to (c). Since pidOf(F’) ¢ EPids’, it follows by V-
NEFrF that x € Xj,.4, and the desired result holds vacuously by Equiv-V (i.e., of
course - = ).

Ad (f). The proofis similar to (d). By contradiction, there is no such x € dom(V,ip ID’)
because pidOf(F") ¢ EPids’. Therefore, the condition follows vacuously.

Ad (g). The desired result follows by (vii) and the observation that Elnplds’ =
Elnplds and Elrglds’ = Elrglds.

Ad (h). The desired result follows by (viii), Elrglds = Elrqlds’, and inIDs; =
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inIDs’,.
Ad (i). Since relDs = relDs’, it follows by the equivalence definition (DELAY-EV
in particular) that EEvlds = EEvlds’. By definition of eEvOf, we know that

Oileeviay = QlEeevas- Hence, the desired result follows by (ix) and relDs’ =
relDs.

Case power failure and reboot with alternative. This case is similar to the above, but
uses a combination of POowerFAIL-I and REBooT-1A.

Case iPidOf(F) € EPids and topOfPCS(F) = Nid. There are two additional subcases to
consider:

Case X; =3 j+1 via IF-Enp-I. At the end of an Nid branch, both the intermittent
and continuous execution traces take a step. We first step the intermittent ex-
ecution trace via TEquiv-Nip-Irl, and then the continuous execution trace via
TEouiv-Np-1r2.

Stepping intermittent execution. Since topOfPCS(Fy) = Nid, it follows that
nidIf(X; = ¥ i+1) (). In order to apply TEQuiv-Nip-Irl, we need to show
that 741 + X4 = Te(o).

By the IH, we know that T;|; ~ T¢ (ii). By inversion of TEqQuiv-Nip-Irl on
(i1), we know that Ty|; + X; = T¢(o). By Lemma we obtain Ty, F
S ~ Te(o) ().

Lastly, we apply TEquiv-Nip-IF1 to (@), (ii), and (iii) to establish the desired
result:

T1|j+1 ~ Tc (iv)

Stepping continuous execution. Since topOfPCS(F,) = Nid, it follows that

nidlf(oc N o’) (v). In order to apply TEquiv-Nip-Ir2, we need to show that
Tiljs1 + Zjs1 = Tc(o’), which we proceed to prove by its definition. By
Lemma[64] the desired result holds:

Tiljs1 F Zjy = Tc(o') (vi)

Therefore, it follows by TEqQuiv-Nip-Ig2 applied to (iv), (v), and (vi) that

a ’
Ty =Tc — 0o

Case otherwise. By the IH, we know that T;|; ~ T¢ (i). By inversion of TEqQuiv-
Nm-Irl on (i), we learn that 7;|; + X; = Tc(0) (ii). By application of Lemma@
to (ii), we learn that 74|, + X, = Tc(0) (iii). Since topOfPCS(Fs) = Nid, it
follows that nidIf(E; = 2;,1) (iv).

Therefore, the desired result follows by TEquiv-Nip-Ir1 applied to (1), (iii), and
(iv):
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Tl = Tc

We write T |5 as the sequence of results of 7.

Corollary 2 (Intermittent results correctness)
+ PDecl : OK’ X = (Ia IRQa Kinila Ninil‘, Vinita 03 Fmaim 0)’ o= (Ia IRQ, Ninita Vinit, 0’ Fmain’ 0)
imply VT € Ry(Z), AT¢ € Re(0), s.t. Trlies = Telres.

Proof: Let 7, € R/(Z) be arbitrary and m = |T;|. By Theorem 20, we know that AT¢ € R¢(0)
s.t. T; = T¢. By definition of trace equivalence, in all cases, we have that the last state of traces
T; and T¢ are related: T; + Ti(Xy) =~ Tc(oy). Letting X = (I;,IRQy, Ky, Ny, Vi, S 1, Fy, Or) and
of=U,IRQ., K., N., V., S, Fc, Q.), it follows by definition that ¥, PDecl, EPids,|d + N; = N,
meaning that the final memories are equivalent in their idempotent values. Likewise, it follows
that EPids + V; = V., meaning that the volatile memories between these two configurations are
equivalent in their idempotent values. Since - PDecl : oK, all tasks are well-typed, and hence all
effective processes running intermittently generate fully idempotent res. Since the intermittent

and continuous memories are the same in their idempotent values, it follows that 77 res = T'clres-
O
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