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Abstract

Probabilistic programs are programs that can draw random samples from probability
distributions and involve random control flows. They are becoming increasingly popular
and have been applied in many areas such as algorithm design, cryptographic protocols,
uncertainty modeling, and statistical inference. Formal reasoning about probabilistic
programs comes with unique challenges, because it is usually not tractable to obtain the
exact result distributions of probabilistic programs. This thesis focuses on an algebraic
approach for static analysis of probabilistic programs. The thesis first provides a brief
background on measure theory and introduces an imperative arithmetic probabilistic
programming language AppL with a novel hyper-graph program model. Second, the
thesis presents an algebraic denotational semantics for AppL that can be instantiated
with different models of nondeterminism. The thesis also develops a new model of
nondeterminism that involves nondeterminacy among state transformers and presents a
domain-theoretic characterization of the new model. Based on the algebraic denotational
semantics, the thesis proposes a general algebraic framework PMAF for designing,
implementing, and proving the correctness of static analyses of probabilistic programs.
The thesis also includes a concrete static analysis—central-moment analysis for cost
accumulators in probabilistic programs—and elaborates implementation strategies to
improve the usability and efficiency of the analysis. There is a gap between the general
PMAF framework and the central-moment analysis, in the sense that the former is based
on abstraction and iterative approximation, but the latter is based on constraint solving.
The thesis provides some preliminary results on bridging the gap, via the development
of novel regular hyper-path expressions, which finitely represent possibly-infinite hyper-
paths on control-flow hyper-graphs of probabilistic programs without nondeterminism,
and DMKAT algebraic structures, which can be used to interpret regular hyper-path
expressions. Future directions for extending the research covered by this thesis include
developing an algebraic static-analysis framework based on DMKAT and instantiating it to
perform central-moment analysis, generalizing DMKAT with support for nondeterminism
and formalizing an equational axiomatization for the generalized algebraic framework,
as well as applying the analysis framework developed in the thesis to the analysis and
verification of statistical guarantees for Bayesian probabilistic programming.
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Chapter 1

Introduction

Probabilistic systems are becoming increasingly popular in computer science, for their capability of
improving efficiency (e.g., randomized Quicksort [70]), protecting confidential information (e.g.,
optimal asymmetric encryption padding [12]), modeling peripheral uncertainty (e.g., airborne
collision-avoidance systems [109]), and describing statistical models (e.g., probabilistic graphical
models [96]). Probabilistic programming provides a framework for implementing and analyzing
probabilistic systems, such as randomized algorithms [8], cryptographic protocols [9], cyber-
physical systems [17], and machine-learning algorithms [61].

A probabilistic program is any program that can draw random samples from probability dis-
tributions and involve random control flows. In practice, the source of randomness is usually
a pseudo-random number generator (e.g., the rand() function in C language); however, in this
thesis, I focus on true randomness, in the sense that given an initial program state, a probabilistic
program produces a distribution that describes the probability of its computation results. The two
reasons why I assume true randomness in my development are that (i) some high-quality random
number generators are shown to be sufficiently good approximations of true randomness [77], so
the behavior of a program under pseudo-randomness would be conceptually close to its behavior
under true randomness, and (ii) compared to pseudo-randomness, there are plenty of well-studied
mathematical theories for true randomness, such as measure theory.

As the interest in probabilistic programming is increasing, there has been a corresponding
increase in the study of formal reasoning about probabilistic programs: What is the probability that
an assertion holds after a program terminates? Is there any expression that is an invariant under
expectation for a probabilistic loop? What is the expected time complexity of a program? In general,
these kinds of reasoning problems are challenging, because it is usually not tractable to compute
the result distributions of probabilistic programs precisely: composing simple distributions can
quickly complicate the result distribution, and randomness in the control flow can easily lead to
state-space explosion. Monte-Carlo simulation [134] is a common approach to analyze probabilistic
programs, but the technique does not provide formal guarantees on the accuracy of analysis results,
and can sometimes be inefficient [11].

Static analysis is a longstanding area about (usually automated) techniques for analyzing and
proving program properties without actually executing the programs. Static analysis of probabilistic
programs has also received a lot of attention [19, 20, 24—29, 39, 50-52, 55, 60, 85-87, 126, 136]. In
this thesis, I have conducted research on algebraic approaches for compositional static analysis of
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probabilistic programs, i.e., designing and implementing static analyses based on semantic algebra,
which consists of a space of program properties and composition operators that correspond to
program constructs.

Thesis Statement Algebraic static analysis helps people reason about probabilistic
programs at compile time in a compositional and versatile way. Markov algebras
provide a natural way to describe the algebraic structure of probabilistic programs.
Based on Markov algebras, a denotational semantics for combining nondeterminism
and probabilities lays the foundation for an algebraic framework for static analysis of
probabilistic programs.

Denotational Semantics with Nondeterminism The first step in my development of static-
analysis techniques is to provide a suitable formal semantics for probabilistic programs. Despite
the fact that lots of existing work focuses on high-level probabilistic programs, e.g., lambda
calculus [16], higher-order functions [48, 69], and recursive types [145], I observe that low-level
features could arise naturally. For example, when developing a compiler for a probabilistic
programming language [58, 128], we need a semantics for the imperative target language to prove
compiler correctness. Also, static analysis of low-level code becomes desirable for verifying cross-
language programs [153] and detecting security vulnerabilities [1]. There have been studies on
denotational semantics for well-structured imperative programs [14, 78, 85, 98, 99, 110, 111, 126, 144],
as well as operational semantics for control-flow graphs (CFGs) based on Markov chains and Markov
decision processes ([27, 28, 55]). On the one hand, I prefer CFGs as program representations
because they enable rich low-level features such as unstructured flows, e.g., those introduced by
break and continue. On the other hand, from the perspective of formal reasoning, a denotational
semantics (i) abstracts from details about program executions and focuses on program effects, and
(ii) is compositional in the sense that the semantics of a program fragment is established from the
semantics of the fragment’s proper constituents.

Therefore, I devise a denotational semantics for low-level probabilistic programs with nonde-
terminism. This semantics is published as a standalone article at the 35™ Conference on the
Mathematical Foundations of Programming Semantics [148]. In that work, I make three main
contributions:

* 1 use hyper-graphs as the representation for low-level probabilistic programs with unstructured
control-flow, general recursion, and nondeterminism.

* I develop a domain-theoretic characterization of a new model of nondeterminism for proba-
bilistic programming, which involves nondeterminacy among state transformers, opposed to a
common model that involves nondeterminacy among program states.

* I propose Markov algebras and devise an algebraic framework for denotational semantics.
One advantage of the framework is that it can be instantiated with different models of
nondeterminism. I also prove that for programs without procedure calls and nondeterminism,
the resulting denotational semantics is equivalent to a standard distribution-based operational
semantics.



An Algebraic Framework for Static Analysis Despite the fact that there have been many static
analyses for probabilistic programs, these analyses are usually standalone developments, and it is
not immediately clear how different techniques relate. For example, Claret et al. [29] propose a
syntax-directed data-flow analysis to perform Bayesian inference, Chakarov and Sankaranarayanan
[25] develop a martingale-based abstract interpretation to construct expectation invariants, and
Sankaranarayanan et al. [136] combine symbolic execution with probabilistic volume-bound
computation to estimate the probability that an assertion holds at a program point. Thus, I
develop a framework, which I call PMAF (for Pre-Markov Algebra Framework), for designing,
implementing, and proving the correctness of static analyses of probabilistic programs. The
framework is published as a standalone article at the 39™ Conference on Programming Language
Design and Implementation [146]. Using PMAF, I can formulate and generalize several analyses
that may appear to be quite different. Examples include Bayesian inference [29, 51, 52], Markov
decision problem with rewards [130], and probabilistic-invariant generation [25, 86].

PMAF is based on the algebraic denotational semantics that I described earlier in this chapter.
To formulate a static analysis, I introduce a new algebraic structure, called a pre-Markov algebra,
which is equipped with operations corresponding to control-flow actions in probabilistic programs:
sequencing, conditional-choice, probabilistic-choice, and nondeterministic-choice. To establish correct-
ness, I introduce probabilistic abstractions between a pre-Markov algebra—which represents the
abstract semantics—and the concrete semantics. This work shows how, with suitable extensions,
a blending of ideas from previous work on (i) static analysis of single-procedure probabilistic
programs, and (ii) interprocedural dataflow analysis of standard (non-probabilistic) programs can
be used to create a framework for interprocedural analysis of probabilistic programs. In particular,

* The semantics on which PMAF is based is an interpretation of the CFGs for a program’s
procedures. One key idea is to treat each CFG as a hyper-graph rather than a standard graph.

* The abstract semantics is formulated so that the analyzer can obtain procedure summaries.

The main advantage of PMAF is that instead of starting from scratch to create a new analysis,
one only needs to instantiate PMAF with the implementation of a new pre-Markov algebra. To
establish soundness, one has to establish some well-defined algebraic properties, and can then
rely on the soundness proof of the framework. To implement the analysis, one can rely on
PMAF to perform sound interprocedural analysis, with respect to the provided abstraction. The
PMAF implementation supplies common parts of different static analyses of probabilistic programs,
e.g., efficient iteration strategies with widenings and interprocedural summarization. Moreovet,
improvements made to the PMAF implementation could immediately translate into improvements
to all of its instantiations.

Central Moment Analysis for Cost Accumulators As a concrete static analysis of probabilistic
programs, I study a specific yet important kind of uncertain quantity: cost accumulators, which
are program variables that can only be incremented or decremented through the program
execution and do not influence the control flow. Examples of cost accumulators include termination
time [11, 26, 27, 85, 126], rewards in Markov decision processes [130], position information in control
systems [10, 17, 136], and cash flow during bitcoin mining [154]. Recent work [17, 104, 124, 154]
has proposed successful static-analysis approaches that leverage aggregate information of a cost
accumulator X, such as X’s expected value E[X] (i.e., X’s “first moment”). The intuition why it is
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beneficial to compute aggregate information—in lieu of distributions—is that aggregate measures
like expectations abstract distributions to a single number, while still indicating nontrivial properties.
Moreover, expectations are transformed by statements in a probabilistic program in a manner
similar to the weakest-precondition transformation of formulas in a non-probabilistic program [111].

One important kind of aggregate information is moments. Whereas most previous work focused
on raw moments (i.e., E[X*] for any k > 1) I find out that central moments (i.e., E[(X — E[X])¥]
for any k > 2) can usually provide more information about distributions. For example, the variance
V[X] (G.e., E[(X — E[X])?], X’s “second central moment”) indicates how X can deviate from its

W, X’s “third standardized moment”) indicates how lopsided

(V[X])”2
the distribution of X is, and the kurtosis (i.e., [E[(%)E(B(Z])“], X’s “fourth standardized moment”)

measures the heaviness of the tails of the distribution of X. One application of moments is to
answer queries about tail bounds, e.g., the assertions about probabilities of the form P[X > d],
via concentration-of-measure inequalities from probability theory [47]. With central moments, we
find an opportunity to obtain more precise tail bounds of the form P[X > d], and become able to
derive bounds on tail probabilities of the form P[|X — E[X]| > d].

In this thesis, I have proposed and implemented the first fully automatic analysis for deriving
symbolic interval bounds on higher central moments for cost accumulators in probabilistic programs
with general recursion and continuous distributions. This analysis is published as a standalone
article at the 42" Conference on Programming Language Design and Implementation [149]. One
challenge is to support interprocedural reasoning to reuse analysis results for procedures. My
solution makes use of a “lifting” technique from the natural-language-processing community. That
technique derives an algebra for second moments from an algebra for first moments [107]. I follow
the algebraic approach and develop moment semirings, and use them to carry out interprocedural
analysis, as well as derive a novel frame rule to handle procedure calls with moment-polymorphic
recursion.

mean, the skewness (i.e.,

Bridging the Gap between PMAF and Moment Analysis Although I have developed a general
framework PMAF for designing and implementing static analysis of probabilistic programs, my
central-moment analysis tool is implemented as a standalone tool. One reason why I do not
implement central-moment analysis as a PMAF abstract domain is that the underlying algorithm of
PMAF is iteration based, i.e., the algorithm starts with an initial solution to the analysis problem
and then iterates until convergence, but my central-moment analysis framework is constraint based,
i.e., the analysis walks through the analyzed program to collect constraints and then discharges
those constraints using an off-the-shelf constraint solver. PMAF has to rely on iterations because the
control-flow hyper-graph for a probabilistic program usually contains loops. For non-probabilistic
programs, people have been successful to sidestep iterations by using Kleene algebras, which
have a Kleene-star operation that interprets loops, as the algebraic foundations of static analysis
(e.g., [53, 54, 89, 92, 133, 157]). The key ideas are (i) the control-flow graph of a non-probabilistic
program can be precisely encoded as a regular expression, and (ii) the Kleene-star operation can
be implemented by non-iteration-based loop-summarization techniques. However, such algebraic
static-analysis framework cannot directly apply to probabilistic programs: probabilistic programs
are represented as control-flow hyper-graphs.

In this thesis, I present my current progress on developing the Deterministic Markov-Kleene



1.1. THESIS ORGANIZATION 5

Algebra with Tests (DMKAT) framework. As the name suggests, I focus on deterministic probabilistic
programs, which do not use nondeterministic choices. A control-flow graph of a non-probabilistic
program encodes a regular set of program paths, thus it can then be expressed by a regular
expression. Following the same methodology, I discover that a control-flow hyper-graph of a
deterministic probabilistic program encodes a regular hyper-path, which is essentially a possibly-
infinite tree, and develop a theory on regular hyper-paths. I then devise the novel regular
hyper-path expressions, which serve as finite representations for possibly-infinite trees. I also present
an algorithm that can construct a regular hyper-path expression from a deterministic control-flow
hyper-graph.

Kleene algebras can be used to interpret regular expressions; following the same methodology, I
develop a new family of algebras, namely the DMKATs, to interpret regular hyper-path expressions.
It turns out that DMKATSs are suitable for expressing concrete semantics: I demonstrate two DMKATSs
for a relational interpretation (non-probabilisitic) and a distribution-transformer interpretation
(probabilistic), respectively. I also prove that the hyper-path model is sound for any valid DMKAT
model, in the sense that if two regular hyper-path expressions correspond to the same hyper-path,
then their interpretations under a DMKAT are also the same. Based on DMKATS, I sketch some
possibilities to develop a non-iteration-based static-analysis framework for probabilistic programs,
and discuss how the framework would work do derive invariants on the moments of program
variables.

1.1 Thesis Organization

Chapter 2 provides necessary background for understanding this thesis. It first reviews standard
notions from measure theory. Then, it introduces an imperative probabilistic programming language
AppL that I use in this thesis, and a basic program execution model for the language.

Chapter 3 presents a denotational semantics for AppL with a novel nondeterminism-first resolution.
This chapter develops a domain-theoretic characterization of nondeterminism-first and proposes
an algebraic denotation semantics for probabilistic programs.

Chapter 4 designs an algebraic analysis framework, called PMAF, for designing, implementing,
and proving the correctness of static analyses of probabilistic programs. The framework is based
the algebraic denotational semantics presented in Chapter 3. This chapter also includes three
instantiations of PMAF to solve different analysis problems.

Chapter 5 develops a novel static analysis for deriving symbolic interval bounds on higher central
moments for cost accumulators in probabilistic programs. The analysis is based on a novel algebraic
structure called moment semirings. This chapter proves the soundness of the moment-bound analysis
with respect to a Markov-chain cost semantics. This chapter also discusses some implementation
strategies to improve the usability and efficiency of the central-moment analysis.

Chapter 6 focuses on probabilistic programs without nondeterminism and proposes a generaliza-
tion of PMAF, which is presented in Chapter 4, to support non-iteration-based analysis algorithms.
The new framework in based on a new family of algebras called DMKATSs, which can be used
to interpret novel regular hyper-path expressions that encodes control-flow hyper graphs. The
ultimate goal is to develop an algebraic abstract domain to carry out the central-moment analysis
in Chapter 5.
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Chapter 7 gives concluding remarks.

1.2 Publications

This thesis contains work that was published in three different articles:

1. Di Wang, Jan Hoffmann, and Thomas Reps. 2019. A Denotational Semantics for Low-Level
Probabilistic Programs with Nondeterminism. In the 35th Conference on the Mathematical
Foundations of Programming Semantics (MFPS’19). Chapter 3 presents the denotational
semantics.

2. Di Wang, Jan Hoffmann, and Thomas Reps. 2018. PMAF: An Algebraic Framework for Static
Analysis of Probabilistic Programs. In the 39™ Conference on Programming Language Design
and Implementation (PLDI'18). Chapter 4 presents the algebraic framework.

3. Di Wang, Jan Hoffmann, and Thomas Reps. 2021. Central Moment Analysis for Cost
Accumulators in Probabilistic Programs. In the 42™¢ Conference on Programming Language
Design and Implementation (PLDI’21). Chapter 5 presents the central moment analysis.

For the second and third articles, we also submitted implementations and data as research
artifacts [147, 151]) and they were validated by the Artificial Evaluation Committees.



Chapter 2

Setting the Stage: An Imperative
Probabilistic Programming Language

In this thesis, I use an imperative arithmetic probabilistic programming language AppL that supports
unstructured control-flow, general recursion, and nondeterminism, where program variables have

numeric values. I use the following notational conventions. Natural numbers N exclude O, i.e.,

N & {1,2,3,---}y ¢ Z* « {0,1,2,---}. Reals, nonnegative reals, and extended nonnegative

reals are denoted by R, R*, and R}, respectively. Let 2 denote the set of Boolean values,

jie, 2% {T,L}. The Iverson brackets [-] are defined by [@] = 1 if ¢ is true and otherwise

[@] = 0. Finite partial maps from A to B can be represented by finite sets of bindings, e.g.,
{a; ¥ by,ay > by, - ,a, — b,}. Updating an existing binding of x in a finite map f to v is
denoted by f[x — v].

2.1 Preliminaries on Measure Theory

This section reviews the following standard notions from measure theory: measurable spaces,
measurable functions, random variables, probability measures, expectations, and kernels. Interested
readers can refer to textbooks in the literature [15, 155] for more details about measure theory.

A measurable space is a pair (S, S), where S is a nonempty set, and S is a o-algebraon S, i.e., a
family of subsets of S that contains () and is closed under complements and countable unions. The
smallest o-algebra that contains a family A of subsets of S is said to be generated by A, denoted
by o(A). Every topological space (S, t) (i.e., T C 9(S) is a collection of open sets that is closed
under arbitrary unions and finite intersections) admits a Borel o-algebra, given by o(t). This gives
canonical o-algebras on R, Q, N, etc.

Example 2.1. One of the most important o-algebras is the Borel o-algebra on R, and it is a standard
shorthand to denote this o-algebra by B. Elements of B can be very complex, so people have come up
with simpler constructions for B, e.g., B = o({(—o0,x] | x € R}).

A measure p on a measurable space (S, S) is a mapping from S to R¥, such that (i) u(0) = 0,
and (ii) for all pairwise-disjoint {A; }en in S, it holds that g (Unen An) = Znen H(ArR). The triple
(S, S, u) is called a measure space. A measure pu is called a probability (resp., sub-probability)
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measure, if p(S) = 1 (resp., u(S) < 1). We denote the collection of probability measures on
(S,8) by D(S, S). The set of sub-probability measures on (S, S) with the pointwise order forms an
w-complete partial order (w-cpo), i.e., every w-chain of sub-probability measures p; < pp < --- <
i, < --- has a supremum that is also a sub-probability measure. The zero measure 0 is defined as
AA.O. For each x € S, the Dirac measure §(x) is defined as AA.[x € A], i.e., a point measure on Xx.
For measures p and v, we write p + v for the measure AA.j(A) + v(A). For a measure p and a
scalar ¢ > 0, we write c - p for the measure AA.c - 1(A).

Example 2.2. The Lebesgue measure Leb on (R, 8) makes precise the concept of length of a
measurable subset of R. Leb is defined as the unique measure such that for any A that can be written
as a finite union A = (a1,b1] U -+ - U (am, by, ] where m € Nand a; < by < --- < ay, < by, it holds
that Leb(A) = X1, (b; — ;).

The counting measure is commonly used on a measurable space (S, S) where S is finite or countable.
def

The measure p is defined by u = AA.|A|, where |A| denotes the cardinality of the set A, with the
understanding that 1 (A) = oo if A is an infinite set.

LEMMA 2.3. The set of sub-probability measures on a measurable space (S, S), ordered pointwise,
forms an w-cpo.

PrOOF. Let {p,}nen be an w-chain of sub-probability measures on (S,S). Let p <
AA. lim;;_, p,(A) be the pointwise limit of {p1,}nen. Then p is a set function from S to the
unit interval [0, 1], and p(0) = lim,— 11, (0) =0

Fix a pairwise-disjoint {A;; } men in S. We conclude the proof by

B (Unenin) = 1m i (U yenAn) = 508 1 (U e in)
ne

neN m=1

k k
supsup » | fin(Am) = supsup > fin(Am)
neN keN m=1 keN neN m=1

+ {pn(Am)}neN is an w-chain foranym =1,--- ,k |

- sup 3 sup fa(Am) = sup S (A = 2 H(An).

keN m=1 neN keN m=1

O

A function f : S — T, where (S, S) and (T, 7 ) are measurable spaces, is said to be (S, 7)-
measurable, if f~1(B) € S for each B € 7. If T = R, we tacitly assume that the Borel o-algebra 8B
is defined on R, and we simply say f is measurable, or f is a random variable. Measurable functions
form a vector space, and products and maxima preserve measurability; that is, for any measurable
functions f;, f» and real numbers cq, ¢y, the functions (c1 - f1 +¢2 - f2), (f1 - f2), and max( f1, f2)
are also measurable.

Example 2.4. Consider an experiment where one tosses a coin infinitely often. We can take

Q= {H, T}N, so an element w of Q is a coin-toss sequence w = {wy }nen, Where w, € {H, T}. We



2.1. PRELIMINARIES ON MEASURE THEORY 9

now define a o-algebra ¥ on Q as

FEo({{weQ|w, =6} |G e{HT},neN}),

which allows us to reason about events such as “the n-th toss shows heads.” Then for any n € N,

X, & Aw.[w, = H] is a random variable on the measurable space (Q,F). Because measurable

. . . def .
functions form a vector space, the number of heads in first n tosses S, = * , Xi is also a random
variable.

LEMMA 2.5. Let { f,}nen be an w-chain of nonnegative measurable functions on a measurable space
(S,S8), ie., fn: S — R forall n € N. Then the pointwise limit of { f }nen is also measurable.

PROOF. Let f < Ax. limps e fn(x). Fix a measurable subset B of RY,. It is sufficient to consider
B with the form [0, c] for some ¢ € R¥, (the class of such intervals generates the Borel o-algebra
on R}) and show that f~}(B) € S. Indeed, we have

FUB) ={x eS| f(x) < c} = {x €5 | limpse fu(x) < ¢} = Nuenfy ' (B),

which is a measurable set because f,, is measurable for all n € N and measurable sets are closed
under countable intersections. O

The integral of a measurable function f on A € S with respect to a measure u on (S,S) is
defined following Lebesgue’s theory and is denoted by u(f; A), fA fdu, or fA fOou(dx). If pis
a probability measure, we call the integral as the expectation of f, written E,.,[f; A], or simply
E[f; A] when the scope is clear in the context. If A = S, we tacitly omit A from the notations.

For each A € S, it holds that u(f;A) = u(f - Ix), where I & Ax.[x € A] is the indicator
function for A. If f is nonnegative, then pu(f) is well-defined with the understanding that the
integral can be infinite. If u(|f|) < oo, then f is said to be integrable, written f € £(S,S, ),

and its integral is well-defined and u(f) = u(f*) — u(f~), where f* < Ax. max(f(x),0) and

f~ < Ax. max(—f(x),0). Integration is linear, in the sense that for any ¢, d € R and integrable
functions f, g, the function (c - f +d - g) is integrable and u(c- f+d-g) =c-u(f) +d - u(g).

Example 2.6. Recall the coin-toss experiment in Example 2.4. If the tossed coin is fair, we can assign
a probability measure p on the measurable space (Q, ) such that

1
H{w € Q| w, =€}) = > V& € {H,T},n e N.
Then the expectation of the random variable X, for any n is E[X,] = Sge(nr 5 - [€ = H] = 1 and

2
by linearity, we obtain that for any n, the expectation of S, is E[S,] = X1 | E[X;] %n.

A kernel from a measurable space (S, S) to another (T,7") is a mapping from S X 7~ to RY,
such that (i) for each x € S, the set function AB.k(x, B) is a measure on (T,7 ), and (ii) for
each B € 7, the function Ax.x(x, B) is measurable. We sometimes also use the curried version
of kernels with the signature (S — 7 — RY). We write k : (S,8) ~» (T,7) to declare that
k is a kernel from (S, S) to (T, 7). Intuitively, kernels describe measure transformers from one
measurable space to another. A kernel k is called a probability (resp., sub-probability) kernel, if
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k(x,T) = 1 (resp., k(x,T) < 1) for all x € S. We denote the collection of probability kernels
from (S,S) to (T,7) by K((S,S), (T,7)). If the two measurable spaces coincide, we simply
write KK(S, S). The set of sub-probability kernels from (S, S) to (T, 7 ) with the pointwise order
forms an w-cpo. We can push-forward a measure p on (S, S) to a measure on (T, 7 ) through
a kernel ¥ : (S,S) ~» (T,7) by integration: pu >=«k e AB.fSK(x, B) - u(dx). We can also
compose k1 : (So, Sp) > (S1,81) and k3 : (S1, S1) »» (So, Sp) to get their composition kernel by

integration: k1 § ko « A(x, B). [51 k1(x,dy) - k2(y, B).

Example 2.7. As explained by Kozen [99], for a measurable space (S, S) where S is finite or countable,
a probability kernel k € K(S, S) has a representation as a Markov transition matrix My, in which
each entry My (x, x’) for a pair of elements (x,x’) € S X S gives the probability that x transitions to
x" under the kernel k, and for any x € S and A € S, it holds that k(x, A) = Yyvea My (x, x7).

LEMMA 2.8. The set of sub-probability kernels from a measurable space (S, S) to another (T, T ),
ordered pointwise, forms an w-cpo.

PROOF. Let {k,},en be an w-chain of sub-probability kernels from (S, S) to (T,7 ). Let k B

A(x, B).lim,_,o K, (x, B) be the pointwise limit of {x,},en. For each x € S, the sequence
{AB.k,(x, B) }nen forms an w-chain of sub-probability measures on (T, 7" ), thus by Lemma 2.3
the set function AB.k(x, B) is also a sub-probability measure. For each B € 7, the sequence
{Ax.kn(x, B) }nen forms an w-chain of nonnegative measurable functions, thus by Lemma 2.8 the
function Ax.x(x, B) is also a measurable function. Thus we conclude that k is a sub-probability
kernel. m|
The product of two measurable spaces (S1, S1) and (S1,S,) is defined as (S1, S1) ® (S2, S2) =
(851 %X82,81®S,), where S; ® S, is the smallest o-algebra that makes coordinate maps measurable,
ie,o({n]1(A1) | A1 € S1} U {m;'(A2) | Az € Sp})), where ; is the i-th coordinate map.

2.2 A Hyper-Graph Program Model

In contrast to program models—such as standard control-flow graphs (CFGs)—for deterministic
programming languages, I use control-flow hyper-graphs (CFHGs) to model probabilistic programs.
Hyper-graphs consist of hyper-edges, each of which connects one source node and possibly several
destination nodes. For example, probabilistic choices are represented by weighted hyper-edges
with two destinations. Nondeterminism is then represented by multiple hyper-edges starting
in the same node. The interpretation of hyper-edges is also different from standard edges. If
the CFHG were treated as a standard graph, the subpaths from each successor of a branching
node would be reasoned about independently. In contrast, the hyper-graph approach interprets
a probabilistic-choice hyper-edge with probability p as a function Aa.Ab.(a /® b), where @ is
an operation that weights the subpaths through the two successors by p and (1 — p). In other
words, we do not reason about subpaths starting from a node individually, instead we reason about
these subpaths jointly as a probability distribution. If a node has two outgoing probabilistic-choice
hyper-edges, it represents two “worlds” of subpaths, each of which carries a probability distribution
with respect to the probabilistic choice made in this “world.”
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n:=0;

while prob(0.5) A prob(0.5) do
n=n+1;
if n > 10 then break

i f
else continue alse —
fi prob(0.5) Aprob(0.5) true‘@ﬂ}@n > 10

oo
od O T false
(@ (b)

Fig. 2.1: (a) An example of probabilistic programs; (b) The corresponding CFHG.

To define CFHGs of probabilistic programs, I adopt a common approach for standard CFGs
in which the nodes represent program locations, and edges labeled with instructions describe
transitions among program locations (e.g., [54, 106, 123]). Instead of standard directed graphs, I
make use of hyper-graphs [59].

Definition 2.9. A hyper-graph H is a quadruple (V, E, v, v®t) where V is a finite set of nodes,
E is a set of hyper-edges, v®™" € V is a distinguished entry node, and v € V is a distinguished
exit node. A hyper-edge is an ordered pair (x,Y), where x € V is a node and Y C V is an ordered,
nonempty set of nodes. For a hyper-edge e = (x,Y) in E, we use src(e) to denote x and Dst(e) to
denote Y. Following the terminology from graphs, we say that e is an outgoing edge of x and an
incoming edge of each of the nodes y € Y. We assume v*™ does not have incoming edges, and
v has no outgoing edges.

Definition 2.10. A probabilistic program contains a finite set of procedures {H;}1<i<n, Where
each procedure H; = (V;, E;, vfntry, vfx't) is a control-flow hyper-graph (CFHG) in which each
node except vfx't has at least one outgoing hyper-edge, and ul.ex't has no outgoing hyper-edges.
Define V & (U1<i<n Vi- To assign meanings to probabilistic programs modulo data actions Act
and deterministic conditions Cond that can be probabilistic, we associate with each hyper-edge

e € E = U1<i<n E; a control-flow action Ctrl(e) that has one of the following three forms:

Ctrl == seq[act], where act € Act
| cond[ ], where ¢ € Cond

| call[i — j], where1 <i,j<n

where the number of destination nodes |Dst(e)| of a hyper-edge e is 1 if Ctri(e) is seq[act] or
call[i — j], and 2 otherwise.

Example 2.11. Fig. 2.1(b) shows the CFHG of the program in Fig. 2.1(a), where vy is the entry and v4
is the exit. The hyper-edge (vs, {vs}) is associated with a sequencing action seq[n := n + 1], while
(v1, {v2, v4}) is assigned a deterministic-choice action cond|[prob(0.5) A prob(0.5)], i.e., an event
where two coin flips both show heads.

Note that break, continue (and also goto) are not data actions, and are encoded directly as
edges in CFHGs in a standard way. The grammar below defines data actions Act and deterministic
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conditions Cond for AppL, where p € [0,1], a,b,c € R, a < b,and n € N.

Act := x := e | x ~ D | observe(¢) | skip
@ €Condi=T|[-¢|@1A@2]|e <e|prob(p)
ecExpi=x|cler+ex|erXey]| -
D € Dist == BiNnomiaL(n, p) | UNIFORM(a, b) | - - -

Dist stands for a collection of primitive probability distributions. For example, BINOMIAL(n, p)
with n € N and p € [0, 1] describes the distribution of the number of successes in n independent
experiments, each of which succeeds with probability p; UNiForM(a, b) represents a uniform
distribution on the interval [a, b]. Each distribution D is associated with a probability measure

tip € D(R). For example, the probability measure for UNIFORM(aq, b) is the integration of its

density function pyirorm(a,b) (A) def /A [aifjb] dox.

2.3 A Distribution-Based Small-Step Operational Semantics

The next step is to define an operational semantics for ApprL based on CFHGs. I adapt Borgstrom
et al. [16]’s distribution-based small-step operational semantics for lambda calculus to the hyper-
graph setting, while suppressing the features of multiple procedures and nondeterminism for
now. In Chapter 3, I will develop a denotational semantics that supports multiple procedures and
nondeterminism, and justify the denotational semantics by proving an equivalence result with
respect to the small-step operational semantics that I develop in this section.

Three components are used to define the operational semantics:

* A measurable space (Q, ) on program states. For AppL, we define Q “Var - R, ie, a
set of partial maps from a finite set of program variables to their values, and # be the Borel
o-algebra on the finite-dimensional space Q.

* A (sub-)probability kernel [act] on program states for each data action act. Intuitively,
[act] (w, F) is the probability that the action act, starting in state w € Q, halts in a state that
satisfies F € F.

* A [0, 1]-valued measurable function [[¢] from program states for each deterministic condition
@. Intuitively, [¢](w) is the probability that the condition ¢ holds in state w € Q.

Fig. 2.2 shows an interpretation of the data actions and deterministic conditions given in §2.2,
where w(e) evaluates expression e in state w. If ¢ does not contain any probabilistic choices
prob(p), then [@](w) is either O or 1. Intuitively, [¢](w) is the probability that ¢ is true in the
state w, with respect to a probability space specified by all the prob(p)’s in ¢. Then the probability
of (@1 A 2) is defined as the product of the individual probabilities of ¢, and ¢, because ¢
and ¢- are interpreted with respect to probabilistic choices in ¢p; and @3, respectively, and these
two sets of choices are disjoint, thus independent.

Suppose that P = (V, E, v, v®) is a single-procedure probabilistic program without nonde-
terminism, i.e., each node in P except v® is associated with exactly one hyper-edge. The program
configurations T =V X Q are pairs of the form (v, w), where v € V is a node in the CFHG, and
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[x = €] E Aw. §(w[x — w(e)]) [T] Clw. 1
[x ~ D] € Aw. pp >=Av. §(w[x — v]) [-o] “lw. 1- [o](w)
[observe(q)] = Aw. [¢](w) - 8(w) [@1 A @2] £ Ao [1] (@) - [@2] (@)
[skip] £ Aw. 8(w) [e1 < e2] £ Aw. [w(er) < w(ez)]
[prob(p)] = Aw. p

Fig. 2.2: An interpretation of data actions and deterministic conditions.

(v, w) — AA. [act](w, {w’ | (u, w’) € A})
where e = (v, {u}) € E, Ctrl(e) = seq[act]

(v, w) — [p](w) - 8((u1, w)) + (1 = [p](w)) - 6({uz, w))
where e = (v, {u1,us}) € E, Ctrl(e) = cond[ ]

Fig. 2.3: The one-step evaluation relation.

w € Q is a program state. I then use the product measurable space (V, 9(V)) ® (Q, ¥) to construct
a measurable space of program configurations, where ¢(-) is the powerset operator.

I define one-step evaluation as a relation (v,w) — p between configurations (v, w) and
sub-probability measures p on configurations, as shown in Fig. 2.3.

Example 2.12. For the program in Fig. 2.1, some one-step evaluations are {(vg, {n — 233}) —
6(<U1’ {Tl = O}>)) <U1) {Tl = 1}> — 0.25- 6(<U2, {Tl = 1}>) +0.75 - 6(<U4, {Tl = 1}>): and
(vs,n > 9) — 8({v1, {n — 9})).

LEMMA 2.13. The one-step evaluation relation — defines a sub-probability kernel on program
configurations.

Proor. The evaluation relation — can be seen as a function — defined as follows:

p(A) if (v, w) — p,

N def
—((v,w),A) = .
(v, @), 4) {O otherwise.

* For any (v, w), it is obvious that AA.—({v, w), A) is a sub-probability measure.

* For any measurable A, we want to show that the function f « Av, w). (v, w), A) is
measurable. It is sufficient to show that for any measurable set B € 8 of real numbers, the
set f~1(B) is a measurable set of configurations. Observe that f~!(B) equals U,ey (f~1(B) N
({v} X Q)). Because V is a finite set, it is sufficient to show that for any v € V, the set
f~1(B) N ({v} x Q) is measurable. If v = v we have

(™" xQ if0e€ B,

0 otherwise,

FHB) N (™ x Q) = {
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<U, CO> -0 0

W™, w) —n 8(w) ifn >0
©.0) e F [ e ) where(w,0) — g
supp (k) and T —,, p’. for any T € supp(n)

Fig. 2.4: The step-indexed evaluation relation.

thus the set is measurable. If v # vt

source is v.
- Ife = (v, {u}) € E and Ctrl(e) = seq[act], we have

, we proceed by a case analysis on the hyper-edge whose

B N ({v} x Q) = {v} X {w | [act](w, {0’ | (u,®’) € A}) € B}
= {v} x (Aw.[act](w, {0’ | (1, @’) € A}))"}(B).

Because [act] is a kernel, we conclude that the set is measurable.

—If e = (v, {u1,uy}) € E and Ctrl(e) = cond[ ], we consider B with the form (—oo, c] for
some ¢ € R. (This is sufficient because the class of such intervals generates 8.) If c < 0
(resp., ¢ > 1), we know the set f~}((=o0,c]) N ({v} x Q) equals 0 (resp., {v} x Q), thus
measurable. Otherwise, when ¢ € [0, 1], we have f~!((=o0,c]) N ({v} x Q) =

U, 0) | (w, w) € An[@](w) < g} N {(v, ) | (uz, w) € AA (1= [@](w)) < c—q}),

qeQ

and if we define F; & {w | (u1, w) € A} and F, = {w | (us, w) € A}, the set equals

J({w} x ([@] ™ ((=e0,qD) N F1)) 0 ({v} x ([@] T ([1 = ¢ + g, 0)) N F2))).

qeQ

Because Q is a countable set, [¢] is a measurable function, and measurable sets are closed
under countable unions and intersections, we conclude that the set above is measurable.

O

I now define step-indexed evaluation as the family of n-indexed relations (v, w) —, p between
configurations (v, w) and sub-probability measures u on program states inductively, as shown in
Fig. 2.4.

Example 2.14. For the program in Fig. 2.1, some step-indexed evaluations are (v4, {n +— 10}) —
§({n — 10}), (v1,{n > 0}) —2 0.75 - 6({n — 0}), and (v1,{n — 0}) —5 0.75-86({n —
0}) +0.1875 - 8({n — 1}).

LEMMA 2.15. The step-indexed evaluation relation —, defines a sub-probability kernel from program
configurations to program states for any n € Z*. Moreover, if (v, w) —, 1, (V, w) —n, 12, and
n < m, then 1 < p, pointwise.
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ProoF. By induction on n.
* —>( can be seen as the everywhere-zero function —, which is obviously a kernel.
e —, .1 can be seen as the function defined as follows:
1 ifv=v"AweF,

def | O ifv=v"Aw¢F,

;)n+1(<vr w): F) =
/ (T F) - p(dD) i (v, ) — p
supp(p)

— For any (v, w), it is obvious that AF.—>,,1({v, w), F) is a sub-probability measure.

- For any measurable F, we want to show that the function f < AMu, w).—>p1((v, w), F) is
measurable. It is sufficient to show that for any measurable set B € 8 of real numbers, the
set f~1(B) is a measurable set of states. Observe that f~!(B) equals

(fHB) N {v®") x Q) U (fF7H(B) N ((V\ {v°}) x Q)).

We proceed by showing both operands of the set union above are measurable.
» We have

FHB) N (™) x Q) = (™"} x {w | 8(w)(F) € B} = {v™"} x I;'(B),
where Iy £ Aw.[w € F] is the indicator function of F, which is measurable. We then
conclude that the set f=1(B) N ({v™} x Q) is measurable.

« We have
FHB) N (V) {v™") x Q)
={{v,w) | v # veXit,/ —.(1,F) - > (v, w),dt) € B}

= {(v,w) | v # v, (=55 =5,) (v, ), F) € B}

= (V\ {v™") x Q) N (A (v, @).(—> § —50) (v, ), F)) T (B),
where § is the kernel-composition operator. Because the composition of two kernels is also
a kernel, we conclude that the set f~1(B) N ((V \ {v®"}) x Q) is measurable.

Meanwhile, we want to show that —,,; > —, pointwise. We proceed by induction on n. If
n = 0, then the inequality holds obviously. For n > 0, let us consideranyv € V,w € Q,and F € 7,
and proceed by a case analysis.

o Ifv=v™"and w € F, then =>,,.1({v, w), F) = —=>,((v,w), F) = 1.
o Ifv=v™and w ¢ F, then —>,,1 (v, w),F) = = ,({v,w),F) = 0.
* Otherwise, suppose that (v, w) — p, then

(0, @), F) = / (D)) - p(d),

supp(u)

—,({v,w),F) = / —5n-1(1,F) - u(dr).

supp(u)
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By the induction hypothesis, we know that —,_; < —,, pointwise, and the measure u can
be seen as a nonnegative function, thus —,({v, w), F) < —>,11 (v, w), F).

O

For the program P = (V, E, v®™, v®1) by Lemma 2.15, I define its semantics as [P]os(w, F) E

supnez+ {H(F) | (0", w) —, p}.

Example 2.16. For the program P in Fig. 2.1, the sub-probability measure AF.[P]os(w, F) for any
initial state w that contains the program variable n is given by 2220(0.75 x 0.25%) - §(w[n —
k]) + 0.00000095367431640625 - §(w|n — 10]).

LEMMA 2.17. For any program P, [P]es defines a sub-probability kernel on program states.

PROOF. By definition, we have [P]os = sup,cz+ —n. Then we can conclude by the fact that the
set of sub-probability kernels forms an w-cpo. |

In general, the measure AF.[P]os(w, F) that describes the evaluation results of a program P with
an initial state w is not always a probability measure. In the case that P diverges with some positive
probability p from the initial state w, the measure AF.[P]os(w, F) is a sub-probability measure
that satisfies [P]os(w, Q) = 1 — p, i.e., the probabilities of the resulting states “sum up” to (1 — p).



Chapter 3

A Denotational Semantics for Probabilistic
Programs with Nondeterminism-First
Resolution

In §2.3, I have shown how nondeterminism-free, single-procedure probabilistic programs execute
operationally. In this chapter, I focus on developing a denotational semantics, which concentrates
on the effects of programs and abstracts from how the program executes. This characterization of
denotational semantics is beneficial for rigorous reasoning about programs, such as static analysis
and model checking, because one usually only cares whether programs satisfy certain properties,
e.g., if they terminate on all possible inputs. Even better, a denotational semantics is often
compositional—that is, the property of a whole program can be established from properties of
its proper constituents. In other words, one can develop local—and thus scalable—reasoning
techniques based on a denotational semantics. In contrast, the operational semantics in §2.3 is not
compositional—it takes into account the whole program P to define [P]os.

Another benefit of a denotational semantics is that it is often easier to extend than an operational
one. As an example, let me briefly compare the complexity of adding procedure calls and
nondeterminism to an operational semantics versus a denotational semantics. To support multiple
procedures and procedure calls in the semantics proposed in §2.3, one needs to introduce a notion
of stacks to keep track of procedure calls, as done by previous work [51, 52, 126]. Then the program
configurations become triples of call stacks, control-flow-graph nodes, and program states. As
a consequence, the one-step and step-indexed evaluation relations in Figures 2.3 and 2.4 would
become more complex. However, such an extension is almost trivial for a denotational semantics.
Suppose we are able to compose semantic objects, e.g, [C1; C2]ds = [C2]ds © [C1]ds, Where Cq, Cy
are program fragments, o denotes a composition operation, and [C]4s gives the denotation of C.
For example, consider that C; is a procedure call call Q, where Q is a procedure. Because we can
obtain the denotation [Q]4s of Q, we can interpret [call Q; C3]4s merely as [Ca]l4s © [Q]ds- By this
means we do not need to reason about stacks explicitly.

Another important programming feature is nondeterminism. For operational semantics of
probabilistic programs, nondeterminism is often formalized using the notion of a scheduler, which
resolves a nondeterministic choice from the computation that leads up to it (e.g., [27, 28, 55]).
When the scheduler is fixed, a program can be executed deterministically (as shown in §2.3). To

17
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t=1
t’ =2 wprob. 0.5||t’ =2 wprob. 0.8
t" =0 wprob. 0.5 |t’ =0 wprob. 0.2

Fig. 3.1: An example where x resolved after t is given. A box represents a probability distribution.

reason about nondeterministic programs with respect to an operational semantics, one needs to
take all possible schedulers into consideration. However, if one only cares about the effects of
a program, it is possible to sidestep these schedulers by switching to a denotational semantics.
For example, let C1, Cy be two program fragments and [C1]gs, [C2]ds be their denotations, which
could be maps from initial states to a collection of possible final states. Then the denotation
Jif * then C; else C; fi]4s of a nondeterministic-choice between C; and C; could be something like
Aw.[C1]gs(w) U [C2]lgs(w). Note that this approach does not need to consider schedulers explicitly.

Some high-level decision choices about nondeterminism arise when I develop a denotational
semantics for AppL. Nondeterminism itself is an important feature from two perspectives: (i) it
arises naturally from probabilistic models, such as the agent for a Markov decision process [13],
or the unknown input distribution for modeling fault tolerance [87], and (ii) it is required by the
common paradigm of abstraction and refinement' on programs [46, 111]. While nondeterminism
has been well studied for standard programming languages, the combination of probabilities and
nondeterminism turns out to be tricky. One substantial question is when the nondeterminism is
resolved. A well-studied model for nondeterminism in probabilistic programming is to resolve
program inputs prior to nondeterminism [45, 110, 111, 115, 116, 144]. This model follows a
commonplace principle of semantics research that represents a nondeterministic function as a
set-valued function that maps an input to a collection of possible outputs, i.e., an element in
X — ¢p(X), where X is a program state space and g(-) is the powerset operator. However, it is
sometimes desirable to resolve nondeterminism prior to program inputs, i.e., a nondeterministic
program should represent a collection of elements in (X — X). For example, one may want to
show for every refined version of a nondeterministic program with each nondeterministic choice
replaced by a conditional, its behavior on all inputs are indistinguishable. I call the common model
nondeterminism-last and the other nondeterminism-first.

Example 3.1. Consider the following program P where % represents nondeterminism.
if x thent =t+1lelset:=t—-1fi

Fig. 3.1illustrates the nondeterminism-last model: given an input t = 1, % is resolved as prob(0.5) in
the left box, whereas it is resolved as prob(0.8) in the right box. Fig. 3.2 then demonstrates the novel
nondeterminism-first model: x is resolved prior to the input, i.e., each resolution leads to a function
that maps an input to a probability distribution.

In §3.2, I present a domain-theoretic study of nondeterminism-first for probabilistic programs
with a countable state space. Technically, I propose a notion of generalized convexity (g-convexity, for

!Abstraction enables reasoning about a program through its high-level specifications, and refinement allows stepwise
software development, where programs are “refined” from specifications to low-level implementations.
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t=1 t=1
T T
t' = 2 wprob. 0.5 t' = 2 wprob. 0.8
t' =0 wprob. 0.5 t’ =0 wprob. 0.2
* resolved as prob(0.5) * resolved as prob(0.8)

Fig. 3.2: An example where x resolved before t is given. A box represents a probability distribution.

if x then if prob(}/2)thent:=0elset :=1fi
else if prob(l/s) thent:=0elset:=1fi fi

Fig. 3.3: A nondeterministic, probabilistic program.

short), which expresses that a set of state transformers is stable under refinements (while standard
convexity describes that a set of states is stable under refinements), as well as devise a g-convex
powerdomain that characterizes expressible semantic objects.

To achieve my ultimate goal of developing a denotational semantics, instead of restricting myself
to one specific model for nondeterminism, I propose a general algebraic denotational semantics
in §3.3, which can be instantiated with different treatments of nondeterminism. The semantics
is algebraic in the sense that it performs reasoning in some space of program states and state
transformers, while the transformers should obey some algebraic laws. For instance, the program
command skip should be interpreted as the identity element for sequencing in an algebra of
program-state transformers. In addition, the algebraic approach is a good fit for static analysis of
probabilistic programs.

The algebraic approach I take in this thesis is challenging in the setting of probabilistic program-
ming. In contrast, for standard, non-probabilistic programming languages, it is almost trivial to
derive a low-level denotational semantics once one has a semantics for well-structured programs
at hand. The trick is to first define the semantic operations as a Kleene algebra [33, 93, 97, 100],
which admits an extend operation, used for sequencing, a combine operation, used for branching,
and a closure operation, used for looping; then extract from the CFG a regular expression that
captures all execution paths by Tarjan [142]’s path-expression algorithm; and finally use the Kleene
algebra to reinterpret the regular expression to obtain the semantics for the CFG. However, this
approach fails when both probabilities and nondeterminism come into the picture. Consider the
probabilistic program with a nondeterministic choice x in Fig. 3.3. The program is intended to draw
a random value t from either a fair coin flip or a biased one. If one adopts the path-expression
approach, one ends up with a regular expression that describes a single collection of four program
executions: (i) t := 0 with probability 1/, (ii) t := 1 with probability /2, (iii) t := 0 with probability
15, and (iv) t := 1 with probability 2/3. The collection does not describe the intended meaning,
and does not even form a well-defined probability distribution—all the probabilities sum up to 2
instead of 1. Intuitively, the path-expression approach fails for probabilistic programs because it
can only express the semantics as a collection of executions with probabilities, whereas probabilistic
programs actually specify collections of distributions over executions.
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3.1 A Summary of Existing Domain-Theoretic Developments

To present the technical development of nondeterminism-first for probabilistic programs with
a countable state space, I will use a simplified notion of sub-probability measures. Let X be a
nonempty countable set. A distribution on X is a function A : X — [0, 1] such that X,cx A(x) < 1,
and the Dirac distribution §(x) for some x € X is defined as Ax’. [x = x’]. The set of all distributions
on X is denoted by D (X).

My development of models for nondeterminism makes great use of existing domain-theoretic
studies of powerdomains, thus in this section, I present a brief summary of them. I review
some standard notions from domain theory [2, 74, 114], as well as some results on probabilistic
powerdomains [82, 83] and nondeterministic powerdomains [45, 110, 111, 115, 116, 144].

3.1.1 Background from Domain Theory

Let P be a nonempty set with a partial order C, i.e., a poset. The lower closure of a subset A

is defined as |A & {x € P| Jdae A: x C a}. The upper closure of a subset A is defined as
def

TA={xeP|dacA:aC x}. Asubset A satisfying |[A = A is called a lower set. A subset A
satisfying TA = A is called an upper set. If all elements of P are above a single element x € P, then
x is called the least element, denoted commonly by L. A function f : P — Q between two posets P
and Q is monotone if for all x, y € P such that x C y, it holds that f(x) C f(y). A subset A of P is
directed if it is nonempty and each pair of elements in A has an upper bound in A. If A is totally
ordered and isomorphic to natural numbers, then A is called an w-chain. If a directed set A has a
supremum, then it is denoted by LT A.

A poset D is called directed complete or a dcpo if each directed subset A of D has a supremum
LITAin D. A function f : D — E between two dcpos D and E is Scott-continuous if it is monotone
and preserves directed suprema, i.e., f(LITA) = [T f(A) for all directed subsets A of D. We
denote the set of Scott-continuous functions from D to E, ordered pointwise, by [D — E]. If both
D and E have a least element, we say a function f € [D — E] is strict if f preserves the least

!
element. We denote the set of strict functions from D to E by [D il E].

Example 3.2. The natural numbers N with the usual order does not form a dcpo, because N itself as
a directed set does not have a supremum in N. One way to complete N is to add a distinguished top
element w such that n € w for alln € N.

Let D be a dcpo. For two elements x, y of D, we say that x approximates y, denoted by x < y, if

for all directed subsets A of D, it holds that y C | |T A implies x C a for some a € A. We define
def

VA={x€eD|JdaeA:x < a}andFA < {x e D|3Jae A:a< x}. Adcpo D is called continuous
if for every element x of D, the set {x is directed and x = || {x. A subset B of a dcpo D is said to
be a basis for D, if for every element x of D, the set {x N B is directed and x = |_|T({x N B). Every
continuous dcpo then obviously has a basis.

Example 3.3. The unit interval [0, 1] with the usual order forms a continuous dcpo, where the order
of approximation x < y is given by the usual number order x < y. The rational numbers Q N [0, 1]
can be seen as a basis for the unit interval.
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Let D be a dcpo. A subset A is Scott-closed if A is a lower set and is closed under directed suprema.
The complement D \ A of a Scott-closed subset A is called Scott-open. These Scott-open subsets
form the Scott-topology on D. The closure of a subset A is the smallest Scott-closed set containing A
as a subset, denoted by A.

Let X be a topological space whose open sets are denoted by O(X). A cover C of a subset A of X
is a collection of subsets whose union contains A as a subset. A sub-cover of C is a subset of C that
still covers A. The cover C is called an open-cover if each of its members is an open set. A subset
A is compact if every open-cover of A contains a finite sub-cover. A subset A is saturated if A is
an intersection of its neighborhoods (i.e., A’s open supersets). The saturation of a subset A is the
intersection of its neighborhoods. In dcpo’s equipped with the Scott-topology, saturated sets are
precisely the upper sets, and the saturation of a subset A is given by TA.

Let D be a dcpo. A nonempty subset of D is said to be a lens if it is the intersection of a Scott-closed
subset and a Scott-compact saturated subset. Lenses are always Scott-compact, and a canonical
representation for a lens L is given by L N TL. On lenses we can define the Egli-Miler ordering Cpyy,
by L1 Cgy Ly iff L1 C |Ly and Ly C TL;.

A continuous dcpo D is called coherent if, with the Scott topology, the intersection of any two
Scott-compact saturated subsets is also Scott-compact. The Lawson-topology on a dcpo D is
generated by Scott-open sets and sets of the form D \ Tx with x € D. The Lawson-topology on a
coherent dcpo is compact. Lenses are always Lawson-closed sets; thus, in a coherent dcpo, lenses
are always Lawson-compact sets.

I am going to use the following theorems in my technical development.

PROPOSITION 3.4 (KLEENE FIXED-POINT THEOREM). Suppose (D, E) is a dcpo with a least element
1, and let f : D — D be a Scott-continuous function. Then f has a least fixed point which is the
supremum of the ascending Kleene chain of f (i.e., the w-chain L T f(1) C f(f(L)) C --- C
(L) C -+ -), denoted by Ifp< f.

PROPOSITION 3.5 (COR. OF [74, HOFMANN-MISLOVE THEOREM]). Let X be a sober space, i.e., a
To-space where every nonempty closed set is either the closure of a point or the union of two proper
closed subsets. The intersection of a filtered family {A;}icr (i.e., the intersection of any two subsets
is in the family) of nonempty compact saturated subsets is compact and nonempty. In addition,
if such a filtered intersection is contained in an open set U, it holds that A; C U for some i € I.
Specifically, continuous dcpos equipped with the Scott-topology and coherent dcpos equipped with the
Lawson-topology are sober.

3.1.2 Probabilistic Powerdomains

Jones and Plotkin [83]’s pioneer work on probabilistic powerdomains extends the complete
partially ordered sets, which are pervasively used in computer science, to model probabilistic
computations. Let X be a nonempty countable set. We say that the set of all distributions on X,
denoted by D(X), is a probabilistic powerdomain over X. Distributions are ordered pointwise, i.e.,

ApCp Ay EVxeX: Ay (x) < Az(x). We define the probabilistic-choice of distributions A, A,
with respect to a weight p € [0, 1], written A; DBz, asp- A+ (1 —p) - Ay. The operation s
corresponds to the program construct “if prob(p) then --- else --- fi.”

The following theorems provide a characterization of the probabilistic powerdomains.
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PROPOSITION 3.6 ([82, 83, 110, 144]). The poset (D(X), Ep) forms a coherent dcpo with a countable

basis {2 1i-6(x;) | n € Z* Arpe QYA 2,1 < 1AXx; € X} It admits a least element Lp < 1x.0.
Moreover, @ is Scott-continuous for all p € [0, 1].

PROPOSITION 3.7 ([82, 144]). Every function f : X — D(X) can be lifted to a unique Scott-
continuous linear (in the sense that it preserves probabilistic-choice) map f : D(X) — D(X).

3.1.3 Nondeterministic Powerdomains

When nondeterminism comes into the picture, as I discussed at the beginning of this chapter, existing
studies usually resolve program inputs prior to nondeterminism [45, 84, 110, 111, 115, 116, 144]. I
call such a model nondeterminism-last, which interprets nondeterministic functions as maps from
inputs to sets of outputs. Let X be a nonempty countable set. A subset A of D(X) is called convex if
for all A7, Ay € Aand all p € [0, 1], we have A, DA €A The convex hull of an arbitrary subset
A is the smallest convex set containing A as a subset, denoted by conv(A). The convexity condition
ensures that from the perspective of programming, nondeterministic choices can always be refined
by probabilistic choices. The convex powerdomain 9 (X) over the probabilistic powerdomain
D(X) is then defined as convex lenses in D (X)—nonempty subsets of D(X) each of which is the

intersection of a Scott-closed subset and a Scott-compact saturated subset—with the Egli-Milner
def

order ACp BE AC |[BATA D B.
The following theorems provide a characterization of the convex powerdomains.

PROPOSITION 3.8 ([110, 144]). The poset (PD(X), Ep) forms a coherent dcpo. It admits a least

where Cis {r1 - Ay +1r3 - Ay | Ay € A A Ay € B}. Then the probabilistic-choice operation is lifted to a

. . f . . .
Scott-continuous operation as A Pp BE p-A+ (1- p)-B. Moreover, it carries a Scott-continuous

element Lp o {Lp}. Forry,ry € [0, 1] satisfyingr1 +r, < 1, we definery - A+ry - B “Cn TC

semilattice operation, called formal union, defined as A Yp B “Cn TC where C is conv(A U B).
The formal-union operation Y corresponds to the program construct “if x then --- else --- fi”
for nondeterministic choices.

PROPOSITION 3.9 ([144]). Every function g : X — PD(X) can be lifted to a unique Scott-continuous

linear (in the sense that it preserves lifted probabilistic-choice) map g : PD(X) — PD(X) preserving
formal unions.

Example 3.10. Consider the following program P where x can be refined by any deterministic
condition involving the program variable t:

if x thent =t+1lelset =t—-11fi

and we want to assign a denotation to it from X — PD(X), where the state space X = Q represents the
value of t. Fix an inputt € Q. The data actionst := t+1and t := t—1 then take the input to singletons
{8(t+1)} and {8(t — 1)}, respectively, in the powerdomain P D(Q). Thus the nondeterministic-choice
is interpreted as {6(t + 1)} Up {§(t — 1)}, which is {r - §(t +1)+ (1 —r)-6(t—1) | r € [0, 1]}, for
agivent € Q.
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3.2 Nondeterminism-First

In this section, I develop a new model of nondeterminism—the nondeterminism-first approach,
which resolves nondeterministic choices prior to program inputs—in a domain-theoretic way. This
model is inspired by reasoning about a program’s behavior on different inputs (as mentioned in the
beginning of this chapter), which requires nondeterministic functions to be treated as a family
of transformers (i.e., an element of p(X — X)) instead of a set-valued map (i.e., an element of
X — p(X)). As will be shown in this section, with nondeterminism-first, t := t+1andt =t —1
are assigned semantic objects {At. §(t + 1)} and {At. §(t — 1)}, respectively.

I first introduce a simplified notion of kernels on a countable state space, then propose a new
notion of generalized convexity (g-convexity, for short), and finally develop a powerdomain for
nondeterminism-first.

3.2.1 A Powerdomain for Sub-Probability Kernels

Let X be a nonempty countable set. A function k : X — D(X) is called a (sub-probability)
kernel. Intuitively, a kernel maps an input state to a distribution over output states. The set

of all such kernels is denoted by K (X) X - D(X). Kernels are ordered pointwise, i.e.,

k1 Cx k2 = Vx € X: K1(x) Cp K2(x).
THEOREM 3.11. The poset (K (X), Eg) forms a coherent dcpo, with L Ex. L p as its least element.

ProoOF. We equip X with the discrete topology. We then define X, = X U {L} with a distinguished
least element L and thus X, is a flat domain. Then X, is a bounded-complete domain.> The
Scott-compact subsets of X, are precisely finite subsets of X and all subsets that contain L. Thus
X, is coherent. By [2, Ex. 4.3.11.14], we know that X, is an FS-domain.3

By Proposition 3.6 we know that D (X) is coherent. Moreover, D(X) is also bounded-complete.
Thus, by [2, Ex. 4.3.11.14], D(X) is an FS-domain. By [2, Thm. 4.2.11], we know that [X;, — D(X)]
is an FS-domain.

Lets & Af.f and r % Ag.Ax.if x = L then L, else g(x). Thens : [X, — D(X)] — [X. —
DX)],r: [XL = DX)] — [X. 2 D(X)], and r o s is the identity on [X i D(X)], where
[A 2, B] stands for Scott-continuous functions from a dcpo A to a depo B that preserve the least
element. Hence [X, 2 D(X)] is aretract of [X;, — D(X)]. By [2, Prop. 4.2.12], we know that
[X. X, D(X)] is also an FS-domain.

For any f in [X — D(X)], we define a unique function g “ Ax.if x = L then Lp else f(x).
For any g in [X, i D(X)], we define a unique function f « Ax.g(x). Thus [X — D(X)] is
homeomorphic to [X =N D(X)], and we know that [X — D(X)] is also an FS-domain. By [2,

A continuous dcpo D with a least element is said to be a bounded-complete domain, if each bounded pair of
elements of D has a supremum.

3A dcpo D with a least element is said to be an FS-domain, if there exists a directed set {f; };cr of Scott-continuous
functions on D, where each f; is finitely separated from the identity on D, i.e., there exists a finite set M; such that for
any x € D there is m € M; with f;(x) T m C x, and |—|iTeI fi is the identity map on D.
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Thm. 4.2.18], we know that [X — D(X)] is coherent. Because the topology on X is discrete,
[X — D(X)] is precisely X — D(X). Thus we conclude that K (X) is coherent. O

Let W(X) “X - [0, 1] be the set of functions from X to the unit interval [0, 1]. We denote the

pointwise comparison by < and the constant function by 7 for any r € [0, 1]. If x is a kernel and
¢ € W(X), we write ¢ - k for the kernel Ax.¢(x) - k(x). If k1, ko are kernels and ¢1, P2 € W(X)
such that ¢1 +¢ < 1, we write ¢y - k1 +¢p5 - k5 for the kernel Ax. ¢y (x) -1 (x)+¢2(x) ko (x). More
generally, if {k;}icn is a sequence of kernels, and {¢;};cn is a sequence of functions in W(X) such
that 3°°, ¢;<1, we write 2.2, @i - ; for the kernel |_|TT1€Z+ 2, @i - ic;. Then we define conditional-

choice of kernels k1, ko conditioning on a function ¢ € W(X) as k3 #© K2 = ¢ k1 +(1-0¢)- K.
We define the composition of kernels k1, k5 as k1 ® ko E . Ax”. Seex K1 (x)(x") - ko (x")(x”).
LEMMA 3.12.

1. The conditional-choice operation +© is Scott-continuous for all ¢ € W(X).

2. The composition operation ® is Scott-continuous.

PROOF.

1. Monotonicity is obvious. It then suffices to show that for all directed set A C K (X),
y def

¢-(LUTA) = LlleA ¢ - k. Let’ = [ |T A. We conclude the proof by
I 00 k() =) | ||kt =@ - (| ")) = dx) -« (x),

for any x € X.

2. Monotonicity is obvious. We proceed with a discussion of the left and right continuity.
Left-Scott-continuity. For all directed set A € K (X) and all p € K (X), we want to show that

(LA ®p = I_Il€A Kk ®p. Letk’ £ | T A. Then it is sufficient to show that for all x and x” in
X, it holds that
D K () ()p() (") = le 2 2 KO ) p() (x"). (3.1
x'eX x'eX
Because A is directed and K (X) is ordered pointwise, the set {x(x) | x € A} is also directed in
D(X). By [83, Thm. 3.3], the right-hand-side of (3.1) equals ZX’GX(UleA k(x))(x)p(x")(x”).
We conclude the proof by k' (x) = I_Il <4 K(x) by the definition of «’.
Right-Scott-continuity. For all directed set A € K (X) and all p € K (X), we want to show that

p®(LUTA) = |_|l€A p®k. Letk’ £ | |T A. Then it is sufficient to show that for all x and x” in
X, it holds that
> P ) () =L, DT P (). (32)
x'eX x'eX
Because A is directed and K (X) as well as D (X) are ordered pointwise, the set {Ax".k(x") (x”) |
k € A} is directed and bounded. By [83, Thm. 3.1], the right-hand-side of (3.2) equals
Sierex P(x) (x))( LT Ax’.k(x")(x”))(x"). We conclude the proof by the fact Ax’.x’(x")(x”) =

KEA
|_|le A Ax' .k (x")(x”) from the definition of x’.



3.2. NONDETERMINISM-FIRST 25

3.2.2 Generalized Convexity

As shown in §3.1.3, nondeterminism-last is captured by convex sets of distributions. However, a
more complicated notion of convexity is needed to develop nondeterminism-first semantics over
kernels. Let X be a nonempty countable set. Every semantic object should be closed under the

conditional-choice +© for every function ¢ € W(X). The operation Y corresponds to the program

. . ) f . .
construct “if ¢ then --- else --- fi.” Recall that the definition $ K2 E ¢p-k1+(1—¢) Kyis
similar to a convex combination, except that the coefficients might not only be constants, but can
also depend on the state. I formalize the idea by defining a notion of g-convexity.

Definition 3.13. A subset A of K (X) is called g-convex, if for all sequences {x;}icny € A and
{di}tien € W(X) such that X7, ¢; = 1, it holds that 2.2, @i - x; is contained in A.

I now show that some domain-theoretic operations preserve g-convexity.

LEMMA 3.14. Let A be a g-convex subset of K (X). Then

1. The saturation TA and the lower closure | A are g-convex.

2. The closure A is g-convex.

PROOF.

1. Straightforward by the fact that for any {¢; }ien € W(X), and any {x;}ien € K(X), {pi}ien C
K (X) satisfying that k; g p; for all i € Z*, it holds that 220 ®i ki Cx X2, ®i - pi

2. The Scott-closure of A can be obtained by A={I"B| B C |A, B directed} [144]. For any
{ki}ien C A, there are directed subsets B; of |A such that k; = | |TB; for all i € N. For any
{¢i}ien € W(X) such that 3, ¢; = 1, we have

e} T n
LTINS S
i=1 i=1

n

= |_|,T1€Z+ ; bi - (|_|TBi)

T 7
= |rez le L] e, Pi" Pi
i=

_ 1 S

- |_|neZ+|_|Vi:pieBi le bi - pi
i=

_ TN,

- |_|Vi:pieBi nezZ* le bi - pi
i=

= |_|\1';/l.2pi€Bi Zl ¢l ' pi’

1=

where 3 °, ¢; - p; is indeed contained in |A by its g-convexity and hence {X°; ¢; - p; | Vi:
pi € B;} is a directed subset of |A, thus X7, ¢; - k; is contained in A.
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The g-convex hull of a subset A of K (X) is the smallest g-convex set containing A as a subset,
denoted by gconv(A). Intuitively, gconv(A) enriches A to become a reasonable semantic object
that is closed under arbitrary conditional-choice.

Below are some properties of the gconv(-) operator.

LEMMA 3.15. Suppose that A and B are g-convex subsets of K (X). Then {k ¢<> plkeAANpeB}
is g-convex for all functions ¢ € W(X).

PrROOF. Let {n;}ien be any sequence in {x ¢<> p|lke€AANpEB}, and n; = k; ¢<> pi such that
ki € A, p; € Bforalli € N. For any {t;}ien € W(X) such that 32, 1; = 1, we have

glpi"?i = leZ+§¢i-ni
= ez g i - (xi 4 pi)
= |_|Ilez+§¢i (¢-ri+(1-¢)-pi)
LI g((wicp) i+ (i~ i) - p)
=L (é}(w) K+ g(wi ~ Pich) - pi)
LI g(wifp) S gnl](wi —pid) -y
~ 0Lz Dot =)oz Do

I(le)i"ci D i pil-
i=1 i=1

Because A and B are g-convex, we know that 3° 1;-x; € Aand X2, ;- p; € B. Hence X2, ;-1
is contained in {x P | k € AAp € B}. O

<

COROLLARY 3.16. If A and B are g-convex, then gconv(A U B) is given by {1 $O K2 | k1 € ANKy €
BA ¢ e W(X)}.

PROOF. It is straightforward to show that gconv(A U B) is a superset of {x $O K2 | k1 € AAKy €
B A ¢ € W(X)}. Then it suffices to show this set is indeed g-convex. We conclude the proof by
Lemma 3.15. O

For a finite subset F of K (X), as an immediate corollary of Corollary 3.16, by a simple induction
we know that gCOTlU(F) = {ZKEF ¢K 'K | {d)K}KEF - W(X) A ZKGF ¢’K = 1}-

LEMMA 3.17. For an arbitrary A C K (X), it holds that

geonv(A) = {i ¢i - xi | {xitien € AN A{Pi}ien € W(X) A i $i = i} : (3-3)
i=1 =1
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PrOOF. It is straightforward to show that gconv(A) is a superset of the right-hand-side of (3.3).
Then we want to show the right-hand-side is indeed g-convex, which indicates the desired equality
by the definition of gconv(A).

Suppose {k;}icn is a sequence in the right-hand-side of (3.3). Then for all i € N, there exist
{xij}jen € A and {¢; ;}jen such that 2121 $ij=1andx; = Z]f’il @i - x; ;. It is sufficient to show
that for all {¢;};en, the kernel X°, ¢; - k; is contained in the right-hand-side of (3.3). We have

0 n
qu’i"fi = leZ+Z¢’i'Ki
i=1 i=1
n [e'e]
= |_|,T1€Z+ le o - le i K
i= j=
T < 1 n
= |_|neZ+ le bi- | ez le bij-Kij
i= j=
= |_|IIEZ+,m€Z+ Z (¢i¢i,j) " Kij-

1<i<n,1<j<m

Let 6 : NxN — N be an arbitrary bijection. Let pi « K j and i « $i¢p: j such that (i, j) = 071 (k).
Then 207, e = 232) 32y Yoy = 22y D2y bidbij = 2 bi X2y iy = 22, hi- 1= X2, i =

1. We now have

1 1
nezemeze  2u  (@Gidi) Kii=| Lipenes 20 Won  Pody

1<i<n,1<j<m 1<i<n,1<j<m

which is indeed contained in the right-hand-side of (3.3). The second last equation of the derivation
above is established as follows:

* To show |—|Ile2+,mez+ 2i<i<ni<j<m Yo(ij) * Po(ij) EK I_IZTGZ+ S Wk - pr: Fixn, € Z* and
m, € Z*. Letl, = maxi <i<n,,1<j<m, @(i, j). Then we conclude by X1<i<n, 1<j<m, Po(i,j) -
Po(ij) Ex 22‘;1 Y+ P

* To show |_|ZT€Z+ Si_ k- pr Ck |_|,T162+,mez+ Ti<icni<j<m Wo(ij) - Pocij): Fix l, € Z*. Let
o « maxi <k<i, 01 (k).fst and m, « maxi <k<i, 0~1(k).snd. Then we conclude by Zi{"zl Py -
Pk Ex 2i<i<n,,1<j<m, Yo(i,j) * PO(i,j)-

m|

LEMMA 3.18.

1. For an arbitrary A C K (X), it holds that gconv(A) = gconv (Z)
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2. If {A;}ier is a directed collection of Scott-closed subsets of K (X) ordered by set inclusion, then

geonv (Uier Ai) = Ujer gconv(Ay).

PROOF.

1. The C-direction is straightforward. For the 2-direction, we have

gconv( ) {Z i xci | {xitien €A A {Pitien € W(X) A Zd’l - 1}

def

by Lemma 3.17and A = {||T B | B C |A, B directed} [144]. Letk = 2.2, ¢i -k be an element

of gconv ( ) where {x;}ien C A. Then for all i € N, there exists a directed B; C | A satisfying
= ||T B;. Then we have

|_|neZ+ Z bi - |_|TBi
= iz Z L
nez+|_|vl pleBlZ@ pi
= |—|Vl -pieB; |_|n€Z+ Z}d’i - pi
= |_|\T7’i:pi€Bi g} bi - pi-
Because p; € B; C |A, there exists n; € A satisfying p; Cx n; for all i € N, and thus

221 ®i - mi € geconv(A). We also know that 32, ¢; - p; Cx X2, ¢i - my, thus X2, i - p; €
lgconv(A). Therefore 32, ¢; - k; € gconv(A). By gconv (Z) C gconv(A) we conclude that

gconv( ) C gconv(A).

2. For the D-direction, we have

Vi e I: gconv U Ai) D gconv(A;)

(User
= VieI:gconv (Uie]Ai) 2 m
= gconv (UleJAl) D [gconv(A )
= gconv (UleIAl) IgconU(A ).
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For the C-direction, we know that

gconv (UieIAi) = {Z dj - 1j | {xjtjen € U A AMjtjen SWX) A D s = i} ;
p=

=1

by Lemma 3.17. Let k “ 2}21 ¢; - kj be an element of gconv (Uier A;) where
{kj}jez+ © Uier Ai. For all n € Z¥, because {A;}ic; is directed, there exists A,

satisfying {k1, - ,kn} C Aom. Thus X7, ¢; - x; € geonv (Aom)). By the definition

of Scott-closure, we know that Ulez+ Z’J?zl ¢; - kj € Ujer geonv(A;). Thus k is con-

tained in Ujer gconv(4A;) and gconv (Ujer Ai) € Uier gconv(A;). Hence we conclude that
geonv (Uier Ai) € Uier geconu(A;).

O

LEMMA 3.19. Let A and B be Scott-compact g-convex subsets of K (X). Then gconv(A U B) is also
Scott-compact.

PrROOF. The unit interval [0, 1] equipped with its usual linear order forms a Scott-compact
topology. By Tikhonov’s theorem,* we know that X — [0, 1] = [0, 1]¥ with the product topology is

a Scott-compact space. Hence I' « {(¢p,1-¢) | ¢ € W(X)} is also a Scott-compact space. The map
from T' X K (X) X K (X) to K (X) defined by ((¢p, 1 — ), x1,x2) > K1 5O K2 is Scott-continuous. By
Corollary 3.16 we know that gconv(A U B) is precisely the image of the Scott-compact set ' X A X B.
Because Scott-continuous functions preserve Scott-compactness, we conclude that gconv(A U B) is
also Scott-compact. O

I now turn to discuss some separation properties for g-convexity.

LEMMA 3.20.

1

2.

3.

If A € K(X) is g-convex, then for all x € X, the set {k(x) | k € A} is convex.
If A € K (X) is Scott-compact, then for all x € X, the set {k(x) | k € A} is Scott-compact.

If A € K(X) is Scott-closed, then for all x € X, the set {x(x) | k € A} is Scott-closed.

PROOF.

1.

3.

Let x € X, k1,k € A, and p € [0,1]. We want to show that p - k1(x) + (1 — p) - k2(x) €
{r(x) | kK € A}. Let ¢ < Ax. p- Then k; pOK2EA because of g-convexity. We conclude the
proof by (k1 ;O x2) (x) = p(x) - k1(x) + (1 = P(x)) - ka(x) = p - k1(x) + (1 = p) - k2 (x).

. Let x € X. Let F(k) < k(x) be a map from K (X) to D(X). Because F is Scott-continuous

and Scott-continuous functions preserve Scott-compactness, we conclude that F(A) is Scott-
compact because A is Scott-compact.

Straightforward by the fact that K (X) = X — D(X) and K (X) is ordered pointwise.

4Let {(Xy, To) faen be a collection of topological spaces. Then []yep Xy is compact iff X, is compact for all @ € A.
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O

LEMMA 3.21. Let us consider subsets of K (X). Suppose that K is a Scott-compact g-convex set and
A is a nonempty Scott-closed g-convex set that is disjoint from K. Then they can be separated by a
g-convex Scott-open set, i.e., there is a g-convex Scott-open set V including K and disjoint from A.

Proor. We claim that there exists x € X such that K(x) N A(x) = 0.

If not, then for all x € X there is K(x) N A(x) # (. Hence we can define a kernel k such that
k(x) € K(x) N A(x) for every x. We want to show that k € A and k € K. This follows from
g-convexity of A and K: suppose k(x) = k,(x) such that k, € K for all x, then k = X ex(Ax’.[x =
x']) - ky. This contradicts the fact that K and A are disjoint.

Let x € X such that K(x) N A(x) = 0. By Lemma 3.20(ii) (iii) we know that K (x) is Scott-compact
and A(x) is Scott-closed. By [144, Thm. 3.8] we know that there exist a Scott-continuous linear

map F and a number a in R}, such that F(u) > a > 1 > F(v) for all g in K(x) and v in A(x). Let
def

V = {k | F(x(x)) > a} be a Scott-open subset of K (X). Then we know that K CVand ANV = 0.
Then it suffices to show that V is g-convex. For any {k;};eny € V and {¢;}ien € W(X) such that
>, ¢i = 1, we have

8

F ((Z ” Kl-) (x)) =¥ (i e -m(x))

i=1 i=1

=F ( D dilx) - Kl-<x>)
i=1

=| ' _.F (Z bi(x) - Kl-<x))
i=1

=L T ST i) - Fli(x)
i=1

> a,
hence 372, ¢i - k; € V. O
LEMMA 3.22. If K € K (X) is nonempty and Scott-compact, then gconv(K) is Scott-compact.

ProoF. It suffices to show that any open-cover of K is an open-cover of gconv(K). Let C be an
open-cover of K. Let U = |JC. If gconv(K) is not contained in U, then by Lemma 3.17, there

exist {x;}ien € K and {¢;}ien € W(X) such that 32, ¢; = iandk & 22, ¢i - x; € geonv(K) \ U.
Let A = |k be a Scott-closed set, then A is disjoint from U, and thus disjoint from K. Similar
to the proof of Lemma 3.21, we claim that there exist x € X and a Scott-continuous linear map

F and a number a € RY, such that F(u) > a > 1 > F(v) for all y in K(x) and v € A(x).
Then F(k(x)) = F((S2, ¢i - 1) (%) = F(ZZ, $i(x) - 1:(x) = LU, F(SE, di(x) - wi(x) =
|_|rTl€Z+ ¢i(x) - F(ki(x)) > a > 1, but because k € A we also have F(k(x)) < 1. We then conclude
the proof by contradiction. m|
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3.2.3 A g-convex Powerdomain for Nondeterminism-First

From the literature, a Plotkin powertheory [2] is defined by one binary operation Y, called formal
union, and the following laws: (i) AYB = BY A, (ii) (AYB)YC = AY (BYC), and (iii)
AY A = A, for all objects A, B, C in the powerdomain. Intuitively, the formal union Y represents
nondeterministic-choice. Moreover, the formal union induces a semilattice ordering: A < B if
AY B = B. The semilattice ordering is usually not interesting from the perspective of domain theory,
however, it is instrumental to describe the relation between conditional-choice and nondeterministic-
choice—A & B < AU B for all semantic objects A, B—a nondeterministic-choice should abstract
an arbitrary (possibly probabilistic) conditional-choice.

Let X be a nonempty countable set. As nondeterminism-first interprets programs as collections of
input-output transformers, I want to develop a powerdomain on K (X), i.e., kernels on X. To achieve
this goal, I need to (i) identify a collection of well-formed semantic objects in (K (X)), which
admits a formal-union operation described above, (ii) lift conditional-choice ,& and composition
® on kernels to the powerdomain properly, and (iii) prove the powerdomain is a dcpo and the
operations are Scott-continuous.

Inspired by studies on convex powerdomains [2, 110, 144], I start with the following collection

def

GK(X) = {S € K(X) | S a nonempty g-convex lens}

def

to be the set of all g-convex lenses of K (X) ordered by Egli-Miler order AE; B=A C |[BATA 2 B.
Recall that a lens of K (X) is a nonempty subset of K (X) that is the intersection of a Scott-closed
subset and a Scott-compact saturated subset. I call GK (X) a g-convex powerdomain over kernels
on X.

The following theorem establishes a characterization of g-convex powerdomains.

THEOREM 3.23. (GK (X), Eg) forms a dcpo, with a least element Lg e {1k}

ProOF. It is straightforward to show that (GK (X), C¢) forms a poset and L is the least element.

Then it suffices to show the powerdomain admits directed suprema. For a directed collection
def

A ={Ai}tier € GK(X), we define |_|iT€I A; = Uier LAiNNier TAi. We now show I_II.TGI A; is indeed
the least upper bound of A.

We already know % (X) is coherent by Theorem 3.11. Observe that |_|l.Te ;A = Uer lAin
Nier TAi = Nier (Uier TAi N TA;), and {U;cr TA;i N TA;}ier is a filtered family of nonempty lenses,
or more generally, nonempty Lawson-closed subsets thus nonempty Lawson-compact subsets

because of the coherence of K (X). By Proposition 3.5 we know the filtered family admits a
1

ier
and the g-convexity of A;’s. In this way we show that |_|l.Te 1 Ai € GK(X).

nonempty intersection. Thus | |._. A; is a nonempty lens that is indeed g-convex by Lemma 3.14

def

Let B = |_|l.Te ; Ai. To show that B is the least upper bound of A, we claim that |B = U |A;
and TB = Njer TA;. If so, then B is obviously an upper bound of A and if A; Cg B’ for alli € 7,
then |A; C |[B’and TA; 2 1B  foralli € 7, thus |B = Uier JA; € B and 1B = Nier TA;i 2 TB/,
thus B Cg B’. Since B’ is arbitrarily chosen, we can conclude that B is the least upper bound of A.
We adapt a proof approach from Tix et al. [144]’s work as follows.
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* To show |B = U;er |A;: Inclusion is obvious. For the reversed inclusion, it is sufficient to show
B 2 Uier lA; since | B is Scott-closed. Fix x € |A; for some i € 7. Then there exists y € A;
such that x Cg y. For all j € I satisfying A; T Aj, there exists z € A; such that y Cg z.

Therefore Tx N Uier JAi N TA; # 0. Again a filtered family of nonempty Lawson-compact sets
admits a nonempty intersection by Proposition 3.5, we have Tx N Ujer JAi N Njer TAj # 0,
i.e., Tx N B # 0, thus x € |B.

* To show TB = N;er TA;: Inclusion is obvious. For the reversed inclusion, fix x € Nier TA;.

Then we have |x N Uier JAi N TA;j # 0 for all j € 7. By a similar reasoning to the previous
case we have |x N Uier JAi N Njer TAj # 0, ie., [x N B # 0, thus x € TB.

O

I now lift conditional-choice +© (where ¢ € W(X)) and composition ® for kernels to the
powerdomain GK (X) as follows.

def

A¢OGB:{a¢<>b|aeA/\beB}nT{a¢<>b|aeA/\beB}

A®BE geconu({a®b|acAAbeB)) NTgconv({a®b|acAAbeBY})

The operations construct nonempty g-convex lenses by Lemmas 3.14 and 3.22. As conditional-
choice and composition operations are Scott-continuous on kernels, the lifted operations are also
Scott-continuous in the powerdomain.

LEMMA 3.24. The operations ¢<>G and ®¢ are Scott-continuous for all ¢ € W(X).
Proor. The only nontrivial part of the proof is to show ®; preserves directed suprema. Firstly

we claim that | (A ®; B) = gconv({a®b|a€ |[AAb e |B}) and T(A ®; B) = Tgconv({a®b |
a€TAAD€B}). Let'swrite AQ Bfor {a®b |ae€ AAD € B}.

* To show | (A®gB) = gconv(|A ® |B): Inclusion is obvious. For the reversed inclusion, we have

gconv(JA ® |B) C gconv(|(A® B)) = gconv(|(A ® B)) = gconv(A ® B) = gconv(A® B) C
(A ®; B) by Lemma 3.18(i) and Lawson-compactness of A ®; B.

* To show T(A ®g B) = Tgconv(TA ® TB): Inclusion is obvious. For the reversed inclusion, we
have Tgconv(TA ® TB) C Tgconv(T(A ® B)) C Tgconv(A ® B) C T(A ®¢ B).

Then it suffices to show that ®¢ is Scott-continuous in the space of down-closures (i.e., {|A | A €
GK(X)}), as well as in the space of up-closures (i.e., {TA| A € GK(X)}).

* Let a directed family {A; };c; (ordered by inclusion) and B be nonempty Scott-closed g-convex

subsets of K (X). We want to show that gconv(U;er A; ® B) = Ujer gconv(A; ® B), i.e., the

left-Scott-continuity.  Indeed, we have gconv(Uicr A; ® B) = gconv(Ujer A;® B) =
geonv((Uier A) ®B) = geonv((Uier A)) ®B) = geonv(Uier (Ai ® B)) =

Usjer gconv(A; ® B) by Lemma 3.18 and Scott-continuity of ® from Lemma 3.12(ii).
The right-Scott-continuity is proved in a similar way.
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* Let a directed family {A;};c; (ordered by reversed inclusion) and B be nonempty Scott-
compact saturated g-convex subsets of K (X). We want to show that Tgconv((Nier A;) ® B) =
Nier Tgconv(A; ® B). Inclusion is obvious. For the reversed inclusion, choose any g-
convex Scott-open set U containing Tgconv((M;er A; ® B). As every g-convex Scott-compact
saturated subset of a dcpo is the intersection of its g-convex Scott-open neighborhoods
(by Lemma 3.21), it suffices to prove that N;c; Tgconv(A; ® B) is contained in U. Observe
that gconv((Nier A;) ® B) C U and also (Nier A;)) ® B C U, as ® is Scott-continuous by
Lemma 3.12(ii) and (M;c; A; and B are Scott-compact saturated, we know that (;c; A; and
B have Scott-open neighborhoods V and W respectively such that V@ W C U. Because
Mier Ai €V, by Proposition 3.5 we know there is an i, € 7 such that A; € V. Therefore
Ai, ® BCV®W C U, and because U is g-convex, we know gconv(A;, ® B) C U. Recall that U
is Scott-open, we conclude that (;c; Tgconv(A;®B) C U. The right-Scott-continuity is proved
in a similar way.

O

Finally, I define a formal union operation Yg as in Proposition 3.8 to interpret nondeterministic-
def —=

choice as AYg B = C N TC where C is gconv(A U B).

LEMMA 3.25. The formal union Gg is a Scott-continuous semilattice operation on GK (X).

PRrOOF. It is straightforward to show that Y is idempotent, commutative, and associative, i.e.,
Yg is a semilattice operation. Similar to the argument in the proof of Lemma 3.24, it suffices to
show the Scott-continuity of J; with respect to lower closures as well as upper closures.

* Let a directed family {A;},c; (ordered by inclusion) and B be nonempty Scott-closed g-

convex subsets of K (X). We want to show gconv(U;esr Ai UB) = Uier gconv(A; U B).

Indeed, we have gconv(Uicr Aj UB) = gconv(Uier AiUB) = gconv(Ujer AjUB) =
geonv(Uier A; U B) = gconv(Uier (A; U B)) = Uier gconv(A; U B) by Lemma 3.18.

* Let a directed family {A;};c; (ordered by reversed inclusion) and B be nonempty Scott-
compact saturated g-convex subsets of K (X). We want to show that Tgconv((Nier Ai) UB) =
Nier Tgconv(A; U B). Inclusion is obvious. For reversed inclusion, it suffices to show that for
every open set U that is a neighborhood of Tgconv(((N;cr Ai) U B), we have that U contains
Nier Tgconv(A; U B) as a subset by Lemma 3.21. Observe that gconv((Nier A;) UB) C U
thus (Njer A;)) U B C U. Since N;es A; and B are Scott-compact saturated sets, there exist
Scott-open neighborhoods V and W of (N;cr A; and B, respectively, such that V UW C U.
Then by Proposition 3.5 we know that there exists i, € 7 such that A; C V by the fact that
Nier Ai € V. Thus A;, UB € VUW C U. Recall that U is g-convex, we have gconv(A;, UB) C U.
Moreover, U is Scott-open, thus saturated, hence we conclude that (M;c; Tgconv(A; U B) C U.

O

Example 3.26. Recall the probabilistic program P in Example 3.10:

if x thent =t+1lelset =t—-11fi
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the state space X is Q, and we want to show that for any probabilistic refinement P, of P (i.e., x is
refined by prob(r)), for input values ty, ty of t, we have [Er;~A1,t;~A2 [t] — t5] = t1 — ta, where the
program P, ends up with a distribution A, starting with t =ty and Ay with t = ts.

With the g-convex powerdomain GK (X) for nondeterminism-first, t '==t+ landt :=t — 1 are
assigned semantic objects {At. 6(t + 1)} and {At. 8(t — 1)}, respectively. Thus the nondeterministic-
choice is interpreted as a subset of {At. §(t + 1)} Y {At. §(t — 1)}, which is {k, | r € [0, 1]}, where
kK =At.7-8(t+1)+(1—r)-8(t—1) is the kernel for the deterministic refinement P, of P. Therefore
for every r € [0,1], we have E¢<a,e~a,[t] = 6] = Eejnie,(61),65 0, (62) [£1] = Bty oscy (02), 0~ (1) [E] =
(rt+1)+Q-r)(t1-1) = (r(2+ D)+ (1-r)(t2 - 1)) =t1 — ta.

In contrast, if one started with the convex powerdomain PD(X) reviewed in §3.1.3 for
nondeterminism-last, we would obtain the semantic object At. {r-6(t+1)+(1-r)-6(t—1) | r € [0,1]}
for the program P, as shown in Example 3.10. Now the refinements of P include some k such that
k(t1) =0.5-8(t1+1)+0.5-8(t; — 1) and k(t3) =0.3-8(t3+1) +0.7 - §(t — 1), thus we are not
able to prove the claim E[t] —t}] = t; — to.

3.3 Algebraic Denotational Semantics

The operational semantics described in §2.3 presents a reasonable model for evaluating single-
procedure probabilistic programs without nondeterminism. In this section, I develop a general
denotational semantics for CFHGs (introduced in §2.2) of multi-procedure probabilistic programs
with nondeterminism. The semantics is algebraic in the sense that it could be instantiated with
different concrete models of nondeterminism, e.g., nondeterminism-last reviewed in §3.1.3, as
well as novel nondeterminism-first developed in §3.2.3. I also show the denotational semantics is
equivalent to the operational semantics in §2.3 if we suppress procedure calls and nondeterminism
in the programming model.

3.3.1 A Fixpoint Semantics based on Markov Algebras

The algebraic denotational semantics is obtained by composing Ctrl(e) operations along hyper-
edges. The semantics of programs is determined by an interpretation, which consists of two parts:
(i) a semantic algebra, which defines a set of possible program meanings, and which is equipped
with sequencing, conditional-choice, and nondeterministic-choice operators to compose these
meanings, and (ii) a semantic function, which assigns a meaning to each data action act € Act. In
my thesis, I propose Markov algebras as the semantic algebras:

Definition 3.27. A Markov algebra (MA) over a set Cond of deterministic conditions is a 7-tuple
M= (M,Cy, ®um, o<y M, L, 1p), where (M, Cy,) forms a dcpo with Ly, as its least element;
(M, ®y, 1) forms a monoid (i.e., ®), is an associative binary operator with 1, as its identity
element); ,O yisa binary operator parametrized by a condition ¢ € Cond; Yy, is idempotent,
commutative, associative and for all a,b € M and ¢ € Cond it holds that a oy b<yaYyb
where < is the semilattice ordering induced by Yy, (i.e., a <y bif a"y b = b); and ®y, o< OM
are Scott-continuous.

Example 3.28. Let Q be a nonempty countable set of program states and Cond be a set of deterministic
conditions, the definition and meaning of which are given in §2.2 and §2.3.
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1. The convex powerdomain PD(Q) admits an MA (Q — PD(Q),Cp, ®p, o< p> Yp, ip, 1p),

where Cp, Up, Lp are pointwise extensions of Cp, Yp, Lp, defined in §3.1.3, andg ®ph E hog
def

where h is given by Proposition 3.9, g ,Op, h B Aw.g(w) [[@]](w)@p h(w), as well as 1p =
Aw. {§(w)}.

2. The g-convex powerdomain GK (Q) admits an MA (GK (Q), Cg, Qq, o Y6 La 1), where
L6, ®6, > Y96, La come from §3.2.3,%> and 1 < {Aw. §(w)}.

Definition 3.29. An interpretation is a pair & = (M, [-]”), where M is an MA and [-]” : Act —
M. We call M the semantic algebra of the interpretation and [-]” the semantic function.

Example 3.30. We can lift the interpretation of data actions defined in Fig. 2.2 to semantic
functions with respect to convex or g-convex powerdomains—P = (PD(Q), []?) with [act]? =
rw. {[act](w)} and € = (6K (Q), []%) with [act]? £ {[act]}.

entry

Given a probabilistic program P = {H;}1<i<, where each H; = (V;, E;,v; ", vait) is a CFHG,
and an interpretation .# = (M, [-]7), I define .7 [P] to be the interpretation of the probabilistic
program, as the least fixpoint of the function Fp, which is defined as

Sy {HM i), - ,8w) | e = (@, {wr, - ,ue}) € Ef v #vE* forall i

1m otherwise

where CTr\Z(e) for different kinds of control-flow actions is defined as follows:

def

seqlact] (51) = [act]” @y S, cond[®](S1,S2) S <y 52
calll[i — j1(51) & (™) @ 51
The least fixpoint of Fp exists by Proposition 3.4 as well as the following lemma. Hence the

semantics of the procedure Hj is given by [H;]gs = (lfpivi F p)(vfntry).

. . . . . . def
LEMMA 3.31. The function Fp is Scott-continuous on the dcpo (V — M, Cy,) with 1y = Av.Ly as
the least element, where Ty is the pointwise extension of Cyy.

ProoF. Appeal to the Scott-continuity of the operations ®u, ,& o and Oy m|

3.3.2 An Equivalence Result

To justify the denotational semantics proposed in §3.3.1, I go back to the restricted programming
language used to define the operational semantics in §2.3. If we suppress the features of multi-
procedure and nondeterminism, we should end up with a semantics that is equivalent to the
operational semantics [-]os on a countable state space Q (with the powerset p(Q) as the o-algebra).

5The conditional-choice is actually interpreted as [[q)]]oG in the powerdomain.
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LEMMA 3.32. Let P = (V, E, v®™, v®%) be a deterministic single-procedure probabilistic program.
1. If we interpret P using P = (Q — PD(Q), []7), we will have [P]gs = Aw. {[P]os(w)}.
2. If we interpret P using © = (GK (Q), [-]%), we will have [P]gs = {[P]os}-

ProoF. It is sufficient to show that

hoo. sup {==n} (M, @) = (fp3E, Fp) (™),
nezZ* '

and we are instead going to show for all n € Z* and v € V the following holds
Aw. =, ((v, w)) = Fp(Av.Lg)(v).

By induction on n, the base case is straightforward because both sides equal L. Suppose that for
some n, the equality holds for all v € V. Then for all v € V, we want to show that

Aw.~n (v, ) = Fp*H (Av. Lx) (v). (3.4)

* If v is not associated with any edges, then —,11 ((v, w))(w’) = [w = w’] for all w and w’.
The right-hand-side of (3.4) equals Fp(Fj(Av.Lk))(v) and by the definition of Fp we know it
is equal to Aw.Aw’.[w = w’].

e If vis associated with e = (v, {uy, - - - , ux}), then we know Aw.—, ({u;, w)) = F3(Av.Lg)(u;)
for all i by induction hypothesis.
- If Ctrl(e) = seq[act], then the right-hand-side of (3.4) equals [act] ® Fj(Av.Lg)(u1). The
left-hand-side of (3.4) is

Aw. Aw'. Z (v, w) (1) - (1) (@)
= Aw.Aw’. > [act](w)(w”) - ==, ((ur, 0”)) (o)
= [act] ® Fp(Av.Lg)(u1).

- If Ctrl(e) = cond[¢], then the right-hand-side of (3.4) equals Fj(Av.Llg)(uy) [MO
F3(Av.L1g)(uz). The left-hand-side of (3.4) is

Aw.Aw'. D =5 (v, @))(T) - == (T) (@)

= 2040 D [0](@) - 8(@)(@) - < (a1, ")) (@)

wl/

+ 351 [Pl (@) - 6(@) (@) - =0 ({2, ")) (@)

= Aw. 20" ([e](w) - —=n((u1, @) (@) + (1 = [@] (@) - —=n({u2, 0)) (@)
= 2w A0’ ([P](®) - F3(w. L) () (@) (@) + (1 - [0] (@) - FA(Av. L) (u2) (@) (@)
= Fp(Av.Lg)(u1) [0 Fp(Av.Lg)(uz).

Thus we conclude the proof.
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3.4 Discussion

3.4.1 Continuous Distributions

One important feature of probabilistic programming that is missing from the development of
nondeterminism-first in this chapter is continuous probability distributions, such as Normal
distributions. Notions from measure theory, such as measures and kernels, are extensively used
to model continuous distributions in probabilistic programming. Kozen [98] studied the relation
between deterministic probabilistic programs and continuous distributions via a metric on measures.
Many approaches used probability kernels [99, 139], sub-probability kernels [16], and s-finite
kernels [14, 140]. A different approach used measurable functions A — D(R* x B) where D(S)
stands for the set of all probability measures on S [141]. Ehrhard et al. [48] provided a category
Cstab,, on stable and measurable maps between cones, and used it to give a denotational semantics
for probabilistic PCF. Heunen et al. [69] proposed quasi-Borel spaces that form a new formalization
of probability theory replacing measurable spaces, and later Vakar et al. [145] extended quasi-Borel
spaces to give a denotational semantics for statistical Fixed-Point Calculus (FPC) [56].

However, those measure-theoretic developments do not work properly when nondeterminism
comes into the picture. To overcome this challenge, people have been adapting domain-theoretic
results to incorporate nondeterminism-last models. Mclver and Morgan built a Plotkin-style
powerdomain over probability distributions on a discrete state space [110, 111]. Mislove et
al. [115, 116] studied powerdomain constructions for probabilistic CSP. Tix et al. [144] generalized
Mclver and Morgan’s results to continuous state spaces, and construct three powerdomains for the
extended probabilistic powerdomains. Although there has been a lot of work on this direction, one
has to keep in mind that the domain-theoretic notion of “continuous” distributions is different from
the notion in measure theory—instead, the domain-theoretic studies are focused on computable
distributions. In other words, real numbers are realized by some computable models, such as partial
reals [49]. These models would become unsatisfactory when one wants to observe a random value
drawn from a continuous distribution, e.g., the meaning of “x ~ NorMAL(0, 1);if x = O then - - - fi”
may not be expressible. There has also been some work on domain-theoretic characterizations of
measure-theoretic notions. Smolka et al. [139] presented a continuous dcpo on probability kernels
for probabilistic networks, with a parallel-composition operator that resolves network-related
nondeterminism, which is different from both nondeterminism-last and nondeterminism-first.

3.4.2 Higher-Order Functions

In functional programming, higher-order functions are functions that can take functions as
arguments, as well as return a function as a result. Some probabilistic programming languages,
such as Church [63], are indeed functional programming languages and can express higher-order
functions. While operational models for probabilistic functional programming have been proposed
(e.g., [16]), developing a denotational semantics for higher-order probabilistic programming has
been an open problem for years.

The major challenge is to propose a Cartesian-closed category for semantic objects of probabilistic
programming. Intuitively, the Cartesian-closure property ensures that if type A and type B are two
objects in the category, then the function space B# (i.e., an object for the arrow type A — B) is also
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if h = 1 then if x then
if prob(0.9) then read_bit(1) if prob(0.9) then read_bit(1)
elsel =1fi elsel =1fi
else else
if prob(0.1) then !l :=0 if prob(0.1) then! := 0
else read bit(1) fi else read bit(1) fi
fi fi

(a) (b)

Fig. 3.4: (a) A concrete program; (b) an abstract program.

contained in the category. The category of measurable spaces is clearly not Cartesian-closed. A lot of
probabilistic powerdomains also do not admit a Cartesian-closed category [84]. Recently, Ehrhard
et al. [48] provided a Cartesian-closed category Cstab,, on stable and measurable maps between
cones. Heunen et al. [69] proposed quasi-Borel spaces that form a Cartesian-closed category, and
thus support higher-order functions in probabilistic programming. This approach was further
extended by Vakar et al. [145] to support recursive types in FPC. Dahlgvist and Kozen [40] presented
a denotational semantics for higher-order probabilistic programs with conditioning in terms of
linear operators between Banach spaces. However, it is unclear how to model nondeterminism in
those frameworks.

3.4.3 Probabilistic Noninterference

A potential application of nondeterminism-first is refinement-based reasoning about security
policies, such as noninterference, or, more generally, hyperproperties [30]. As an example, consider
the program in Fig. 3.4(a) with a low-confidentiality one-bit variable [ and a high-confidentiality
one-bit variable h, where read_bit(l) inputs a bit from outside in the sense that [ is assigned
an unknown bit. We then want to know whether the confidential information could flow from
high-confidentiality variables (e.g., h) to low-confidentiality ones (e.g., [). One way [127] to
formalize noninterference for probabilistic programs with external unknown inputs is to reason
about transition relations—pairs of an initial state ¢ and a final distribution A over possible
states—such that for any transitions (o1, A1), (02, A2), there exists a transition (o3, Az) satisfying
that

* the initial states o7 and o3 have the same high-confidentiality information; and

* the transitions (o2, Ay) and (o3, A3) have the same low-confidentiality information.

Back to the example, this means o;(h) = o3(h), 02(l) = 03(l), and the marginal distributions
on the final value of [ are identical, i.e., >;r Ax(l', h’) = X A3(U', h”) for any I’ € {0, 1}, where
the primed variables stand for the final values of the corresponding variables. The example
program does not satisfy noninterference because of the following counterexample: suppose
01=[l—0,h—>0],00=[l—0,ht—>1],A; =6([' » O,k — 0]),A, =8([' > 1,k > 1]),
we know that o3 = [l + 0, h +— 0], the program should execute the else-branch of the outside
conditional, thus the probability that I’ = 0 should be at least 0.1, and hence there does not exist a
feasible A3. On the other hand, consider the program in Fig. 3.4(b), which is an abstraction of the
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example program. If we use the nondeterministic-last model, the semantics of the abstract program
would imply for any input state, every marginal distribution on the final value of [ is possible.
Thus, the abstract program satisfies noninterference. However, the principle of refinement-based
reasoning fails in this situation—if a specification satisfies noninterference, its refinements may not
satisfy noninterference.

In contrast, using the nondeterminism-first model developed in this chapter, we can define the
semantics of Fig. 3.4(b) as a collection of transition functions:

{ALR). {p(Lh) - A1+ (1= (L h) - Ay | Ay € ANDy € B} | $:{0,1}* — [0,1]},

where ¢ (1, h) represents any refinement of the nondeterministic choice x, and A, B are the semantic
objects of the two branches of the outside conditional, respectively, given an input state (I, h):

A={09(1-p) [ =0,k =h]+(0.9p+0.1)-[I' =1,k =h] | p € [0,1]},
B={(0.1+0.99) - [ =0,k =h] +0.9(1—q)- ['=1,K =h] | q € [0,1]},

where the probabilities p and g model the unknown inputs from read_bit(l). Thus, the abstract
program satisfies noninterference if and only if every transition function in the collection satisfies
noninterference. By selecting ¢ to be A(l,h). (h = 1), we obtain exactly the semantics of the
concrete program in Fig. 3.4(a) that does not satisfies noninterference. Therefore, the abstract
program also does not satisfy noninterference.
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Chapter 4

PMAF: An Algebraic Framework for Static
Analysis of Probabilistic Programs

In this chapter, I present a framework, which I call PMAF (for Pre-Markov Algebra Framework), for
designing, implementing, and proving the correctness of static analyses of probabilistic programs.
I will show how several analyses that may appear to be quite different, can be formulated—and
generalized—using PMAF. Examples include Bayesian inference [29, 51, 52], Markov decision
problem with rewards [130], and probabilistic-invariant generation [24, 26, 86].

For the purpose of designing a flexible static-analysis framework, I categorize new constructs in
probabilistic programs into two kinds, to express data randomness (e.g., sampling) and control-flow
randomness (e.g., probabilistic choice). PMAF is based on the algebraic denotational semantics
introduced in §3.3, which is an interpretation of the control-flow graphs for a program’s procedures
with respect to a semantic Markov algebra. To express both kinds of randomness in the analysis
framework, I further introduce a new algebraic structure, called a pre-Markov algebra, which is
equipped with operations corresponding to control-flow actions in probabilistic programs: sequenc-
ing, conditional-choice, probabilistic-choice, and nondeterministic-choice. To establish correctness,
I introduce probabilistic abstractions between a Markov algebra and a pre-Markov algebra that
represent the concrete and abstract semantics, respectively.

In this chapter, I will show how, with suitable extensions, a blending of ideas from prior work on (i)
static analysis of single-procedure probabilistic programs, and (ii) interprocedural dataflow analysis
of standard (non-probabilistic) programs can be used to create a framework for interprocedural
analysis of multi-procedure probabilistic programs. In particular,

* The algebraic denotational semantics on which PMAF is based is an interpretation of the
control-flow hyper-graphs for a program’s procedures.

* The abstract semantics is formulated so that the analyzer can obtain procedure summaries.

Recall that hyper-graphs contain hyper-edges, each of which consists of one source node and possi-
bly several destination nodes. Conditional-branching, probabilistic-branching, and nondeterministic-
branching statements can all be represented by hyper-edges. In ordinary control-flow graphs
(CFGs), nodes can also have several successors; however, the operator applied at a confluence point
g when analyzing a CFG is join (U), and the paths leading up to q are analyzed independently.
For reasons discussed in §4.1.3, PMAF is based on a backward analysis, so the confluence points

41
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represent the program’s branch points (i.e., for if-statements and while-loops). If the CFG is
treated as a graph, join would be applied at each branch-node, and the subpaths from each
successor would be analyzed independently. In contrast, when the CFG is treated as a hyper-graph,
i.e., as a control-flow hyper-graph (CFHG), the operator applied at a probabilistic-choice node
with probability p is Aa.Ab.a ® b—where @ is not join, but an operator that weights the two
successor paths by p and (1 — p). For instance, in Fig. 4.2(b), the hyper-edge (vo, {v1,vs})
generates the inequality & [vg] 3 & [v1] , ,s® & [vs], for some analysis &/. This approach allows
the (hyper-)subpaths from the successors to be analyzed jointly.

To perform interprocedural analyses of probabilistic programs, I adopt a common practice
from interprocedural analysis of standard non-probabilistic programs: the abstract domain is a
two-vocabulary domain (each value represents an abstraction of a state transformer) rather than a
one-vocabulary domain (each value represents an abstraction of a state). In the algebraic approach,
an element in the algebra represents a two-vocabulary transformer. Elements can be “multiplied”
by the algebra’s formal multiplication operator, which is typically interpreted as (an abstraction of)
the reversal of transformer composition. The transformer obtained for the set of hyper-paths from
the entry of procedure P to the exit of P is the summary for P.

In the case of loops and recursive procedures, PMAF uses widening to ensure convergence. Here
my approach is slightly non-standard: I found that for some instantiations of the framework, one
could improve precision by using different widening operators for loops controlled by conditional,
probabilistic, and nondeterministic branches.

The main advantage of PMAF is that instead of starting from scratch to create a new analysis,
one only needs to instantiate PMAF with the implementation of a new pre-Markov algebra. To
establish soundness, one just has to establish some well-defined algebraic properties, and can
then rely on the soundness of the framework. To implement an analysis, one can rely on an
implementation of PMAF to perform sound interprocedural analysis, with respect to the abstraction
of the analysis. The PMAF implementation supplies common parts of different static analyses
of probabilistic programs, e.g., efficient iteration strategies with widenings and interprocedural
summarization. Moreover, any improvements made to the PMAF implementation immediately
translate into improvements to all of its instantiations.

To evaluate PMAF, I created a prototype implementation, and reformulated two existing
intraprocedural probabilistic-program analyses—the Bayesian-inference algorithm proposed by
Claret et al. [29], and Markov decision problem with rewards [130]—to fit into PMAF: Reformulation
involved changing from the one-vocabulary abstract domains proposed in the original papers to
appropriate two-vocabulary abstract domains. I also developed a new program analysis: linear
expectation-invariant analysis (LEIA). Linear expectation-invariants are (in)equalities involving
expected values of linear expressions over program variables.

Arelated approach to static analysis of probabilistic programs is probabilistic abstract interpretation
(PAID) [39, 118-120], which lifts standard program analysis to the probabilistic setting. PAI is both
general and elegant, but the more concrete approach developed in my work on PMAF has a
couple of advantages. First, PMAF is algebraic and provides a simple and well-defined interface
for implementing new abstractions. I created an actual implementation of PMAF that can be
easily instantiated to specific abstract domains. Second, PMAF is based on a different semantic
foundation, which follows the standard interpretation of non-deterministic probabilistic programs
in domain theory [45, 82, 83, 115, 116, 144].
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b1 ~ BERNoULLI(0.5); while prob(0.75) do
by ~ BERNOULLI(0.5); z ~ UntForM(O0, 2);
while (=b; A —b3y) do if xthenx =x+2
by ~ BErNoOULLI(0.5); elsey =y+z
b, ~ BERNOULLI(0.5) fi
od od

(a) (b)

Fig. 4.1: (a) A Boolean probabilistic program; (b) An arithmetic probabilistic program.

The concrete semantics of PAI isolates probabilistic choices from the non-probabilistic part of the
semantics by interpreting programs as distributions P : Q — (D — D), where Q is a probability
space and D — D is the space of non-probabilistic transformers. As a result, the PAI interpretation
of the following non-deterministic program is that with probability /2, we have a program that
non-deterministically returns 1 or 2; with probability 1/4, we have a program that returns 1; and
with probability /4, a program that returns 2.

if x then if prob(!/2) then return 1 else return 2
else if prob(!/z) then return 1 else return 2 fi

In contrast, the semantics used in PMAF resolves non-determinism on the outside, and thus the
semantics of the program is that it returns 1 with probability !/2 and 2 with /2. As a result, one can
conclude that the expected return value r is 1.5. However, PAI—and every static analysis based on
PAI—can only conclude r € {1.25,1.5,1.75}.

4.1 Overview

In this section, I briefly introduce two different static analyses of probabilistic programs: Bayesian
inference and linear expectation invariant analysis. I then informally explain the main ideas behind
the algebraic framework for analyzing probabilistic programs and show how it generalizes the
aforementioned analyses.

4.1.1  Example Probabilistic Programs

In PMAF, I categorize the new constructs in probabilistic programs into two kinds of randomness:
(i) data randomness, i.e., the ability to draw random values from distributions, and (ii) control-flow
randomness, i.e., the ability to branch probabilistically.

I use the Boolean program in Fig. 4.1(a) to illustrate data randomness. In the program, b,
and b, are two Boolean-valued variables. The sampling statement x ~ DisT(6) draws a value
from a distribution D1sT with a vector of parameters 6, and assigns it to the variable x, e.g.,
b, ~ BERNoULLI(0.5) assigns to by a random value drawn from a Bernoulli distribution with mean
0.5. Intuitively, the program tosses two fair Boolean-valued coins repeatedly, until one coin shows
true.
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I introduce control-flow randomness through the arithmetic program in Fig. 4.1(b). In the
program, x, y, and z are real-valued variables. As in the previous example, we have sampling
statements, and UNIForM([,u) represents a uniform distribution on the interval [[,u]. The
probabilistic choice prob(p) returns true with probability p and false with probability (1 — p).
Moreover, the program also exhibits nondeterminism, as the symbol x stands for a nondeterministic
choice that can behave like standard nondeterminism, as well as an arbitrary probabilistic choice
[111, §6.6]. Intuitively, the program describes two players x and y playing a round-based game
that ends with probability 0.25 after each round. In each round, either player x or player y gains
some reward that is uniformly distributed on the interval [0, 2].

4.1.2 Two Static Analyses

Bayesian Inference (BI) Probabilistic programs can be seen as descriptions of probability
distributions [23, 63, 112]. For a Boolean probabilistic program, such as the one in Fig. 4.1(a),
Bayesian-inference analysis [29] calculates the distribution over variable valuations at the end of
the program, conditioned on the program terminating. For convenience, I will call the inferred
probability distribution the post-state probability distribution. The program in Fig. 4.1(a) specifies
the post-state distribution over the variables (bq, by) given by: P[b; = false, by = false] = 0,
and P[b;, = false,by = true] = P[b; = true,by = false] = P[by = true,by = true] = /5. This
distribution also indicates that the program terminates almost surely, i.e., the probability that the
program terminates is 1.

Linear Expectation Invariant Analysis (LEIA) Loop invariants are crucial to verification of
imperative programs [46, 57, 71]. Although loop invariants for traditional programs are usually
formulas over program variables, numeric invariants are needed to prove the correctness of
probabilistic loops [98, 111]. Such expectation invariants are usually defined as random variables—
specified as expressions over program variables—with some desirable properties [24, 25, 86]. In
this chapter, I work on a more general kind of expectation invariant, defined as follows.

Definition 4.1. For a program P, E[E;] = &; is called an expectation invariant if &, and &;
are numeric expressions over P’s program variables, = is one of {=, <, >, <, >}, and the following
property holds: For any initial valuation of the program variables, the expected value of &; in the
final valuation (i.e., after the execution of P) is related to the value of &; in the initial valuation by

B,

I will use variables with primes in &; to denote the values in the final valuation. For example, for
the program in Fig. 4.1(b), E[x" +y'] =x+y + 3, E[2’] = 0.252+0.75, E[x’] < x+ 3, E[x’] > x,
E[y’] <y +3,and E[y’] > y are several linear expectation invariants, and LEIA can derive all of
these automatically! The expectation invariant E[x” + y’] = x + y + 3 indicates that the expected
value of the total reward that the two players would gain is exactly 3.

4.1.3 The Algebraic Framework

This section explains the main ideas behind PMAF, which is general enough to encode the two
analyses from §4.1.2.
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X =Xx+z

o A false prob[2 false @
Obl, by ~ B(0.5) AN ”“e Q t<:rue ~ U(0,2), 5 yndet
bl,b2~B(05) Yy =y+z @

Fig. 4.2: (a) The control-flow hyper-graph of the program in Fig. 4.1(a); (b) The control-flow hyper-graph of the
program in Fig. 4.1(b).

Data Randomness vs. Control-Flow Randomness The first principle is to make an explicit
separation between data randomness and control-flow randomness. This distinction is intended to
make the framework more flexible for analysis designers by providing multiple ways to translate
the constructs of their specific probabilistic programming language into the constructs of PMAF.
Analysis designers may find it useful to use the control-flow-randomness construct directly (e.g.,
“if prob(0.3) - - -”), rather than simulating control-flow randomness by data randomness (e.g.,
“p ~ UntForM(O0, 1);if (p < 0.3)---”). For program analysis, such a simulation can lead to
suboptimal results if the constructs used in the simulation require properties to be tracked that
are outside the class of properties that a particular analysis’s abstract domain is capable of
tracking. For example, if an analysis domain only keeps track of expectations, then analysis of
“p ~ Un1rForM(0, 1)” only indicates that E[p] = 0.5, which does not provide enough information
to establish that P[p < 0.3] = 0.3 in the then-branch of “if (p < 0.3) ---”. In contrast, when
“prob(0.3) - - - ” is analyzed in the fragment with the explicit control-flow-randomness construct
(“if prob(0.3) - - -”) the analyzer can directly assign the probabilities 0.3 and 0.7 to the outgoing
branches, and use those probabilities to compute appropriate expectations in the respective
branches.

I achieve the separation between data randomness and control-flow randomness by capturing
the different types of randomness in the graphs that I use for representing programs. Recall that in
contrast to traditional program analyses, which usually work on control-flow graphs (CFGs), I use
control-flow hyper-graphs (CFHGs) to model probabilistic programs. Hyper-graphs are directed
graphs, each edge of which (i) has one source and possibly multiple destinations, and (ii) has
an associated control-flow action—either sequencing, conditional-choice, probabilistic-choice, or
nondeterministic-choice. A traditional CFG represents a collection of execution paths, while in
probabilistic programs, paths are no longer independent, and the program specifies a collection of
probability distributions over the paths. It is natural to treat a collection of paths as a whole and
define distributions over the collections. Intuitively, these kinds of collections might be precisely
formalized as hyper-paths made up of hyper-edges in hyper-graphs.

Fig. 4.2 shows the CFHGs of the two programs in Fig. 4.1. Every edge has an associated
action, e.g., the control-flow actions cond[—b1 A —bs], prob[3/4], and ndet are conditional-choice,
probabilistic-choice, and nondeterministic-choice actions. Note that in Chapter 3, nondeterminism
is achieved by allowing multiple outgoing hyper-edges on a single node, but in this chapter, I
introduce the nondeterministic choice ndet as a control-flow action, for a more uniform treatment
of branching edges. Data actions, like x := x + z and b; ~ BERNoULLI(0.5), also perform a trivial
control-flow action to transfer control to their only destination node.

Just as the control-flow graph of a procedure typically has a single entry node and a single exit
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node, a procedure’s control-flow hyper-graph also has a single entry node and a single exit node.
In Fig. 4.2(a), the entry and exit nodes are vy and vs, respectively; in Fig. 4.2(b), the entry and exit
nodes are vy and vs, respectively.

Backward Analysis Traditional static analyses assign to a CFG node v either backward assertions—
about the computations that can lead up to v—or forward assertions—about the computations that
can continue from v [35, 37]. Backward assertions are computed via a forward analysis (in the
same direction as CFG edges); forward assertions are computed via a backward analysis (counter
to the flow of CFG edges).

Because, with PMAF, we work with hyper-graphs rather than CFGs, from the perspective of a node
v, there is a difference in how things “look” in the backward and forward direction: hyper-edges
fan out in the forward direction. Hyper-edges can have two destination nodes, but only one source
node.

The second principle of the framework is essentially dictated by this structural asymmetry: the
framework supports backward analyses that compute a particular kind of forward assertion. In
particular, the property to be computed for a node v in the control-flow hyper-graph for procedure
P is (an abstraction of) a transformer that summarizes the transformation carried out by the
hyper-graph fragment that extends from v to the exit node of P. It is possible to reason in the
forward direction—i.e., about computations that lead up to v—but one would have to “break”
hyper-paths into paths and “relocate” probabilities, which is more complicated than reasoning
in the backward direction. The framework interprets an edge as a property transformer that
computes properties of the edge’s source node as a function of properties of the edge’s destination
node(s) and the edge’s associated action. These property transformers propagate information in a
hypergraph-leaf-to-hypergraph-root manner, which is natural in hyper-graph problems. For example,
standard formulations of interprocedural dataflow analysis [94, 105, 123, 138] can be viewed as
hyper-graph analyses, and propagation is performed in the leaf-to-root direction there as well.

Recall the Boolean program in Fig. 4.1(a). Suppose that we want to perform BI to analyze
P[by = true, by = true] in the post-state distribution. The property to be computed for a node
will be a mapping from variable valuations to probabilities, where the probability reflects the
chance that a given state will cause the program to terminate in the post-state (b = true, by =
true). For example, the property that we would hope to compute for node v; is the function
A(b1,by).[b1 A by] + [—b1 A —bs] - 1/3, where [¢] is an Iverson bracket, which evaluates to 1 if ¢ is
true, and O otherwise.

Two-Vocabulary Program Properties In the example of BI above, we can observe that the
property transformation discussed above is not suitable for interprocedural analysis. Suppose that
(i) we want analysis results to tell us something about P[b; = true, by = true] in the post-state
distribution of the main procedure, but (ii) to obtain the answer, the analysis must also analyze a
call to some other procedure Q. In the main procedure, the analysis is driven by the post-state-
probability query P[b; = true, by = true]; in general, however, Q will need to be analyzed with
respect to some other post-state probability (obtained from the distribution of valuations at the
point in main just after the call to Q). One might try to solve this issue by analyzing each procedure
multiple times with different post-state-probability queries. However, in an infinite state space, or
when the state space is quite large, this approach is no longer feasible.



4.1. OVERVIEW 47

Following common practice in interprocedural static analysis of traditional programs, the third
principle of the framework is to work with two-vocabulary program properties. The property
sketched in the BI example above is actually one-vocabulary, i.e., the property assigned to a
control-flow node only involves the state at that node. In contrast, a two-vocabulary property at
node v (in the control-flow hyper-graph for procedure P) should describe the state transformation
carried out by the hyper-graph fragment that extends from v to the exit node of P.

For instance, LEIA assigns to each control-flow node a conjunction of expectation invariants,
which relate the state at the node to the state at the exit node; consequently, LEIA deals with
two-vocabulary properties. In §4.3, I reformulate BI to manipulate two-vocabulary properties. As in
interprocedural dataflow analysis [36, 138], procedure summaries are used to interpret procedure
calls.

Separation of Concerns The fourth principle—which is common to most analysis frameworks—is
separation of concerns, by which I mean:

Provide a declarative interface for a client to specify the program properties to be tracked
by a desired analysis, but leave it to the framework to furnish the analysis implementation
by which the analysis is carried out.

I achieve this goal by adopting (and adapting) ideas from previous work on algebraic program
analysis [54, 131, 142]. Algebraic program analysis is based on the following idea:

Any static analysis method performs reasoning in some space of program properties and
property transformers; such property transformers should obey algebraic laws.

For instance, the data action skip, which does nothing, can be interpreted as the identity element
in an algebra of program-property transformers.

Concretely, the fourth principle has three aspects:

1. For an intended domain of probabilistic programs, identify an appropriate set of algebraic
laws that hold for useful sets of property transformers.

2. Define a specific algebra A for a program-analysis problem by defining a specific set of
property transformers that obey the laws identified in item 1. Give translations from data
actions and control-flow actions to such property transformers. (When such a translation is
applied to a specific program, it sets up an equation system to be solved over A.)

3. Develop a generic analysis algorithm that solves an equation system over any algebra that
satisfies the laws identified in item 1.

Items 1 and 3 are tasks for me, the framework designer; they are the subjects of §4.2. Item 2 is a
task for a client of the framework: examples are given in §4.3.

A client of the framework must furnish an interpretation—which consists of a semantic algebra
and a semantic function—and a program. The semantic algebra consists of a universe, which
defines the space of possible program-property transformers, and sequencing, conditional-choice,
probabilistic-choice, and nondeterministic-choice operators, corresponding to control-flow actions.
The semantic function is a mapping from data actions to the universe. (An interpretation is also
called a domain.)
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S(vg) 2 prob[0.75](S(v1), S(vs)) S(v3) T seq[x :=x+ 2] (S(vp))
S(v1) 3 seq|z ~ UntrorM(0, 2)](S(v2)) S(vq) Tseqly :=y +2](S(vg))
S(v2) 2 ndet(S(v3), S(v4)) S(vs) 21

Fig. 4.3: The system of inequalities corresponding to Fig. 4.2(b).

To address item 3, my prototype implementation follows the standard iterative paradigm of static
analysis [35, 88]: I first transform the control-flow hyper-graph into a system of inequalities, and
then use a chaotic-iteration algorithm to compute a solution to it (e.g., [18]), which repeatedly
applies the interpretation until a fixed point is reached (possibly using widening to ensure
convergence). For example, the control-flow hyper-graph in Fig. 4.2(b) can be transformed into
the system shown in Fig. 4.3, where S(v) € M are elements in the semantic algebra; C is the
approximation order on M; [-] is the semantic function, which maps data actions to M; and 1 is
the transformer associated with the exit node.

The soundness of the analysis (with respect to a concrete semantics) is proved by (i) establishing
an approximation relation between the concrete semantics and the abstract domain; (ii) showing
that the abstract semantic function approximates the concrete one; and (iii) showing that the
abstract operators (sequencing, conditional-choice, probabilistic-choice, and nondeterministic-
choice) approximate the concrete ones.

For BI, I instantiate the PMAF framework to give lower bounds on post-state distributions, using
with an interpretation in which state transformers are probability matrices (see §4.3.1). For LEIA, I
design an interpretation using a Cartesian product of polyhedra (see §4.3.3). Once the functions of
the interpretations are implemented, and a program is translated into the appropriate hyper-graph,
the framework handles the rest of the work, namely, solving the equation system.

4.2 Analysis Framework

To aid in creating abstractions of probabilistic programs, I first identify, in §4.2.1, some algebraic
properties that underlie the mechanisms used in the algebraic denotational semantics from §3.3.
This algebra will aid my later definitions of abstractions in §4.2.2. I then discuss interprocedural
analysis (in 84.2.3) and widening (§4.2.4).

4.2.1 An Algebraic Characterization of Fixpoint Semantics

In the denotational semantics, the concrete semantics is obtained by composing Ctrl(e) operations
along hyper-paths. Hence in the algebraic framework, the semantics of probabilistic programs is
denoted by an interpretation, which consists of two parts: (i) a semantic algebra, which defines
a set of possible program meanings, and which is equipped with sequencing, conditional-choice,
probabilistic-choice, and nondeterministic-choice operators to compose these meanings, and (ii) a
semantic function, which assigns a meaning to each basic program action.
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Recall that in §3.3, I introduce Markov algebras (MAs) as the semantic algebras. The lattices
used for abstract interpretation are pre-Markov algebras defined below. Note that rather than the
possibly-probabilistic deterministic conditions from §2.2, I use and distinguish between purely
deterministic conditions (i.e., logical conditions) and purely probabilistic conditions (i.e., prob(p)
for p € [0,1]).

Definition 4.2 (Pre-Markov algebras). A pre-Markov algebra (PMA) over a set of logical
conditions £ is an 8-tuple M = (M, G, ®, ,0, , Y, L, 1), where (M, C) forms a complete lattice
with L as its least element; (M, ®, 1) forms a monoid (i.e., ® is an associative binary operator with
1 as its identity element); ¢ is a binary operator parameterized by a condition ¢ € £; @ is a
binary operator parameterized by p € [0, 1]; Y is idempotent, commutative, associative and for
alla,b € Mand ¢ € £, p € [0,1] it holds thata ,0 b < aUb, a &b < aJ b where < is the
semilattice ordering induced by Y (i.e., a < bifay b =b); and ®, D, 0, & are monotone with
respect to C. In addition, the following algebraic properties are usually desirable:

a=a 4,0 a, a=a 4, b, a,0b=b_,0a
a=a @ a, a=a ® b, apEBbzbl_pGBa
a , (b Y ¢)=(a o© b) © cwhere p = @' AP, V=19

a ,® (b ®c)=(a 0 b) e where p=p'q’,(1-p)(1-¢q) =(1-¢)
The precedence of the operators is that ® binds tightest, followed by ,¢, ®, and b.

Remark 4.3. These algebraic properties are not needed to prove soundness of the framework (stated
in Theorem 4.7). These laws helped us when designing the abstract domains. Exploiting these algebraic
laws to design better algorithms is an interesting direction for future work.

As is standard in abstract interpretation, the order on the algebra should represent an approxi-

mation order: a C b iff a is approximated by b (i.e., if a represents a more precise property than
b).

Definition 4.4 (Interpretations). An interpretation is a pair .¥ = (M, [-]), where M is a
pre-Markov algebra, and [-] : Act — M, where Act is the set of data actions for probabilistic
programs. We call M the semantic algebra of the interpretation and [-] the semantic function.

Given a probabilistic program P = {H,}1<;<n, Where each procedure H; = (V;, E;, vf’ntry, vait)
is a CFHG, and an interpretation . = (M, [-]), I define .#[P] to be the interpretation of the
probabilistic program. Recall that in this chapter, nondeterministic choices are represented by
hyper-edges with the ndet control-flow action, thus we can assume each node in a control-flow
hyper-graph has at most one outgoing edge. .7 [P] is then defined as the least fixed point of the
function Fﬁ,, which is defined as

— 1 def
15t 1y, JCrl(e) (S*w), ..., S* W) e= (v, {wr, ..., w}) € E= UL, Ey,
1 otherwise,

where

— 1 e — 1 e
seq[act] (a;) = [act] ® a; cond[p] (a1, a2) & a1 o< a2
def

callli > j1'(a1) £ S @™ ® ar | problpl (a1,0) £ ay @ s

—
ndet (a1, as) « a1 Y as
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By the Knaster-Tarski theorem (reviewed below), I use the least fixed point of Ff, to define

def

the interpretation of a probabilistic program P as ¥ [P] = lfpE F!. The interpretation of a

Av.L” P°
def

control-flow node v € V £ UL, V; is then defined as .7 [v] = J[P](v).

PROPOSITION 4.5 (KNASTER-TARSKI THEOREM). Suppose (L, C) is a complete lattice with a least
element L, and let f : L — L be a monotone function with respect to C. Then the set of fixed points of
f in L also forms a complete lattice under C. In particular, f admits a least fixed point, denoted by

Ifp= £.

4.2.2 Abstractions of Probabilistic Programs

Given an MA C and a PMA A, a probabilistic abstraction is defined as follows:

Definition 4.6 (Probabilistic abstractions). A probabilistic over-abstraction (resp., under-
abstraction) from an MA C to a PMA A is a concretization mapping, y : A — C, such that

* L. Ccy(Ly) (resp., y(L,) Ce Lo),
* 1. Ccy(1,) (resp., y(1,) Cc 1),
e forallQi, Q2 € A, y(Q1)®cy(Q2) Ec y(Q1®4Q2) (resp., y(Q1®4Q2) E¢ ¥(Q1)®cy(Q2)),

* forall Q1, Q2 € A, y(Q1) (O, ¥(Q2) Ec y(Q1 (0, Q2) (resp., y(Q1 4,0, Q2) Ec ¥(Q1) (O,
y(Q2)),

* for all Q1,Q2 € A, y(Qu) 4,0, ¥(Q2) Ec y(Q1 @, Q) (resp., y(Q1 @, Q2) Cc
y(Q1) 54,0, ¥(Q2)), and

e forall Q1, Q2 € A, y(Q1)Scy(Q2) Cc y(Q184Q2) (resp., y(Q1YaQ2) T y(Q1)Ycy(Q2))-
A probabilistic abstraction leads to a sound analyses:

THEOREM 4.7. Let € and & be interpretations over the MA C and the PMA A, respectively;
let y be a probabilistic over-abstraction (resp., under-abstraction) from C to A; and let P be an
arbitrary probabilistic program. If for all basic actions act € Act, [act]® C¢ y([act]?) Gresp.,
y([act]?) C¢ [act]®), then it holds that €[P] ¢ y([P]) Gresp., y(L[P]) Ce €[P)).

Proor. Without loss of generality, I present the proof for over-approximations.

Recall the algebraic denotational semantics from §3.3, €[P] = lfpif N F;g =
‘=C

supnez+{(Ff)”(Av.£C)} by the Kleene fixed-point theorem, and &/[P] = lfpif"L FP*Q{ ob-
tained by the Knaster-Tarski theorem. We want to show that for all n € Z% it h_oﬂlds that
(F;‘g)”()tv.ic) Ce y([P]). We proceed by induction on n. The base case follows directly
from the fact that L is the least element in C. For the induction step, suppose we know
(Ff)”()tv.ic) Cc y([P]) for some n € Z*. Let us denote the left hand side (i.e., (Ff)”(/lv.ic))
by LHS and </[P] by SOL. We want to show that Ff(LHS) Cc p(SOL). This expands to
Ff(LHS) (v) E¢ Y(SOL(v)) for all v € V. We proceed by a case analysis on the kind of edges
leaving v.
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1. Ifv= vait for some procedure H;, then F;g (LHS)(v) = 1. Then we can conclude this case
by showing that SOL(v) = 1. Indeed, by definition of SOL, we know that F P‘d (SOL) = SOL,
thus Fﬁf (SOL)(v) = SOL(v). By definition of F¥, we know that de (SOL)(v) = 1,4.

o If U # Ulgxit for any procedure H;, then v is associated with some hyper-edge e =
(v, {ug, -+ ,ux}) € E, and we have

FE(LHS)(v) = Ctrl(e)(LHS(u1), - - - , LHS ()
Cc Ctrl(e)(y(SOL(uy)), - -+, y(SOL(u))),

by the monotonicity of algebraic operators. If we can prove that for any kind of Ctri(e) it

holds that Cm(y(xl), -+, y(xx)) ¢ y(mﬁ(xl, -+ ,Xg)), then we can conclude the
case by the following argument:

FE (LHS) (1) Ec y(Cerl(e) (SOL(wa), -+ , SOL(wy)))

= y(F3 (SOL)(v))
= y(SOL(v)).

Now consider the form of Ctri(e).

* Ctrl(e) = seq|act]: We want to show that s;q_[aTt] (y(x1)) Ec y(smﬁ(xl)). It is
equivalent to Jact]% ®¢ y(x1) ¢ y([act]” ®4 x1). Indeed, we have

[act]? ®c ¥ (x1) Cc y([act]?) ®c y(x1) Cc y([act]? ®x x1)
by the monotonicity of ®: and properties of y.

* Ctrl(e) = call[i — j]: We want to show that caﬁi_:j](y(xl)) Cc y(caﬁf:j]ﬂ(xl)). It
is equivalent to LHS (U;ntry) ®c y(x1) Cc y(SOL(v?ntry) ®4 x1). Indeed, we have

LHS(v;™™) ®c y(x1) Ec¢ 7(SOL(W™)) @c y(x1) Ec y(SOL(;™™) @ x1)
by induction hypothesis, the monotonicity of ®., and properties of y.

* Ctrl(e) = cond[]: We want to show that cm (y(x1),y(x2)) C¢ y(cm]ﬁ(xl,xz)).
It is equivalent to y(x1) ,¢ c y(x2) Ec y(x1 (0 7 x5). Appeal to properties of y.

* Ctrl(e) = prob|[p]: We want to show thatmw(xl), y(x2)) Cc y(mﬁ(xl,xz)). It
is equivalent to y(x1) ,,, p<>c y(x2) Cc y(x1 @ ﬂ X3). Appeal to properties of y.

» Ctrl(e) = ndet: We want to show that r@(y(xl),y(xz)) Cc y(r?d\etﬁ(xl,xz)). It is
equivalent to y(x1) Y y(x2) Ec y(x1 Y4 Xx2). Appeal to properties of y.



52 CHAPTER 4. AN ALGEBRAIC ANALYSIS FRAMEWORK

4.2.3 Interprocedural Analysis Algorithm

We are given a probabilistic program P and an interpretation &/ = (A, [-]¥), where A = (M, C 4

, A, (poﬂ, P 0 A Lgs 15,{) is a PMA and [[-]]”Q’ is a semantic function. The goal is to compute

(an overapproximation of) & [P] = lfpif‘ N Flu,. An equivalent way to define &/ [P] is to specify it
=A

as the least solution to a system of inequalities on {&f [v] | v € V} (where e € E in each case):

e Ctrl(e)
d[v] 2a [act]” @a S[w1] | (v, {ua}) seq[act]
dv] Ja dur] 0, duz] | (v, {u1,uz}) cond|¢]
dv] Ia du] @, duz] | (v, {u1,uz}) prob[p]
Av] Ja Su1] 8a duz] | (v, {ur,u2}) ndet
] Ia A" @a o [m] | (v, {wr}) call[i — j]
dv] 2a 1, ifv= vf"it for some procedure H;

Note that in line 5 a call is treated as a hyper-edge with the action A (entry, succ).entry ® g succ. There
is no explicit return edge to match a call (as in many multi-procedure program representations,
e.g., [132]); instead, each exit node is initialized with the constant 1, (line 6).

I mainly adopt known techniques from previous work on interprocedural dataflow analysis, with
some adaptations to the PMAF setting, which uses hyper-graphs instead of ordinary graphs (i.e.,
CFGs).° The analysis direction is backward, and the algorithm is similar to methods for computing
summary edges in demand interprocedural-dataflow-analysis algorithms ([76, Fig. 4], [135, Fig.
10]). The algorithm uses a standard chaotic-iteration strategy, i.e., Bourdoncle’s strategy [18]
(except that propagation is performed along hyper-edges instead of edges); it uses a fair iteration
strategy for selecting the next edge to consider.

4.2.4 Widening

Widening is a general technique in static analysis to ensure and speed up convergence [34, 36]. To
choose the nodes at which widening is to be applied, I treat the hyper-graph as a graph—i.e., each
hyper-edge (including calls) contributes one or two ordinary edges. More precisely, I construct a
dependence graph G(P) = (N, A) from a probabilistic program P = {(V;, E;, D vf"it)}lsisn by

i
defining N S U1<i<n Vi, and

def

A= {(u,v) | Je € E: (v =src(e) Au € Dst(e))}

entry . . (4'1)
U {(vj ,v) | de € E: (v =src(e) ACtrl(e) = call[i — j])}.

I then compute a set W of widening points for G(P) via the algorithm of Bourdoncle [18, Fig. 4].
Because of the second set-former in (4.1), W contains widening points that cut each cycle caused
by recursion.

6As mentioned in §4.1.3, standard formulations of interprocedural dataflow analysis [94, 105, 123, 138] can be
viewed as hyper-graph analyses. In that setting, one deals with hyper-graphs with constituent control-flow graphs.
With PMAF, because each procedure is represented as a hyper-graph, one has hyper-graphs of constituent hyper-graphs.
Fortunately, each procedure’s hyper-graph is a single-entry/single-exit hyper-graph, so the basic ideas and algorithms
from standard interprocedural dataflow analysis carry over to PMAF.
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While traditional programs exhibit only one sort of choice operator, probabilistic programs can
have three different kinds of choice operators, and hence loops can exhibit three different kinds
of behavior. I found that if we used the same widening operator for all widening nodes, there
could be a substantial loss in precision. Thus, I equip the framework with three separate widening
operators: V¢, Vp, and V,. Let v € W be the source of edge e € E. Then the inequalities for
widening points become

Ctrl(e)
dv] 2a d[v] Vi ([act]? @4 L [u1])  [(v, {u1}) [seq[act]
Av] Iad[v] ve (A ] O, A uz]) (v, {ur, uz}) cond[ ]
] 3adv] vp (1] @, d[uz]) |(v,{w1,uz})|prob[p]
Av] 3a d[v] v (A [u1] Ya d[uz]) (v, {ur, uz}) |ndet
dv] 3a d[v] vy (ﬂ[vjntry] ®a d[u1])|(v,{ua}) |call[i — j]

Observation 4.8. Recall that in this chapter, I assume that in a probabilistic program, each
non-exit node has exactly one outgoing hyper-edge. In each right-hand side above, the second
argument to the widening operator re-evaluates the action of the (one outgoing) hyper-edge.
Consequently, during an analysis, there is an invariant that whenever a widening operation a v b is
performed, the property a C 4 b holds.

The safety properties for the three widening operators are adaptations of the standard stabilization
condition: For every pair of ascending chains {ay }xez+ and {bx }rez+,

* the chain {cy }xez+ defined by ¢y = ag (poﬂ bo and cy41 = ¢k Ve (ags1 woﬂ bi+1) is eventually
stable;

* the chain {ck }xez+ defined by c¢o = ag B bo and ci41 = ¢k Vp (aks1 D br+1) is eventually
stable; and

* the chain {c}xez+ defined by cg = ag Yg bg and cxy1 = ¢k Vi (ak+1 Ya brs1) is eventually
stable.

4.3 Instantiations

In this section, I instantiate the framework to derive three important analyses: Bayesian inference
(BI) (84.3.1), computing rewards in Markov decision processes (§4.3.2), and linear expectation-
invariant analysis (LEIA) (§4.3.3).

4.3.1 Bayesian Inference

Claret et al. [29] proposed a technique to perform Bayesian inference on Boolean programs using
dataflow analysis. They use a forward analysis to compute the post-state distribution of a single-
procedure, well-structured, probabilistic program. Their analysis is similar to an intraprocedural
dataflow analysis: they use discrete joint-probability distributions as dataflow facts, merge these
facts at join points, and compute fixpoints in the presence of loops. Let Var be a finite set of program
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variables; the set of program states is Q “ Var - 2, where 2 = {true, false} is the set of Boolean
values. Note that Q is isomorphic to 2/¥®l and consequently, a distribution can be represented
by a vector of length 2/V@"! of real numbers in the unit interval [0, 1]. (Their implementation uses
Algebraic Decision Diagrams [5] to represent distributions compactly.)

The algorithm by Claret et al. [29, Alg. 2] is defined inductively on the struc-
ture of programs—for example, the output distribution of x ~ BERNOULLI(r)
from an input distribution u, denoted by Post(u,x ~ BERNOULLI(r)), is computed as
Ao’ (T‘ : Z{0|0’:0[x<—true]} ]J(O’) + (1 - T‘) ’ Z{0|U’:0[x<—false]} ]J(O’)) .

I have used PMAF to extend their work in two dimensions, creating (i) an interprocedural version
of Bayesian inference with (ii) nondeterminism. Because of nondeterminism, for a given input state
the post-state distribution is not unique; consequently, my goal is to compute procedure summaries
that gives lower bounds on post-state distributions. I consider the following data actions Act and
logical conditions £ for Boolean programs, where p € [0, 1].

Act == x := @ | x ~ BERNOULLI(p) | observe() | skip
@ € L :=x|true | false | not ¢ | ¢ and @, | 1 or @,

Similarly, I define interpretations of data actions and logical conditions for Boolean programs as I
have done for arithmetic programs in §2.3:

[x = @] E Aw. 8§(w[x — [e](w)]) [x] L Aw. w(x)
[x ~ BERNouLLI(p)] EAw. p- 8(w[x > true]) Ic] * Aw. c where ¢ € {true, false}
+(1-p)-8(w|x — false]) [not @] £ lw. =[] (w)
[observe()] < 1w. [¢](w) - §(w) [1 and @3] € Aw. [p1](@) A [@2](w)
[skip] £ Aw. 8(w) [1 or @a] £ 1. [1]() V [@2] (@)

To reformulate the domain in the two-vocabulary setting needed for computing procedure
summaries, I introduce Var’, primed versions of the variables in Var. Var and Var’ denote the
variables in the pre-state and post-state of a state transformer. A distribution transformer (and
therefore a procedure summary) is a matrix of size 2!V x 2/Va"| of real numbers in the unit interval

[0, 1]. I define a PMA B = (Mg, Cg, ®g, o g 1D g Y3, Lg, 1,) as follows:

def

Mg = 2Varl xc alVar'l [0, 1]
aCgb=a<h aYg b= min(a, b)
a®sbEaxhb in:ef)L(s,t).O
apEBde:efp-a+(1—p)-b leéf)L(s,t).[s:t]

a ,0, b= A(s,t). if [@](s) then a(s, ) else b(s, t)

The use of pointwise min in the definition of a Ug b causes the analysis to compute procedure
summaries that provide lower bounds on the post-state distributions.

LEMMA 4.9. B is a PMA.

PRrROOF. (Mg, Cg) forms a complete lattice because all elements in Mg are supported by the
bounded interval [0,1]. (Mg, ®g,1,) forms a monoid because the set of square matrices (of
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the same dimension) with matrix multiplication forms a monoid with the identity matrix as the
identity element. The semilattice ordering induced by Yg is the pointwise ordering >, and it is
straightforward to check a R b>aYgbanda Dy b>aYgbforalla,b € Mgand @ € L,
p € [0,1]. Finally, it is also straightforward to check that the operators ®g, ,¢ , @, YUs are

. .(B, p B)
monotone with respect to Cg. O

Let B = (8, [[]]99 ) be the interpretation for Bayesian inference. I define the semantic function for
data actions as follows. Recall that [-] is the Iverson bracket, which evaluates to 1 if the argument
condition is true, and O otherwise.

[x = @] £ As,0). [slx — [@](s)] = t]

[x ~ BernouLLI(p)]# LA, 0). p- [s[x > true] =t] + (1= p) - [s[x — false] = t]

[observe(q)[# = A(s, 0). [[@](s)] - [s =t]
[skip]® < A(s,0). [s =t]

To prove soundness, I use the denotational semantics based on the g-convex powerdomain GK (Q)
(denoted by C in this section) developed in §3.3. I then define the concretization mapping
Y8 : Mg — GK(Q) as yg(a) « {x | Vs,s": k(s)(s") > a(s,s’)}, indicating that the abstract
domain keeps track of lower bounds.

LEMMA 4.10. yg is a probabilistic under-abstraction from C to B.

PrROOF. By definition, we have yg(a) = T(As.As".a(s,s’)), i.e., the upper closure of a in the
g-convex powerdomain GK (Q).

* We want to show yg(1lg) Cc¢ 1.. Appeal to the fact that T(As.As".[s = s']) = T{A5.8(s)} =
{As.8(s)} = 1.

* We want to show for all Q1, Q2 € B, yg(Q1 ®5Q2) Cc y5(Q1) ®c y5(Q2). Because yg always
maps to saturated subsets, it is sufficient to show yg(Q1 X Q2) 2 Tgconv(yg(Q1) ®c y5(Q2)).
Observe that yg(Q1XQ2) is saturated and g-convex, it is sufficient to show yg(Q1)®cys(Q2) C
y8(Q1 X Q2).

Fix k1 € yg(Q1) and k3 € y5(Q2). Let g1 = As.As".Q1(s,s’) and go = As.As".Qa(s,s’). Then
k1 Jx q1 and ko Jg 2. Because the kernel composition operator ® is monotone, we know
that k1 ® ko Jx q1 ® g2. Observe that

01 ®qa=As.As". D q1(s)(s') - ga(s)) (s”) = A5.A5”.(Q1 X Q2) (5,57,

s’eQ

thus q1 ® q2 € yg(Q1 X Q2). Because k1 ® ko Jx g1 ® g2 and yg(Q1 X Q) is saturated, we
conclude that k1 ® k2 € yg(Q1 X Q2).

* We want to show that for all Q;,Q; € 8 and ¢ € L, it holds that yg(Q; ‘P<>B Q2) Cc
y5(Q1) ¢ y5(Q2). It is sufficient to show that

y(A(s,s"). if [@](s) then Qi(s,s") else Qa(s,5")) 2 T(y5(Q1) (0, ¥8(Q2)).
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Observe that the left-hand-side is saturated. It is sufficient to show

y8(Q1) O ¥8(Q2) Cys(Als,s'). if [@](s) then Q1 (s, s") else Qa(s, s)).

Fix k1 € yg(Q1) and k3 € yg(Q2). Let g1 = As.As".Q1(s,s’) and g = As.As".Q2(s, s’). Then
k1 dg q1 and k2 Jk q2. Because the kernel conditional-choice operator o< is monotone, we
know that x; o< K2 Ik q1 (< Q2. Observe that

01 © q2 = As.As"[[@] ()] - q1(s)(s") + [1 =[] (s)] - q2(s)(s")
= As.As".if [@](s) then Q1 (s,s’) else Qa(s,s’),

thus q1 ,0 q2 € yg(A(s,s").if [](s) then Qi(s,s") else Qa(s,s’)). Hence k1 ,O K2 €
ys(A(s,s").if [](s) then Q:(s,s") else Qa(s,s")).

* We want to show that for all Q;,Q, € B8 and p € [0, 1], it holds that yg(Q; i Q2) Cc
y8(Q1) 2050 ys(Q2). It is sufficient to show that

y8(p- Qi+ (1-p)-Q2) 21(yz(Q1) 3,0, ¥5(Q2)).
Observe that the left-hand-side is saturated, it is sufficient to show
y8(Q1) 10.°c y8(Q2) Cyg(p- Qi+ (1-p)-Q2).

Fix k1 € yg(Q1) and k3 € y5(Q2). Let g1 = As.As".Q1(s,s’) and gp = As.As".Qa(s,s’). Then
k1 2k ¢q1 and k2 g q2. Because the kernel condition-choice operator ; p<> is monotone, we
know that x; mpo Ko Jx q1 Aw'po g2. Observe that

1 34,0 92 = As.A5".p - q1(s)(s") + (1 = p) - q2(s)(s") = As.As".p - Q1(5,5") + (1 = p) - Qa(s,8"),
thus g1, O g2 € ys(p- Q1+ (1-p)-Q2). Hencery ;, ka2 €yg(p- Qi+ (1-p)-Qa).

* We want to show that for all Q1, Q2 € B, yg(Q1 Yz Q2) Cc y5(Q1) Y y5(Q2). It is sufficient
to show yg(min(Q1, Q2)) 2 Tgconv(ys(Q1) U ys(Q2)). Observe that the left-hand-side is
saturated and g-convex, it is sufficient to show yg(Q1) U yg(Q2) € yg(min(Qi,Q2)). It
follows directly from the fact that min(Q1, Q2)<Q; and min(Q1, Q2)<Q-, as well as the
definition of yg, which maps to saturated subsets.

O

I do not define widening operators for B, because yg is an under-abstraction and the chaotic-
iteration algorithm starts from the bottom element in the abstract domain, the intermediate result
at any iteration is a sound answer.

4.3.2 Markov Decision Process with Rewards

Analyses of finite-state Markov decision processes were originally developed in the fields of
operational research and finance mathematics [130]. Originally, Markov decision processes were
defined as finite-state machines with actions that exhibit probabilistic transitions. In this section, I
use a slightly different formalization, using hyper-graphs.
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Definition 4.11 (Markov decision processes). A Markov decision process (MDP) is a hyper-graph
H = (V, E, v®"" 1®) where every node except v™" has exactly one outgoing hyper-edge; each
hyper-edge with just a single destination has an associated reward, seq[reward(r)], where r is a
positive rational number; and each hyper-edge with two destinations has either prob[p], where
0 < p <1, or ndet. Note that MDPs are a specialization of single-procedure probabilistic programs
without conditional-choice.

We can also treat the hyper-graph as a graph: each hyper-edge contributes one or two graph
edges. A path through the graph has a reward, which is the sum of the rewards that label the
edges of the path. (Edges from hyper-edges with the actions prob[p] or ndet are considered to
have reward 0.) The analysis problem that I wish to solve is to determine, for each node v, the
greatest expected reward that one can gain by executing the program from v.

It is natural to extend MDPs with procedure calls and multiple procedures, to obtain recursive
Markov decision processes. The set of program states is defined to be the set of extended nonnegative

rational numbers: Q £ Q7. To address the maximum-expected-reward problem for a recursive
Markov decision process, I define a PMA R = (Mg, Cg, ®x, ¢<>R’ 1Bps IR> L 1) as follows:

— + —
Mg = RZ, Qg = Max Lg

Ck =< |a@®,b=p-a+(l-p)b|1l, =0

Rr = + Hg = max

LEMMA 4.12. R is a PMA.

PRrROOF. (Mg, Cg) forms a complete lattice because it is isomorphic to the set of extended
nonnegative real numbers. (Mg, ®g, 1,) forms a monoid because addition + is associative on real
numbers and has O as its identity element. The semilattice ordering induced by Uy is the standard
real number ordering <, and it is straightforward to check a ,¢,, b <aYgbanda ®,b <aYgb
for all a,b € Mg and @ € £, p € [0,1]. Finally, it is also straightforward to check that the
operators ®g, (pOR, p®g, Uz are monotone with respect to Cg. m|

Let % = (R, [-]#) be the interpretation for a Markov decision process with rewards. Because
MDPs do not have logical conditions (i.e., £ = () and the only data action is reward(r), I define

the concrete interpretation as [reward(r)] 158 (s +r) and the abstract semantic function as
[reward(r)]* = r.

To prove soundness, I use the denotational semantics based on the g-convex powerdomain
GK (Q) (denoted by C in this section) developed in §3.3. I then define the concretization mapping

Y= : Mg — GK(Q) as yg(a) (k| Vs: Syeas - k(s)(s) < s +a}, indicating that the abstract
domain keeps track of upper bounds.

LEMMA 4.13. yg is a probabilistic over-abstraction from C to R.

PROOF. By definition, we have yg(a) = {k | Vs: Syeq s’ - k(s)(s’) = s +a}, where U is the Scott
closure of U in the g-convex powerdomain GK (Q).

* We want to show 1. C¢ yr(1lg). Appeal to the fact that As.8(s) € yx(0).
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* We want to show for all Q1,Q2 € R, yz(Q1) ®c yr(Q2) Cc¢ Yr(Q1 ®& Q2). Because yg

always maps to Scott-closed subsets, it is sufficient to show that gconv(yx(Q1) ®c y=(Q2)) C
Y= (Q1 + Q2). Observe that yg(Q1 + Q2) is Scott-closed and g-convex, it is sufficient to show

that yg(Q1) ®c y=(Q2) € yr(Q1 +Q2).

Fix k1 € yr(Q1) and k2 € yg(Q2). Observe that Xl cqy - k1(s)(¥) < s+ Qi and Xyeqy -
k2(s)(y) < s+ Q. By the definition of the kernel composition operator ®, we have

2y (ki®ra)(s5)(y) = Doy (D ra(s)(2) - ka(2) (1))

yeQ yeQ 2€Q

=2y k@) k$)()

z€Q yeQ

< D (z+Q2) - k1(5)(2)

z€Q)

= Zz -k1(s)(2) + Q2 - ZKl(S)(Z)

z€Q) z€Q)
<s+Qi1+Qs.

Hence k1 ® k2 € yr(Q1 + Q2).

* We want to show that for all Q1, Qs € R and p € [0, 1], it holds that yx(Q1) m.poc y=(Q2) C¢

y®(Q1 @, Qa). Itis sufficient to show that yr(Q1) ;,, ¢ ¥=(Q2) S y=(p- Q1+ (1-p)-Qa).
Observe that yg(p- Q1+ (1—p) - Q) is Scott-closed, it is sufficient to show that yz (Q1) 2050
yr(Q2) € yr(p- Q1+ (1-p)-Q2).

Fix k1 € yg(Q1) and k2 € yr(Q2). Observe that Y, cqy - k1(s)(¥) < s+ Qi and Xyeqy -
r2(s)(¥) < s+ Qq. By the definition of the kernel conditional-choice operator ,,&, we have

DY (k1 34,0 %2) () () = Dy - (p-rk1+ (1= p) - k2)(s)(¥)

yeQ yeQ
= >y -pKi®)+ Dy (1-p)-Ka(s)(y)
yeQ yeQ

<p-Q+(1-p)-Qa.

Hence ky ,, O K2 € yr(p- Q1+ (1-p)-Qa).

* We want to show for all Q1, Q2 € R, yr(Q1) S¢ y=(Q2) Cc yr(Q1 Yz Qo). It is sufficient to

show that gconv(yz(Q1) U yr(Q2)) € yr(max(Q1, Q2)). Observe that yr(max(Q1, Q2)) is
Scott-closed and g-convex, it is sufficient to show that yg(Q1) U yg(Q2) C yx(max(Q1, Q2)).
It follows directly from the fact that Q; < max(Q1, Q2) and Q, < max(Q1,Q>), as well as
the definition of yg, which maps to Scott-closed subsets.

I then use a trivial widening in this analysis: if after some fixed number of iterations the analysis
does not converge, it returns oo as the result.
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4.3.3 Linear Expectation-Invariant Analysis

Several examples of expectation invariants obtained via linear expectation-invariant analysis (LEIA)
were given in 84.1.2. This section gives details of the abstract domain for LEIA.

I make use of an existing abstract domain, namely, the domain of convex polyhedra [38]. Elements
of the polyhedral domain are defined by linear-inequality and linear-equality constraints among
program variables. For LEIA, I use two-vocabulary polyhedra over nonnegative program variables.
Let x = (x1,--- ,X,)! be a column vector of nonnegative program variables and x’ = (X}, 5 xp T
be a column vector of the “primed” versions of corresponding program variables. A polyhedron
P C (R*)?" captures linear-inequality constraints among x and x’, which can be interpreted as a
relation between pre-state and post-state variable valuations.

A polyhedron P = {(x'T x")T € (R*)2" | A’x’ + Ax < b A D'x’ + Dx = e}, can be encoded
as the intersection of a finite number of closed half spaces and a finite number of subspaces,
where A’, A, D’, D are matrices and b, e are vectors. The associated constraint set is defined as
Cp = {A’X" + Ax < b, D’x’ + Dx = e}. Let P be the set of polyhedra; P is equipped with meet, join,
renaming, forgetting, and comparison operations.

LEIA uses expectation polyhedra. They are actually the same as polyhedra, except that the two
vocabularies are x = (x1, -+ ,x,)" and E[x'] = (E[x}],---, E[x/])T. An expectation polyhedron
represents a constraint set of the form

{A'E[x’] + Ax < b,D'E[x'] + Dx = e}. (4.2)

Because of the linearity of the expectation operator E, an equivalent way to express (4.2) is as
follows:

{E[A’x"] + Ax < b,E[D'x’] + Dx = e}.
Let EP be the set of expectation polyhedra. EP is equipped with the same set of operations as P.

I define the state space to be Q = (R*)". I then define a PMA 7 with a universe My Lo xEP.
An element (P, EP) € I consists of

(i) a set of standard constraints P € £, and

(ii) a set of expectation constraints EP € &P, such that 0 U P[E[x"]/x’] 2 EP holds, where
def

0= AL, (E[x]] =0).
The latter property means that, if necessary, one can always “rebuild” a pessimistic E component
from the # component as 0 LI P[E[x"]/x’].”

Because the state space Q is not countable, I use the denotational semantics based on the convex
powerdomain Q — PD(Q) (denoted by C in this section) reviewed in §3.3. Note that to support
distributions on real numbers, the state space Q is equipped with a coherent dcpo [110, 144]. I
define the concretization mapping yr as follows:

yr(P,EP) = As. {p | n({s" | [s" s"T" EPY) = p(@) A [[ s - u(ds’) s"]" F O L EP}.

7The intuition is that P represents a convex over-approximation to some desired set of points; the expected value
has to lie somewhere inside O LI P, where “O U . ..” is needed to account for sub-probability distributions. For instance,
for a nonnegative interval [lo, hi], it must hold that expected € ([0, O] U [lo, hi]); i.e., O < expected < hi.




60 CHAPTER 4. AN ALGEBRAIC ANALYSIS FRAMEWORK

Comparison The comparison operation on ordinary polyhedra can be defined as standard set
inclusion. For expectation polyhedra, taking into account sub-probability distributions, I define
EP, C EP5 to be 0 LI EP; C O U EP5, so that any element inside or below EP; should also be inside

or below EP;,. Consequently, I define (P1, EP1) T (P, EP5) « P{ C P, AOUEP; COUEP,.

Composition For ordinary polyhedra, the composition of P; and P, can be defined as
(Ix": Cp [X"/X'] A Cp, [X"/x]) = Cpyep,,

where I introduce an intermediate vocabulary x” = (x7, - -, x/)T, and use it to connect P; and
P,. Consequently, I define P; ® P, to be 3x”: Cp, [x”/x’] A Cp,[x”/x]. Operationally, composition
involves first introducing a new vocabulary; renaming the variables properly; performing a meet,
and finally forgetting the intermediate vocabulary.

Somewhat surprisingly, because of the tower property in probability theory, exactly the same
steps can be used to compose expectation polyhedra. Informally, the tower property means
that E[X] = E[E[X | Y]], where X and Y are two random variables, and E[X | Y] is a
conditional expectation. For instance, suppose that EP; and EP, are defined by the constraint
sets {E(x") = x + 2} and {E(x’) = 7x}, respectively. Following the renaming recipe above, we
have E(x”) = x + 2 and E(x’ | x””) = 7x”. By the tower property, we have E(x’) = E(E(x" | x”))
= E(7x") = 7E(x”") = 7x + 14. Operationally, the tower property allows one to compose linear
expectation invariants, and eliminate the intermediate vocabulary x”. Consequently, I define

def

(P1, EP1) ® (P2, EPy) = (P, ® P,, EP1 ® EP).

Conditional-choice For the ordinary-polyhedron component, a conditional-choice & is per-
formed by first meeting each operand with the logical constraint ¢, and then joining the results.
However, for the expectation-polyhedron component, conditioning can split the probability space
in almost arbitrary ways. Consequently, the constraints on post-state expectations as a function of
pre-state valuations are not necessarily true after conditioning. Thus, I define

(P1, EPy) 0, (P2, EP2) £ let P = ({9} M P1) Ui ({~q} M Py)
in (P, (EP; L EP5) M (0 U P[E[x"]/x'])).

The M in the second component is performed to maintain the invariant that 0 LI P[E[x"]/x"] 3 the
second component.

Probabilistic-choice For the ordinary-polyhedron component, I merely join the components of
the two operands. For the expectation-polyhedron component, I introduce two more vocabularies
and have

n
(3x",x": Cep, [x" [E[x']] A Cep, [X""JE[X'T] A NE[x]] =p-x{ +(1-p)-x") = CEp, ,@EP, -
i=1

Consequently, I define EP; ;& EP; to be
n

3, %"+ | Cepy [x”JE[X']] A Cap, [x" JE[xX'T] A N\ Elx{] = p-x{ + (1= p)-x"],
i=1
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def

and (Pl,EP1) PGBI (Pz,EPz) = (P1 L Py, EPq pEB Epz).

Nondeterministic-choice The nondeterministic-choice operations on both ordinary polyhedra
def

and expectation polyhedra can be defined as join. Hence, I define (P1, EP1) Y1 (Py, EP3) =
(P1 LI Py, EPq LU Epz)

Bottom and Unit Element I define L, < (false, 0), and 1, S ({x{=x; |1 <i<n},{E[x] =
x;i |1 <1i<n}).

Semantic Function Some examples of the semantic mapping -] are as follows, where min(2)
and max(9) represents the interval of the support of a distribution &, while mean(9) stands for
its average. Note that LEIA does not support observation statements, which might change the
post-state probability distribution in almost arbitrary ways.

[xi := &]7 < ({x; = ()} U = x5 | j# i}, (E[x/] = 6(0)} U{E[X] =x; | j # i})
[xi ~ 2] & ({min(@) < x) <max(2)} U {x)=x; | j # i},
(E[x{] = mean(2)} U {E[x]] = x; | j # i}
[skip]” =1,

Note I assume all expressions in the program are linear. For nonlinear arithmetic programs, one
can adopt some linearization techniques [54, 113].

LEMMA 4.14. I is a PMA.

ProoOF. Most of the properties appeal to the properties of the polyhedron domain [38]. The only
nontrivial property is thata © b <r aYr b for abstract elements a, b and p € [0, 1], where <j is
the semilattice ordering induced by U;. It suffices to show that for any polyhedra EP; and EPs, it
holds that EP, ® EP; C EPy L EP,. By the properties of the polyhedron join, we know that

Cep,uep, &= ", x"": (Cgp, [x"/E[X]] A Cep, [x”"JE[X]] A

1 127

n
/\(I]E[xl'] > min(x;, x;”) A E[x]] < max(x],x]"))),
i=1

thus by the definition of polyhedron probabilistic-choice operator @, E[x;] is a convex combination
of x" and x!” thus must be included in the interval [min(x/, x/"), max(x/’, x{”)]. Therefore, we
have Cep,LEP, CEPlPQ)EPZ and EP; pEB EPy C EPy LI EP>. O

LEMMA 4.15. Y7 is a probabilistic over-abstraction from C to I.

PrOOF. By definition, we have

yr(P,EP) = As. {u | u({s' | [T s"]T € P) = u(Q) A [[ ¥ - n(dy) s"]" € EP},

where U is the Scott-closure of U in the convex powerdomain PD(Q).
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* We want to show 1, C¢ y7(1;). Appeal to the fact that As.{8(s)} € yr({x] =x; |1 <i <

np,{E[x]] =x; | 1 <i<n}).

We want to show for all (P1, EP1), (P2, EPy) € I, it holds that y;(P1, EP1) ®c y7(P1, EP1) Cc
y]((Pl,Epl) ®r (Pz, Epz)). Let g = VI(Pl,Epl) and h = )/I(Pz,Epz). Fix s € Q. Then it

suffices to show E(g(s)) Cp Y7 ((P1, EP1) ®1 (P2, EP3))(s) (recall Proposition 3.9). Because
yr always maps to Scott-closed convex subsets, the ordering Cp can be reduced to set inclusion

C. Since h is linear with respect to lifted probabilistic choices, it suffices to show that for any
i € g(s), the set h(u) (the linear function h is obtained by [144, Thm. 2.11], which is similar
to Proposition 3.7) is contained as a subset in

yr((P1, EP1) ®1 (P2, EP3))(s) = y7(P1 ® P2, EP1 ® EP)(s).

Fix some p € g(s).

First, we claim that for any v € h(p), it holds that v({s” | [s"7 sT]T € P1 ® Py}) = v(Q).
Because h is linear with respect to probabilistic choices, it suffices to show that for any
s’ € supp(pu) and v € h(s’), it holds that

v({s” | [s"T sT]T € Py @ Py}) = v(Q).

By the definition of h, we have v({s” | [s"T sT]T € Py}) = v(Q). Because s’ € supp(p),

p € g(s), and by the definition of g, we have [s’7 sT]T € P;. Thus, for any s” satisfying

[s"T s'T]T € P, it holds that [s”T sT]T € P; ® P,. Therefore, we can conclude this claim by
v(Q) =v({s” | [T sT1T e Po}) <v({s' | [s"T sT]T € Py ® Py}) < v(Q).

Second, we claim that for any v € h(p), it holds that [[¥"-v(dy) s"]" € 0L (EP; ® EP).

Because h is linear with respect to probabilistic choices, and by assuming the Axiom of Choice,
we can choose g € h(s’) for each state s’ such that v = f 7y - p(ds’). By the definition of h,

we know that for any state s', it holds that [ [ y” - 7y (dy) s”]" € 0 L EP,. Because EP; is
convex, we have

(" 2o (dy)) - u(ds’) [s" - u(ds)]" € 0L EP,
= [fyT -v(dy) fs’T -1(ds")]" € 0L EPs.

By the definition of g, we have [ [ s7 - u(ds’) s]” € 0 U EPy. Thus, by the definition of
polyhedron composition ®, we know that

[/ ¥"-v(dy) s"]" € (OUEP;) ® (0L EP) C 0L (EPy ® EPy).

We want to show for all (P1, EP;), (Py, EP,) € I and ¢ € £, it holds that y7(Pq, EP7) s
y1(P2,EP3) Cc yr((P1,EP1) 4O, (P2,EPy)). Let g = yr(P1,EPy) and h = yr(P3, EPy).
Fix s € Q. Then it suffices to show g(s) [[[qo}](s)]@p h(s) Cp yr((P1, EPy) o° (P2, EP5))(s).
Because y; maps to Scott-closed convex subsets, the ordering Cp can be reduced to set
inclusion C. Fix p1 € g(s) and py € h(s). It then suffices to show that

1= [[@l(s)] - m+ Q= [[@]()]) - p2 € pr(P, (EPy L EP) M (0 U P[E[x']/x']))(s),



4.3. INSTANTIATIONS 63

where P £ {@}nPy) U ({—p}m1Py).
First, we claim that u({s’ | [s’7 sT]T € P}) = u(Q). By the definition of g and h, we know that

pi({s” | [ sT]" € P1}) = m(Q) and pa({s | [s7 s"]" € Pa}) = pa(Q). If [@] (s) = true,
we have

p(Q) = p1(Q) = m({s" | [s" s"]" e P1})
=m({s' | [s7 s']" € Py A [@](s)})
<p(s' | [s7 s e {@}nP1})
<m({s' | [s7s"]" e P}
=p({s"| [ s"]" € P}) < p(Q).

Similarly, if [¢](s) = false, we also have u(Q) = p({s’ | [s" sT]T € P}).
Second, we claim that

[/ ¥" - u(dy) s"]" € 0 ((EP; L EP,) M (0 U P[E[x']/x']))
= (00U EP; UEPy) M (OUP[E[xX]/X]).

The (0 U P[E[x’]/x']) part appeals to the fact that u(Q) = u({y | [y* s']" € P}) and P is
convex. For the (0U EP; LIEP,) part, if [@](s) = true, then u = p11, thus [f yl'-u(dy) s']" €
(OLEP;). Similarly, if [¢] (s) = false, we have i = p15 and thus [f yI-nu(dy) sT]" € (OLEP,).
Therefore, we conclude that [/ yI - u(dy) s']" € 0U EP; L EP,.

* We want to show for all (P1, EP;), (P2, EP) € T and p € [0, 1], it holds that y; (P, EPq) B
1 (P2, EP3) Cc yr((P1, EP1) ;©, (P2, EP2)). Let g = yr(P1,EP1) and h = yr (P, EP,). Fix
s € Q. Then it is sufficient to show that g(s) &, h(s) Cp yr((P1,EP1) @, (P2, EP2))(s).
Because y; maps to Scott-closed convex subsets, the ordering Ep can be reduced to set
inclusion C. Fix p1; € g(s) and o € h(s). It then suffices to show that

pEp-pi+(1-p)-pa€yr(P1UPy,EPy p® EP2)(s).

First, we claim that u({s’ | [s"7 s']T € P, LU P,) = 1(Q). By the definition of g and h, we know
that 1 ({s’" | [s7 sT]" € P1}) = 11(Q) and pa({s’ | [s"" s']" € Py}) = p2(Q). Thus, we have

p(Q) =p-p(Q) +(1-p)-p2(Q)
=p-p({s"| [s"s']" € Pi}) + (1= p) - pa({s" | [s7 s"]" € Pa})
<p-m({s' | [s7s"]" € PLuPo}) + (1= p) - pa({s" | [s7 s"]" € P1 LI Py})
=p({s"| [s"s"]" € PyUP2}) < p(Q).

Second, we claim that [ [ y" - p(dy) s"]" € 0L (EP; @ EP3). By the definition of g and h, we
know that [ [ y" - p1(dy) s"]" € OUEPy and [ [ ¥ - p2(dy) s"]" € 0L EP,. By the definition
of the polyhedron probabilistic-choice operator ,®, we have [(p- f y i (dy)+(1-p)- / yT-
p2(dy)) s'1" € (OUEP;) ®(OLIEPy), thus conclude that [[y"-u(dy)s"]" e OLI(EP, ®EP,)
by the factp =p-p1+ (1 —p) - pzand (OU EPy) @ (0L EP2) € OU (EPy @ EP3).
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* We want to show that for all (P, EP;),(Py, EP;) € I, it holds that y;(Pq,EPy) Y¢
yr (P2, EPy) Cc yr((P1,EP1) Yy (Py,EPy)). Note that y; maps to Scott-closed convex
subsets. Fix s € Q. It then suffices to show that y;(P1, EP1)(s) U yr (P2, EP3)(s) C
yr (P1U Py, EP1 LIEP;)(s). Without loss of generality, we show the proof for y;(P1, EP1)(s) C
yr(P1 U Py, EPy LIEP;)(s). Fix p1 € y7(P1, EP1)(s).

First, we claim that y11 ({s" | [s"F sT]T € P; L P,}) = 11(Q). Appeal to the fact that

p1(Q) = m({s" | [s7s"]" e P1)) < pn({s” | [7 s']" € PruUPa}) < i (Q).

Second, we claim that [f yI' - n11(dy) sT]T € 0 U EP; U EP,. By the definition of 117, we can
conclude this claim by the fact that [f yI' - ni(dy) sT]" € 0 U EP;.

Widening Let Vv be the standard widening operator on ordinary polyhedra [67]. Recall from
Observation 4.8 that whenever a widening operation a v b is performed, the property a E4 b
holds for an analysis A. There is a subtle issue with expectation invariants when dealing with
conditional or nondeterministic loops.

Observation 4.16. In a conventional program, if we have a loop “while B do S od,” and I
is a loop-invariant, then I A =B (which implies I) holds on exiting the loop. In contrast, for a
conditional or nondeterministic loop in a probabilistic program, an expectation-invariant that holds
at the beginning and end of the loop body does not necessarily hold on exiting the loop.

Example 4.17. Consider the following program:

while —(x = y) do
if prob(1/2) thenx :=x+1lelsey =y +1fi
od

For the loop body, we can derive an expectation invariant E[x" — y'] = x — y; however, for the entire
loop this property does not hold: at the end of the loop x = y must hold, and hence E[x" — y’] should
be equal to 0.

Because of this issue, I use a pessimistic widening operator for conditional-choice and
nondeterministic-choice: the widening operator forgets the expectation invariants and rebuilds
them from standard invariants.

(P1, EPy) V¢ (P2, EPy) € (P V P, 0 U Po[E[x']/x'])
(P1,EPy) Vy (P2, EPy) £ (P1 ¥ Py, 0L Py[E[x']/x'])

I do not have a good method for (Pq, EP1) V, (P2, EP5). I found that the following approach loses
precision:
let P = (P, V Py) in (P, (EP; V EP,) M (O LI P[E[x]/x']))

In my experiments, I use (P1, EP1) V, (P2, EP)) S (P V Py, EP5), which does no extrapolation in

the &P component.
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4.4 Evaluation

In this section, I first describe the implementation of PMAF, and the three instantiations introduced
in §4.3. Then, I evaluate the effectiveness and performance of the three analyses.

4.4.1 Implementation

PMAF is implemented in OCaml; the core framework consists of about 400 lines of code. The
framework is implemented as a functor parametrized by a module representing a PMA, with some
extra functions, such as widening and printing. This organization allows any analysis that can be
formulated in PMAF to be implemented as a plugin. Also, the core framework relies on control-flow
hyper-graphs, and provides users the flexibility to employ it with any front end. I use OCamlGraph
[32] as the implementation of fixed-point computation and Bourdoncle’s algorithm [18].

The plugin for Bayesian inference is about 400 lines of code, including a lexer and a parser
for the imperative language that I use in the examples of this paper. I use Lacaml [122] to
manipulate matrices. The plugins for the Markov decision problem with rewards and linear
expectation-invariant analysis are about 200 lines and 500 lines, respectively. I use APRON [80] for
polyhedron operations. Most of the code in the plugins is to implement the PMA structure of the
analysis domain.

Because of the numerical reasoning required when analyzing probabilistic programs, I need to be
concerned about finite numerical precision in my implementations of the instantiations (although
they are sound on a theoretical machine operating on reals). In my implementation, I use the fact
that ascending chains of floating numbers always converge in a finite number of steps. The user
could use the technique proposed by Darulova and Kuncak [42] to obtain a sound guarantee on
numerical precision.

4.4.2 Experiments Table 4.1: Top: Bayesian inference.

Bottom: Markov decision problem
Evaluation Platform My experiments were performed on a \ith rewards. (Time is in seconds.)

machine with an Intel Core i5 2.4 GHz processor and 8GB of
RAM under Mac OS X 10.13.4. A replication package for the Program #loc rec? #call time

evaluation results in this section is publicly available [147]. compare 17 n 0 2.22
dice12 n o 0.02

eglio n o 0.02

Bayesian Inference and Markov Decision Problem with Re- egl-tail 16 t 2 0.02
wards I tested my framework on Bayesian inference and eg210 n o 0.02
Markov decision problem with rewards on handcrafted examples.  eg2-tail 16 t 2 0.01
The results of the evaluation of the two analyses are described  recursive 14 r 1 0.01
in Table 4.1. The tables contains the number of lines; whether ~ binaryl0 184 n 90  o0.03
the program is non-recursive, tail-recursive, or recursive; the loop1o n o 0.03
number of procedure calls; and the time taken by the imple- quickso.rt7 109 n 42 0.03
mentation (measured by running each program 5 times and 'ecursive 13t 1 0.03
student 43 t 8 0.03

computing the 20% trimmed mean).
My framework computed the same answer (modulo floating-point round-off errors) as PReMo
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Table 4.2: Linear expectation-invariant analysis.

Program Expectation invariants #loc rec? #call time
2d-walk E[x'] =x, E[y'] =y, E[dist'] = dist, 47 n o} 0.24
E[count’] < count+1, E[count’] > count
aggregate-rv E[2x’ —i'] =2x — i, E[x'] < x+1/, E[x'] >x 1 n o 0.06
biased-coin E[x'] < x+1/2, E[x'] = x -1/ 25 1N o 0.06
binom-update E[4x’ —n'] =4x —n, E[x'] <x+14 E[x'] >x 14 n o) 0.06
(p="4
coupon5 [E[count’ —i'] = count — i (1st), 58 n o 0.07
E[4count’ — 51 ] = 4count — 5i (2nd),
E[3count’ — 5i'] = 3count — 5i (3rd),
E[2count’ — 5i’] = 2count — 5i (4th),
E[count’ — 5i’] = count — 5i (5th)
dist E[x'] =x, E[y'] =y, E[g'] = -x+12-y 5 n 0 0.05
eg E[x'+y' ] =x+y+3, E[2] =14 2z+43/s, 8 n o 0.89
E[x'] <x+3, E[x'] >x
eg-tail E[2'] > -2, E[x'] 2x, E[Y'] =2y, 1t 1 0.13
E[x"+y'] Zx+y+3/
hare-turtle E[2h’ —5t’] =2h —5t, E[h’] < h+°%k, E[R'] > h 15 n o 0.06
hawk-dove E[p1b’ — count’] = p1b — count, 29 1 o 0.08
E[p2b" — count’] = p2b — count,
E[p1b’] <plb+1, E[plb’] > plb
mot-ex E[2x" —y'] = 2x —y, E[4x’ —3count’] = 4x — 3count, 16 n o) 0.06
[x] <x+3/, E[x'] =2x
recursive E[x'] =x+9 13 1 2 0.37
uniform-dist E[n’] <2n, E[n’] = n, E[g’'] <22+, E[g']l =g 14 n o 0.06

[156], a tool for probabilistic recursive models. I did not compare with probabilistic abstract
interpretation [39] because its semantic foundation is substantially different from that of my
framework—as I mentioned in the beginning of this chapter, the order for resolving probabilistic
behavior and nondeterministic behavior is different.

The analysis time of Bayesian inference grows exponentially with respect to the number of
program variables.® The time cost comes from the explicit matrix representation of domain
elements. One could use Algebraic Decision Diagrams [5] as a compact representation to improve
the efficiency.

The analyzer for the Markov decision problem with rewards works quickly and obtains some
interesting results. quicksort7 is a model of a randomized Quicksort algorithm on an array of size 7
(obtained from [156]), and my analysis results are consistent with the worst-case expected number
of comparisons being ®(nlogn).® binary10 is a model of randomized binary search algorithm on
an array of size 10, and my analysis results are consistent with the worst-case expected number of
comparisons being ©(logn).

80ne should not assume that exponential growth makes the analysis useless; after all, predicate-abstraction domains
[65] also grow exponentially: the universe of assignments to a set of Boolean variables grows exponentially in the
number of variables. Finding useful coarser abstractions for Bayesian inference—by analogy with the techniques of
Ball et al. [6] for predicate abstraction—might be an interesting direction for future work.

?The analysis computes worst-case expected number because the underlying semantics resolves nondeterminism first
and probabilistic-choice second, and thus the analysis computes maXpondet. resolution E [ #comparisons under resolution].
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Linear Expectation-Invariant Analysis I performed a more thorough evaluation of linear
expectation-invariant analysis. I collected several examples from the literature on probabilistic
invariant generation [25, 86], and handcrafted some new examples to demonstrate particular
capabilities of my domain, e.g., analysis of recursive programs. For the examples obtained from
the loop-invariant-generation benchmark, I extracted the loop body as my test programs. Also, I
performed a positive-negative decomposition to make sure all program variables are nonnegative.
That is, I represented each variable x as x* — x~ where x*,x~ > 0, and replaced every operation
on variables with appropriate operations on the decomposed variables.

The results of the evaluation are shown in Table 4.2, which lists the expectation invariants
obtained, and the time taken by the implementation. In general, the analysis runs quickly—all the
examples are processed in less than one second. The analysis time mainly depends on the number
of program variables and the size of the control-flow hyper-graph.

As shown in Table 4.2, my analysis can derive nontrivial expectation invariants, e.g., relations
among different program variables such as E[x'+y’] = x+y+3, E[2x’—y'] = 2x —y. In most cases,
my results are at least as precise as those in [25, 86]. Exceptions are biased-coin and uniform-dist,
collected from [86], where their invariant-generation algorithm uses a template-based approach
and the form of expectations can be more complicated, e.g., [P1] - & + [P2] - &; where P;, P, are
linear assertions and &;, &, are linear expressions. Nevertheless, my analysis is fully automated
and applicable to general programs, while [86] requires interactive proofs for nested loops, and
[25] works only for single loops.

4.5 Discussion

In this section, I discuss some related work and limitations of PMAF.

Static Analysis for Standard Programs PMAF is an extension of interprocedural dataflow
analysis [94, 105, 123, 138] to probabilistic programs, but it does not support some language
features that standard dataflow analysis has been used to address, e.g., calls through function
pointers.

Compared to the Galois connections that are ordinarily used in abstract interpretation [35, 371,
my definition of probabilistic abstractions is based on just a concretization function, so PMAF does
not have the full power of standard abstract-interpretation machinery.

Static Analysis for Probabilistic Programs Most closely related to my work on PMAF is
probabilistic abstract interpretation [39, 118-120], which is discussed in the beginning of this
chapter. There is a long line of research on manual reasoning techniques for probabilistic
programs [55, 85, 99, 110, 126]. The main difference to this work is that I focus on the design and
implementation of automatic techniques that that rely on computing (and approximating) fixed
points.

Other work focuses on specialized automatic analyses for specific properties. Claret et al. [29]
proposed a dataflow analysis for Bayesian inference on Boolean programs that I have reformulated
in PMAF to lift it to the interprocedural level. There are different techniques for automatically
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proving probabilistic termination, such as probabilistic pushdown automata [19, 20] and martingales
and stochastic invariants [27, 28]. Martingales for automatic analysis of probabilistic programs
have been pioneered by Chakarov and Sankaranarayanan [24]. Compared with existing techniques
for probabilistic invariant generation [7, 24, 25, 28], the expectation-invariant analysis proposed
in §4.3.3 is designed as a two-vocabulary domain utilizing the well-studied polyhedral abstract
domain.

Other Analyses Based on Hyper-Graphs Hyper-graph-based analyses go back to the join-over-
all-hyper-path-valuations of Knuth [95]. Other analyses based on hyper-graphs includes Moncke
and Wilhelm [117] framework for finding join-over-all-hyper-path-valuations for partially ordered
abstract domains. In the hyper-paths in this chapter, I use simple edges to model calls, as well
as use binary hyper-edges to model conditional, probabilistic, and nondeterministic choice. For
acyclic hyper-graphs, Eisner has considered semirings for computing expectations and variances
of random variables [107]. He works with a discrete sample space: all hyper-paths in a given
hyper-graph, and the value of a random variable for a given hyper-path is built up as the sum of the
values contributed by each hyper-edge. In my work, I consider cyclic hyper-graphs, and the nature
of the computation that a hyper-path represents is more complex than that considered by Eisner.



Chapter 5

Central Moment Analysis of Cost
Accumulators in Probabilistic Programs

In this chapter, I propose a novel static analysis for deriving symbolic interval bounds on higher
central moments for cost accumulators in probabilistic programs. Cost accumulators are quantities
that can only be incremented or decremented through computation and do not influence the
control flow, such as termination time [11, 26, 27, 85, 126], rewards in Markov decision processes
(MDPs) [130], position information in control systems [10, 17, 136], and cash flow during bitcoin
mining [154]. In general, it is not tractable to compute the result distributions of probabilistic
programs automatically and precisely: Composing simple distributions can quickly complicate the
result distribution, and randomness in the control flow can easily lead to state-space explosion.
Monte-Carlo simulation [134] is a common approach to study the result distributions, but the
technique does not provide formal guarantees, and can sometimes be inefficient [11].

Existing work [17, 104, 124, 154] has proposed successful static-analysis approaches that leverage
aggregate information of a cost accumulator X, such as X’s expected value E[X] (i.e., X’s “first
moment”). The intuition why it is beneficial to compute aggregate information—in lieu of
distributions—is that aggregate measures like expectations abstract distributions to a single number,
while still indicating non-trivial properties. Moreover, expectations are transformed by statements in
a probabilistic program in a manner similar to the weakest-precondition transformation of formulas
in a non-probabilistic program [111]. One important kind of aggregate information is moments. In
this chapter, I focus on central moments (i.e., E[ (X —[E[X])¥] for any k > 2), whereas most previous
work focused on raw moments (i.e., E[X*] for any k > 1). Central moments can provide more

information about distributions. For example, the variance V[X] (i.e., E[(X — E[X])?], X’s “second

E[(X-E[XD*] 5
xS

“third standardized moment”) indicates how lopsided the distribution of X is, and the kurtosis
(.e., [E[(%%;])“], X’s “fourth standardized moment”) measures the heaviness of the tails of the
distribution of X. One application of moments is to answer queries about tail bounds, e.g., the
assertions about probabilities of the form P[X > d], via concentration-of-measure inequalities from
probability theory [47]. With central moments, one has an opportunity to obtain more precise tail
bounds of the form P[X > d], and becomes able to derive bounds on tail probabilities of the form
Pl|1X - E[X]| = d].

Central moments E[(X — E[X])X] can be seen as polynomials of raw moments E[X], - - - , E[X¥],

central moment”) indicates how X can deviate from its mean, the skewness (i.e.,

69
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e.g., the variance V[X] = E[(X — E[X])?] can be rewritten as E[X?] — E?[X], where EX[X] denotes
(E[X])*. Central moments can usually provide more information about the distribution of X than
raw moments [E[X*]. To derive bounds on central moments, we need both upper and lower bounds
on the raw moments, because of the presence of subtraction. For example, to upper-bound V[X], a
static analyzer needs to have an upper bound on E[X?] and a lower bound on E?[X].

In this chapter, I present the first fully automatic analysis for deriving symbolic interval bounds on
higher central moments for cost accumulators in probabilistic programs with general recursion and
continuous distributions. One challenge is to support interprocedural reasoning to reuse analysis
results for functions. My solution makes use of a “lifting” technique from the natural-language-
processing community. That technique derives an algebra for second moments from an algebra
for first moments [107]. I generalize the technique to develop moment semirings, and use them to
derive a novel frame rule to handle function calls with moment-polymorphic recursion (see §5.1.2).

Previous work has successfully automated inference of upper [124] or lower bounds [154] on
the expected cost of probabilistic programs. Kura et al. [104] developed a system to derive upper
bounds on higher raw moments of program runtimes. However, even in combination, existing
approaches cannot solve tasks such as deriving a lower bound on the second raw moment of
runtimes, or deriving an upper bound on the variance of accumulators that count live heap cells.
Fig. 5.1(a) summarizes the features of related work on moment inference for probabilistic programs.
To the best of my knowledge, my work is the first moment-analysis tool that supports all of the
listed programming and analysis features. Fig. 5.1(b) and (c) compare my work with related work
in terms of tail-bound analysis on a concrete program (see §5.4). The bounds are derived for the
cost accumulator tick in a random-walk program that I will present in §5.1. It can be observed
that for d > 20, the most precise tail bound for tick is the one obtained via an upper bound on the
variance V|[tick] (tick’s second central moment).

My work incorporates ideas known from the literature:

- Using the expected-potential method (or ranking super-martingales) to derive upper bounds
on the expected program runtimes or monotone costs [24, 26, 27, 55, 104, 124].

- Using the Optional Stopping Theorem from probability theory to ensure the soundness of
lower-bound inference for probabilistic programs [7, 68, 137, 154].

- Using linear programming (LP) to efficiently automate the (expected) potential method for
(expected) cost analysis [73, 75, 152].

The contributions of my work in this chapter are as follows:

* I develop moment semirings to compose the moments for a cost accumulator from two
computations, and to enable interprocedural reasoning about higher moments.

* I instantiate moment semirings with the symbolic interval domain, use that to develop a
derivation system for interval bounds on higher central moments for cost accumulators, and
automate the derivation via LP solving.

* I prove the soundness of my derivation system for programs that satisfy the criterion of my
extension to the Optional Stopping Theorem, and develop an algorithm for checking this
criterion automatically.
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feature [17] | [124] | [104] | [154] | my work
loop v v v v
recursion v v
continuous distributions | v v v v
non-monotone costs v v v
higher moments v v v
interval bounds v v v
(@)
[124, 154] [104] my work
Derived bound |E[tick] < 2d + 4|E[tick®] < 4d? + 22d + 28|V[tick] < 22d + 28
Moment type raw raw central
Concentration Markov Markov Cantelli
inequality (degree = 1) (degree = 2)
Tail bound 1 1 d—oo
P[tick > 4d] ~2 ¥ 3 —0
(b)
0.75
— [124, 154]
T 05 |
Al
.?f: [104]
= 0.25 | s
my work

20 40 60 80 d
(c)

Fig. 5.1: (a) Comparison in terms of supporting features. (b) Comparison in terms of moment bounds for the
running example. (c) Comparison in terms of derived tail bounds.

* Timplemented the analysis and evaluated it on a broad suite of benchmarks from the literature.
The experimental results show that on a variety of examples, my analyzer is able to use higher
central moments to obtain tighter tail bounds on program runtimes than the system of Kura
et al. [104], which uses only upper bounds on raw moments.

5.1 Overview

In this section, I demonstrate the expected-potential method for both first-moment analysis
(previous work) and higher central-moment analysis (my work) (85.1.1), and discuss the challenges
to supporting interprocedural reasoning and to ensuring the soundness of my approach (§5.1.2).

Example 5.1. The program in Fig. 5.2 implements a bounded, biased random walk. The main
function consists of a single statement “call rdwalk” that invokes a recursive function. The variables
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1 func rdwalk() begin

2 {2(d-x)+4}

3 if x < d then

4 {2(d-x)+4} 1 #VIDE {x,d,t}

5 t ~ UNIFORM(—1, 2); def

6 (2(d=x—1)+5} 2 # FID = {rdwalk}
7 X = X+ 3 # pre-condition: {d > 0}
8 {2(d-x)+5} 4 func main() begin
9 call rdwalk; 5 x:=0;
10 {1} 6 call rdwalk

11 tick (1) 7 end

12 {0}
13 fi
14 end

Fig. 5.2: A bounded, biased random walk, implemented using recursion. The annotations show the derivation
of an upper bound on the expected accumulated cost.

x and d represent the current position and the ending position of the random walk, respectively.
We assume that d > 0 holds initially. In each step, the program samples the length of the current
move from a uniform distribution on the interval [—1, 2]. The statement tick(1) adds one to a cost
accumulator that counts the number of steps before the random walk ends. We denote this accumulator
by tick in the rest of this section. The program terminates with probability one and its expected
accumulated cost is bounded by 2d + 4.

5.1.1 The Expected-Potential Method for Higher-Moment Analysis

My approach to higher-moment analysis is inspired by the expected-potential method [124], which
is also known as ranking super-martingales [24, 26, 104, 154], for expected-cost bound analysis of
probabilistic programs.

The classic potential method of amortized analysis [143] can be automated to derive symbolic
cost bounds for non-probabilistic programs [73, 75]. The basic idea is to define a potential function
¢ : & — R that maps program states o € % to nonnegative numbers, where we assume each
state o contains a cost-accumulator component o.a. If a program executes with initial state o
to final state ¢’, then it holds that ¢ (o) > (0’.a — 0.a) + ¢(0’), where (0’.a — 0.a) describes
the accumulated cost from o to ¢’. The potential method also enables compositional reasoning:
if a statement S; executes from ¢ to o’ and a statement S, executes from o’ to ¢”, then we
have ¢(0) > (0’.a — 0.a) + ¢(0’) and ¢(0’) > (0”.a — 0’.a) + ¢(0”); therefore, we derive
¢(0) = (6”.a—o0.a) +¢(0d”) for the sequential composition S;; S,. For non-probabilistic programs,
the initial potential provides an upper bound on the accumulated cost.

This approach has been adapted to reason about expected costs of probabilistic programs [124, 154].
To derive upper bounds on the expected accumulated cost of a program S with initial state o, one
needs to take into consideration the distribution of all possible executions. More precisely, the
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potential function should satisfy the following property:

¢(G) 2 |Ecr’~[[S]](a) [C(O’, oj) + qb(oj)]’ (5.1)

where the notation E,.,[f(x)] represents the expected value of f(x), where x is drawn from the

distribution p, [S] (o) is the distribution over final states of executing S from o, and C(o, 0”) E

o’ .« — 0. is the execution cost from o to ¢’

Example 5.2. Fig. 5.2 annotates the rdwalk function from Example 5.1 with the derivation of an upper
bound on the expected accumulated cost. The annotations, taken together, define an expected-potential
function ¢ : ¥ — R* where a program state o € ¥ consists of a program point and a valuation for
program variables. To justify the upper bound 2(d — x) + 4 for the function rdwalk, one has to show
that the potential right before the tick(1) statement should be at least 1. This property is established
by backward reasoning on the function body:

* For call rdwalk, we apply the “induction hypothesis” that the expected cost of the function rdwalk
can be upper-bounded by 2(d — x) +4. Adding the 1 unit of potential needed by the tick statement,
we obtain 2(d — x) + 5 as the pre-annotation of the function call.

* For x = x +t, we substitute x with x + t in the post-annotation of this statement to obtain the
pre-annotation.

» For t ~ UN1FORM(—1,2), because its post-annotation is 2(d — x — t) + 5, we compute its
pre-annotation as

[Et~UNIF0RM(—1,2) [2(d —X = t) + 5] = 2(d - X) +5-2- [Et~UN1F0RM(—1,2) [t]
1
=2(d-x)+5-2-3

=2(d —x) +4,

which is exactly the upper bound we want to justify.

My Approach In this chapter, I focus on the derivation of higher central moments. Observing that a
central moment E[ (X —[E[X])X] can be rewritten as a polynomial of raw moments E[X], - - - , E[X¥],
I reduce the problem of bounding central moments to reasoning about upper and lower bounds on
raw moments. For example, the variance can be written as V[X] = E[X?] — E2[X], so it suffices to
analyze the upper bound of the second moment E[X?] and the lower bound on the square of the
first moment [E2[X]. For higher central moments, this approach requires both upper and lower
bounds on higher raw moments. For example, consider the fourth central moment of a nonnegative
random variable X: E[(X — E[X])*] = E[X*] — 4E[X®]E[X] + 6E[X?]E?[X] — 3E*[X]. Deriving
an upper bound on the fourth central moment requires lower bounds on the first (i.e., E[X]) and
third (i.e., E[X3]) raw moments.

I now sketch the development of moment semirings. I first consider only the upper bounds
on higher moments of nonnegative costs. To do so, I extend the range of the expected-potential
function ¢ to real-valued vectors (R*)™*! where m € N is the degree of the target moment. I
update the potential inequality (5.1) as follows:

$(0) 2 Eg-[5](0) [(C(0,0")Doskem ® ()], (5.2)
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1 func rdwalk() begin

2 {QQ,2(d-x)+4, 4(d-x)*+22(d —x)+28) }
3 if x < d then

4 {1, 2(d —x) +4, 4(d —x)?> +22(d — x) +28) }
5 t ~ UNIFORM(—1, 2);

6 {1, 2(d-x—t)+5, 4(d —x —t)>+26(d —x — t) +37) }
7 X =X+t

8 {1, 2(d=x)+5, 4(d —x)?+26(d —x) +37) }
9 call rdwalk;
10 {(1,1, 1)}

11 tick(1)

12 {(1, 0, 0) }

13 fi

14 end

Fig. 5.3: Derivation of an upper bound on the first and second moment of the accumulated cost.

—_—
where (Ui )o<k<m denotes an (m+ 1)-dimensional vector, the order < on vectors is defined pointwise,
and ® is some composition operator. Recall that [S] (o) denotes the distribution over final states of
executing S from o, and C(o, 0’) describes the cost for the execution from o to ¢’. Intuitively, for

¢(0) = (p(0)r)o<k<m and each k, the component ¢ (o) is an upper bound on the k-th moment of
the cost for the computation starting from o. The 0-th moment is the termination probability of
the computation, and I assume it is always one for now. We cannot simply define ® as pointwise
addition because, for example, (a + b)? # a? + b? in general. If we think of b as the cost for some
probabilistic computation, and we prepend a constant cost a to the computation, then by linearity
of expectations, we have E[(a + b)?] = E[a?® + 2ab + b?] = a® +2 - a - E[b] + E[b?], i.e., reasoning
about the second moment requires us to keep track of the first moment. Similarly, we should have

$(0)2 > Eg-[5](0)[C(0,0)? +2- C(0,0) - $ ()1 + ()],

for the second-moment component, where ¢(0”); and ¢(0’), denote E[b] and E[b?], respectively.
Therefore, the composition operator ® for second-moment analysis (i.e., m = 2) should be defined
as

def
(1,r1,51) ® (1,12,82) = (1,11 + 712,51 + 2r1r2 + 52). (5.3)

Example 5.3. Fig. 5.3 annotates the rdwalk function from Example 5.1 with the derivation of an
upper bound on both the first and second moment of the accumulated cost. To justify the first and
second moment of the accumulated cost for the function rdwalk, We again perform backward reasoning:

* For tick(1), it transforms a post-annotation a by Aa.({1,1, 1) ® a); thus, the pre-annotation is
(1,1,1) ®(1,0,0) = (1,1, 1).

* For call rdwalk, we apply the “induction hypothesis”, i.e., the upper bound shown on line 2. We
use the ® operator to compose the induction hypothesis with the post-annotation of this function
call:
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(1,2(d —x) +4,4(d —x)?+22(d —x) +28) ® (1,1, 1)
=(1,2(d —x) +5,(4(d —x)2+22(d —x) +28) + 2 - (2(d — x) + 4) + 1)
=(1,2(d = x) +5,4(d — x)® + 26(d — x) + 37).

* For x = X +t, we substitute x with x +t in the post-annotation of this statement to obtain the
pre-annotation.
e For t ~ UNIFORM(—1, 2), because the post-annotation involves both t and t?, we compute from
the definition of uniform distributions that
1
[Et~UNIF0RM(—1,2) [t] = E:
Then the upper bound on the second moment is derived as follows:
2
[Et~UNIF0RM(—1,2) [4(d —X - t) + 26(d - X - t) + 37]

= (4(d - x)2 + 26(d - X) + 37) - (S(d - X) + 26) : [Et~UNIF0RM(—1,2) [t]

[Et~UNIF0RM(—1,2) [tz] =1.

+4- [Et~UNIF0RM(—1,2) [tz]
= 4(d — x)? +22(d — x) + 28,
which is the same as the desired upper bound on the second moment of the accumulated cost for
the function rdwalk. (See Fig. 5.3, line 2.)

I generalize the composition operator ® to moments with arbitrarily high degrees, via a family of
algebraic structures, which I name moment semirings (see 85.2.2). These semirings are algebraic in
the sense that they can be instantiated with any partially ordered semiring, not just R*.

Interval Bounds Moment semirings not only provide a general method to analyze higher
moments, but also enable reasoning about upper and lower bounds on moments simultaneously.
The simultaneous treatment is also essential for analyzing programs with non-monotone costs (see
85.2.3).

I instantiate moment semirings with the standard interval semiring 7 = {[a,b] | a < b}.
The algebraic approach allows me to systematically incorporate the interval-valued bounds, by
reinterpreting operations in eq. (5.3) under I:

(11,11, [r5, 791, [sh, sV @ ([1, 11, [r5, 751, [s5, 55 1)
=LA [ ] 47 [, r91, [, 591 47 2 ([r5, rY] o7 (s, r51) +1 [s5,551)
=([1,1], [r1+r|2‘,r$+rg] [31+2 rn1r15+52,51 +2- maXS+52])

where S & {rlrz, r'l'r;J , r;J r'z', rirs Y1, I then update the potential inequality eq. (5.2) as follows:

$(0) 3 Egr-[s](0) [{[C(0,0),C (0, 0" ) osksm ® p(0')],
where the order C is defined as pointwise interval inclusion.

Example 5.4. Suppose that the interval bound on the first moment of the accumulated cost of the
rdwalk function from Example 5.1is [2(d — x), 2(d — x) + 4]. We can now derive the upper bound on
the variance V[tick] < 22d + 28 shown in Fig. 5.1(b) (where we substitute x with O because the main
function initializes x to 0 on line 5 in Fig. 5.2):
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V[tick] = E[tick?®] — E2[tick]
< (upper bound on E[tick®]) — (lower bound on E [tick])>
= (4d? + 22d + 28) — (2d)?
= 22d + 28.

In §5.4, I describe how to use moment bounds to derive the tail bounds shown in Fig. 5.1().

5.1.2 Two Major Challenges

Interprocedural Reasoning Recall that in the derivation of Fig. 5.3, I use the ® operator to
compose the upper bounds on moments for call rdwalk and its post-annotation (1, 1, 1). However,
this approach does not work in general, because the post-annotation might be symbolic (e.g.,
(1,x,x2)) and the callee might mutate referenced program variables (e.g., x). One workaround is
to derive a pre-annotation for each possible post-annotation of a recursive function, i.e., the moment
annotations for a recursive function is polymorphic. This workaround would not be effective for
non-tail-recursive functions: for example, we need to reason about the rdwalk function in Fig. 5.3
with infinitely many post-annotations (1, 0,0), (1,1,1), (1,2,4), ..., i.e., (1,i,i?) foralli € Z*.

My solution to moment-polymorphic recursion is to introduce a combination operator @ in a way
that if ¢p; and ¢, are two expected-potential functions, then

$1(0) ® $2(0) 2 Egr-[s](0) [(C(0,0")Vockcm ® ($1(0) ® 2 (0")].

I then use the @ operator to derive a frame rule:

{Q}s{Qi} {Q}s{Qy}
{QeQ}sS{QieQ;}

I define @ as pointwise addition, i.e., for second moments,

def
(p1,71,51) ® (p2,712,52) = (P1+ p2,71 + 72,51 +52), (5.4)

and because the 0-th-moment (i.e., termination-probability) component is no longer guaranteed to
be one, I redefine ® to consider the termination probabilities:

(P1,71,51) ® (P2, 72, 52) = (P1D2, Par1 + P12, D251 + 21172 + P15a). (5.5)

Remark 5.5. As I will show in §5.2.2, the composition operator ® and combination operator @ form
a moment semiring; consequently, we can use algebraic properties of semirings (e.g., distributivity) to
aid higher-moment analysis. For example, a vector {0, r1, s1) whose termination-probability component
is zero does not seem to make sense, because moments with respect to a zero distribution should also be
zero. However; by distributivity, we have

(1,r3,53) ® (1,11 + 712,51 +52)
=(1,r3,53) ® ({0,11,51) ®(1,72,52))
= (<17 rs, S3> ® <07 r1)51>) @ (<17 rs, S3> @ <1: ra, 52>)'
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If we think of (1,r1 + 13,51 + s3) as a post-annotation of a computation whose moments are bounded
by (1,rs,s3), the equation above indicates that we can use & to decompose the post-annotation
into subparts, and then reason about each subpart separately. This fact inspires me to develop a
decomposition technique for moment-polymorphic recursion.

Example 5.6. With the @ operator and the frame rule, we only need to analyze the rdwalk function
from Example 5.1 with three post-annotations: (1,0, 0), (0,1, 1), and (0, 0, 2), which form a kind of
“elimination sequence.” We construct this sequence in an on-demand manner; the first post-annotation
is the identity element (1, 0, 0) of the moment semiring.

For post-annotation (1, 0, 0), as shown in Fig. 5.3, we need to know the moment bound for rdwalk
with the post-annotation (1,1, 1). Instead of reanalyzing rdwalk with the post-annotation (1,1, 1),
We use the @ operator to compute the “difference” between it and the previous post-annotation
(1,0, 0). Observing that (1,1,1) = (1,0,0) & (0, 1, 1), we now analyze rdwalk with (0,1, 1) as the
post-annotation:

call rdwalk;

{(0, 1,3)} #=(1, 1, 1)® (0, 1, 1)
tick(1)

{0, 1, 1)}

Again, because (0,1,3) =(0,1,1) @ (0,0, 2), we need to further analyze rdwalk with (0, 0, 2) as the
post-annotation:

call rdwalk;

{0, 0,2y} #=(1, 1, 1) ® (0, 0, 2)
tick(1)

{(0, 0, 2) }

With the post-annotation (0, 0, 2), we can now reason monomorphically without analyzing any new
post-annotation! We can perform a succession of reasoning steps similar to what we have done in
Example 5.2 to justify the following bounds (“unwinding” the elimination sequence):

* {(0,0,2)} rdwalk {(0, 0, 2) }: Directly by backward reasoning with the post-annotation {0, 0, 2).

e {(0,1,4(d —x) +9)} rdwalk {(0,1,1)}: To analyze the recursive call with post-annotation
(0, 1, 3), we use the frame rule with the post-call-site annotation {0, 0, 2) to derive {0, 1,4(d —
x) + 11) as the pre-annotation:

{0, 1, 4(d—x)+11) } #=(0, 1, 4(d—x)+9)® (0, 0, 2)
call rdwalk;
{0, 1,3)} #=1(0, 1, 1) ® (0, 0, 2)

e {{1,2(d —x) +4,4(d — x)* +22(d — x) + 28)} rdwalk {(1,0,0)}: To analyze the recursive
call with post-annotation (1,1, 1), we use the frame rule with the post-call-site annotation
(0,1,1) to derive (1,2(d — x) + 5, 4(d — x)? + 26(d — x) + 37) as the pre-annotation:

{(1,2(d —x) +5,4(d — x)?> +26(d — x) +37) }

#=(1,2(d —x) +4,4(d — x)*> +22(d — x) + 28) ® (0, 1,4(d — x) +9)
call rdwalk;

{{(1,1, 1)} #=(1, 0, 0)&® (0, 1, 1)



78 CHAPTER 5. CENTRAL MOMENT ANALYSIS

func geo() begin { (1, 2¥) }
x=x4+1; {1, 251}
# expected-potential method for lower bounds:
#2571 <1 (24 1)+ 12-0
if prob(1/2) then { (1, 2*+1) }
tick(1); { (1, 2%) }
call geo { (1, 0)}
fi
end

Fig. 5.4: A purely probabilistic loop with annotations for a lower bound on the first moment of the accumulated
cost.

In §5.2.3, I present an automatic inference system for the expected-potential method that is
extended with interval-valued bounds on higher moments, with support for moment-polymorphic
recursion.

Soundness of the Analysis Unlike the classic potential method, the expected-potential method
is not always sound when reasoning about the moments for cost accumulators in probabilistic
programs.

Counterexample 5.7. Consider the program in Fig. 5.4 that describes a purely probabilistic loop that
exits the loop with probability /2 in each iteration. The expected accumulated cost of the program
should be one [68]. However, the annotations in Fig. 5.4 justify a potential function 2* as a lower
bound on the expected accumulated cost, no matter what value x has at the beginning, which is
apparently unsound.

Why does the expected-potential method fail in this case? The short answer is that dualization
only works for some problems: upper-bounding the sum of nonnegative ticks is equivalent to
lower-bounding the sum of nonpositive ticks; lower-bounding the sum of nonnegative ticks—the
issue in Fig. 5.4—is equivalent to upper-bounding the sum of nonpositive ticks; however, the two
kinds of problems are inherently different [68]. Intuitively, the classic potential method for bounding
the costs of non-probabilistic programs is a partial-correctness method, i.e., derived upper/lower
bounds are sound if the analyzed program terminates [125]. With probabilistic programs, many
programs do not terminate definitely, but only almost surely, i.e., they terminate with probability
one, but have some execution traces that are non-terminating. The programs in Figures 5.2 and 5.4
are both almost-surely terminating. For the expected-potential method, the potential at a program
state can be seen as an average of potentials needed for all possible computations that continue
from the state. If the program state can lead to a non-terminating execution trace, the potential
associated with that trace might be problematic, and as a consequence, the expected-potential
method might fail.

Previous research [7, 68, 137, 154] has employed the Optional Stopping Theorem (OST) from
probability theory to address this soundness issue. The classic OST provides a collection of sufficient
conditions for reasoning about expected gain upon termination of stochastic processes, where
the expected gain at any time is invariant. By constructing a stochastic process for executions



5.2. DERIVATION SYSTEM FOR HIGHER MOMENTS 79

S == skip | tick(c) | x :==E | x ~ D | call f | while L do S od

| if prob(p) then S; else S, fi | if L then S; else S, fi | S1;S2
L:=true|notL|L;and Ly | E; < Es
Ei=x|c|E1+Ey| E1 XEy
D == UntrForM(a,b) | - --

Fig. 5.5: Syntax of the probabilistic programming language, where p € [0, 1],a,b,c € R,a < b,x e VIDisa
variable, and f € FID is a function identifier.

of probabilistic programs and setting the expected-potential function as the invariant, one can
apply the OST to justify the soundness of the expected-potential function. In other article, I have
studied and proposed an extension to the classic OST with a new sufficient condition that is suitable
for reasoning about higher moments [150]. I then prove the soundness of my central-moment
inference for programs that satisfy this condition, and develop an algorithm to check this condition
automatically (see §5.3).

5.2 Derivation System for Higher Moments

In this section, I describe the inference system used by my analysis. I first present a probabilistic
programming language (85.2.1). I then introduce moment semirings to compose higher moments
for a cost accumulator from two computations (85.2.2). I use moment semirings to develop my
derivation system, which is presented as a declarative program logic (§5.2.3). Finally, I sketch how
I reduce the inference of a derivation to LP solving (85.2.4).

5.2.1 A Probabilistic Programming Language

In this chapter, I use a syntactic representation of AppL—instead of using control-flow hyper-
graphs—to simplify the presentation of the derivation system. Recall that ApprL supports general
recursion and continuous distributions. I also assume that all the program variables are real-valued
for brevity.

Fig. 5.5 presents the syntax as a grammar, where the metavariables S, L, E, and D stand for
statements, conditions, expressions, and distributions, respectively. Each distribution D is associated
with a probability measure up € D(R). The statement “x ~ D” is a random-sampling assignment,
which draws from the distribution pip to obtain a sample value and then assigns it to x. The
statement “if prob(p) then S; else S, fi” is a probabilistic-branching statement, which executes Sy
with probability p, or S, with probability (1 — p).

The statement “call f” makes a (possibly recursive) call to the function with identifier f € FID.
In this chapter, I assume that the functions only manipulate states that consist of global program
variables. The statement tick(c), where ¢ € R is a constant, is used to define the cost model.
It adds ¢ to an anonymous global cost accumulator. Note that my implementation supports
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local variables, function parameters, return statements, as well as accumulation of non-constant
costs; the restrictions imposed here are not essential, and are introduced solely to simplify the
presentation.

I use a pair (D, Smain) to represent a program, where 9 is a finite map from function identifiers
to their bodies and Spain is the body of the main function. In §5.3.2, I present an operational
semantics for AppL, which is similar to the operational semantics presented in §2.3. The reason not
to use a denotational semantics is to enable a direct adaptation of Optional Stopping Theorems
(see §5.3.3).

5.2.2 Moment Semirings

As discussed in §5.1.1, I want to design a composition operation ® and a combination operation @ to
compose and combine higher moments of accumulated costs such that

¢(0) 3 Eor-[s(e) [{C (0, 0" o<kem ® P(0)],

$1(0) ® $2(0) 3 Egr-[5](0)[(C(0, ') Yo<kzm ® ($1(0”) @ p2(0”))],

where the expected-potential functions ¢, ¢1, po map program states to interval-valued vectors,
C(o, 0’) is the cost for the computation from o to ¢’, and m is the degree of the target moment.
In egs. (5.4) and (5.5), I gave a definition of ® and @ suitable for first and second moments,
respectively. In this section, I generalize them to reason about upper and lower bounds of higher
moments. My approach is inspired by the work of Li and Eisner [107], which develops a method to
“lift” techniques for first moments to those for second moments. Instead of restricting the elements
of semirings to be vectors of numbers, I propose algebraic moment semirings that can also be
instantiated with vectors of intervals, which we need for the interval-bound analysis that was
demonstrated in §5.1.1.

Definition 5.8. The m-th order moment semiring My(zm) = (|R|™, ®, ®, 0, 1) is parametrized by
a partially ordered semiring R = (|R|, <, +,+,0, 1), where

def
(Ui)o<k<m @ (Vk)osk<m = (Uk + Uk)o<k<m, (5.6)

(2K (%) % (wi - viet) Yoskem, (5.7)

def
(Uk)o<k<m ® (Vk)osk<m =

('l‘) is the binomial coefficient; the scalar product nXu is an abbreviation for 37 | u, forn € 7%, ueR;

0 « (0,0,---,0); and 1 « (1,0, ---,0). We define the partial order C as the pointwise extension

of the partial order < on R.

Intuitively, the definition of ® in eq. (5.7) can be seen as the multiplication of two moment-

generating functions for distributions with moments (ug)o<k<m and (vx)o<k<m, respectively. I then
prove a composition property for moment semirings.

LEMMA 5.9. For all u,v € R, it holds that

((u+ U)k>0SkSm = <uk>0SkSm ® <Uk>OSkSm:

where u" is an abbreviation for [11, u, forn € Z*,u € R.
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ProOOF. Let RHS denote the right-hand-side of the target equation. Observe that

k
k . .
RHSk = > ( ) x (ut - vk,
i=0 \l
We prove by induction on k that (u + v)* = RHS;.
* Base case (i.e., k = 0): We have (u + U)O = 1. On the other hand, we have

RHSO:(g)x(uo-vo):lx(l-l):l.

* Suppose that (u + v)X = RHS; for some k. Then

(w+v)* = (u+v) - (w+v)k
k
=(u+v)- IZ(; (I:) x (ut - vk

k k
— Z (I:) X (ui+1 . Uk—i) + > (Il() % (ui . Uk—i+1)

12

k D ke k(k S
— Z ( ) X (ul X Uk—l+1) + Z ( ) % (uz . Uk—l+1)
—\i-1 = \1
TR

) X (uk . Uk—i+1)

5.2.3 Inference Rules

[ present the derivation system as a declarative program logic that uses moment semirings to enable
compositional reasoning and moment-polymorphic recursion.

Interval-Valued Moment Semirings My derivation system infers upper and lower bounds
simultaneously, rather than separately, which is essential for non-monotone costs. Consider a
program “tick(—1);S” and suppose that we have (1,2,5) and (1, -2, 5) as the upper and lower
bounds on the first two moments of the cost for S, respectively. If we only use the upper bound, we
derive (1,-1,1) ® (1,2,5) = (1, 1, 2), which is not an upper bound on the moments of the cost
for the program; if the actual moments of the cost for S are (1, 0, 5), then the actual moments of
the cost for “tick(—1);S” are (1,-1,1) ® (1,0,5) = (1,-1,4) £ (1, 1, 2). Thus, in the analysis, I
instantiate moment semirings with the interval domain 7. For the program “tick(—1); S”, its interval-
valued bound on the first two moments is ([1,1], [-1,-1],[1,1]) ® ([1,1],[-2,2],[5,5]) =
<[1) 1]: [_3: 1]: [2> 10]>
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Template-Based Expected-Potential Functions The basic approach to automated inference
using potential functions is to introduce a template for the expected-potential functions. Let me
fix m € N as the degree of the target moment. Because I use Mj(.m)-valued expected-potential
functions whose range is vectors of intervals, the templates are vectors of intervals whose ends
are represented symbolically. In this chapter, I represent the ends of intervals by polynomials in
R[VID] over program variables.

More formally, I lift the interval semiring 7 to a symbolic interval semiring P by representing
the ends of the k-th interval by polynomials in Ry4[VID] up to degree kd for some fixed d € N.
Let M;,n}) be the m-th order moment semiring instantiated with the symbolic interval semiring.

Then the potential annotation is represented as Q = ([Lk, Ux]Yo<k<m € M(P'j_), where Li’s and Ug’s
def

are polynomials in Ry4[VID]. Q defines an M;m) -valued expected-potential function ¢ (o) =

([o(Lk), 0(Uk)])o<k<m, where o is a program state, and o(Ly) and o(Uy) are Ly and Uy evaluated
over o, respectively.

Inference Rules I formalize my derivation system for moment analysis in a Hoare-logic style.
The judgment has the form A +, {T'; Q} S {T”’; Q’}, where S is a statement, {I'; Q} is a precondition,
{T’; Q’} is a postcondition, A = {Ar)o<k<m is a context of function specifications, and h € Z* specifies
some restrictions put on Q, Q’ that I will explain later. The logical contextT : (VID —» R) — {T, L}
is a predicate that describes reachable states at a program point. The potential annotation Q € MPTZ.

specifies a map from program states to the moment semiring that is used to define interval-valued
expected-potential functions. The semantics of the triple {-; Q} S {-; Q’} is that if the rest of the
computation after executing S has its moments of the accumulated cost bounded by ¢, then the
whole computation has its moments of the accumulated cost bounded by ¢. The parameter h
restricts all i-th-moment components in Q, Q’, such that i < h, to be [0, 0]. I call such potential
annotations h-restricted; this construction is motivated by an observation from Example 5.6, where
I illustrated the benefits of carrying out interprocedural analysis using an “elimination sequence” of
annotations for recursive function calls, where the successive annotations have a greater number
of zeros, filling from the left. Function specifications are valid pairs of pre- and post-conditions
for all declared functions in a program. For each k, such that 0 < k < m, and each function f,
a valid specification (T'; Q,I’; Q") € Ax(f) is justified by the judgment A ¢ {T; Q} D(f) {I’;Q’},
where 9 ( f) is the function body of f, and Q, Q" are k-restricted. The validity of a context A for
function specifications is then established by the validity of all specifications in A, denoted by + A.
To perform context-sensitive interprocedural analysis, a function can have multiple specifications.

Fig. 5.6 presents the inference rules. The rule (Q-Tick) is the only rule that deals with costs in a
program. To accumulate the moments of the cost, I use the ® operation in the moment semiring
M;”}). The rule (Q-SampPLE) accounts for sampling statements. Because “x ~ D” randomly assigns
a value to x in the support of distribution D, I quantify x out universally from the logical context.
To compute Q = Ey.,,[Q’], where x is drawn from distribution D, I assume the moments for D
are well-defined and computable, and substitute x’, i € N with the corresponding moments in Q’.
I make this assumption because every component of Q’ is a polynomial over program variables. For
example, if D = UNIFORM(—1, 2), we know the following facts

1
[EX~11D [xo] = 1: [EX~]1D [xl] =7 [EX~IJD [xz] = 13 IEX~]JD [x3] =

5
2 4



5.2. DERIVATION SYSTEM FOR HIGHER MOMENTS

(VALID-CTX)

¥(h, f) € dom(8): V(T3 Q,T5Q) € A(f): A by {T3Q} D(f) (I Q') (Q-Skap)
FA Ay {T; Q} skip {T'; Q}
(Q-Ticx) ; (Q-AssIGN)
Q = ([c", o<kem ® Q’ T=[E/x]I" Q=[E/x]Q
A+ {T; Q} tick(c) {T; Q"} Arp {T;Q} x = E{I";Q"}
(Q-SamPLE) (Q-Loor)
I'=Vx esupp(pp): T" Q=Eyxy,[Q'] Arp {T AL;Q} S{T;Q}
Arp {T;Q} x ~D {T";Q"} A vrp {T;Q} while L do S od {T' A =L; Q}
(Q-SEQ) (Q-CaLL-MoNoO)
Arp {T5;Q} S1{T";Q"} Arp {T;Q'} S2 {T;Q"7} (T;Q,T;Q") € An(f)
A+p {T5Q} S1;82 {T";Q”} At {T;Q} call f {I'";Q"}
(Q-CaLL-PoLy)
h<m  Ap(f) =(T;Q1,T5Q)) Arw {T5Q2} D(f) {T'; Q5
Ay {T;Q1 © Qo) call f {T'; Q] © Q)
(Q-ProB)

Arp {T;Q1} $1{I";Q" Y Arp{T;Q2} S2{T;Q'}  Q=P®R
pP= <[p:p]7[010]’ :[0’0]>®Q1 R = <[1_p’1_p]7 [070]’ ,[0,0]>®Q2
A v+ {T; Q} if prob(p) then S; else S, fi {I'”; Q"}

(Q-Conb)
Arp {TAL;Q}S1{T;Q"}  Ar{TA-L;Q}S2{T';Q}
A+ {T;Q}if L then S; else S, fi {T’; Q"}

(Q-WEAKEN)
A rp {To; Qo} S {T5; Qp) I'ETo LT I'EQ2Qo ILEQ2Q
Arp {T;Q} S{T";Q"}

Fig. 5.6: Inference rules of the derivation system.
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Then for Q" = ([1,1], [1 + x?,xy? + x3y]), by the linearity of expectations, we compute Q =
IExN}lD [Q,] as follows:

Exopp [Q'] = ([1, 1], [Exmpip [1 +x°], Exepp [xy* + x°y])
= ([1,1], [1 + Exepy [X*], Y Eseep [x] + YEsepp [x°1])
(LI [2 5+ S o),

The other probabilistic rule (Q-ProB) deals with probabilistic branching. Intuitively, if the moments
of the execution of S; and S, are q; and qa, respectively, and those of the accumulated cost of
the computation after the branch statement is bounded by ¢/, then the moments for the whole
computation should be bounded by a “weighted average” of (q1 ® ¢o’) and (g2 ® ¢), with respect
to the branching probability p. I implement the weighted average by the combination operator &
applied to ([p, p], [0,0],---,[0,0]) ®q1 ® ¢ and {[1—p,1-p], [0,0],---,[0,0]) ®q2 ® ¢¢,
because the 0-th moments denote probabilities.

The rules (Q-CaLL-Pory) and (Q-CaLL-Mono) handle function calls. Recall that in Example 5.6, I
use the @ operator to combine multiple potential functions for a function to reason about recursive
function calls. The restriction parameter h is used to ensure that the derivation system only needs
to reason about finitely many post-annotations for each call site. In rule (Q-CALL-PoLy), where h is
smaller than the target moment m, I fetch the pre- and post-condition Q1, Q) for the function f
from the specification context Ay. I then combine it with a frame of (h + 1)-restricted potential
annotations Q2, Q) for the function f. The frame is used to account for the interval bounds on the
moments for the computation after the function call for most non-tail-recursive programs. When h
reaches the target moment m, I use the rule (Q-CaLL-MoONO) to reason moment-monomorphically,
because setting h to m + 1 implies that the frame can only be ([0, 0], [0,0],---, [0, 0]).

The structural rule (Q-WEAKEN) is used to strengthen the pre-condition and relax the post-
condition. The entailment relation I' |= T” states that the logical implication I' = T" is valid.
In terms of the bounds on higher moments for cost accumulators, if the triple {-; Q} S {-; Q'} is
valid, then I can safely widen the intervals in the pre-condition Q and narrow the intervals in the
post-condition Q’.

Example 5.10. Fig. 5.7 presents the logical context and the complete potential annotation for the first
and second moments for the cost accumulator tick of the rdwalk function from Example 5.1. Similar to
the reasoning in Example 5.6, we can justify the derivation using moment-polymorphic recursion and the
moment bounds for rdwalk with post-annotations ([0, 0], [1, 1], [1, 1]) and ([0, 0], [0, 0], [2, 2]).

5.2.4 Automatic Linear-Constraint Generation

I adapt existing techniques [21, 124] to automate my inference system by (i) using an abstract
interpreter to infer logical contexts, (ii) generating templates and linear constraints by inductively
applying the derivation rules to the analyzed program, and (iii) employing an off-the-shelf LP solver
to discharge the linear constraints. During the generation phase, the coefficients of monomials in
the polynomials from the ends of the intervals in every qualitative context Q € Mg’}) are recorded
as symbolic names, and the inequalities among those coefficients—derived from the inference rules

in Fig. 5.6—are emitted to the LP solver.
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1 func rdwalk() begin

2 {x<d+2; ([1,1], [2(d = x),2(d — x) + 4],

3 [4(d — x)? +6(d —x) —4,4(d — x)?> +22(d — x) + 28]) }

4 if x < d then

5 {x<d; ([1,1], [2(d —x),2(d - x) +4],

6 [4(d —x)?2 +6(d—x)—4,4(d — x)® +22(d — x) +28]) }
7 t ~ UNIFOrRM(—1, 2);

8 {x<dArt<2;([1,1], [2(d=x—-t)+1,2(d —x —t) + 5],
9 [4(d-=x—-t)?+10(d—x—t)=3,4(d —x—t)>+26(d —x —t) +37)]) }
10 X =X+t

1 {x<d+2; {([1,1], [2(d —x) +1,2(d — x) + 5],

12 [4(d — x)? +10(d — x) — 3,4(d — x)? +26(d — x) +37]) }
13 call rdwalk;

14 {7 «1,1], [1,1], [1,1]) }

15 tick(1)

16 { T; ([1,1], [0,0], [0,0]) }

17 fi

18 end

85

Fig. 5.7: The rdwalk function with annotations for the interval-bounds on the first and second moments.

Generating Linear Constraints Fig. 5.8 demonstrates the generation process for some of the

bounds in Fig. 5.3. Let By be a vector of monomials over program variables VID of degree up to k.

Then a polynomial > 5cp, 5 - b, where q; € R for all b € By, can be represented as a vector of its
coefficients (gp)pep,. I denote coefficient vectors by uppercase letters, while I use lowercase letters

as names of the coefficients. I also assume that the degree of the polynomials for the k-th moments

is up to k.

For (Q-Tick), I generate constraints that correspond to the composition operation ® of the

tk _  tk tk _ tk , tk tk _  tk tk _  tk tk _  tk
P = q; =u; +u; x = Ux dy = Uy 4 =V
tik = wﬁk + 2U§k + utlk t;k = w;k + ZUka tﬂg = w”ﬁ e
X d (Q-T1cK)
. (ptk Atk Ttk : . (17tk stk tk
A A{T; (P, QT T} tick(1) {T; (U™, V5, W)}
sa __ _,sa sa _ .,sa 1 sa sa _ .,sa sa __ _.sa sa __ O
Py =i @ =vp tg U qx = Uy dn =UN q- =
1
sa __ sa sa sa sa __ sa sa sa __ sa
t =wy +owe +1-w, t —wx+§-wr,x to =W,

A+ {x < N; (P Q% T’} r ~UntForM(—1,2) {x < N A1 < 2; (U, V*E, W*9)}

Fig. 5.8: Generate linear constraints, guided by inference rules.

(Q-SaMPLE)
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moment semiring. For example, the second-moment component should satisfy

b

beB,
= the second-moment component of ((1,1,1) ® (Z ugk - b, Z Uik -b, Z wgk b))

beBy beB; beB,y
_ tk tk tk
= E wb-b+2- E vb-b+ E ub-b.

beB, beB; beBy

Then we extract t} = wi + 20 + uk for b = 1, and t& = wik + 20 for b = x, etc. For (Q-SampLE),
I generate constraints to perform “partial evaluation” on the polynomials by substituting r with
the moments of UNIFORM(—1, 2). As I discussed in §5.2.3, let D denote UNiForM(—1,2), then
Erp[wi® r] =wi*-Erp[r] = 3 - w', Erep [w -r*] = w' - Erop[r®] = 1-w'. Then we generate
a constraint £§* = wi* + 3 - w4 + 1 - wr, for ty".

The loop rule (Q-Loopr) involves constructing loop invariants Q, which is in general a nontrivial
problem for automated static analysis. Instead of computing the loop invariant Q explicitly,
my system represents Q directly as a template with unknown coefficients, then uses Q as the
post-annotation to analyze the loop body and obtain a pre-annotation, and finally generates linear

constraints that indicate the pre-annotation equals to Q.

The structural rule (Q-WEAKEN) can be applied at any point during the derivation. In my
implementation, I apply it where the control flow has a branch, because different branches might
have different costs. To handle the judgment T’ | Q 2 Q’, i.e., to generate constraints that ensure
one interval is always contained in another interval, where the ends of the intervals are polynomials,
I adapt the idea of rewrite functions [21, 124]. Intuitively, to ensure that [L1,U:] 3 [La,Us], i.e.,
Ly < Ly and Uy < Uy, under the logical context I', I generate constraints indicating that there exist
two polynomials T7, T that are always nonnegative under I', such that L, = Ly+T; and U; = Uy —T».
Here, T; and T are like slack variables, except that because all quantities are polynomials, they are
too (i.e., slack polynomials). In my implementation, I is a set of linear constraints over program
variables of the form & > 0, then I can represent T;, To by conical combinations (i.e., linear
combinations with nonnegative scalars) of expressions & in .

Solving Linear Constraints The LP solver not only finds assignments to the coefficients that
satisfy the constraints, it can also optimize a linear objective function. In the central-moment
analysis, I construct an objective function that tries to minimize imprecision. For example, let
us consider upper bounds on the variance. I randomly pick a concrete valuation of program
variables that satisfies the pre-condition (e.g., d > 0 in Fig. 5.2), and then substitute program
variables with the concrete valuation in the polynomial for the upper bound on the variance
(obtained from bounds on the raw moments). The resulting linear combination of coefficients,
which I set as the objective function, stands for the variance under the concrete valuation. Thus,
minimizing the objective function produces the most precise upper bound on the variance under
the specific concrete valuation. Also, I can extract a symbolic upper bound on the variance using
the assignments to the coefficients. Because the derivation of the bounds only uses the given
pre-condition, the symbolic bounds apply to all valuations of program variables that satisfy the
pre-condition.
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5.3 Soundness of Higher-Moment Analysis

In this section, I study the soundness of the derivation system for higher-moment analysis. I first
present a small-step operational cost semantics for the probabilistic programming language (§5.3.1).
I then develop a Markov-chain semantics to reason about how stepwise costs contribute to the global
accumulated cost (§5.3.2). With the Markov-chain semantics, I formulate higher-moment analysis
with respect to the semantics and prove the soundness of my derivation system for higher-moment
analysis based on a recent extension to the Optional Stopping Theorem (§5.3.3). Finally, I sketch
the algorithmic approach for ensuring the soundness of my analysis (§5.3.4).

5.3.1 A Small-Step Operational Semantics

[ start with a small-step operational semantics with continuations, which I will use later to construct
the Markov-chain semantics. Similarly to §2.3, I follow a distribution-based approach [16, 98] to
define an operational cost semantics. A probabilistic semantics steps a program configuration to a
probability distribution on configurations. A program configuration ¢ € ¥ is a quadruple (y, S, K, )
where y : VID — R is a program state that maps variables to values, S is the statement being
executed, K is a continuation that describes what remains to be done after the execution of S, and
a € R is the global cost accumulator. To describe these distributions formally, I need to construct a
measurable space of program configurations. My approach is to construct a measurable space for
each of the four components of configurations, and then use their product measurable space as the

semantic domain.

* Valuations y : VID — R are finite real-valued maps, so I define (V, V) o

the canonical structure on a finite-dimensional space.

(RVID, B(RVID)) as

* The executing statement S can contain real numbers, so I need to “lift” the Borel o-algebra
on R to program statements. Intuitively, statements with exactly the same structure can be
treated as vectors of parameters that correspond to their real-valued components. Formally, I
achieve this by constructing a metric space on statements and then extracting a Borel o-algebra
from the metric space. Fig. 5.9 presents an inductively defined metric ds on statements, as
well as metrics dg, d;, and dp on expressions, conditions, and distributions, respectively, as
they are required by ds. I denote the result measurable space by (S, S).

* A continuation K is either an empty continuation Kstop, a loop continuation Kloop L S K,
or a sequence continuation Kseq S K. Similarly, I construct a measurable space (K, K’) on
continuations by extracting from a metric space. Fig. 5.9 shows the definition of a metric dg
on continuations.

* The cost accumulator @ € R is a real number, so I define (W, W) « (R, B(R)) as the

canonical measurable space on R.

Then the semantic domain is defined as the product measurable space of the four components:
def

(2,0) = (V,V)®(S,8) ® (K, K) ® (W, W).
An execution of an APPL program (), Smain) is initialized with (A1 .0, Smain, Kstop, 0), and the
termination configurations have the form (_, skip, Kstop, ). Different from a standard semantics
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def

dg(x,x) =0
dg(c1, c2) £ Jer — 2
dg(Ex1 + E12, E1 + Ez3) = dg(E11, E21) + dg(E1, E22)
dg(E11 X E12, Ez1 X Ez3) = dg(En1, E1) + dg(E1a, Eaa)

dE(El, Ez) S oo otherwise

d; (true, true) o
di(not Ly, not Ly) & d; (L, L)
dy(L11 and Lyz, Loy and Lyz) = dy (Li1, La1) +dp (L12, Loa)
dy(En1 < B2, Ea1 < Ezp) = dp(Eny, E21) + dg(E1a, Eaa)

dy (L, Ls) & o otherwise

dp (UntrorM(az1, by ), UNTFORM(ay, bo)) o la; — as| + |by — bo|

dp(D1, D3) & oo otherwise

def

ds (skip, skip) = 0
ds(tick(c1), tick(cz)) = |e1 - ca
ds(x = E1,x = Eg) = dg(E1, Ea)
ds(x ~ D1,x ~ D3) £ dp(D1, D2)
ds(call f, call f) £ 0
ds(if prob(p;) then Sy; else Si5 fi, if prob(p;) then Sy else S, fi) = |p1 — pa| +ds(S11, S21) + ds(S12, S22)

def

dg (lf L, then S;; else Si5 fi, if L, then Sy else Soy fl) = dL(Ll, Lz) +dg (511, 821) +dg (512, 522)
ds (Whlle Ly do S Od, while Ly do So Od) dZEf dL(Ll, Lz) + ds (Sl, Sz)
ds(S115 812, 5213 S22) = ds(S11, S21) + ds(S12, S22)

ds(S1,82) & o otherwise

dg (Kstop, Kstop) €0
dx(Kloop L; S; Ky, Kloop Ly Sy Ko) = dy(Ly, Ly) +ds(S1, S2) + di (K1, Ka)
dx(Kseq Sy K1,Kseq Sz Ko) = ds(S1,S2) + di (K1, K2)

dx (K1, Kz) & oo otherwise

Fig. 5.9: Metrics for expressions, conditions, distributions, statements, and continuations.
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where each program configuration steps to at most one new configuration, a probabilistic semantics
may pick several different new configurations. The evaluation relation has the form o — p where
p € D(X) is a probability measure over configurations. Fig. 5.10 presents the rules of the evaluation
relation. Note that expressions E and conditions L are deterministic, so I define a standard big-step
evaluation relation for them, written y - E || r and y + L || b, where y is a valuation, r € R, and
b € {T, L}. Most of the rules in Fig. 5.10, except (E-SampLE) and (E-PrRoB), are also deterministic
as they step to a Dirac measure. The rule (E-ProB) constructs a distribution whose support has
exactly two elements, which stand for the two branches of the probabilistic choice. The rule
(E-SampLE) “pushes” the probability distribution of D to a distribution over post-sampling program
configurations.

Example 5.11. Suppose that a random sampling statement is being executed, i.e., the current
configuration is

{t  to}, (t ~ UNtFORM(—1, 2)), Ko, ap).

—1<x<2]

The probability measure for the uniform distribution is A0O. /o [de. Thus, by the rule (E-
SampLE), we derive the post-sampling probability measure over configurations as AA. /R[({t —
r}, skip, Ko, ao) € A] - I25=2qr.

5.3.2 A Markov-Chain Semantics

In this section, I harness Markov-chain-based reasoning [85, 126] to develop a Markov-chain cost
semantics, based on the evaluation relation o — p. An advantage of this approach is that it allows
me to study how the cost of every single evaluation step contributes to the accumulated cost at the
exit of the program and later adapt Optional Stopping Theorems to reason about soundness in
85.3.3.

First, I prove that the evaluation relation  can be interpreted as a probability kernel.

LEMMA 5.12. Let y : VID — R be a valuation.

* Let E be an expression. Then there exists a unique r € R such that y + E || r.

* Let L be a condition. Then there exists a unique b € {T, L} such thaty + L |} b.

ProoF. By induction on the structure of E and L. |

LEMMA 5.13. For every configuration o € %, there exists a unique p € D(Z, O) such that o +— p.

ProoOF. Let 0 = (y,S,K,a). Then by case analysis on the structure of S, followed by a case
analysis on the structure of K when S = skip. The rest of the proof appeals to Lemma 5.12. |

THEOREM 5.14. The evaluation relation — defines a probability kernel on program configurations.
ProoF. Lemma 5.13 tells me that + can be seen as a function v defined as follows:

(0, A) « p(A) where o p.
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‘the expression E evaluates to a real value r under the valuation y”

(E-Var) (E-ApD)
y(x)=r (E-ConsT) yrErlrr  yrExlry  r=ri+nr
yex|r yrclc YyHFE1+Ey |r
(E-MuL)
yrEilr  yrExlra r=ri-r
Y F E{ X Ey U r
“the condition L evaluates to a Boolean value b under the valuation y”
(E-NEG) (E-Cony) (E-LE)
(E-Top)
yrLUb yrLilbr  yrLylb yrErlr  yrEx|ln
yrtrue | T yrFnotL | —b yrLiand Ly || by A by yFE1L <Ey| [ <13]

‘ 7,8, K,a) » ‘ “the configuration (y, S, K, «) steps to a probability distribution g on {(y’,S’,K’, a’)’s”

(E-SK1P-SEQ)

(E-Sk1p-STOP)

(v, skip, Kstop, a) — 8((y, skip, Kstop, «))

(E-Sk1p-Loop)
yrL{b
<y’ Skip: KlOOP SLK, (X> = [b] ' 6(())’5: Kloop SLK, a)) + [_'b] : 6(()}’ SkiP, K, (X))

(E-T1ick)

(v, skip, Kseq S K, a) — 8({y, S, K, a))

(v, tick(c), K, a) = 8((y, skip, K, a + c})

(E-ASSIGN)

yrEUT (E-SAMPLE)

(y,x =E,

(E-Loop)

K, a) = 6(()’ [X = r]: Skip’ K’ (X>) <Y,.X' ~ D’ Ks a) = lip >= Ar6((y [X = r]: Skip’ K’ (X>)

(E-CaLL)
(y,call f,K,a) — 8y, D(f),K,a))

(E-ProB)

<Y} ifprOb(p) then Sl else SZ ﬁ, K} a> = p- 6(()’; Sl;K1 a)) + (1 - p) : 6(()’; SZ; K; (X>)

(E-ConDb)
yrL|b

(y,if L then S else S, fi, K, a) — [b] - 6({y, S1, K, a)) + [=b] - 8((y, S2, K, ))

(E-SEQ)

(y, while

LdoS Od, K: a> = 5(()’, Skip’ Kloop LS K; (X>) (V, Sl;SZ; K! a) = 6(<Y’ Sl, Kseq SZ K: a))

Fig. 5.10: Rules of the operational semantics of APPL.



5.3. SOUNDNESS OF HIGHER-MOMENT ANALYSIS 91

It is clear that AA.+> (0, A) is a probability measure. On the other hand, to show that Ac.+> (0, A)

is measurable for any A € O, we need to prove that for B € 8(R), it holds that O(A, B) B

(Ao.+>(0,A))"1(B) € 0.
We introduce skeletons of programs to separate real numbers from discrete structures.

S = skip | tick(0g) | x ;= E | x ~ D | call f | while [ do $ od
| if prob(0p) then $; else S, fi | if I then $; else S fi | $1; S,

z=true |notl | [ and [, | E; < Es

l‘l1> s

=X | Op |E1+E2 |E1XE2
D := UNIFORM(Og,, Og,) | - - -
K = Kstop | Kloop L $ K | Kseq $ K

The holes O, are placeholders for real numbers parameterized by locations £ € LOC. We assume
that the holes in a program structure are always pairwise distinct. Let  : LOC — R be a map from
holes to real numbers and n(8) (resp., n(L), n(E), n(D), n(K)) be the instantiation of a statement
(resp., condition, expression, distribution, continuation) skeleton by substituting n(¢) for O;. One
important property of skeletons is that the “distance” between any concretizations of two different
skeletons is always infinity with respect to the metrics in Fig. 5.9.

Observe that
0(A,B) =|_JO(A,B) N {{y,n(8),n(K),a) | any y, a, 0}

and that S, K are countable families of statement and continuation skeletons. Thus it suffices to
prove that every set in the union, which we denote by @(A, B) N (S, K) later in the proof, is
measurable. Note that & (S, K) itself is indeed measurable. Further, the skeletons $ and K are able
to determine the evaluation rule for all concretized configurations. Thus we can proceed by a case
analysis on the evaluation rules.

. . . . . . det . .
To aid the case analysis, we define a deterministic evaluation relation — by getting rid of
the §(-) notations in the rules in Fig. 5.10 except probabilistic ones (E-SamPLE) and (E-PROB).

d
Obviously;, % can be interpreted as a measurable function on configurations.
e If the evaluation rule is deterministic, then we have
O(A,B)NE($,K)={0o| o p,u(A) € B}NE (S, K)

d PN
:{0|olit>o’,[o'€A] € B} N6 (S,K)

€3, k) if {0,1} C B,
-1
&S @n@@k) ifleBandogs,
- -1
& (AN @(8,K) ifoeBand1l¢ B,
0 if {0,1} N B=0.

The sets in all the cases are measurable, so is the set G(A, B) N E(S, K).



92 CHAPTER 5. CENTRAL MOMENT ANALYSIS

* Rule (E-ProB): Consider B with the form (—oo,t] witht € R. If t > 1, then O(A, B) = .
Otherwise, let us assume t < 1. Let § = if prob(0) then $; else S, fi. Then we have

O(A,B)NE(S,K)={o| o p,u(A) € BynE(S,K)

={o|o p-8(o1)+(1-p)-68(02),
p-lo1€Al+(1-p)- [0y €Al € B}NE(S,K)

=@ (S, K) N {(y,if prob(p) then S; else S, fi, K, a) |
p-[{r,S1,K, ) € Al + (1 - p) - [y, 82, K, a) € A] < t}

=% (S, K) N

{{y, if prob(p) then S; else S, fi, K, a) |

((y,S1,K,a) € A, {y,S2,K,a) ¢ A,p <t)V
({y,S2,K,a) € A, {y,S1,K,a) ¢ A,1—p <t)}.

The set above is measurable because A and A° (i.e., the complement of A) are measurable, as
wellas {p | p <t} and {p | p > 1 —t} are measurable in R.

* Rule (E-SampLE): Consider B with the form (—co, t] with t € R. Similar to the previous case,

we assume thatt < 1. Let § = x ~ UNIFORM(Og,, O, ), without loss of generality. Then we
have

O(A,BYNE(S,K)={o| o u,u(A) € BbNE(S,K)

~ (o0 o 3=, [ Kol (Apn(ar) <) 1B
=€, K)Nn{o| o up>=kg,
pp({r | {y[x = r],skip, K, @) € A}) < t}
=% (S,K) N {{(y,x ~ uniform(a, b),K,a) | a < b,
"IUNIFORM(a,b)({r | <Y [X = r]: Skip; K, a> € A}) < t}:

where K, sk a) « Ar.85({y[x +— r],skip, K, a)). For fixed y,K, a, the set {r | (y[x —
r], skip, K, @) € A} is measurable in R. For the distributions considered in this chapter, there
is a sub-probability kernel xp : R*®) ~s R, where ar(D) is the number of parameters of D.
For example, Kynrorm (@, b) is defined to be piyxirorm(a,p) if @ < b, or 0 otherwise. Therefore,
A(a, b).kunrorm(a, D) ({r | (y[x +— r],skip,K,a) € A}) is measurable, and its inversion
on (—oo,t] is a measurable set on distribution parameters (a,b). Hence the set above is
measurable.

O

I now review a standard mechanism in measure theory that constructs a probability measure by
composing probability kernels. If p is a probability measure on (S,S) and k : (S,S) ~» (T, 7))
is a probability kernel, then we can construct the a probability measure on (S, S) ® (T, 7") that
captures all transitions from u through x: 1 ® « A(A, B). /A k(x, B)u(dx). If u is a probability
measure on (Sp, Sp) and k; : (Si-1, Si-1) > (S;, S;) is a probability kernel fori =1, - - - , n,where
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n € Z*, then we can construct a probability measure on @1 ,(S;, S;), i.e., the space of sequences
of n transitions by iteratively applying the kernels to u:

0 def
He® X, ki = 1,

k+1 def k
e ®i:1 ki= (0 ® ®i:1 Ki) ® Kics1, 0<k<n.

Let (S;, S;), i € I be a family of measurable spaces. Their product, denoted by Q7 (S, Si) =
(ITier Si, Ricr Si), is the product space with the smallest o-algebra such that for each i € 7, the
coordinate map 7; is measurable. The theorem below is widely used to construct a probability
measures on an infinite product via probability kernels.

PROPOSITION 5.15 (IONESCU-TULCEA). Let (S;, S;), i € Z* be a sequence of measurable spaces.
Let pg be a probability measure on (Sg, Sp). For each i € N, let k; : ®;{;%)(Sk,8k) ~ (84, Si)

be a probability kernel. Then there exists a sequence of probability measures i; « o ® ®}'<:1 Kk,
i € Z*, and there exists a uniquely defined probability measure p on &> (S, Sk) such that
pi(A) = n(AXTIZ,, Sk foralli e Z" and A € ®§<:0 Si.

Let (Q,F) = &7, (X,0) be a measurable space of infinite traces on program configurations.

Let {Fn }nez+ be a filtration, i.e., an increasing sequence Fy C 1 C --- C F of sub-g-algebras in
¥, generated by coordinate maps X, (w) € w, forn € Z*. Let (D, Smain) be an ApPPL program.
Let 1o £s ({A_.0, Smain, Kstop, 0)) be the initial distribution. Let [® be the probability measure on
infinite traces induced by Proposition 5.15 and Theorem 5.14. Then (Q, F, P) forms a probability
space on infinite traces of the program. Intuitively, P specifies the probability distribution over all
possible executions of a probabilistic program. The probability of an assertion 0 with respect to P,
written P[6], is defined as P({w | 6(w) is true}).

To formulate the accumulated cost at the exit of the program, I define the stopping time
T : Q — Z" U {co} of a probabilistic program as a random variable on the probability space
(Q, F,P) of program traces:

T(w) & inf{n € Z* | w, = (_, skip, Kstop, )},

i.e., T(w) is the number of evaluation steps before the trace w reaches some termination configura-
tion (_, skip, Kstop, ). I define the accumulated cost Ar : Q — R with respect to the stopping
time T as

Ar(w) = Ar(w) (),
where A, : Q — R captures the accumulated cost at the n-th evaluation step for n € Z*, which is
defined as
Ap(w) < a, where w, = (, , ,an).

The m-th moment of the accumulated cost is given by the expectation E[A7'] with respect to P.

5.3.3 Soundness of the Derivation System

The Expected-Potential Method for Moment Analysis I fix a degree m € N and let M}m) be
the m-th order moment semiring instantiated with the interval semiring 7. I now formally define
Mém)-valued expected-potential functions.
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Definition 5.16. A measurable map ¢ : & — M_(,m) is said to be an expected-potential function if

(i) ¢(o) =1if 0 = (_, skip, Kstop, ), and

(i) ¢(0) 2 [E"'N'_’(")[([(a, - )k, (o« - a)k])OSkSm ® ¢(0o’)] where 0 = (,_, ,a),0’ =
(,, ,a)foralloex.

Intuitively, ¢ (o) is an interval bound on the moments for the accumulated cost of the computation
that continues from the configuration o. I define ®@,, and Y,,, where n € Z*, to be Mj(.m) -valued
random variables on the probability space (Q, ¥, P) of the Markov-chain semantics as

def

(@) = P(wn), Yn(w) = ([An(@)K, An(0) No<kem ® Pn(w).

In the definition of Y,,, I use ® to compose the powers of the accumulated cost at step n and the
expected potential function that stands for the moments of the accumulated cost for the rest of the
computation.

LEMMA 5.17. By the properties of potential functions, we can prove that E[Y,+1 | Y] C Y, almost
surely, foralln € Z™.

To prove Lemma 5.17, I first investigate several properties of the interval-valued moment semiring.
I show that ® and & are monotone if the operations of the underlying semiring are monotone.

LEMMA 5.18. Let R = (|R|, <, +, -, 0, 1) be a partially ordered semiring. If + and - are monotone
with respect to <, then ® and & in the moment semiring M;m) are also monotone with respect to C.

Proor. It is straightforward to show @ is monotone. For the rest of the proof, without loss of

generality, we show that (ur)o<k<m®{(Vk)o<k<m & (Ur)o<k<m®@{Wi)o<k<m if (Vk)o<k<m E (Wk)o<k<m-
By the definition of C, we know that vy < wy forall k =0, 1, --- , m. Then for each k, we have

((ur)o<k<m ® (Vr)o<k<m)k = (Il{) X (Ui - V)

k
>
i=0

k. (k
> ( ) X (u; - wi-i)
i=0

< ,
[

= ((uk)osksm ® (Wi)osksm)k-
Then we conclude by the definition of C. m|

As I allow potential functions to be interval-valued, I show that the interval semiring 7 satisfies
the monotonicity required in Lemma 5.18.

LEMMA 5.19. The operations +; and -y are monotone with respect to <j.

ProoF. It is straightforward to show +; is monotone. For the rest of the proof, it suffices to show
that [a,b] -7 [¢,d] <7 [d,]] -7 [c,d] if [a,b] <7 [d,b'], i€, [a,b] C [@,b']ora>d,b<D.
We claim that minSyp 4 = minSy ¢4, i-€., min{ac, ad, bc, bd} > min{a’c,a’d, b’c, b’d}.
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* If0 <c <d: Thenac < bc, ad < bd, a’c < b’c, ad'd < b’d. It then suffices to show that
min{ac, ad} > min{a’c,a’d}. Because d > ¢ > 0 and a > a’, we conclude that ac > a’c and
ad > d'd.

*Ifc <0 <d: Then ac > bc, ad < bd, d’c > b’c, a’d > b’d. It then suffices to show that
min{bc,ad} > min{b’c,a’d}. Becaused > 0 > c and a > d’,b < b’, we conclude that

bc > b’c and ad < d'd.

*Ifc <d < 0: Then ac > bc, ad > bd, d’c > b’c, a’'d > b’d. It then suffices to show that
min{bc, bd} > min{b’c,b’d}. Because 0 > d > c and b < b’, we conclude that bc > b’c and

bd > b'd.
In a similar way, we can also prove that max Sy p 4 < maxSq pcq. Therefore, we conclude that
-7 is monotone. m|
LEMMA 5.20. If {[an, by] }nez+ is a montone sequence in I, i.e., [ag,bo] <7 [a1,b1] < --+ <1

lan,bn] <7 -+, and [an, by] <71 [c,d] for all n € Z*. Let [a,b] = lim,_c[ayn, by] (the limit is
well-defined by the monotone convergence theorem for series). Then [a,b] <; [c,d].

PROOF. By the definition of <7, we know that {a, },cz+ is non-increasing and {b, },cz+ is non-
decreasing. Because a, > c for all n € Z*, we conclude that lim,_,. a, > c. Because b,, < d for all
n € Z*, we conclude that lim,_,. b, < d. Thus we conclude that [a, b] <7 [c, d]. O

LEMMA 5.21. Let X,Y : Q — Mf.m) be integrable. Then E[X @ Y] = E[X] & E[Y].

PrROOF. Appeal to linearity of expectations and the fact that & is the pointwise extension of +7,
as well as +; is the pointwise extension of numeric addition. |

LEMMA 5.22. If X : Q — M_(,m) is G-measurable and bounded, a.s., as well as X(w) =

([ax(w), ax(w)])o<k<m forall w € Q, then E[X QY | G] = X ® E[Y | G] almost surely.

PrROOF. Fix w € Q. Let Y(w) = ([bx(w), ck(w)])o<k<m. Then we have

E[X®Y | Gl(w) = E[{[ak, ak])o<k<m ® {[bk, ck])o<k<m | G](w)
= E[(Zr5, () xr ([ai, ai] 1 [be-is ck-i])Yoskem | G] ()
= (E[Z:%, (§) xr ([as, il 7 [breis ckil) | G1(@))oskem

= (278, (%) x7 Ellas, ai] -7 [br-is ci-il | G1(@)Yo<kem.

On the other hand, we have

X(w) ® E[Y | gl(w) = (Xo(@), -+, Xm(w)) ® E[{Yo, -+, Ym) | Gl(w)
= (Xo(w), -+, Xm(w)) @ (E[Yo | Gl(w), - -+, E[Yn | Gl(w))

= (2%, (%) %7 (X(@) -7 E[Yiei | 61(@))Yo<kem

= (21l (§) xr ([ai(w), ai(@)] -1 E[[bk—i, ck-i] | G1(@)))o<ksm-
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Thus, it suffices to show that for each i, E[[a;, a;] -7 [br—i, ck—i] | G] = [ai, ai] -7 E[[bri, ck—i] | G]
almost surely.
For w such that a;(w) > 0:

Ellai, ai] 1 [bk-i, ck-i] | G1(w) = E[[aibk—i, aick—i] | G](w)
= [Elaibk-i | G](w), Elaick-i | G](w)]
= [ai(w) - E[br-i | Gl(w), ai(w) - E[ck—; | G](w)], as.,
= [ai(w), ai(w)] 1 E[[bk-i> ck-i] | G](w).

For w such that q;(w) < O:

Ellai ail -7 [bk-i, ck-i] | G]1(w) = E[[aick-i, aibk-i] | G](w)
= [Elaick-i | G](w), E[aibk-i | G](w)]
= [ai(w) - E[ck-i | Gl(w), ai(w) - E[bx—; | G](w)], as.,
= [ai(w), ai(w)] -1 E[[br-i, ck—i] | G](w).

O

PROOF OF LEMMA 5.17. A sequence of random variables {X, },cz+ is said to be adapted to a
filtration {F,}nez+ if for each n € Z*, X, is F,-measurable. Then {®,},cz+ and {A, },cz+ are
adapted to the coordinate-generated filtration {#; },cz+ as ®,(w) and A,(w) depend on w,. By
the property of the operational semantics, we know that a,(w) < C - n almost surely for some
C > 0. Then using Lemma 5.22, we have

[E[Yn+1 | 7'71] (w) = [E[An+1 ® cI)n+1 | 7:n] ((}))

= E[A; ® ([(ans1 — an)k: (a1 — an)k] Yo<k<m ® Pny1 | Fnl(w)

= An(@) ® E[{[(@n+1 = ), (@ns1 = @) Dosksm ® Pos1 | Tl (), as.,

= Ap(w) ® E[{[(an+1 — an)ka (ape1 — an)k] Yo<k<m ® P(wnt1) | Frl.

Recall the property of the expected-potential function ¢ in Defintion 5.16. Then by Lemma 5.18
with Lemma 5.19, we have

[E[Yn+1 | 7:11] (w) C An(w) ® ¢(wn); a.s.,
= Ap(w) ® Op(w)
=Y,.

As a corollary, we have E[Y,] C E[Yy] foralln € Z*. O

I call {Y,}nez+ @ moment invariant. My goal is to establish that E[Y7] C E[Yp], i.e., the
initial interval-valued potential E[Yy] = E[1 ® ®y] = E[®y] brackets the higher moments of the

accumulated cost E[Yr] = E[([AX, A ]Do<ken ® 1] = ([E[AX], E[AX]])o<ken.
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Soundness The soundness of the derivation system is proved with respect to the Markov-chain

. f
semantics. Let [[([ax, bx])o<k<mlleo = Maxo<x<m{max{|ax|, [bxl}}.

THEOREM 5.23. Let (9, Smain) be a probabilistic program. Suppose A + {T'; Q} Smain {I'’; 1}, where
Q€ Mg;) and the ends of the k-th interval in Q are polynomials in Ryq[VID]. Let {Y,}nez+ be
the moment invariant extracted from the Markov-chain semantics with respect to the derivation of
A+ {T;Q} Smain {I"; 1}. If the following conditions hold:

() E[T™] < oo, and

(ii) there exists C > 0 such that for all n € Z*, ||[Yu|leo < C - (n+ 1)™ almost surely,

Then ([E[A}], E[Af]Dosksm € $o(A_.0).

The intuitive meaning of ([E[Aéi], [E[A?;]])ogks,n E ¢q(A_.0) is that the moment E[Aéi] of
the accumulated cost upon program termination is bounded by the interval in the k™-moment
component of ¢, (A_.0), where Q is the quantitative context and A_.0 is the initial state.

As I discussed in §5.1.2 and Counterexample 5.7, the expected-potential method is not always
sound for deriving bounds on higher moments for cost accumulators in probabilistic programs.
The extra conditions Theorem 5.23(i) and (ii) impose constraints on the analyzed program and
the expected-potential function, which allow me to reduce the soundness to the optional stopping
problem from probability theory.

Optional Stopping Let me represent the moment invariant {Y, },cz+ as
(e, o1, [, oL, 1, U ) bneze

where L,(lk), U,(lk) : Q — R are real-valued random variables on the probability space (Q, ¥, P) of
the Markov-chain semantics, for n € Z*, 0 < k < m. I then have the observations below as direct
corollaries of Lemma 5.17:

* For any k, the sequence {Ur(lk)}nez+ satisfies E[Ur(li)1 | U,gk)] < U,gk) almost surely, for alln € Z*,

and we want to find sufficient conditions for E [U;k)] <E [U(()k)].

* For any k, the sequence {L,(lk)}nez+ satisfies [E[Lr(ll_?1 | L,(lk)] > L,(lk) almost surely, for all n € Z*,

and we want to find sufficient conditions for E [L;k)] >E [Lgk)].

These kinds of questions can be reduced to optional stopping problem from probability theory.
Recent research [7, 68, 137, 154] has used and extended the Optional Stopping Theorem (OST) from
probability theory to establish sufficient conditions for the soundness for analysis of probabilistic
programs. However, the classic OST turns out to be not suitable for higher-moment analysis. I extend
OST with a new sufficient condition that allows me to prove Theorem 5.23. In another article [150],
I presented details of such OST extensions; in this section, I only sketch the development that is
sufficient for my thesis. I first review an important convergence theorem for series of random
variables.

PROPOSITION 5.24 (DOMINATED CONVERGENCE THEOREM). If { f;; }nez+ is a sequence of measurable
functions on a measure space (S, S, 11), { fn tnez+ converges to f pointwise, and { f, }nez+ is dominated
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by a nonnegative integrable function g (i.e., | fn(x)| < g(x) foralln € Z*, x € S), then f is integrable

and limp—e p1(fn) = p(f).
Further, the theorem still holds if f is chosen as a measurable function and “{ f; }nez+ converges to f
pointwise and is dominated by g” holds almost everywhere.

Now I prove the following extension of OST to deal with interval-valued potential functions.

THEOREM 5.25. If E[||Ya]|e] < o0 for all n € Z7, then E[Yr] exists and E[Y7] T E[Yy] in the
following situation:

There exist £ € N and C > 0 such that E[T*] < co and for all n € Z*, ||Yy||eo < C - (n+ 1)¢ almost
surely.

PrOOF. By E[T¢] < oo where £ > 1, we know that P[T < oo] = 1. By the property of the
operational semantics, for w € Q such that T(w) < oo, we have Y,,(w) = Yr(w) for alln > T(w).
Then we have

Pllim Y, =Yr] = P({w | lim ¥ (w) = Yr(w)})

W%

P{{w | lim ¥, (w) = Yr(w) AT(w) < co})

= P({0 | Yr(w)(@) = ¥r(@) AT(w) < oo})
- P({w | T(w) < o))
=1.

On the other hand, Y,(w) can be treated as a vector of real numbers. Let a; : Q — R be a
real-valued component in Y. Because E[||[Yy|lco] < c0 and ||¥nlle < C - (n + 1)¢ almost surely, we
know that E[|ax|] < E[||[¥alle] < o0 and |an| < ||[¥alle < C - (n + 1)¢ almost surely. Therefore,

|an| = |amin(r,m| < C - (min(T,n) +1)¢ < C- (T +1)", ass.

Recall that E[T¢] < co. Then E[(T + 1)¢] = E[T¢ + O(T*1)] < co. By Proposition 5.24, with
the function g set to Aw.C - (T(w) + 1)¢, we know that lim,_,., E[a,] = E[ar]. Because a, is an
arbitrary real-valued component in Y, we know that lim,_,., E[Y;] = E[Yr]. By Lemma 5.17, we
know that E[Y,] C E[Yp] for all n € Z*. By Lemma 5.20, we conclude that lim,_,, E[Y,] C E[Yp],
ie., [E[YT] C |E[Y0]. O

Proof of Theorem 5.23 To reduce the soundness proof to the extended OST for interval-
valued bounds, I construct an annotated transition kernel from validity judgements + A and
A+ {T;Q} Smain {I"’; Q'}. Before proceeding to the proof, I extend the derivation system with rules
for program configurations and include them in Fig. 5.11. Moreover, I use a more declarative rule
shown below for function calls that merges the two rules for function calls in Fig. 5.6 into one:

(Q-CaLL)
Viel: (I;Q;,I";Q)) € A(f)
A+ A{T; Dier Qi} call f {T"; Bic; Q}




5.3. SOUNDNESS OF HIGHER-MOMENT ANALYSIS 99

(VALID-CFG)
YET  AR{I;Q}S{I;Q}  Ar{T;Q}K (QK-Stop)
(QK-Loop) (QK-SEQ)
A+ {T;Q} Kloop L S K A+ {T;Q} Kseq S K
(QK-WEAKEN)
AI—{F,,Q,}K F|:1—', FIZQ;Q/
Ar{T;Q} K

Fig. 5.11: Extra inference rules of the derivation system.

LEMMA 5.26. Suppose + A and A + {T'; Q} Smain {I'; Q’}. An annotated program configuration
has the form (', Q, y, S, K, a) such that A + {T'; Q} {y, S, K, @). Then there exists a probability kernel
K over annotated program configurations such that:

Forallo =(I',Q,y,S,K,a) € dom(k), it holds that

(i) « is the same as the evaluation relation + if the annotations are omitted, i.e.,

k(o) >=2A(_, V.S, K,a).8((y, S, K',a')) = —>({y,S,K,a)),

and

(@) $o(y) 2 B (o) {[(@ = ), (¢ = &)} )oskem ® o (¥')] where o’ =, Q' _, _ &)

Before proving the soundness lemma, I show that the derivation system for bound inference
admits a relaxation rule.

LEMMA 5.27. Suppose that + A. If A + {T;Q1} S {I"; Q}} and A + {T'; Q2} S {I”; Q,}, then the
judgment A + {T; Q1 ® Q2} S {T"; Q] ® Q5 } is derivable.

PROOF. By nested induction on the derivation of the judgment A + {T'; Q1} S {I"; Q] }, followed
by inversion on A + {I'; Q2} S {I"; Q5 }. We assume the derivations have the same shape and the
same logical contexts; in practice, we can ensure this by explicitly inserting weakening positions,
e.g., all the branching points, and by doing a first pass to obtain logical contexts.

(Q-Sk1p)
* A+ {T;Q1} skip {T;Q:1}
By inversion, we have Q; = Q5.
Then by (Q-Skip), we immediately have A + {T'; Q1 @ Q2 } skip {T'; Q1 & Q»}.
(Q-Tick)
k k /
Q1 =([c", ¢ Do<k<m ® Q)
* AF{T;Qu} tick(c) {T; Q1)
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—_————
By inversion, we have Qs = {[cX, c*])o<k<m ® Q5.
_— _
By distributivity, we have ([c%,cosken ® (Q) ® Q) = ({[c5ocken ® Q) @

_—
(([cX, FYo<kem © Q%) = Q1 & Q2.
Then we conclude by (Q-Tick).

(Q-AssIGN)
I'=[E/x]T" Qi =[E/x]Q}
A+{T;Q} x = E{I";Q}}
By inversion, we have Q; = [E/x] Q5.
Then we know that [E/x](Q] & Q}) = [E/x]Q] & [E/x]Q} = Q1 ® Qa.
Then we conclude by (Q-AsSIGN).

(Q-SAMPLE)
' =Vx € supp(up): I’ Q1 = Exyy [Q]]
A+ {T;Qi} x ~D{I";Q}}
By inversion, we have Qo = Ey-;, [Q5].
By Lemma 5.21, we know that Ey-;, [Q] © Q5] = Ex~p;, [Q}] ® Ex~, [Q5] = Q1 © Qo.
Then we conclude by (Q-SAMPLE).

(Q-CaLL)
Viel: (T;Q1,T7;Q)) € A(f)
A+ A{T; Bics Qui} call f {TI"; Bier Q1;}
By inversion, there exists J such that Q2 = @je;Q2j and Q, = Djecs Q) j where
(T; Q2j, T; Q’Zj) € A(f) for each j € J.
Then by (Q-CaLr), we have A F {T; @ie; Qui © Bjes Qaj} call f {T”; Bier Q); & Bjes Q51

(Q-Prog)

A+A{T;Qu1} S1{I'";Q}} ArA{T;Qi2} S2 {T"; Q1} Qi=P1®R
Py ={[p,p],[0,0],---,[0,0])®Q11 Ry ={([1-p,1-p],[0,0],---,[0,0]) ® Q12

A+ {T; Q1 } if prob(p) then S; else S, fi {I'"; Q}

By inversion, we know that Q; = P, ® R; for some Q21, Qa2 such that A + {T'; Qa21} S1 {I"; Q% },
A+ {T;Qa2} S2 {T";Q%}, P2 = ([p,p],[0,0],---,[0,0]) ® Q21, and Rz = ([1 — p,1 —
p], [0,0],---,[0,0]) ® Q2.
By induction hypothesis, we have A + {T'; Q11 ® Q21} S1 {I";Q; ® Q,} and A + {I';Q12 &
Qa2} S2 {I'; Q] ® Q5 ).
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Then we have

([p,pl,---,10,0]) ® (Q11 ® Q21)
= ([p,pl,---,10,0]) ® Q11) ® ({[p, p],-- -, [0,0]) ® Q21)
=P, @ P,,
([1-p,1-pl,---,[0,0]) ® (Q12 ® Q22)
=({[1-p,1-pl,---,[0,0]) ®Qu2) ® ({[1 - p,1 = p],---,[0,0]) ® Q22)
= R;1 ® Ry,
(P1®P2) ® (R ®R»)
=(P1®R1) ® (P2 ®R2) = Q1 ® Q.

Thus we conclude by (Q-Prog).

(Q-Conb)
Ar{T AL;Q1} S1{I";Q1}  Ar{TA-L;Q1} S2 {T";Q}}
. A+ {T;Q1} if L then S; else S, fi {T'; Q}}

By inversion, we have A + {T' A L; Q2} S1 {I’; Q,}, and A + {T' A =L; Q2} S {T”; Q5 }.
By induction hypothesis, we have A F {TAL; Q1 ©Q2} S1 {I"; Q1 ® Q5 and A + {TA-L; Q1 @
Q2} S2 {I’; Q) ® Q4 }.
Then we conclude by (Q-ConD).
(Q-Loor)
Ar{T AL;Q1} S{T;Q1}
* A+{l;Q;} whileLdoSod{I'A-L;Q1}
By inversion, we have A + {T A L; Q2} S {T'; Q2}.
By induction hypothesis, we have A + {T AL; Q1 ® Q2} S {T'; Q1 & Q2 }.
Then we conclude by (Q-Loop).
(Q-SEQ)
Ar{T; Qi S1{r”;QY  AR{T";QY} S {T;Q1}
. ArA{T;Q1} S1;82 {T";Q1}
By inversion, there exists Q) such that A + {I'; Q2} S1 {T'”’; Q5 }, and A + {I'"; QJ} Sz {I"; Q% }.
By induction hypothesis, we have A + {T'; Q1 ® Q2} S1 {T”; Q] ® Q7} and A + {T”; Q] &
Q7} S2 {T"; Q) ® Q).
Then we conclude by (Q-SEQ).
(Q-WEAKEN)
A+ {To; Qo} S {T; Qo) I'ETo ILET I'EQi3Qo I EQy2 Q)
. Ar{T;Q1} S{T";Q}}
By inversion, there exist Q3,Q3 such that T F Q2 I Q3, [J F Q; 2 Q), and
A+ {To; Q3} S {T§; Q4 ).
By induction hypothesis, we have A + {Tp; Qo ® Q3} S {I}}; Q; ® Q5 }-
To apply (Q-WEAKEN), we need to show thatT F Q1 ® Q2 2 Qo ® Qz and Ij F Q; © Q5 3
Q) ® Q5.

Then appeal to Lemmas 5.18 and 5.19.
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O

Now I can construct the annotated transition kernel to reduce the proof of the soundness lemma
to OST.

PROOF OF LEMMA 5.26. Let v £ —({y,S,K,a)). By inversion on A + {I';Q} (y,S,K, a), we
know that y ET, A+ {T;Q} S {I’;Q’}, and A + {T”; Q’} K for some I, Q". We now construct a
probability measure p as «({T', Q, y, S, K, a)) by induction on the derivation of A + {T'; Q} S {I”; Q’}.

(Q-Sk1p)
* A+ {T;Q} skip {T; Q}
By induction on the derivation of A + {I'; Q} K.
(QK-STopr)

— A+ {I;Q} Kstop
We have v = §((y, skip, Kstop, a)).
Then we set 1 = §({T, Q, y, skip, Kstop, a)).
It is clear that ¢q(y) = 1 ® ¢pq(y).
(QK-Loop)
Ar{T AL;Q}S{T;Q} A+{T A=L;Q} K
- A+ {T;Q} Kloop LS K
Letb e {L, T}besuchthaty +L | b.
Ifb="T,thenv =6((y,S,Kloop L S K, a)).
Weset u=8(T'AL,Q,y,S,Kloop LS K, a)).
In this case, we know that y ET A L.
By the premise, we know that A + {T A L; Q} S {T'; Q}.
It then remains to show that A + {I'; Q} Kloop L S K.
By (QK-Loop), it suffices to show that A + {T AL;Q} S {T';Q} and A + {T' A =L; Q} K.
Then appeal to the premise.
If b= 1, then u = §({y, skip, K, a)).
We set p = §((T' A =L, Q, y, skip, K, a)).
In this case, we know that y T A —L.
By (Q-Skip), we have A + {T' A =L; Q} skip {I' A =L; Q}.
It then remains to show that A + {T' A =L; Q} K.
Then appeal to the premise.

In both cases, y and Q do not change, thus we conclude that ¢q(y) =1 ® ¢q(y).
(QK-SEQ)
Ar{T;Q}S{r;Q'  Ar{I;Q'}K
- A+ {T;Q} KseqS K
We have v = §({y, S, K, a)).
Then we set u = §({I', Q, y,S, K, a)).
By the premise, we know that A + {I';Q} S {I";Q’} and A + {I""; Q"} K.




5.3.

SOUNDNESS OF HIGHER-MOMENT ANALYSIS

Because y and Q do not change, we conclude that ¢o(y) =1 ® ¢q(y).
(QK-WEAKEN)
AF{T;Q K TEI TEQ3IQ
- A+{T;Q} K
Because y T and I' |= T, we know that y ET".
Let u’ be obtained from the induction hypothesis on A + {I"’; Q"} K.

Then ¢o(y) 3 Eowl{[(¢/ =) (¢ =) Noskem ® $o(y)], where o

<_J Q”J y/) ) a,>'

We set 1 = pt’.

Because I' = Q 2 Q" and y |= T, we conclude that ¢ (y) 2 ¢ (¥).
(Q-Tick)

S A
Q = ([*, M o<kem ® Q'

A+ {T; Q} tick(c) {T; Q"}

We have v = §((y, skip, K, a + ¢)).

Then we set u = §({T', Q’, y, skip, K, @ + ¢)).

By (Q-Skip), we have A + {T'; Q"} skip {I'; Q'}.
Then by the assumption, we have A + {T'; Q"} K.

It remains to show that ¢q(y) 3 ([cX, X ]o<k<m ® dor (¥).
Indeed, we have ¢q (y) = ([cX, ] )o<k<m ® ¢ (y) by the premise.
(Q-AssIGN)
I'=[E/x]I" Q=[E/x]Q
A+{T;Q} x = E{I";Q"}
Letr € Rbesuchthaty - E || r.
We have v = §({y[x + r], skip, K, a)).
Then we set u = §({I'’, Q’, y[x + r], skip, K, a)).
Because y + T, i.e., y + [E/x]|T”, we know that y[x +— r] + T".
By (Q-Skip), we have A + {I”; Q’} skip {I'"’; Q’}.
Then by the assumption, we have A + {T”"; Q'} K.
It remains to show that ¢ (y) =1 ® ¢pq/ (y[x — 1]).

By the premise, we have Q = [E/x]Q’, thus ¢q(y) = P[g/xjo’ (V) = o/ (¥ [x > 1]).

(Q-SAMPLE)
I'=Vxesupp(pup): I’ Q=Exp,[Q']
A+A{T;Q}x ~D{I";Q"}
We have v = up >= Ar.8({y[x + r], skip, K, a)).
Then we set u = pp >= Ar.6({I”, Q’, y[x + r], skip, K, a)).

For all r € supp(up), because y |= Vx € supp(up): I, we know that y[x — r] ET".

By (Q-Skip), we have A + {I”; Q’} skip {I'"’; Q’}.
Then by the assumption, we have A + {I”; Q’} K.
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It remains to show that ¢q(y) I Er—p, [1 ® o (y[x = 1])].

Indeed, because Q = E,~;,[Q’], we know that ¢q(y) = d)[Ex~pD [1(¥) = Erepp [P ([x
rDI.

(Q-CaLL)
Viel: (T;Q;,T";Q;) € A(S)
A+ A{T; Dier Qi} call f {T'; Bier Q:}
We have v = §({y, 2(f), K, a)).
Then we set p = §((T', Dier Qi, ¥, D(f), K, a)).
By the premise, we know that A + {T'; Q;} Z(f) {I"; Q}} for eachi € I.
By Lemma 5.27 and simple induction, we know that A + {T'; @ie; Qi} D(f) {T"; Dier Q}}-
Because y and @; Q; do not change, we conclude that ¢g.q,(y) =1 ® P, q,(¥)-

(Q-ProB)
Ar{T;Q1} $1{I';Q"}  AF{T;Qa} S2{I';Q"}
Q=P®&R  P={[p,p],[0,0],---,[0,0])®Q1  R=([1-p,1-p],[0,0],---,[0,0]) ® Q2
A + {T; Q} if prob(p) then S; else S, fi {T"; Q"}
We have v = p - 8§((y,S1,K,a)) + (1 —p) - 6({y,S2, K, a)).
Thenweset u =p-8({[,Q1,y,51,K,a) + (1 —p)-85({T,Q2,y,S2, K, a)).
From the assumption and the premise, we know that y E I, A + {I”;Q’} K, and A +
{T;Q1} S1{T";Q’}, A - A{T; Q2 S2 {T'; Q')
It remains to show that ¢q(y)x =1 (p - $o,(¥)x) +7 ((1 — p) - ¢q,(¥)x), where the scalar

product p - [a, b] « [pa, pb] for p > 0.

On the other hand, from the premise, we have Qx = Px+¢7 Ry and P, = (([p, p],- -+ ,[0,0])®
Qi) = (’5) Xpr ([P, p] “pr (Q1)k) =p - (Q1)k, as well as Rg = (1 = p) - (Q2)«-

Therefore, we have ¢q(y)k = ¢ Pk =p P, (V) +1 (1= p) - g, (¥«

-
(Pr+prRi)o<k<m

(Q-ConD)
Ar{TAL;Q}S1 {T";Q"}  Ar{T A-L;Q} S2{I'";Q"}
A+ {T;Q} if L then S; else S, fi {T’; Q’}
Letb € {T, L1} besuchthaty - L | b.
Ifb="T,thenv =6((y,S1,K,a)).
Wesetu=8((I' AL Q,y,S51,K,a)).
In this case, we know that y T A L.
By the premise and the assumption, we know that A + {TAL; Q} S1 {I";Q’} and A + {I""; Q'} K.
Ifb=_1,thenv =8((y,Sy, K,a)).
Weset u =8((T' A=L,Q,y,S2,K,a)).
In this case, we know that y T A L.
By the premise and the assumption, we know that A + {I' A =L; Q} Sy {I";Q’} and A +
{r';Q'} K.
In both cases, y and Q do not change, thus we conclude that ¢q(y) =1 ® ¢ (y).
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(Q-Loopr)
A+{TAL;Q}S{T;Q}
* A+{l;Q} while L do S; od {T' A =L; Q}
We have v = §((y, skip, Kloop L S K, a)).
Then we set 1 = §({T', Q, y, skip, Kloop L S K, a)).
By (Q-Skip), we have A + {T'; Q} skip {T'; Q}.
Then by the assumption A + {I' A =L;Q} K and the premise, we know that A
{T’; Q} Kloop L S K by (QK-Loopr).
Because y and Q do not change, we conclude that ¢o(y) =1 ® ¢q(y).
(Q-SEQ)
AF{T;Q 1 {T;Q  AR{T;Q} S$2{T";Q"}
. A+A{T;Q} S1;82 {T;Q"}
We have v = §((y, S1, Kseq Sz K, a)).
Then we set 1 = §((T', Q, y, S1,Kseq S, K, ).
By the first premise, we have A + {T'; Q} S; {T”; Q’}.
By the assumption A + {I'”;Q”} K and the second premise, we know that A F
{T”; Q’} Kseq Sz K by (QK-SEQ).
Because y and Q do not change, we conclude that ¢o(y) =1 ® ¢q(y).

(Q-WEAKEN)
Ar{l;Qo} S{Ip; Qe T'EL  IFIY TEQIQ TjEQIQ
. Ar{T;Q}S{I;Q'}
By y ET and T [ I, we know that y |= T.
By the assumption A + {I’;Q’} K and the premise I} = I, Ij F Q; 2 Q’, we derive
A+ {T{; Qy} K by (QK-WEAKEN).
Thus let 119 be obtained by the induction hypothesis on A + {To; Qo} S {T(; Qp}-

Then ¢q,(y) 2 Eoopo[([(« = 05, (' =) osksm © ¢ ()], where o =
<_’ Q//, y/’ L a/>.

We set 1 = pp.

By the premise I' = Q 3 Qo and y =T, we conclude that ¢ (y) 3 ¢q,(y).

O

Therefore, I can use the annotated kernel x above to re-construct the trace-based moment
semantics in §5.3.2. Then I can define the potential function on annotated program configurations

as §(0) = do(y) where o= (,Q ¥, )-

The next step is to apply the extended OST for interval bounds (Theorem 5.25). Recall that
the theorem requires that for some £ € Nand C > 0, |[Vy]|co < C - (n + 1)¢ almost surely for all
n € Z*. One sufficient condition for the requirement is to assume the bounded-update property, i.e.,
every (deterministic or probabilistic) assignment to a program variable updates the variable with a
bounded change. As observed by Wang et al. [154], bounded updates are common in practice. I
formulate the idea as follows.
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LEMMA 5.28. If there exists Cy > O such that for all n € Z* and x € VID, it holds that

P[|yne1(x) —yn(x)| < Co] = 1 where w is an infinite trace, w, = (Yn, , , ), and wWp41 =
(Yns1> ), then there exists C > 0 such that for all n € Z*, ||Yn]leo < C - (n +1)™¢ almost surely.

PrOOF. Let C; > 0 be such that for all tick(c) statements in the program, |c| < C;. Then for all
w, if w, =(, , ,ay), then |a,| < n-C;. On the other hand, we know that P[|y,(x) — yo(x)| <
Co - n] = 1 for any variable x. As we assume all the program variables are initialized to zero, we
know that P[|y,(x)| < Cp - n] = 1. From the construction in the proof of Lemma 5.26, we know
that all the templates used to define the interval-valued potential function should have almost
surely bounded coefficients. Let Co > 0 be such a bound. Also, the k-th component in a template
is a polynomial in Ry4[VID]. Therefore, ®,(w) = ¢(wn) = ¢q,(yn), and

kd

|q, (ya)kl < D7 Ca - IVID[* - |Co - nf' < C3- (n+ 1", as,,
i=0

for some sufficiently large constant C3. Thus

ko (k
|(Yn)k| = |(An ® q)n)k| = |ZI (l) X7 ((An)i ‘T (®n)k—i)|
i=0
k k ) )
<2 () et oy
i=0

<C4-(n+1) as.,

for some sufficiently large constant C4. Therefore ||Yy ]| < Cs - (n+1)™¢, a.s., for some sufficiently
large constant Cs. |

Now I prove the soundness of the bound inference for central moment analysis.

PROOF OF THEOREM 5.23. By Lemma 5.28, there exists C > 0 such that ||Vl < C - (n+1)™
almost surely for all n € Z*. By the assumption, we also know that E[T™] < co. Thus by

Theorem 5.25, we conclude that E[Yr] C E[Yy], i.e., E[Ar] E E[®o] = ¢o(A_.0). O

5.3.4 An Algorithm for Checking Soundness Criteria

Termination Analysis I reuse my system for automatically deriving higher moments, which I
developed in §5.2.3 and §5.2.4, for checking if [E[de] < 00 (Theorem 5.23(i)). To reason about
termination time, I assume that every program statement increments the cost accumulator by one.
For example, the inference rule (Q-SAMPLE) becomes

I'=Vx € supp(up): I’ Q=(1,1,---,1) ® Ex-yy, [Q']
A+{T;Q}x ~D{I;Q}

However, I cannot apply Theorem 5.23 for the soundness of the termination-time analysis, because
that would introduce a circular dependence. Instead, I use a different proof technique to reason
about E[T™?], taking into account the monotonicity of the runtimes. My upper-bound analysis of
higher moments of runtimes is similar to the approach of Kura et al. [104]. In this section, I assume
R = (R, <,+,-,0,1) to be a partially ordered semiring on extended nonnegative real numbers.

o0
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Definition 5.29. Amap ¢y : £ — M;{m) is said to be an expected-potential function for upper
bounds on stopping time if

() Y(o)g=1forallo € %,
(i) Y(o) = 1if 0 = (_, skip, Kstop, ), and
(i) Y(0) I Egas()[(1,1,--+, 1) ® P(0’)] for all non-terminating configuration o € X.

Intuitively, (o) is an upper bound on the moments of the evaluation steps upon termination for
the computation that continues from the configuration o. I define A,, and ¥, where n € Z™ to be

. .1 . def k
random variables on the probability space (Q, ¥, P) of the trace semantics as A,(w) = (n)o<k<m
R

and ¥, (w) E Y (wy). Then I define A7 (w) E Ar(w)(w). Note that Ay = (T o<k<m-
I now show that a valid potential function for stopping time always gives a sound upper bound

by applying the Monotone Convergence Theorem reviewed below.

PROPOSITION 5.30 (MONOTONE CONVERGENCE THEOREM). If { f; }nez+ is a non-decreasing sequence
of nonnegative measurable functions on a measure space (S, S, i), and {f,}nez+ converges to f
pointwise, then f is measurable and lim, . 1(fy) = u(f) < oo.

Further, the theorem still holds if f is chosen as a measurable function and “{ f; }nez+ converges to f
pointwise” holds almost everywhere, rather than everywhere.

THEOREM 5.31. E[A7] C E[W¥y].

PRrOOF. Let Cp(w) “ (1,1,---,1) if n < T(w), otherwise C,(w) B (1,0,---,0). Then Ay =
®:2, Ci. By Proposition 5.30, we know that E[Ar] = lim;, e E[ C;]. Thus it suffices to show
that for all n € Z*, E[®?, C;] C E[¥o].

Observe that {C,},cz+ is adapted to {F,}ncz+, because the event {T < n} is #,-measurable.
Then we have

n
=0

n

-1
0 Ci® ¥t | Fal = Ry G ® E[Cy ® Wit | Tal, as.,
-1
C ®:l:o Ci ® .

E[

Therefore, E[®!, C; ® Wp41] T E[Wo] foralln € Z* by a simple induction. Because ¥,,;1 J 1, we
conclude that

E[; Cil T E[R;y Ci ® ¥raa] € E[¥o].

Boundedness of ||V, ||, n € Z* To ensure that the condition in Theorem 5.23(ii) holds, I check if
the analyzed program satisfies the bounded-update property: every (deterministic or probabilistic)
assignment to a program variable updates the variable with a change bounded by a constant C
almost surely. Then the absolute value of every program variable at evaluation step n can be
bounded by C - n = O(n). Thus, a polynomial up to degree £ € N over program variables can be
bounded by O(n®) at evaluation step n. As observed by Wang et al. [154], bounded updates are
common in practice.
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5.4 Tail-Bound Analysis

One application of the central-moment analysis is to bound the probability that the accumulated
cost deviates from some given quantity. In this section, I sketch how I produce the tail bounds
shown in Fig. 5.1(c).

There are a lot of concentration-of-measure inequalities in probability theory [47]. Among those,
one of the most important is Markov’s inequality:

k
PROPOSITION 5.32. If X is a nonnegative random variable and a > 0, then P[X > a] < [E[C‘l)i ] for
any k € N.

Recall that Fig. 5.1(b) presents upper bounds on the raw moments [E[tick] < 2d + 4 and
E[tick?] < 4d? + 22d + 28 for the cost accumulator tick. With Markov’s inequality, I derive the
following tail bounds:

[ [tick] < 2d+4 d-e 1

P[tick > 4d] < < , 8
[tic == 4d 2 (5-8)
E[tick?]  4d%+22d +28 d—e 1
P[tick > 4d] < < -, .
[tic I'= =Gz 1642 4 (5.9)

Note that (5.9) provides an asymptotically more precise bound on P[tick > 4d] than (5.8) does,
when d approaches infinity.

Central-moment analysis can obtain an even more precise tail bound. As presented in Fig. 5.1(b),
my analysis derives V[tick] < 22d + 28 for the variance of tick. We can now employ concentration
inequalities that involve variances of random variables. Recall Cantelli’s inequality:

V[X]

PROPOSITION 5.33. If X is a random variable and a > 0, then P[X — E[X] > a] < VX2 and
PX - E[X] < —a] < g
With Cantelli’s inequality, I obtain the following tail bound, where I assume d > 2:
Ptick > 4d] = P[tick — (2d + 4) > 2d — 4]
. . V[tick]
< P[tick — E[tick] > 2d — 4] <
[tic [tick] ] V[tick] + (2d — 4)2 (5.10)

(2d — 4)2 o _22d+28  doo
V[tick] + (2d — 4)2 ~ 4d? +6d + 44

For all d > 15, (5.10) gives a more precise bound than both (5.8) and (5.9). It is also clear from
Fig. 5.1(c), where I plot the three tail bounds (5.8), (5.9), and (5.10), that the asymptotically most
precise bound is the one obtained via variances.

In general, for higher central moments, I employ Chebyshev’s inequality to derive tail bounds:

PROPOSITION 5.34. If X is a random variable and a > 0, then P[|X — E[X]| = a] < W+}M

for any k € N.

In my experiments, I use Chebyshev’s inequality to derive tail bounds from the fourth central
moments. I will show in Fig. 5.14 that these tail bounds can be more precise than those obtained
from both raw moments and variances.
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5.5 Evaluation

In this section, I first describe the implementation of the automatic moment-analysis tool in §5.5.1.
I then evaluate the performance of the tool in §5.5.2, compared with state-of-the-art analysis tools
for higher moments.

5.5.1 Implementation

The prototype implementation of my moment-analysis tool is open-source and publicly available.'°
The tool is still under active development; thus, in this section, I first describe the implementation
that produced the evaluation results in my paper [149] on which this chapter is based, and then
discuss some enhancements I have implemented to improve the usability and efficiency of the tool.

The pldi21 branch of my open-source tool retains the version used by my paper [149]. I
implemented the central moment analysis in OCaml, and the implementation consists of about
5,300 LOC. The tool works on imperative arithmetic probabilistic programs. The language supports
recursive functions, continuous distributions, unstructured control-flow, and local variables. To
infer the bounds on the central moments for a cost accumulator in a program, the user needs to
specify the order of the analyzed moment, and a maximal degree for the polynomials to be used
in potential-function templates. Using APRON [80], I implemented an interprocedural numeric
analysis to infer the logical contexts used in the derivation. My tool relies on the inferred logical
contexts to implement the weakening rule (Q-WEAKEN) in Fig. 5.6. Recall that if we want to relax
a symbolic interval, we need to find two nonnegative polynomials: one is subtracted from the
lower bound; the other is added to the upper bound. For example, if n > x and m > y hold at a
program point, then we can use (n—x), (m—y), (n—x)(m—y), etc. as the candidate nonnegative
polynomials. The bound-inference rules are implemented in a syntax-directed manner, except that
I apply weakening rules only at branch statements. Intuitively, the two branches of a conditional
statement have different logical contexts, so we might need different nonnegative polynomials to
relax the bounds of two branches. I use the off-the-shelf solver Gurobi [66] for LP solving, and the
SMT solver Z3 [43] to generate a concrete input that satisfies a given pre-condition. (Recall that in
85.2.4, I described how to use the concrete input to construct an objective function for LP solving.)

In the master branch of the tool repo, I have implemented some enhancements towards better
usability and efficiency. The usability of the pldi21 version is not satisfactory because it can
only handle arithmetic probabilistic programs with real-valued program variables. For example,
to analyze programs that involve array manipulation, the user had to reimplement a purely
arithmetic program that over-approximates the behavior of the original program. Besides, a
usable programming language should usually support multiple data types, such as real numbers,
integers, Booleans, etc. It is already nontrivial to support those features in a static analyzer for
non-probabilistic programs, and probabilities may pose new challenges; for example, as discussed
in §5.3.3, probabilistic termination is very different from and much trickier than non-probabilistic
termination. Another concern is efficiency: despite the fact that my prototype implementation in the
pldi21 version achieved reasonable efficiency and scalability in the experimental evaluation (see
§5.5.2), the worst-case time complexity can become exponential in terms of the number of program
variables and the depth of the call graph. In the rest of this section, I describe my implementation

'https://bitbucket.org/probabilistic/ginfer/
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1 func compare(guess, secret)

2 //@auxiliary ks.t. 1 <k <N A /\ﬁ.\[:kJrl (secret[j] = guess[j]) A (secret[k] < guess[k]);
3 begin

4 i:=N;cmp = 0;

5 while i > 0 do
6 tick(2);
7 while i > 0 do
8 if prob(0.5) then break fi;
9 tick(5);
10 if cmp > 0V (cmp = 0 A guess[i] > secret[i]) then
11 //@assert(i < k);
12 cmp =1
13 else
14 //@assert(i > k);
15 tick(5);
16 if cmp <0V (cmp = 0 A guess[i] < secret[i]) then
17 // @assert(false);
18 cmp = -1
19 fi
20 fi;
21 tick(1);i=i-1
22 od
23 od;
24  return cmp
25 end

Fig. 5.12: Assisted moment-bound derivation using a logical state. The derived upper bound on the variance of
the accumulated cost is 26N? + 42N — 10k? — 10k.

strategies for supporting array manipulation, more basic data types, probability encapsulation, an
analysis for neededness of variables, and tunable context sensitivity.

Array Manipulation Soundly and precisely handling the program heap in static analysis is a
hard problem and researchers have proposed many techniques to analyze heap manipulation
(e.g., [64, 79]). In my implementation, I use a relatively lightweight semi-automatic approach
that is first used by Carbonneaux et al. [22]; the idea is to introduce a logical state using auxiliary
variables that are used in bound derivation but do not influence program behavior. The auxiliary
variables provide a mechanism for users to specify logical or quantitative invariants, which can
reflect properties of the heap contents and thus aid the moment-bound derivation. I introduce
special syntactic forms for annotations of the declaration, manipulation, and assertion of auxiliary
variables, and then implemented in the type checker a pass to make sure that the normal part of a
program cannot refer to any auxiliary variables. In this way, the user does not need to reimplement
a program,; instead, they just need to add annotations, which can be treated as comments by a
compiler.

Fig. 5.12 illustrates the idea on the compare function that compares two N-bit vectors guess
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and secret. Note that I will later use this function in §5.6 to demonstrate an application of using
central-moment analysis to reason about timing attacks. The function iterates over the bits from
high-index to low-index, and it introduces some random delays (by the probabilistic branching on
line 8) to add noise to its accumulated cost. Intuitively, the cost accumulator models the running
time of the function. Suppose that for some fixed k, we want to analyze the compare function under
the condition that the highest (N — k) bits of guess and secret are identical, and secret[k] < guess|[k].
The analysis result on moments of the running time can then indicate how the length of the
common prefix of the two input vectors would influence the running time. In Fig. 5.12, the parts of
the code marked in blue are user-provided annotations. The auxiliary variable k is introduced to
specify a complicated array-related pre-condition. Because the program never mutates secret or
guess, the assertions on lines 11, 14, and 17 can be directly justified using the logical-state invariant
specified on line 2. With the extra information, the central-moment analysis tool is able to derive
a fine-grained upper bound (which involves k) on the variance of the accumulated cost. Note
that although the user just needs to add annotations about the logical state, they must verify the
annotations are consistent on themselves. Integrating the moment-analysis tool with verification
tools that can justify program variants is interesting future work.

More Basic Data Types It is often more desirable to support multiple data types in a programming
language than just allowing real-valued program variables. Once one has multiple types in the
system, the moment-bound analysis tool must find a proper way to reference program variables of
different types in symbolic bounds. For example, consider the function f below with a Boolean-
valued variable b:

func f(b) begin
if b then
if prob(0.4) then tick(1) else tick(2) fi
else
if prob(0.6) then tick(1) else tick(2) fi
fi
end

Instead of using 1.6 as an upper bound on the expected accumulated cost of the function, my tool
is able to derive a more precise bound that involves b as [b] - 1.6 + [—b] - 1.4, where [¢] is the
Iverson bracket which evaluates to 1 if ¢ is true, and to O otherwise. To support such reasoning, I
adapt a systematic approach proposed by Hoffmann et al. [72] to express resource bounds in terms
of values of different types for functional programs. The basic idea is to introduce for each type T a
set of base monomials that map inhabitants of type T to real numbers, and then use those base
monomials to construct polynomials that express moment bounds. I implemented the following
simple type system:
T z=real | int | bool | T[],

where inhabitants of the type t[] are arrays whose elements are of type 7. I now define base
monomials B(t) for each type t:

B(real) £ {Av. v}, B(int) £ {Av. v},

def

B(bool) £ {Av. [v], Av. [-v]}, B(t[]) £ {Av. 1}.
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Note that the only base monomial for an array is the constant-one function; as a consequence,
the moment analysis would not investigate the values in an array. Then, for a context I' = x; :
Ty, ,Xn : Tp of variable-type bindings, I define the set of monomials over program variables
X1, -+ ,Xp as follows, where V is a map from variables to values:

def

MI)E (V. [0V | b € B(r),di € 7%,

i=1

and thus the polynomial moment bounds over I' can be expressed as linear combinations of finitely
many monomials from M(T). Because my tool requires the user to provide a maximal degree for
the polynomials to be used in the potential-function templates, I simply use monomials whose
degree does not exceed the maximal degree.

Probability Encapsulation Another interesting direction for extending the type system is to add
a type that encapsulates probabilities [152]; that is, the programming language has a type for non-
constant probabilities and programs can manipulate those probabilities and flip a coin with respect
to them in probabilistic branching. The motivation for supporting a probability-encapsulation type
is that although most of the static analyzers for probabilistic programs assume that probabilistic
branches are of constant probabilities, non-constant probabilities can become useful in verification
tasks. For example, let us consider the following function that simulates a fair coin using a coin that
shows heads with probability p and we want to verify the function is correct for any p € [0, 1]:

func fair(p) begin
if prob(p) then
if prob(p) then call fair(p)
else tick(1) fi # In this case, the outcome should be heads.
else
if prob(p) then tick(0) # In this case, the outcome should be tails.
else call fair(p) fi
fi
end

Because there is exactly one unit of cost when the simulation function decides to return heads as
the coin-flip outcome, the expected accumulated cost is exactly the probability that the function
returns heads. Indeed, my moment-bound analysis tool is able to derive /2 as both the lower and
the upper bounds on the expected accumulated cost for any possible coin-flip probability p.

To achieve this, I adapt the approach by Wang et al. [152] that adds a probability-encapsulation
type to a functional programming language. I extend the simple type system mentioned earlier in
this section with a primitive probability type as follows:

T z=real | int | bool | T[] | prob,

where the introduction form P(c) for values of type prob simply takes a real number ¢ € [0, 1],
and the elimination form “if prob(p) then - - - else - - - fi” is a probabilistic branch on a value p of
type prob. I then define the set of base monomials for prob by

B(prob) = {AP(c). ¢, AP(c). (1 —¢)}.
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Furthermore, it is convenient to incorporate the ability to multiply and invert encapsulated
probabilities in the programming language. The major challenge was to add inference rules for
those new program constructs, as well as effectively automate newly added rules in the moment
analysis tool. I implemented the following two rules for probability multiplication and probability
inversion, where for a program variable x of type prob, I write x for the base monomial AP(c). ¢
and x for the base monomial AP(c). (1 — ¢). Meanwhile, because the set of base monomials is not
necessarily linearly independent, (e.g., {1, x, x} is not linearly independent as x = 1 + (-1) - x), I
also took care of canonical representations of polynomial templates in my implementation.

(ProB-MULT) (ProB-INV)
Q=[(y-21-(1-¥) (1-2)/(x,0)]Q Q=1[7.y)/(xx]Q
A+ {T;Q} x = prob_mul(y, z) {T;Q"} A +p {T;Q} x = prob_inv(y) {T; Q"}

Analysis of Neededness Besides the analysis capability, the analysis efficiency is also an important
aspect to evaluate a static analyzer. Recall that my central-moment analysis framework uses
polynomials over program variables as the templates for moment bounds; therefore, even with a
fixed maximal degree on the polynomials, the number of possible monomials grows exponentially
in terms of the number of program variables. It is obviously redundant to use all program variables
to express the moment bound at every program point. For example, consider the program below:

1 while x < d do
2t~ UNtForM(-1,2);
3 X =Xx+t;

4 tick(1)

5 od

There are three program variables x, d, and t, but not all variables are needed to encode the moment
bound at every program location; for example, the variable t is just used to save a temporary value
drawn from a distribution, so it is only needed between the time it is created and the time it is
used, i.e., between line 2 and line 3 of the code.

Inspired by the liveness analysis, I implemented a intra-procedural data-flow analysis to evaluate
the neededness of every program variable at every program point for expressing moment bounds.
Fig. 5.13 presents the neededness analysis as an inference system. The judgement + {U} S {U’}
should be read in a backward manner: if the continuation after a statement S needs a set U’ of
program variables in the moment bounds, then a set U of program variables is needed before the
statement S. Thus, the rules formulate a backward data-flow analysis. I denote by FV(E) and
FV(L) the set of free variables that appear in the expression E and the condition L, respectively.
The interesting cases are the rule (N-Loopr) and (N-ConD). As I described earlier in this section, my
tool would apply the weakening rule (Q-WEAKEN) at the branching statements. For a conditional
branch whose predicate is L, the set of nonnegative polynomials that can be used for weakening
might be different in different branches, and such a difference depends on L. Thus, I enforce that
the free variables of the branch predicate L are needed at the beginning of succeeding branches.

Tunable Context Sensitivity Another source of the exponential time complexity of the moment
analysis is the treatment of context sensitivity, i.e., function calls to the same function at different
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(N-AsSIGN)
(N-Skrp) (N-Tick) U =ifx € U’ then (U’ \ {x}) UFV(E) else U’
- (U} skip {U} - {U) tick(c) {U} - {U) x = E {U')
(N-SAMPLE) (N-Loop)
U=ifxeU thenU' \ {x} else U’ F{U}S{U} FV(L)CU (N-CaLL)
F{U}x ~D{U’} + {U} while L do S od {U} F{U} call f {U}
(N-SEQ) (N-PrOB)
F{UYSI {U'y  +{U'} S {U"} F{U}S1{U'}  r{U2}S2{U'} U=UU0U;
F{U} S1;S2 {U”} + {U} if prob(p) then S; else S, fi {U’}
(N-ConD)
F {Ul} S1 {U/} F {Uz} Sy {U/} U=U,UU, (N-WEAKEN)
FV(L) CU;  FV(L) C U, F{U}S{U)} UpcU U cU,
+ {U} if L then S; else S, fi {U’} F{U} S {U'}

Fig. 5.13: Inference rules of the neededness analysis.

call sites can use different function specifications in the bound derivation. More specifically, in my
prototype implementation of the pldi21 version, I collapse the cycles in the call graph and analyze
each function at least once for every path in the resulting graph. This implementation strategy can
make the moment analysis extremely slow when the call graph has a complex structure.

To tackle this problem, I adapt different treatments for context sensitivity of static analysis, and
in the moment-analysis tool, I allow the user to specify the granularity of the context sensitivity.
I implemented k-limiting context sensitivity [138], i.e., the static analysis does not distinguish
two function calls if both have the same k immediate call sites. I also reimplemented the built-in
context sensitivity of the pldi21 version as the acyclic context sensitivity, i.e., the static analysis
only remembers the longest prefix of the call stack such that no call sites can appear twice in the
prefix. My preliminary experiments have shown that O-limiting context sensitivity is sufficient for
many recursive probabilistic programs, but a thorough evaluation on a broader suite of recursive
benchmarks is left for future work. Before ending this section, I demonstrate an example that
indeed requires k-limiting context sensitivity for k > 0.

Example 5.35. Consider the following probabilistic variant of the McCarthy 91 function:
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func f91(x) begin
if x > 100 then
x = x — 10; return x
else
X =x+11;
x = call f91(x); tick(1);
if prob(1/3) then
x = call f91(x); tick(1)
fi;
return x
fi
end

I assume the pre-condition x < 100 in the analysis. Using O-limiting context sensitivity, my tool cannot
derive an upper bound on the expected accumulated cost. With 1- and 2-limiting context sensitivity, my
tool is able to derive 55.5 — 0.5x and 54.5 — 0.5x as the upper bounds, respectively. With the acyclic
context sensitivity, my tool derives the bound 55 — 0.5x. The results meet my expectation: k-limiting
sensitivity with larger k should yield (not strictly) more precise bounds. Also, for the f91 function above,
there are two recursive call sites, so with the acyclic context sensitivity, the analyzer handles call stacks
whose length is at most two, thus the result cannot be more precise than the analysis result under
2-limiting sensitivity.

5.5.2 Experiments

Evaluation Setup I evaluated my tool to answer the following three research questions:

1. How does the raw-moment inference part of my tool compare to existing techniques for
expected-cost bound analysis [124, 154]?

2. How does my tool compare to the state of the art in tail-probability analysis (which is based
only on higher raw moments [104])?

3. How scalable is my tool? Can it analyze programs with many recursive functions?

A replication package for the evaluation results in this section is publicly available [151].

For the first question, I collected a broad suite of challenging examples from related work [104,
124, 154] with different loop and recursion patterns, as well as probabilistic branching, discrete
sampling, and continuous sampling. My tool achieved comparable precision and efficiency with
the prior work on expected-cost bound analysis [124, 154]. The details are included in Tables 5.4
and 5.5.

For the second question, I evaluated my tool on the complete benchmarks from Kura et al. [104].
I also conducted a case study of a timing-attack analysis for a program provided by DARPA during
engagements of the STAC program [41], where central moments are more useful than raw moments
to bound the success probability of an attacker. I include the case study in §5.6.

For the third question, I conducted case studies on two sets of synthetic benchmark programs:

e coupon-collector programs with N coupons (N € [1,10%]), where each program is im-
plemented as a set of tail-recursive functions, each of which represents a state of coupon
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collection, i.e., the number of coupons collected so far; and

» random-walk programs with N consecutive one-dimensional random walks (N € [1, 10%)),
each of which starts at a position that equals the number of steps taken by the previous
random walk to reach the ending position (the origin). Each program is implemented as a set
of non-tail-recursive functions, each of which represents a random walk. The random walks
in the same program can have different transition probabilities.

The largest synthetic program has nearly 16,000 LOC. I then ran my tool to derive an upper bound
on the fourth (resp., second) central moment of the runtime for each coupon-collector (resp.,
random-walk) program.

The experiments were performed on a machine with an Intel Core iy 3.6GHz processor and 16GB
of RAM under macOS Catalina 10.15.7.

Results Some of the evaluation results to answer the second research question are presented
in Table 5.1. The programs (1-1) and (1-2) are coupon-collector problems with a total of two
and four coupons, respectively. The other five are variants of random walks. The first three
are one-dimensional random walks: (2-1) is integer-valued, (2-2) is real-valued with continuous
sampling, and (2-3) exhibits adversarial nondeterminism. The programs (2-4) and (2-5) are
two-dimensional random walks. The table contains the inferred upper bounds on the moments
for runtimes of these programs, and the running times of the analyses. I compared my results
with Kura et al. [104]’s inference tool for raw moments. My tool is as precise as, and sometimes
more precise than the prior work on all the benchmark programs. Meanwhile, my tool is able to
infer an upper bound on the raw moments of degree up to four on all the benchmarks, while the
prior work reports failure on some higher moments for the random-walk programs. In terms of
efficiency, my tool completed each example in less than 10 seconds, while the prior work took more
than a few minutes on some programs. One reason why my tool is more efficient is that I always
reduce higher-moment inference with non-linear polynomial templates to efficient LP solving, but
the prior work requires semidefinite programming (SDP) for polynomial templates.

Besides raw moments, my tool is also capable of inferring upper bounds on the central moments
of runtimes for the benchmarks. To evaluate the quality of the inferred central moments, Fig. 5.14
plots the upper bounds of tail probabilities on runtimes T obtained by Kura et al. [104], and those by
my central-moment analysis. Specifically, the prior work uses Markov’s inequality (Proposition 5.32),
while I am also able to apply Cantelli’s and Chebyshev’s inequality (Propositions 5.33 and 5.34)
with central moments. My tool outperforms the prior work on programs (1-1), (1-2), (2-3), and
(2-5), and derives better tail bounds when d is large on programs (2-2) and (2-4), while it obtains
similar curves on program (2-1).

Scalability In Fig. 5.15, I demonstrate the running times of my tool on the two sets of synthetic
benchmark programs; Fig. 5.15a plots the analysis times for coupon-collector programs as a function
of the independent variable N (the total number of coupons), and Fig. 5.15b plots the analysis
times for random-walk programs as a function of N (the total number of random walks). The
evaluation statistics show that my tool achieves good scalability in both case studies: the runtime
is almost a linear function of the program size, which is the number of recursive functions for both
case studies. Two reasons why my tool is scalable on the two sets of programs are (i) my analysis
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Table 5.1: Inferred upper bounds on the raw/central moments of runtimes, with comparison to Kura et al. [104].
“T/O" stands for timeout after 30 minutes. “N/A” means that the tool is not applicable. “-” indicates that the
tool fails to infer a bound. Entries with more precise results or less analysis time are marked in bold.

program| moment my work Kura et al. [104]
upper bnd. |time (sec)||upper bnd.|time (sec)
2" raw 201 0.019 201 0.015
3™ raw 3,829 0.019 3,829 0.020
(1-1) 4™ raw 90,705 0.023 90,705 0.027
2™ central 32 0.029 N/A N/A
4™ central 9,728 0.058 N/A N/A
24 raw 2,357 1.068 3,124 0.037
3rd raw 148,847 1.512 171,932 0.062
(1-2) | 4™ raw 11,285,725 1.914 [|12,049,876| 0.096
2™ central 362 3.346 N/A N/A
4th central 955,973 9.801 N/A N/A
2" raw 2,320 0.016 2,320 11.380
3™ raw 691,520 0.018 - 16.056
(2-1) | 4™ raw || 340,107,520 | o0.021 - 23.414
2" central 1,920 0.026 N/A N/A
4™ central|| 289,873,920 | 0.049 N/A N/A
2" raw 8,375 0.022 8,375 38.463
3™ raw 1,362,813 0.028 - 73.408
(2-2) 4% raw 306,105,209 | 0.035 - 141.072
2" central 5,875 0.029 N/A N/A
4th central|| 447,053,126 | 0.086 N/A N/A
2" raw 3,675 0.039 6,710 48.662
3™ raw 618,584 0.049 ||19,567,045| 0.039
(2-3) | 4™ raw || 164,423,336 | 0.055 - T/0
2" central 3,048 0.053 N/A N/A
4th central|| 196,748,763 0.123 N/A N/A
2" raw 6,625 0.035 10,944 216.352
3™ raw 742,825 0.048 - 453.435
(2-4) | 4™ raw || 101,441,320 | 0.072 - 964.579
2" central 6,624 0.051 N/A N/A
4th central|| 313,269,063 0.215 N/A N/A
224 raw 21,060 0.045 - 216.605
3™ raw 9,860,940 0.063 - 467.577
(2-5) | 4™ raw [|7,298,339,760| o0.101 - 1133.947
2™ central 20,160 0.068 N/A N/A
4™ central|[8,044,220,161| 0.271 N/A N/A
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Fig. 5.14: Upper bound of the tail probability P[T > d] as a function of d, with comparison to Kura et al. [104].
Each gray line is the minimum of tail bounds obtained from the raw moments of degree up to four inferred by
Kura et al. [104]. Green lines and red lines are the tail bounds given by 2"d and 4t central moments inferred
by my tool, respectively.
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Fig. 5.15: Running times of my tool on two sets of synthetic benchmark programs. Each figure plots the runtimes
as a function of the size of the analyzed program.

is compositional and uses function summaries to analyze function calls, and (ii) for a fixed set of
templates and a fixed diameter of the call graph, the number of linear constraints generated by my
tool grows linearly with the size of the program, and the LP solvers available nowadays can handle
large problem instances efficiently.

Discussion Higher central moments can also provide more infor-

mation about the shape of a distribution, e.g., the skewness (i.e., Table 5.2: Skewness & kurtosis.
E[(T-E[T])*]
(V[T])”

kurtosis (i.e.,

) indicates how lopsided the distribution of T is, and the i
EL(T—E[T])] program|skewness|kurtosis

VT2 ) measures the heaviness of the tails of the rdwalk-1]| 2.1362 |10.5633
distribution of T. I used my tool to analyze two variants of the rdwalk-2| 2.9635 |17.5823
random-walk program (2-1). The two random walks have different

transition probabilities and step lengths, but they have the same expected runtime E[T]. Table 5.2
presents the skewness and kurtosis derived from the moment bounds inferred by my tool. A positive
skew indicates that the mass of the distribution is concentrated on the left, and larger skew means
the concentration is more left. A larger kurtosis, on the other hand, indicates that the distribution
has fatter tails. Therefore, as the derived skewness and kurtosis indicate, the distribution of the
runtime T for rdwalk-2 should be more left-leaning and have fatter tails than the distribution for
rdwalk-1. Density estimates for the runtime T, obtained by simulation, are shown in Fig. 5.16.

My tool can also derive symbolic bounds on higher moments. Table 5.3 presents the inferred
upper bounds on the variances for the random-walk benchmarks, where I replace the concrete
inputs with symbolic pre-conditions.
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Fig. 5.16: Density estimation for the runtime T of two variants rdwalk-1and rdwalk-2 of (2-1).

Table 5.3: Inferred symbolic upper bounds on the variances.

program | pre-condition | upper bound on the variance
(2-1) x>0 1920x
(2-2) x>0 2166.6667x + 1541.6667
(2-3) x>0 284.2060x” + 955.25x
(2-4) x>0Ay>0 | 144(x +y)? +816(x +y) + 1056
(2-5) x>y 7920(x — y) + 12240

5.6 Case Study: Timing Attack

In the case study, I motivate the use of central-moment analysis on a probabilistic program with a
timing-leak vulnerability, and demonstrate how the results from an analysis can be used to bound
the success rate of an attack program that attempts to exploit the vulnerability. The program is
extracted and modified from a web application provided by DARPA during engagements as part
of the STAC program [41]. In essence, the program models a password checker that compares
an input guess with an internally stored password secret, represented as two N-bit vectors. The
program in Fig. 5.17(a) is the interface of the checker, and Fig. 5.17(b) is the comparison function
compare, which carries out most of the computation. The statements of the form “tick(-)” represent
a cost model for the running time of compare, which is assumed to be observable by the attacker.
compare iterates over the bits from high-index to low-index, and the running time expended during
the processing of bit i depends on the current comparison result (stored in cmp), as well as on
the values of the i-th bits of guess and secret. Because the running time of compare might leak
information about the relationship between guess and secret, compare introduces some random
delays to add noise to its running time. However, we will see shortly that such a countermeasure
does not protect the program from a timing attack.

I now show how the moments of the running time of compare—the kind of information provided
by my central-moment analysis (§5.2)—are useful for analyzing the success probability of the
attack program given in Fig. 5.17(c). Let T be the random variable for the running time of compare.
A standard timing attack for such programs is to guess the bits of secret successively. The idea is
the following: Suppose that we have successfully obtained the bits secret[i + 1] through secret[N];
we now guess that the next bit, secret[i], is 1 and set guess[i] := 1. Theoretically, if the following
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. 1 func check(guess) begin

1 func compare(guess, secret) begin 2 cmp = compare(guess, secret);
2 i=N;emp:=0; 3 if cmp = 0 then

3 wh}le i>0do 4 login()

4 tick(2); 5 fi

5 while i > 0 do 6 end

6 if prob(0.5) then break fi; @

7 tick(5);

8 if cmp > 0V (cmp = 0 A guess[i] > secret[i]) 1 guess = 5-

9 thencmp =1 9 i= N ’
10 els¢;~: 3 whilei > 0do

1 tick(5); 4  next := guess;

12 if cmp < 0V (cmp = 0 A guess[i] < secret[i]) s next[i] = 1; ’

13 ;ihen cmp = —1 6  est := estimateTime(K, check(next));
14 i 7  if est < 14N — 2.5i then
15 ? 8 guess[i] =0

16 tick(1); o else

17 p=i-l 10 guess[i] =1

18 od n o fi

19 Odt? 12 i=i-1
20  return cmp

13 od
21 end 3 ©

(b)

Fig. 5.17: (a) The interface of the password checker. (b) A function that compares two bit vectors, adding some
random noise. (c) An attack program that attempts to exploit the timing properties of compare to find the
value of the password stored in secret.

two conditional expectations

E[T;] £ E[T | /\ﬁ.\’:i+1 (secret|j] = guess[j]) A (secret[i] =1 A guess[i] = 1)] (5.11)

E[To] € E[T | /\;V:M (secret[j] = guess[j]) A (secret[i] = O A guess[i] = 1)] (5.12)
have a significant difference, then there is an opportunity to check our guess by running the
program multiple times, using the average running time as an estimate of E[T], and choosing the
value of guess[i] according to whichever of (5.11) and (5.12) is closest to our estimate. However, if
the difference between E[T;] and E[T] is not significant enough, or the program produces a large
amount of noise in its running time, the attack might not be realizable in practice. To determine
whether the timing difference represents an exploitable vulnerability, we need to reason about the
attack program’s success rate.

Toward this end, we can analyze the failure probability for setting guess[i]| incorrectly, which
happens when, due to an unfortunate fluctuation, the running-time estimate est is closer to one of
E[T1] and E[Tp], but the truth is actually the other. For instance, suppose that E[Ty] < E[T;] and
est < %([E[To] + E[T1]); the attack program would pick Ty as the truth, and set guess[i] to 0. If
such a choice is incorrect, then the actual distribution of est on the i-th round of the attack program
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satisfies E[est] = E[T;], and the probability of this failure event is

E[To] + [E[Tl]] _p [

P |est <

est — E[Ty] < M]

2
E[To] — [E[Tﬂ]
2

=P

est — E[est] <

under the condition given by the conjunction in (5.11). This formula has exactly the same shape
as a tail probability, which makes it possible to utilize moments and concentration-of-measure
inequalities [47] to bound the probability.

The attack program is parameterized by K > 0, which represents the number of trials it performs
for each bit position to obtain an estimate of the running time. I have applied the central-moment-
analysis technique developed in this chapter, and obtained the following inequalities on the mean
(i.e., the first moment), the second moment, and the variance (i.e., the second central moment) of
the quantities (5.11) and (5.12).

E[T;] > 13N, E[T;] < 15N, V[T1] < 26N? + 42N, (5.13)
E[To] > 13N -5i,  E[To] < 15N —5i,  V[To] < 26N+ 42N — 10i* - 10i.  (5.14)

To bound the probability that the attack program makes an incorrect guess for the i-th bit, I
continue with a case analysis:

* Suppose that secret[i] = 1, but the attack program assigns guess[i] := 0. The truth—with
respect to the actual distribution of the running time T of compare for the i-th bit—is
that E[est] = E[T;], but the attack program in Fig. 5.17(c) executes the then-branch of the
conditional statement. Thus, our task reduces to that of bounding P[est < 14N — 2.5i]. The
estimate est is the average of K i.i.d. random variables drawn from a distribution with mean
E[T;] and variance V[T;]. I derive the following, using the inequalities from (5.13):

V[T;] 26N?+ 42N
< .

Elest] = E[T1] = 13N, Vlest] = = <

(5.15)

I am now able to derive an upper bound on P[est < 14N — 2.5i] using Cantelli’s inequality,
where I assume N < 2.5i:

Plest < 14N — 2.5i]
= P[est — 13N < N — 2.5i]
P

< Plest — Elest] < N —2.51] i Elest] > 13N by (5.15) ¥
V[est] N
- p t .
V[est] + (N — 2.51)2 + Proposition 5.33
26N? + 42N

~ 26N2 + 42N + K(N — 2.5{)2

* The other case, in which secret[i] = O but the attack program chooses to set guess[i] := 1, can
be analyzed in a similar way to the previous case, and the bound obtained is the following,
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where I assume N < 2.5i:

P[est > 14N — 2.5i] < P[est > 14N — 2.5i]
- 26N? + 42N — 10i? - 10i
T 26NZ+ 42N - 10i%2 — 10i + K(N — 2.5i)2"

Let F i and Fé, respectively, denote the two upper bounds on the failure probabilities for the i-th bit.
Note that both cases require N < 2.5i.

For the attack program to succeed, it has to succeed for all bits. Let us consider fix the number of
bits N = 32. Solving N < 2.5i yields i > 13; thus, fori =1,---,12, we cannot rely on the tail
bounds above. Luckily, the attack program can enumerate all the possibilities to resolve the last 12
bits (i.e., 212 = 4,096 trials). If in each iteration the number of trials that the attack program uses
to estimate the running time is K = 10%, I derive a lower bound on the success rate of the attack
program from the upper bounds on the failure probabilities derived above:

32

[P[SUCCESS FOR ALL BUT THE LAST 12 BITS]| > 1_[(1 — max(F., F})) > 0.049833,
i=13

which is low, but not insignificant. However, the somewhat low probability is caused by a property
of compare: if guess and secret share a very long prefix, then the running-time behavior on different
values of guess becomes indistinguishable. However, if I increase the number of bits for the

brute-force enumeration, for example, the attack program enumerates all the possibilities to resolve
the last 14 bits (i.e., 24 = 16,384 trials), and I obtain:

[P[SUCCESS FOR ALL BUT THE LAST 14 BITS]| > 0.796052,

which is a much higher probability! In this way, the attack program needs to perform a total of
10,000 x 18 + 16,384 = 196,384 calls to check.

Overall, the analysis above concludes that the check and compare procedures in Fig. 5.17 are
vulnerable to a timing attack.
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Table 5.4: Inferred upper bounds of the expectations of monotone costs, with comparison to Ngo et al. [124].
ABSYNTH uses a finer-grained set of base functions, and it supports bounds of the form |[x, y]|, which is
defined as max (0, y — x).

program pre-condition upper bound by my tool upper bound by ABsYNTH [124]
2drdwalk d<n 2(n—d+1) (deg 1, 0.269s) 2|[d,n+1]] (deg 1, 0.170s)
C4B_t09 x>0 17x (deg 1, 0.061s) 17][0,x]| (deg 1, 0.0145)
C4B_t13 x>0Ay>0 1.25x + y (deg 1, 0.060s) 1.25|[0,x]| +|[0, y]| (deg 1, 0.008s)
C4B_t15 x>yAy>0 1.1667x (deg 1, 0.072s) 1.3333|[0,x]]| (deg 1, 0.0145)
C4B_t19 i>100Ak>0 k + 2i — 49 (deg 1, 0.059s) [[0,51+i+k]|+2][0,i]]| (deg 1, 0.0105)
C4B_t30 x>0Ay>0 0.5x + 0.5y + 2 (deg 1, 0.044S) 0.5|[0,x +2]| +0.5][0,y + 2]]| (deg 1, 0.007s)
C4B_té61 1>8 1.4286! (deg 1, 0.046s) |[0,1]| +0.5|[1,1]] (deg 1, 0.007s)
bayes_net n>0 4n (deg 1, 0.264s) 4|[0,n]| (deg 1, 0.057s)
ber x<n 2(n — x) (deg 1, 0.035s) 2|[x,n]| (deg 1, 0.004s)
bin n>0 0.2(n+9) (deg 1, 0.036s) 0.2|[0,n +9]| (deg 1, 0.0305)
condand n>0Am>0 2m (deg 1, 0.042s) 2|[0,m]| (deg 1, 0.004s)
cooling mt>stAt>0 ||mt—st+0.42t +2.1 (deg 1, 0.0715) 0.42][0,t +5]| + |[st, mt]]| (deg 1, 0.0175)
coupon T 11.6667 (deg 4, 0.066s) 15 (deg 1, 0.016s)
cowboy_duel T 1.2 (deg 1, 0.0308) 1.2 (deg 1, 0.004s)
cowboy_duel_3 T 2.0833 (deg 1, 0.1108) 2.0833 (deg 1, 0.142s)
feall x<n 2(n — x) (deg 1, 0.053s) 2|[x,n]| (deg 1, 0.004s)
filling_vol VoITF >0 0.6667v0lTF +7 (deg 1, 0.0825) || O-3333 ([0, volTF +10]] + |[0, volTF + 11]])
(deg 1, 0.079s)
geo T 5 (deg 1, 0.0615s) 5 (deg 1, 0.003s)
hyper x<n 5(n — x) (deg 1, 0.0355) 5|[x, n]| (deg 1, 0.005s)
linearO1 x>2 0.6x (deg 1, 0.034s) 0.6][0,x]| (deg 1, 0.008s)
prdwalk x<n 1.1429(n — x + 4) (deg 1, 0.0375) 1.1429|[x,n + 4]| (deg 1, 0.0115)
—68.4795n +0.0526(y — 1) 68.4795|[n,0]| +0.0526|[0, y]|
prnes y>0An<0 (deg 1, 0.0715) (deg 1, 0.016s)
prseq Y>9Ax-y>2 1.65x — 1.5y (deg 1, 0.0615) 1.65|[y, x]| +0.15|[0, y]| (deg 1, 0.0115)
2(m —y) +0.6667(n — x)
prspeed x+l<nAy<m (deg 1, 0.0655) 2|[y,m]| +0.6667|[x,n]| (deg 1, 0.0105)
race h<t 0.6667(t — h+9) (deg 1, 0.0398) 0.6667|[h,t +9]| (deg 1, 0.027s)
rdseql x>0Ay>0 2.25x +y (deg 1, 0.059s) 2.25|[0,x]| + 1[0, ¥]]| (deg 1, 0.008s)
2(m —y) +0.6667(n — x)
rdspeed x+l<nAy<m (deg 1, 0.0625) 2|[y,m]| +0.6667|[x,n]| (deg 1, 0.010s)
rdwalk x<n 2(n—x+1) (deg 1, 0.035s) 2|[x,n+1]]| (deg 1, 0.004s)
reject_sampl n>0 2n (deg 2, 0.071s) 2|[0,n]| (deg 1, 0.350s)
rfind_lv T 2 (deg 1, 0.033s) 2 (deg 1, 0.004s)
rfind_mc k>0 2 (deg 1, 0.047s) |10, k]| (deg 1, 0.007s)
robot n>0 0.2778(n+7) (deg 1, 0.047s) 0.3846|[0,n + 6]| (deg 1, 0.017s)
roulette n<10 —4.9333n + 98.6667 (deg 1, 0.057s) 4.9333]|[n, 20]| (deg 1, 0.073s)
sprdwalk x<n 2(n — x) (deg 1, 0.036s) 2|[x,n]| (deg 1, 0.004s)
trapped_miner n>0 7.5n (deg 1, 0.081s) 7.5|[0,n]| (deg 1, 0.015s)
4mn+2n+w +0.6667(y + 1) (110,w]| +0.3333|[0,¥]])|[0,y +1]| + 0.6667
complex Yow,m,m>0 (deg 2, 0.1425) + (4[[0,m]| +2)[[0, n]| (deg 2, 0.4515)
multirace n>0Am>0 2mn + 4n (deg 2, 0.080s) 2|[0,m]||[0,n]| +4|[0,n]| (deg 2, 0.692s)
1.5][0,x] 2 + 3][1,x]1110,x]| + 10.5] [0,x]]
2
polO4 x>0 4.5x% + 10.5x (deg 2, 0.052s) (deg 2, 0.1015)
polO5 x>0 0.6667(x% + 3x) (deg 2, 0.059s) 2|[0,x +1]]|[0,x]]| (deg 2, 0.133s)
polO7 n>1 1.5n% — 4.5n + 3 (deg 2, 0.057s) 1.5|[1,n]]||[2,n]]| (deg 2, 0.203s)
rdbub n>0 3n? (deg 2, 0.0555) 3|[0, n] |2 (deg 2, 0.030s)
_ 12 _ 2
recursive I<h 0.25(h = 1)*+1.75(h - 1) 0.25|[L, h]|* + 1.75|[L, k]|
(deg 2, 0.313s) (deg 2, 0.398s)
1.5(sP? — mP? + sP — mP) 1.5/[mP,sP]|? + 3|[mP, sP]||[0, mP]|
trader mP>0AsP>mpP (deg 2, 0.0735) +1.5|[mP, sP]| (deg 2, 0.192s)
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Table 5.5: Inferred upper and lower bounds of the expectation of (possibly) non-monotone costs, with
comparison to Wang et al. [154]. To ensure soundness, my tool has to perform an extra termination check

required by Theorem 5.23.
program |pre-cond.|| termination bounds by my tool bounds by Wang et al. [154]
Bitcoin vs1 I E[T] < oo |ub. —1.475x (deg 1, 0.078s) —1.475x + 1.475 (deg 2, 3.7055)
Mining - (deg 1, 0.080s)|1b. —1.5x (deg 1, 0.088s) —1.5x (deg 2, 3.485s)
Bitcoin yso Il E[T?] < o |ub.[-7.375y% — 66.375y (deg 2, 0.1275)|[-7.375y% — 41.625y + 49 (deg 2, 5.9365)
Pool - (deg 4, 0.168s) | 1b. —7.5y2 — 67.5y (deg 2, 0.134s) —7.5y2 — 67.5y (deg 2, 6.157s)
Queueing aso Il E[T?®] <o |ub. 0.0531n (deg 2, 0.134s) 0.0492n (deg 3, 69.669s)
Network (deg 2, 0.208s) | 1b. 0.028n (deg 2, 0.139s) 0.0384n (deg 3, 68.849s)
Running vso0 Il E[T?] <o [ub.| 0.3333(x2 +x) (deg 2, 0.063s) 0.3333(x? + x) (deg 2, 3.7665)
Example - (deg 2, 0.064s)|1b.|  0.3333(x% + x) (deg 2, 0.059s) 0.3333(x% + x) — 0.6667 (deg 2, 3.5555)
Nested iso Il E[T?®] <o |ub. 0.3333i2 + i (deg 2, 0.1175) 0.3333i2 + i (deg 2, 28.3985s)
Loop - (deg 4, 0.127s) | 1b. 0.3333i2 +1 (deg 2, 0.1155) 0.3333iZ — { (deg 2, 7.299s)
Random v<n Il E[T] < oo |ub.| 2.5x —2.5n — 2.5 (deg 1, 0.064s) 2.5x — 2.5n (deg 2, 4.536s)
Walk - (deg 1, 0.063s) [Ib.| 2.5x — 2.5n — 2.5 (deg 1, 0.068s) 2.5x — 2.5n — 2.5 (deg 2, 4.5125)
b.| 1:7280(x - )% +31.4539(x — y) 1.7280(x — y)? +31.4539(x — y)
2DRobot] x>y |l E[T?] < o0 + 126.5162 (deg 2, 0.1325) + 126.5162 (deg 2, 7.1335)
(deg 2, 0.145s) b 1.7280(x — y)= +31.4539(x — y) 1.7280(x — y)= +31.4539(x — y)
) +29.7259 (deg 2, 0.1215) (deg 2, 7.040s)
b —0.5n — 3.6667d + 117.3333 0.0067dn — 0.7n — 3.8035d
Good |d <30A [E[Tz] < 00 ' (deg 2, 0.093s) +0.0022d2 +119.4351 (deg 2, 5.272s)
Discount| n>1 [[(deg 2, 0.093s) b —0.005n% — 0.5n 0.0067dn — 0.7133n — 3.8123d
’ (deg 2, 0.092s) +0.0022d? + 112.3704 (deg 2, 5.323s)
b -0.2n% +50.2n -0.2n% +50.2n
Pollutant as0 Il E[T?] < ) (deg 2, 0.0925) (deg 2, 5.8515)
Disposal - (deg 2, 0.0915) b —0.2n% +50.2n — 435.6 —0.2n% +50.2n — 482
’ (deg 2, 0.094s) (deg 2, 5.2155)
40ab — 180a — 180b + 810 40ab — 180a — 180b + 810
Species | a > 5A E[T?] < o ub. (deg 2, 0.0455s) (deg 3, 5.545s)
Fight b>5 ”(deg 2, 0.0428) b, N/A N/A
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Chapter 6

DMKAT: Deterministic Markov-Kleene
Algebra with Tests

In Chapter 4, I have proposed a general framework PMAF for static analysis of probabilistic
programs, but later in Chapter 5 I did not use PMAF in the development of the central-moment
analysis framework. One reason for this is that the analysis algorithm of PMAF (see §4.2.3) is
iteration based, whereas the central-moment analysis algorithm (see §5.2.4) is constraint based.
In this chapter, I summarize my progress towards bridging the gap between PMAF and central
moment reasoning, namely the Deterministic Markov-Kleene Algebra with Tests (DMKAT) framework,
which can be seen as a conservative extension of PMAF, except that I get rid of nondeterminism and
procedure calls from the framework. I also discuss some avenues for future research on enhancing
the DMKAT framework.

The linear expectation-invariant analysis (LEIA)—presented in §4.3.3 as an instantiation of
PMAF—is able to derive expectation invariants over program variables, thus it is already able to
reason about moments, by instrumenting a program with auxiliary variables that track powers
of variables. For example, Fig. 6.1(a) presents a simple one-dimensional biased random walk
program, where the tick(1) statement indicates that the accumulated cost is the number of steps
before the random walk terminates. Fig. 6.1(b) then instruments the program by explicitly using
a program variable tick to accumulate costs, as well as introducing x-, ticks, and xt to reflect
the values of x2, tick?, and x - tick, respectively. Note that the instrumented program—which
keeps track of values of nonlinear expressions—is actually linear, in the sense that all arithmetic
expressions are linear. Interestingly, such an instrumentation technique can linearize nonlinear
programs in a way that one can apply static analysis for linear programs (e.g., [44]). Two linear
expectation invariants for Fig. 6.1(b), where variables with primes denote their values at the end of
the program, are E[tick’] < tick + 20 and E[tick] < ticky + 40 - tick + 460, which give bounds to
the first and second moments of the accumulated cost, respectively. However, LEIA cannot derive
the desired expectation invariants about E[tick’] or E[tick,], because, as I discussed in §4.3.3 and
also elaborated in §5.3.3, probabilistic termination complicates the analysis of expectations and I
have to make many conservative design choices for LEIA.

Inspired by the development of central moment analysis, especially the use of Optional Stopping
Theorems that reason about expectation invariants through stochastic processes (e.g., a Markov
chain whose transitions are determined by a loop body), I observe that it is more natural to think
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x = 0; (x, xo, xt) = (0,0, 0);
while x < 10 do while x < 10 do
if prob(0.75) then if prob(0.75) then
x=x+1 (x, xg, xt) == (x+1,x0 + 2x + 1, xt + tick)
else else
x=x-1 (x, x9,xt) = (x —1,x0 — 2x + 1, xt — tick)
fi; fi;
tick(1) (tick, ticko, xt) = (tick + 1, ticky + 2tick + 1, xt + x)
od od

(@) (b)

Fig. 6.1: (@) A simple one-dimensional biased random walk program, and (b) its instrumented version for
moment tracking.

of summarizing loops directly instead of iterating the loop-body transformer to obtain a fixed
point. For non-probabilistic programs, people have been successful to avoid iteration-based solving
algorithms by using Kleene algebras—rather than lattices—as the algebraic foundation of the static
analysis (e.g., [53, 54, 89, 92, 133, 157]). The intuition is that a Kleene algebra is equipped explicitly
with a Kleene-star operation that corresponds to loops; in this way, the analysis designer has the
opportunity to develop a non-iterative loop summarization algorithm to abstract Kleene-stars. Even
better, for non-probabilistic programs represented as control-flow graphs, one can apply Tarjan’s
path-expression algorithm [142] to obtain a regular expression (i.e., an expression in a semantic
Kleene algebra) that encodes all possible program executions.

However, I cannot directly adapt existing results on algebraic static analysis for non-probabilistic
programs. The major gap here is that PMAF uses hyper-graphs to encode control-flow graphs,
and Kleene algebras, in essence, provide a theory on regular sets of execution paths, rather than
execution hyper-paths. Therefore, in this chapter, I first develop a theory on regular hyper-paths
(see §6.1). The intuition is that a hyper-path is a concatenation of hyper-edges—each of which has
one source node and multiple destination nodes—thus represents a tree, on which every root-to-leaf
path corresponds to a program execution path. Thus, I adapt and adopt the theory on regular-tree
languages and regular-tree expressions [31], as a generalization of the theory on regular languages
and regular expressions. The key challenge is that for probabilistic programs, I have to consider
infinite execution paths (to account for probabilistic termination), so a hyper-path might have an
infinite height. My solution is to model hyper-paths as possibly-infinite trees and develop a theory
on possibly-infinite trees based on coinduction.

Using the theory on regular hyper-paths, I am able to extract a regular hyper-path expression—as
a finite representation—of a possibly-infinite hyper-path that leads from the entry node of a
control-flow hyper-graph. Following the recipe of algebraic static analysis, in §6.2, I develop a
new family of algebraic structures that can be used to reinterpret regular hyper-path expressions,
namely the Deterministic Markov-Kleene Algebra with Tests (DMKAT). As the name suggests, I
integrate a deterministic fragment of the Markov Algebra framework (developed in §3.3) with ideas
from Kleene Algebra with Tests (KAT) framework [101]. A KAT combines a Kleene algebra with a
Boolean algebra, thus enables algebraic reasoning of programs with sequencing, branching, and
iteration constructs. I then formulate an algebraic interpretation of regular hyper-path expressions
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with respect to DMKATS, and prove that the tree-based model (i.e., the interpretation of regular
hyper-path expressions as possibly-infinite trees) is sound for any DMKAT. I also demonstrate two
concrete DMKATs for reasoning about probabilistic programs (without nondeterminism): one for
the relations among input and output states, and the other for transition kernels on states.

Finally, in §6.3, I present some preliminary results on building a static-analysis framework for
probabilistic programs based on DMKAT. The first direction is to adapt existing abstract domains
for analyzing non-probabilistic programs. The intuition is that if we are not concerned about the
probabilities (i.e., probabilistic branching is treated as nondeterministic branching), we can achieve
a hyper-path analysis by decomposing the hyper-path as a collection of rooted paths (recall that
a hyper-path is a possibly-infinite tree), abstracting each rooted path, and joining the path-wise
analysis results. Thus, I sketch an algorithm for computing an abstraction of a regular hyper-path
expression, with respect to any non-probabilistic abstract domain that can be formulated as a
regular algebra. The second direction is to consider the probabilistic aspects in analyses, e.g., the
expectation-invariant analysis. When I developed PMAF in §4.2, I introduced Pre-Markov Algebras
(PMAs) that are very similar to the Markov Algebras (which are usually used as concrete semantic
algebras), but PMAs admit a different set of axioms that are more suitable for static analysis.
Similarly, I provide a family of algebraic structures, namely Deterministic Pre-Markov Algebras
(DPMAS), which are very similar to DMKATSs, but DPMAs admit a different set of axioms. Instead of
relying on iteration-until-fixed-point algorithms (which PMAF is based on), I argue that the use of
regular hyper-path expressions enables the flexibility of adapting loop-summarization techniques.
Intuitively, when abstracting a regular hyper-path expression that stands for a loop, my approach is
to let the static-analysis developer determine how to discover an invariant for the loop. To achieve
this, I sketch a declarative derivation system for abstract interpretations of regular hyper-path
expressions. The actual theoretical development for §6.3 is left for future work, but I show some
examples that demonstrate how DPMA-based analyses would work, including an analysis of the
moment-tracking program in Fig. 6.1(b).

6.1 A Theory on Regular Hyper-Paths

My development in this section is largely inspired by the theory on regular-tree languages and
regular-tree expressions [31]. However, I have to tackle a technical challenge that a hyper-path
can correspond to a tree with an infinite height. Induction is a well-established proof principle
for reasoning about inductively defined datatypes (e.g., finite lists and finite trees), but does not
work for infinite datatypes in general. Thus, in this section, I rely on a principle of coinduction,
which, as shown in prior work (e.g. [81, 102]), is indeed a well-founded principle for reasoning
about coinductive datatypes (e.g., infinite streams and infinite trees).

6.1.1 Possibly-Infinite Trees

A ranked alphabet is a pair (¥, Arity) where ¥ is a finite set and Arity is a map from ¥ to Z*. The
arity of a symbol f € F is Arity(f). The set of symbols of arity n is denoted by #,. For simplicity,
we use parentheses and commas to specify symbols with their arity; for example, f(, ) specifies a
binary symbol f.
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Let K be a set of constants (i.e., symbols with arity zero) called holes. I assume that the sets K
and Fy are disjoint, and there is a distinguished symbol & ¢ F, U K with arity zero. Intuitively,
a hole symbol in K represents a placeholder for later substitution with trees, and the & symbol
indicates a “yet unknown subtree.” A possibly-infinite tree t € Tree™ (¥ ,K) over the ranked
alphabet ¥ and the set of variables K is a partial map ¢t : N* — & U K U {6} with domain
dom(t) € N* satisfying the following property:

Property 6.1.

(i) dom(t) is non-empty and prefix-closed (thus € € dom(t));

(ii) for any p € dom(t), if t(p) € F, for some n > 0, then {j | pj € dom(t)} = {1,--- ,n};
(iii) for any p € dom(t), if t(p) € Fo U K U {6}, then {j | pj € dom(t)} = 0.

For brevity, we denote by a the finite tree {€¢ + a}, for any a € Fo U K U {©}. We also denote
by f(s1,--- ,sy) the possibly-infinite tree

{e = fYUUjeqr,. mplip = si(p) | p € dom(s;)},
for any f € F, withn > 0 and s1, - - - , s,, are possibly-infinite trees.

Example 6.2. Let ¥ = {seq[x = x + 1](),cond[x < 0](,), 1}. Recall the definition of control-
flow hyper-graphs and control-flow actions in §2.2. Intuitively, seq[x := x + 1] is a unary symbol,
representing the composition of the statement x := x + 1 and the only argument of the symbol;
cond[x < 0] is a binary symbol, representing a conditional branch with predicate x < 0, such that the
first and second arguments correspond to the then and else branches, respectively; and 1 is a constant,
representing program termination. For example, the program “if x < 0 then x := x + 1 fi” can be
encoded as the following finite tree:

cond[x < 0]

T

seq[x =x+1] 1
|
1
Encoding loops—for example, “while x < 0 do x := x + 1 od”—requires infinite trees. Intuitively,
the loop can be encoded as the following infinite tree:

cond[x < 0]

1

seq[x = x+1]
cond[x < 0]
N

seq[x =x+1] 1
|
Formally, the tree t for the loop is defined in a way that dom(t) = 1* U (11)*2, and
t(1%%) = cond[x < 0] forany k € 7%,
(12 = seq[x == x + 1] for any k € Z*,
t((11)*2) =1 forany k € Z*.
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In §6.1.2, I will develop a mechanism to finitely represent such infinite trees.

Let t € Tree®™ (¥, K) be a possibly-infinite tree. Every element in dom(t) is called a position. A
leaf position is a position p such that pj ¢ dom(t) for any j € N. We denote by root(t) the root

symbol of t, defined by root(t) « t(e). A subtree t|, of a tree t at position p is the tree defined by
the following:

e dom(t|,) = {q | pq € dom(t)}, and

* ¥q € dom(t|y): t],(q) = t(pq).
A tree t can then be decomposed as f(t|1, - ,t|,), where f = root(t) with arity n.

To compare two possibly-infinite trees, I define a refinement relation CgC Tree™ (¥, %K) X
Tree™ (F,K) as the maximum binary relation satisfying the following property:

Property 6.3. If t; Cg t, then either
(i) t; =6, 0r

(ii) root(t1) = f and root(tz) = f for some f € F UK, and foralli € {1,--- ,Arity(f)}, it holds
that t1|i Eg t2|i-

This property formulates the idea that the symbol & indicates a “yet unknown subtree.” Because
the relation Cg is maximum, the converse of the Property 6.3 also holds. Therefore, the relation
Cg can be characterized by the greatest fixed point of the operator below.

def

T, (R) = {(e,t) | t € Tree™(F,K)} U
{<f(51)' ) Sn): f(t].). " tn)) | f € 7:U(]<714rl.t.)/(f):n: V] € {19 " Tl}: <Sj: t]) € R}

LEMMA 6.4. The relation Cg is a partial order on Tree™ (¥, K).

PrOOF. The relation Cg is reflexive because {(t,t) | t € Tree™ (¥, K)} satisfies Property 6.3,
and the relation Cg is maximum by definition.

We claim that Cg is antisymmetric, i.e., if t; Cg tp and ty Cg tq, then t; = to. If root(t;) = 6,
then by t, Cg t1 we also have root(tz) = ©, thus t; = ty. Otherwise, we know that root(t;) = f for
some f € ¥ UK, then by t; Cg t, we have root(ty) = f, and for alli € {1, --- ,Arity(f)}, it holds
that t1|; Cg ta];. By ty Cog t1, we also have ty|; Cg t1|; foralli € {1, --- ,Arity(f)}. Therefore, by
coinduction hypothesis', we have t1|; = t3|; for alli € {1, --- ,Arity(f)}, thus t; = t5.

We claim that Cg is transitive, i.e., if t1 Cg ty and ty Cg t3, then t; Cg t3. If root(ty) = 6,
then we have t; Cg t3 by definition. Otherwise, we know that root(t1) = f for some f € ¥ UK.
By t1 Cg to, we know that root(ty) = f and for alli € {1, --- ,Arity(f)}, it holds that t|; Cg ta];.
By t; Co t3, we know that root(t3) = f and for alli € {1, --- , Arity(f)}, it holds that t3|; Cg t3];.
Thus, by coinduction hypothesis, for all i € {1, - - - , Arity(f)}, it holds that t;|; Cg t3|;. Therefore,
by definition, we conclude that t; Cg ts. O

The next lemma justifies that the order Cg stands for refinements, in the sense that if t; Cg to,
it must hold that t, is obtained by substituting some © symbols in t; with trees.

""As pointed out by Kozen and Silva [102], we can use the coinduction hypothesis as long as there is progress in
observing the roots of trees, and there is no further investigation of the children of the trees.
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LEMMA 6.5. Ift; Cg to, then dom(t1) € dom(to), and for all p € dom(ty), it holds that t1(p) = ©
or t1(p) = t2(p).

ProOF. If root(t;) = ©, then dom(t;) = {€¢} and the lemma holds obviously. Otherwise, we
know that root(t;) = f for some f € ¥ UK, and by t; Cg t;, we have root(t;) = f and
for all i € {1,--- ,Arity(f)}, it holds that t1|; Cg t3];. By coninduction hypothesis, for all
ie€{l,--- ,Arity(f)}, we know that the lemma holds for t1|; Cg to|;. Thus, we have

dom(t1) = Use(, ariy(p)3{ip | p € dom(t1];)}
C Uieq1, arity(f)ytip | p € dom(tz|;)}
= dom(ty).

For any p € dom(t1), either p = ¢, or there exists i such that p = ip’ and p’ € dom(t1];). In
the former case, we have t1(€) = f = ta(€). In the latter case, we know that either t1|;(p’) = ©
or t1|;(p’) = t2];{(p’). Therefore, we conclude that either t1(p) = t1(ip’) = t1];(p’) = &, or

t1(p) = t1(ip’) = t1]:(p") = t2];(p") = t2(ip’) = t2(p). m

LEMMA 6.6. The relation Cg is an w-continuous partial order on Tree™ (¥, K') with © as the least
element.

PrOOF. Fix an w-chain {t; }ren of possibly-infinite trees with respect to the partial order Co
(Lemma 6.4). We then try to construct the least upper bound of the chain, and call it t’. We
set dom(t’) to be (Uren dom(tx). By Lemma 6.5, we know that {dom(tx) }xen is @ C-chain. For a
position p € dom(t’), we set t’(p) to be

* O, if there exists K € N such that t;(p) = © for all k > K;

* tx,(p), if there exists k, € N satisfying p € dom(t,) and t,,(p) # ©.

The well-definedness of t’ is guaranteed by Lemma 6.5. If t’ is an upper bound on {tx }xen, then t’
is the least one as dom(t’) is the least upper bound on {dom(tx)}xen. Thus, it remains to prove
that t’ is indeed an upper bound.

We then proceed the proof by coinduction. For any ¢ € N, if root(t;) = ©, then t; Cg t’. Thus,
without loss of generality, we can assume that t; # ©. Let f = root(t;) € # UK. Thus, by
definition, we know that root(tx) = f for all k € N, and also root(t") = f. Let n = Arity(f). Then
for each j € {1,--- ,n}, it holds that {tx|;}ken is an w-chain, and by coinduction hypothesis, we
know that t’|; is an upper bound on {tx|;}x>n. Therefore, f(t'|1,--- ,t|,) is an upper bound of

{f(trlt, -+ 5 trln) Fren- O

I now formulate a mechanism to define functions on possibly-infinite trees. Note that the
standard definition of inductive functions does not work because of the existence of infinite trees.
Let (D,Cp) be an w-cpo with a least element L. To define a function from possibly-infinite trees
in Tree® (¥, K) to D, I require a map base : ¥y U K — D and a family of maps into w-continuous
functions ind,, : /, — [D" — D] for all n > 0 such that %, # 0. I then introduce an w-chain of

functions {h;};>o as follows, and define the target function by h e L li>0 h; with respect to the



6.1. A THEORY ON REGULAR HYPER-PATHS 133

pointwise extension of Cp.

def

ho = At. L,
1 if root(t) = o,
his1 = At. { base(root(t)) if root(t) € o UK,

ind,, (root(t))(h;(t|1), - - , hi(t]ln)) if root(t) € F, for some n > 0.

LEMMA 6.7. Let h : Tree™(F,K) — D be a function from possibly-infinite trees to an w-cpo
(D, Cp) with a least element Lp. Then h(©) = Lp.

PrROOF. By definition, we know that there exists an w-chain of functions {h;}>o defined as above
such that h = | |50 h;. Also, it is obvious that for each j > 0, h;(©) = Lp. Thus, we conclude that
h(e) = Ljs0hj(©) = Ljs0 Lp = Lp. m|

LEMMA 6.8. Let h : Tree®™(¥,K) — D be a function from possibly-infinite trees to an w-cpo
(D, Cp) with a least element Lp, induced by maps base and ind,, for n > 0. Then h is w-continuous
with respect to the pointwise extension of Cp.

Proor. We know that there exists an w-chain of functions {h;};>o defined as above such that
h = Lj>ohj. We claim that for each j > 0, the function h; is w-continuous. We proceed by
induction on j.

When j = 0:

By definition, we have hq <At L, which is obviously w-continuous.

When j =k +1:
By definition, we have

1 if root(t) = ,
hj = At. 1 base(root(t)) if root(t) € Fo UK,
ind,, (root(t)) (hi(t|1), -, hk(t],)) if root(t) € ¥, for some n > 0.

Consider an w-chain of trees {t;};>o. Without loss of generality, we assume that root(tg) # ©
(because hj({e — ©}) = 1).

Then by the definition of the refinement order Cg, we know that {root(t;) | i > 0} is a
singleton set.

If the singleton set contains a symbol a € %y U K, we know that h;(t;) = base(a) for alli > 0,
thus hj(Li>o ti) = hj(a) = Llizo hj(a) = Llizo hj(t:)-

If the singleton set contains a symbol f € #, for some n > 0, then by the assumption that
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ind,, (f) is w-continuous and by induction hypothesis that hy is w-continuous, we can derive

hj(Uiso ti) = indp (f) (hi((Wiso t)11), - -+ e ((Liso t) [n))
ind;, (f) (he(LWizo(til1)), -+ -, h(Lizo(tiln)))
= indn (f) (Wizo hi(til1), - -+, Uiso hi(tiln))
= Uiso Uiyz0indn (f) (hi(tiy 1), - - - hi (8, |n)
(3: obvious)
(C: Viy, - - - ip, the LHS item is bounded by the max(iy, - - - , i,)-th RHS item)
= Uisoindn (f) (he(til1), - -+ 5 hi(tiln))
= Lliso hj(t;).

Thus, we conclude the proof of the claim that h; is w-continuous for all j > 0.

Let us now consider an w-chain of trees {t;}i>o. Then we can conclude the proof by

h(Uiso ti) = (Wjso hj) (Wiso t:)
= Ljso hj(Lizo t:)
= Ljso0 Lizo hj(t:)
= Lliso Ljs0 hj(t:)
= Lizo(Ljz0 hy) (t:)
= Lliso h(t)-

O

I end this section by demonstrating a function that maps possibly-infinite trees to collections
def

of rooted paths on trees. 1 define paths(t) C Path®™(F, %K) = (F UK) - (N - (F U K))*® with the
following base and induction steps:

paths : Tree® (F,K) — Path®(F, K)
paths(a) E {a} forae FoUK

paths(f(s1,--+,sn)) = {fjw|j=1,...,nAw € paths(s;)} for f € 7, for some n > 0

Note that the set Path™(#,K) of possibly-infinite paths admits an w-cpo with the following
ordering

def

ACp B = (ANPath*(F,%) € BN Path*(F,%)) A (AN Path?(F, %) 2 BN Path (7, K)),
and the least element Lp = Path® (7, %), where Path™(F, %) € (F UK) - (N - (F UXK))* is the
set of finite paths, and Path® (¥, K) £ (F UK) - (N - (F UK))® is the set of infinite paths. We
can again see that the © symbol indicates a “yet unknown tree,” because paths(©), by Lemma 6.7,
equals Lp, i.e., the set of all infinite paths.
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(LEAF) (NopE)
aeFRHUK f € Fn n>0 Vi=1,---,n: E; € RegExp™(F,K)
a € RegExp™(F,K) f(E1,- -+ ,E,) € RegExp™(F,K)
(CONCATENATION) (ITERATION)
E; € RegExp™(F,K u{O}) E; € RegExp™(F,K) E € RegExp™ (¥, K U {O})
(E1 -n E2) € RegExp™(F,K) E™® € RegExp™(F,K)

Fig. 6.2: Generation rules for regular hyper-path expressions.

6.1.2 Regular Hyper-Path Expressions

Recall that a regular expression gives a finite representation of a (possibly infinite) regular set
of finite words, and a regular-tree expression gives a finite representation of a (possibly infinite)
regular set of finite trees [31]. Because in this chapter, I focus on probabilistic programs without
nondeterminism, each program should correspond to exactly one hyper-path (recall Example 6.2).
As a consequence, instead of identifying regular sets of hyper-paths, I identify regular hyper-paths in
this section. Intuitively, a hyper-path is a possibly-infinite tree, and my goal in this section is develop
a finite representation for such possibly-infinite trees, namely regular hyper-path expressions.

Let RegExp™ (¥, K') denote the set of regular hyper-path expressions over a ranked alphabet ¥
and a set K of holes symbols. The set is defined to be inductively generated from the inference
rules listed in Fig. 6.2. In other words, a regular hyper-path expression in RegExp™ (F, K') takes
one of the syntactic forms: a, f(E1,- -, Ep), (E1 g E2), and E*2, where E’s are regular hyper-path
expressions. Each regular hyper-path expression should correspond to exactly one hyper-path, i.e.,
one possibly-infinite tree in Tree™ (F, K'). The rules (LEAF) and (NopE) are the basic operations
for constructing leaf nodes and internal nodes of a tree, respectively. Intuitively, a hole O € K
represents a substitution placeholder: (E; - E5) represents a tree obtained by substituting the
tree encoded by E; for the any leaf with symbol O in the tree encoded by E;. Then the iteration
operator E7= represents a tree obtained by (E g E-g----g E-g---), i.e., self-substituting E for the
hole O for an infinite number of times.

To formally interpret regular hyper-path expressions as possibly-infinite trees, I first introduce a
substitution operator, defined as a function on possibly-infinite trees with the following base and
induction steps, where —; and —; indicates the two arguments of the substitution operator, and
the function is defined coinductively on the first argument:

(—){O «~ =3} : Tree™(F,K) X Tree™ (F, K \ {O}) — Tree™(F, K \ {O})
0{0 « t} =
a{d «~t} q fora#DO

Fls1, s {Den t} E f(si{O ent), - ,50{0 n t})

Example 6.9. Let F = {seq[x = x+1](), cond[x < 0](,),1} and K = {O1,03}. Lett = cond[x <
0](O1,02) and s = seq[x := x + 1](1). Then
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cond[x < 0] cond[x < 0]

/\ /\

t{0; «~ s} = seq[x:=x+1] Oy ; t{O2« s}= O seq[x:=x+1]

| |
1 1

PROPOSITION 6.10. The substitution operator is w-continuous in its second argument.

I now define an interpretation from regular hyper-path expressions to possibly-infinite trees via
the map I [—] inductively defined on the structure of regular hyper-path expressions as follows.
Tx[-] : RegExp™(F,K) — Tree™(F,K)
Ix[a] La
Txlf(Er, - ED] £ f(Txlsil, -, Tielsal)
Ix[Er 0 E2] Ixuimy[E1]{DO «~ Tk [E2]}

I [E¥] E 1fps” AX. (Txeuy [E]{D «~ X})

Example 6.11. The regular hyper-path expression E B (cond[x < O](seq[x = x + 1](O), 1))*>»
gives a finite representation of the infinite hyper-path presented in Example 6.2, i.e., the loop “while
x < 0do x = x+1 od.” Intuitively, the map Jy[E] constructs the following w-chain of trees and
obtains the least upper bound as the interpretation of E:

cond[x < 0]
/\
cond[x < 0] seq[x =x+1] 1
TN |
© LCg seq[x =x+1] 1 Cg cond[x < 0] Co -
‘ /\
© seq[x =x+1] 1

S

6.1.3 Solving Regular Equations

In this section, I study the correspondence between regular hyper-path expressions and control-flow
hyper-graphs without nondeterminism, i.e., hyper-graphs where every non-exit node has exactly
one outgoing hyper-edge. Recall that a hyper-graph H is a quadruple (V, E, v®™, v®) where
each hyper-edge e € E is associated with a control-flow action Ctrl(e). Consider a ranked alphabet

F < {Ctrl(e) | e € E} U {1} with a distinguished symbol 1 with arity zero, where for each
e=(v,{uy, - ,ux}) € E, the arity of e is Arity(e) = k. Let X, for each v € V be a variable denoting
some possibly-infinite tree. Intuitively, we can treat each hyper-edge e = (v, {u1,--- ,ux}) € E as
an equation X,, = e(Xy,, - -+ , Xy, ), where the right-hand-side is a regular hyper-path expression
in RegExp™(F,{X, | v € V}). Thus, we can extract the following equation system from a
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Algorithm 1 Gaussian elimination for regular hyper-path equations

Input: An equation system {X; = R;}! ; where each R; € RegExp™ (7, {X; [i=1,---,n})
Output: A closed-form solution {X; = E;}' ; where each E; € RegExp™ (¥, 0)
fori < 1tondo > Front-solving
if X; appears in R; then
Let R} be such that R}{0; «~ X;} = R; and X; does not appear in R;
R; « (R))™™ > Loop-solving
end if
for each j > i do
Rj — Rj{Xi & Ri}
end for
end for
fori < nto2do > Back-solving
for each j < i do
Rj « Rj{Xi « R;}
end for
end for
return {X; = R;}! ,

hyper-graph:

X, = Ctri(e) (Xuy, -+ »Xu), e=(v,{uy, - ,ux}) €E,
Xyexit = l,

where each variable X, appears exactly once as a left-hand-side, because every non-exit node has
exactly one outgoing edge. In the rest of this section, I outline an algorithm for computing a regular
hyper-path expression E, € RegExp™ (F, 0) for each variable X, (v € V), such that

*%[[EU]] = %[[Ctrl(e) (Eup e :Euk)]]: e= (U, {ula e ,Uk}) € E:
Fo[Epea] = Fo[1],

as well as {X,, = E, },ev is a least solution to the equation system with respect to the tree refinement
order Cg.

The algorithm can be seen as a variation of Gaussian elimination, given in Algorithm 1. The
front-solving phase eliminates variables in {X; | i = 1, - - - , n} one-by-one, in the sense that after
the i-th step, the variable X; does not appear in the right-hand-side of any equation X; = R; for
j > i. The back-solving phase then eliminates all variable occurrences from right-hand-sides by, at
the i-th step, substituting the closed-form R; for the symbol X; in the equation X; = R; for j < i. The
key ingredient of this algorithm is the loop-solving step, which solves a single recursive equation
X; = R}{0; «~ X;} using the iteration operator and takes (R})*™ to be the solution.

Example 6.12. Consider the unstructured probabilistic program in Fig. 6.3(@), whose corresponding
control-flow hyper-graph is presented in Fig. 6.3(b), where vy is the entry node and v4 is the
exit node. We can extract an equation system from the CFHG as follows, using the ranked alphabet
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while prob(0.5) do
x=x+1;
if x > 0 then break
else continue

fi prob(0.5) true, (X = x + 1@ x>0 _tr}.
od

— false
(@) (b)

false

Fig. 6.3: (a) An example unstructured probabilistic program and (b) its CFHG.

7 {prob[0.5](, ), seq[x := x+1](), cond[x > 0](, ), 1} and hole symbols K S {Xo1s Xvgr Xug, Xu, ).

XUl :prOb [05] (XU2>XU4)J XUZ = seq [X =X+ ].] (XU?’)’
Xy, = cond[x > 0](X,,, Xy,), Xy, = 1.

Solving the equation system via Algorithm 1 leads to the following closed-form solution:

Xy, = prob[0.5] (seq[x := x + 1] ((cond[x > 0] (1, prob[0.5] (seq[x = x +1](2), 1))) ™), 1) ,
Xy, = seq[x = x + 1] ((cond[x > 0](1, prob[0.5](seq[x = x + 1](D), 1)))""),

Xy, = (cond[x > 0] (1, prob[0.5] (seq[x = x + 1] (E‘):l)))oon >

X, = 1.

The Gaussian-elimination-based Algorithm 1 on a CFHG has a cubic time complexity in terms of
the size of the CFHG. In the non-probabilistic case, i.e., where control flow graphs and standard
directed graphs, the connection between Gaussian elimination and graph algorithms inspired
Tarjan’s path-expression algorithm [142], which can achieve a nearly linear time complexity on
reducible control-flow graphs. Designing a more efficient algorithm to solve regular hyper-path
equations is an interesting future research direction.

6.2 Deterministic Markov-Kleene Algebra with Tests

Recall that for a control-flow hyper-graph, its algebraic denotational semantics is obtained by
composing Ctrl(e) (the control action associated with e) operations along hyper-edges. The
semantics of a program is determined by an interpretation, which consists of (i) a semantic algebra,
which defines a set of possible program meanings, and which is equipped with operators to
compose these meanings, and (ii) a semantic function, which assigns a meaning to each data
action act € Act. As I discussed in §6.1, a hyper-graph (without nondeterminism) can be finitely
represented by a regular hyper-path expression with the alphabet set to be the control-flow actions
attached to the hyper-edges in the graph, plus a distinguished constant 1 standing for program
termination. Thus, in this section, I assume the ranked alphabet ¥ is a finite subset of

{1} U {seq[act] () | act € Act} U {cond[e](,) | ¢ € L} U {prob[p](,) | p € [0,1]},

where Act is the set of data actions (assignments, sampling, etc.), and £ is the set of logical
conditions. Note that I followed a similar setup to §4.2 to distinguish standard logical conditions
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and purely probabilistic conditions. Meanwhile, I also remove procedure calls because I do not
consider multiple procedures in this chapter.

I now define the Deterministic Markov-Kleene Algebra with Tests (DMKAT), which can be seen as a
variant of the Markov algebra developed in §3.3.

Definition 6.13. A DMKAT over a set £ of logical conditions (also called tests) is a 7-tuple
M= (M,Cy, ®um, o 1O LM 1y), where (M, Cy,) forms a dcpo with Ly, as its least element;
(M, ®y;, 1)) forms a monoid (i.e., ®) is an associative binary operator with 1y, as its identity
element); ,0 yisa binary operator parametrized by a condition ¢ € £; is a binary operator

parameterized by p € [0, 1]; and ®yu, ,© »®,, are Scott-continuous.

Pu
W

Definition 6.14. An interpretation is a pair # = (M, []#), where M is a DMKAT and
[-]# : Act — M. We call M the semantic algebra of the interpretation and [-]# the semantic
function.

Given a regular hyper-path expression E € RegExp™ (¥, %), an interpretation ./ = (M, [-]%),
and a hole-valuation y : K — M (which, intuitively, gives an interpretation for each hole symbol),
I define the interpretation of E under y, denoted by .#, [E], as follows.

My[-] : RegExp™(F,K) = M
My [1] =1y
My [seq[act] (E1)] = [act]¥ @y M, [E1]

def

ﬂy [[COTLd[Cp] (El, Ez)]] = ﬂy [[El]] QDOM ﬂy [[Ez]]

def

M, [prob[p) (E1, E2)] & 42, [E1] ,,, M, [Es]

def

My[0] = y(O), whereoe X
ﬂy [[El ‘a EZ]] = ﬂy[mr—)/ﬂy [E2]1 IIEl]]
My [(E1)®°] = pT AX. My (omx) [E1]

The interesting cases are the rules for interpreting concatenation (E; -g E5) and iteration (E;)®.
For (Eq -g E3), by the rule (CONCATENATION) in Fig. 6.2, we can see that the hole symbol O does not
appear in E,, but it might appear in E;. Thus, we can already interpret E5 under the hole-valuation
Y, and to interpret E;, we need to extend y with an interpretation for the hole 0. Recall the
interpretation of regular hyper-path expressions as possibly-infinite trees: (E; -g E2) is intended
to represent a tree obtained by substituting E, for O in E;. Thus, to interpret E1, we extend y by
mapping O to the interpretation of E5. For (E1)*2, by the rule (ITERATION) in Fig. 6.2, we can see
that the hole symbol O might appear in E;. In this case, we should find an interpretation X for the
iteration expression, in a way that X = ./, |n-x][E1]. Because the semantic algebra M admits a
dcpo, I define the interpretation for iteration expressions using fixed points.

The key theoretical result I will establish in this section is that the tree-based interpretation
(developed in §6.1.2) is sound for any DMKAT interpretation, i.e., regular hyper-path expressions
with the same tree-based interpretation also yield the same interpretation under any DMKAT.

THEOREM 6.15. Let E, F € RegExp™ (¥, K). If Ix[E]| = I« [F], then for any DMKAT interpreta-
tion M = (M, [-]*) and any hole-valuation y : K — M, it holds that M, [E] = 4, [F].
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Before proving the theorem, I define an interpretation map from possibly-infinite trees
Tree® (¥, %K) into a semantic algebra M equipped with an interpretation ./# = (M, [[]]/” ). Be-
cause M admits a dcpo, thus it also admits an w-cpo, I can follow the coinductive principle for
function definitions on trees (developed in §6.1.1). Below gives the base and induction steps for
an interpretation map ry/% , parameterized by a hole-valuation y : K — M. The interpretation
is well-defined because the operators ®u, ,¢,, ,®,, are all Scott-continuous, thus they are also

. M’ PTM
w-continuous.

(1) = 1y

ri¥ (seqlact](s1)) £ [act]” @y 1y (51)
r;/ (cond[ @] (s1,52)) = 17 (51) 0, 157 (52)
r; (prob[p] (s1,52)) = 13 (s1) @, 15 (s2)

r/ (o) £ y(0)

I then prove the following property of ryﬂ about substitutions.

LEMMA 6.16. For any t € Tree™ (¥, K U {0O}), u € Tree®(F,K), and y : K — M, it holds that
M _ M
ry[DHry/%(u)](t) =r, ({0 e~ u}).

PROOF. Let )’ « y[Oo— r}‘,%(u)]. Then y’ : (K U {O}) — M.

We proceed by induction on the structure of t.

Caset =1:
By definition, we have ry/,” (1) =1p.
By definition, we have 1{0 «~ u} = 1, and also r{” (1) = 1p.
Thus, we conclude that ry/,” (1) = ry/% (1{O « u}).

Case t = seq[act](s):
By induction hypothesis, we have r% (s) = ry/” (s{O «~u}).
By definition, we have ry/,” (seq[act](s)) = [act]# &y ry/,” (s).
By definition, we have seq[act](s){O0 <«~ u} = seqlact](s{ <« u}), and also
r¥ (seq[act] (s{O « u})) = [act]# @y ry (s{O < u}).
Thus, we conclude that ry/,” (seqlact](s)) = ry/% (seqlact] (s){O «~ u}).

Case t = cond|[ @] (s1,52):
By induction hypothesis on s; and s;, respectively, we have ry‘/,” (s1) = ry/% (s1{0 «~ u}) and
ry/,% (s2) = r){” (s2{0 «~ u}), respectively.
By definition, we have r};/,%(cond[cp] (s1,82)) = r}‘,/,l (s1) <y, ry/,l (s2).
By definition, we have cond[@](s1,s2){0 «~ u} = cond[@](s1{O0 « u},s2{0 «~ u}), and
also

ri¥ (cond[ @] (s1{0 «~ u}, s2{0 «~u})) = ;" (s1{0 « u}) ,O,, 7/ (s2{D  u}).

Thus, we conclude that ry/,” (cond[@](s1,$2)) = ry/” (cond[@](s1,s2){0 «~ u}).
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Case t = prob[p](s1,s2):
By induction hypothesis on s; and s, respectively, we have r}{,” (s1) = ry/” (s1{O0 «~ u}) and
r% (s2) =13 (s2{0 «~ u}), respectively.
By definition, we have r}{,” (prob[p](s1,s2)) = ry/,% (s1) 8, r){,% (s2)-
By definition, we have prob[p](s1,s2){0 «~ u} = prob[p](s1{0 «~ u},so{0 «~ u}), and also

ry (prob[pl(si{0 <~ u},52{0 ~u})) =1 (s1{m u}) @, 17 (s2{0 u)).

Thus, we conclude that ry/,% (prob[p](s1,s2)) = ry/% (prob[p](s1,s2){0 «~u}).

Case t = O:
By definition, we have ry/,%(lj) =y’ (O) = ry/% (u).
By definition, we have O{0O «~ u} = u.
Thus, we conclude that ry/,”(lj) =r/(o{o « u}).

Case t = 0’ where O’ # O:
By definition, we have r};/,”(lj’) =y (0’) = y(O).
By definition, we have 0’{0 «~ u} = O0’, and also ry/”(lj’) =y(O).
Thus, we conclude that r}‘,/,l(lj’) = r){”(lj’{lj «u}).

I can now present the proof of Theorem 6.15.

PROOF OF THEOREM 6.15. Fix E, F € RegExp™ (¥, K) such that Ix[E] = Jx[F]. Fix an inter-
pretation .4 = (M, [-]*#) and a hole-valuation y : X — M. The theorem requires us to show that
My E] = 4, [F]. We claim that for any expression E, it holds that ./, [E] = r;” (T [E]). If this is
true, we can conclude the proof by

Mty [E] = ’"y/%(%([[E]]) = T‘y/%(gw[[F]]) = My [F].

To prove the claim, we fix an expression E and proceed by induction on the structure of E.
Case E = 1:

By definition, we have ./, 1] = 1.

By definition, we have 4 [1] = 1, and also ry/” (1) =1py.

Thus, we conclude that ./, [1] = r; (T [1]).

Case E = seq|act](Eq):
By induction hypothesis, we have ./, [E{] = ry/” (Ix [E1])-
By definition, we have ./, [seq[act] (E1)] = [act]# ®y 4, [E1].
By definition, we have Jy[seqact](E1)] = seq[act](s1), where s; L [E1], and also
¥ (seqlact] (s1)) = [act]* @y ry" (s1).
Thus, we conclude that .Z, [seq[act] (E1)] = ry/” (Tx [seqlact] (E1)]).
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Case E = cond[@](E1, E3):
By induction hypothesis on E; and Ej, respectively, we have ./, [E,] = ry/” (Ix [E1]) and
My [E3] = ¥ (T [Ez]), respectively.
By definition, we have .#, [cond[ @] (E1, E2)] = 4, [E1] ,©,, 4y [E2].

By definition, we have Jx[cond[@](E1, E2)] = cond[¢ ](sl,sz) where s; £ J [E1], s2 «

I [E1], and also ry (cond[ ] (s1,52)) = 17 (s1) <, 177 (52)-
Thus, we conclude that ., [cond[p](E1, E2)] = r{”(?f« [cond[p](E1, E2)]).

Case E = prob[p](E1, E»):
By induction hypothesis on E; and Ej, respectively, we have ./, [E,] = r){” (Ix [E1]) and
My [E3] =¥ (T [E2]), respectively.
By deﬁmtlon we have ./, [prob[p](E1, E2)] = M. [[El]] ﬂ J[E2].

def

By definition, we have Jg [prob|p (E1,E2)]] = prob[p ](51,52) where s; = Ix[E1], s2 =
I [E1], and also ry (prob[p] (s1,s2)) = 177 (s1) @, 15" (52)-
Thus, we conclude that ., [prob[p] (E1, Ez)]] = r/%(JW [prob[p](E1, E2)]).

Case E = O for some O € K:
By definition, we have ./, 0] = y(O).
By definition, we have J O] = O, and also ry/”(lj) =y (o).
Thus, we conclude that ./, [0] = r; (T [O]).

Case E =Eq -g Es:
By induction hypothesis on E;, we have ./, [Es] = r; (T [E2]).

Lety’ £ y[o - My[E2]]. Theny’ : (K U {O}) - M.

By induction hypothesis on E; (which is an expression in RegExp™ (7, K U {O})), we have
My [E1] = r%(9WU{D}ﬂE1H)-

By definition, we have /%, [E1 g E2] = M, [E1].

By definition, we have I [E1 ‘g E2] = Ixuioy [E1]{0 « Ik [E2]}.

By Lemma 6.16, we know that for any s € Tree™ (¥, K U{0O}), it holds that ry A (s) = ry(s{0 «
Ix[E2]})- Therefore, we have

i (Txu [EA{0 & Tx[Ea]}) = T‘y//%(gwu{u}[[El]])-

Thus, we conclude that ./, [E1 g Eo] = r; (Fy [E1 -0 E2]).

Case E = (E1)™":
By definition, we have ./, [(E1)*7] = lprM AX. Myio-x)[E1].
By definition, we have Iy H(El)‘x’ﬂ]] = lfpe AX. (Txumy[E1]{O « X}).

def

Let F = AX. My|0—x[E1] and G = AX. (Ixu(m[E1]{O « X}). By the Kleene fixed-point
theorem (Proposition 3.4), it suffices to show that for any n > 0, F*(Ly) = r/% (G"(©)). We
prove the claim by induction on n.

When n = 0:
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By definition, we have FO(Ly) = Ly.
By definition, we have G°(©) = ©, and also ry/%(e) = Ly.
Thus, we conclude this that FO(Ly) = ry/” (G%(9)).

Whenn =k + 1:
By induction hypothesis (on n), we have FX(Ly) = r},/% (Gk(9)).

Lety’ £ y[O — F*(Ly)]. Theny’ : (X U {O}) —» M.
By definition, we have F"(Ly) = 4y [E1].
By definition, we have G"(©) = Jyu(n} [E1]{D G*(©)}, and also by Lemma 6.16, we
have ry/%(e%(u{u}[[El]]{D —G*(e)}) = ry//%(gf}(U{D}[[El]])-
By induction hypothesis (on E;), we have ./, [E1] = r}{,”(gq(u{u}[[El]]).
Thus, we conclude that F" (L) = ry/”(G”(e)).
mi

In the rest of §6.2, I demonstrate two concrete DMKAT-based interpretations for reasoning about
probabilistic programs.

6.2.1 A Relational Interpretation

This subsection gives a DMKAT-based interpretation as binary relations, a common model of
input-output behavior for a probabilistic programming language. Note that this interpretation
does not keep track of probabilities; instead, it treats probabilistic branching as nondeterministic
branching. Let ( = (X, eval, sat) be a triple of a set % of states, a binary relation eval(act) C £ X X
for each data action act € Act, and a set of states sat(¢) C X for each logical condition ¢ € L.
Intuitively, the set of states that satisfy ¢ is given by sat(¢), and it holds that sat(—¢) = Z \ sat(p).
To reason about divergence, I assume there is a symbol O such that O ¢ X.

The DMKAT R = (R, Cg, ®g, o p 1Pp LR 1g) for the relational interpretation & = (R, [-]%)
with respect to ¢ is defined as follows.

def

RE¥sx (zU{O}).

def

ACRBE(AN(EXE) CBN(EXI))AAN(EX{U}) 2BN(Ex{O).

def

A®r B ={(0,0) | (0,0) e A} U{(o,0”) | J0’: (0,0’) € AA{d’,0”) € B}.

def

A0, B= {{0,0") | o e sat() A {0,0") € A} U {(0,0’) | 0 € sat(—p) A (0,0’) € B}.

A®,B=AUB.

def

1g = {{0,0O) | 0 € Z}.

def

* 1z = {{(0,0) | o € L}.

I then define the semantic function for the relational interpretation as [act]” = eval(act).
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ProPOSITION 6.17. R is a DMKAT.

Example 6.18. Consider the simple program “while prob(0.5) do x := x + 1 od.” One regular
hyper-path expression encoding the program is (prob[0.5] (seq[x := x + 1](0O), 1))*2. We can then
interpret the expression under the relational interpretation & to extract the input-output behavior of

the program, with & E Var > R:

R [(prob[0.5] (seq[x = x + 1](0), 1))*7]

Ifp% AA. R(aay [prob[0.5] (seq[x = x +1](), 1]

Ifp % AA. (R(geaylseq(x = x +1](0)] U {(0,0) | 0 € T})

Ifp AA. (({{o,0[x - o(x) +1]) | 0 € T} ® A) U {(0,0) | 0 € £})
={{0,0[x = o(x)+k]) |oceZAkeZ}U{{o,O) | o€}

6.2.2 A Kernel Interpretation

This subsection gives a DMKAT-based interpretation in terms of sub-probability kernels (reviewed
in §2.1), a common model for probabilistic programming languages without nondeterminism. This
interpretation is intended to define a denotational semantics that is equivalent to the operational
semantics developed in §2.3. Let « = ((Z, 0), eval, sat) be a triple of a measurable space (X, O)
of states, a probability kernel eval(act) : (£, 0) ~» (X, O) for each data action act € Act, and a
measurable map sat(¢) : £ — 2 for each logical condition ¢ € £, where 2 = {T, L} is the set of
Boolean values, equipped with a standard o-algebra p({T, L}). Intuitively, sat evaluates logical
conditions, and it holds that sat(—¢) (o) = —sat(¢)(o) forany ¢ € £ and ¢ € X.

The DMKAT & = (P, Cp, ®p, o< p> 1Pp> LPs 1p) for the kernel interpretation P = (P, [-]”) with
respect to ¢ is defined as follows.

* P is the set of sub-probability kernels on the state space (X, O).
cxkCppEVoex,Ue0:k(o,U) < p(o,U).

def . o).
* K ®p p =K 3§ p, ie., kernel composition.

K o©p P E 2(0,U). [sat()(0)] - k(0,U) + [sat(=p) (0)] - p(a, V).

k@, p = A(0,U). p-r(0,U) +(1-p) - p(o,U).

def

1lp = )L(O', U) 0.

def

1p = A(o,U). [0 € U].

. . . . . def
I then define the semantic function for the kernel interpretation as [act]” = eval(act).

PROPOSITION 6.19. P is a DMKAT.
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Example 6.20. Consider the simple program “while prob(0.5) do x := x + 1 od,” which can be
encoded as the regular hyper-path expression (prob[0.5](seq[x := x + 1](O), 1))®=. We can then
interpret the expression under the kernel interpretation 9 to extract the transition kernel of the

program, with “ Var > R:

P [(prob[0.5] (seq[x = x + 1](O), 1))*]
= lfpfi Ak. Piasiy [prob[0.5] (seq[x = x + 1](O), 1)]
= IfpT” Ax. (0.5 Pio[seq[x = x +1](0)] + 0.5 - Ao. 8(0))
= lfpfi Ak. (0.5- (Ao.8(o[x — o(x) +1]) >=k)+0.5- Ao. §(0))
= Ykez+ 0.5 (1 -0.5) - A0. 8(o[x — o(x) +k]).

Note that Z™ includes 0 and I use the curried version of kernels in the derivation. We can see that the
program terminates with probability one by the fact that Ycz+ 0.5 - (1 -0.5) = 1.

6.3 Towards Abstract Interpretations for DMKAT

In 86.1 and §6.2, I have developed an algebraic foundation for reasoning about probabilistic
programs without nondeterminism. In this section, I present my progress towards building a
static-analysis framework based on DMKAT. Kincaid et al. [92] summarized a recipe for algebraic
static analysis, which consists of the following three steps:

1. (Modeling) Express the concrete semantics as the least solution to an equation system. In
this chapter, the modeling step amounts to extracting an equation system from a control-flow
hyper-graph (§6.1.3) and designing a DMKAT for concrete semantics (e.g., the relational
interpretation in §6.2.1 or the kernel interpretation in §6.2.2).

2. (Closed forms) Design a language for “closed-form solutions” and an algorithm for computing
them. In this chapter, I use regular hyper-path expressions (§6.1.2) as the closed forms and
develop a Gaussian-elimination algorithm to solve a regular equation system (Algorithm 1).

3. (Interpretation) Design an abstract interpretation of the closed-form language and a soundness
relation between the concrete and abstract interpretations. Thus, in this section, I focus on
building abstract interpretations for DMKAT.

6.3.1 Non-Probabilistic Abstract Interpretations

To show that the DMKAT framework is a generalization of the KAT framework, in this section, I
sketch an approach for adapting existing algebraic abstract domains for analyzing non-probabilistic
programs to the DMKAT framework. Recall that in the Kleene-algebra-based framework, the
building blocks are regular languages and regular expressions, thus the abstract interpretation
happens at the path level rather than the hyper-path level. Intuitively, to abstract the meaning of a
hyper-path, i.e., a possibly-infinite tree, we can abstract each rooted path on the tree individually,
and then join all the path abstractions to obtain an abstraction of the hyper-path.
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To demonstrate the idea, I use the transition-formula abstraction as an example in this section.
Consider a finite set of program variables Var. A transition formula is then a two-vocabulary
logical formula F(Var, Var’) over Var and a set Var’ of “primed” versions of the program variables. A
transition formula is intended to approximate the input-output behavior of a program by expressing
a relation between the input states (the Var variables) and the output states (the Var’ variables).
For example, the transition formula (x < 0 A x’ = x + 1 A tick” = tick) asserts that a program has
a pre-condition x < 0, and if the program terminates, the value of x is incremented by one and
the value of tick is unchanged. We can define a regular algebra 7 = (T, +r, -7, 7, Or, 17) on the
universe T of transition-formulas as follows (note that this algebra is not a Kleene algebra):

def

F+1GEFVG

def

F -7 G = 3Var”: F(Var, Var”) A G(Var”, Var’)

def

Or = false
1 < /\ (x" =x)
xeVar

The notation F(Var, Var”) denotes the formula obtained by substituting all the Var’ variables with
“double primed” versions in Var”. Thus, the composition F -7 G performs a relational composition of
the input-output behavior specified by F and the input-output behavior specified by G. To compute
F*T, which encodes a loop whose body is expressed as the transition formula F, there are many
techniques for approximating the reflexive transitive closure of F (e.g., [3, 54, 90, 91, 103, 121]).
In this section, I use a technique based on recurrence analysis [54]. Let us consider arithmetic
programs and denote by x and x’ the vectors for the program variables Var and Var’, respectively.
For a transition formula F, a linear recurrence inequality of F takes the form a’x’ < a’x+ b and
is entailed by F. To compute F'T, the idea is to extract a collection of recurrence inequalities
{aiTx’ < aiTx + b;}ier of F, and then use the closed form of the recurrence relations to approximate
the reflexive transitive closure of F, where k stands for the number of loop iterations:

FTE3keZ:k>0A A\ ax <a x+kb
el
Example 6.21. Consider the following non-probabilistic program:

whilei > 0 do
if x<ythenx =x+1elsey :=y+1fi
i=i-1

od

The loop exhibits the following linear recurrence inequalities

ii<i-1 i’ <—i+1
(X+y) < (x+y)+1 (" =y)<(=x-y)-1
X' <x+1 y<y+1

which yield the following transition formula that summarizes the loop:

JkeZ:k>0AT'=i—-kA(xX+Y)=(x+y)+kAXx <x+kANYy <y+k.
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Taking the loop guard i > 0 into account, we can simplify the transition formula above to a formula
that approximates the whole program:

(<OAT =iAX =xAY =y)V(Ii>0AT"=0A(X"+Y) = (x+y)+iAX < x+iAY < y+i).

I now lift the transition-formula domain from path-level abstractions to hyper-path-level abstrac-
tions. The idea is that we can obtain a transition formula F, for each rooted path p on a hyper-path
(i.e., a possibly-infinite tree), then take their join /|, F, as an abstraction for the hyper-path. For
example, the finite tree below corresponds to the program “if x < y thenx := x+1elsey := y+1.”

cond[x < y]

For the rooted path to the left leaf, the transition formula is F; « (x<yAx =x+1Ay =y).

For the rooted path to the right leaf, the transition formula is F; (x> YAX =xANy =y+1).
Their join F1 V F5 then entails ((x’+y’) = (x+y)+1 Ax" <x+1Ay <y+1), which leads to
some of the recurrence inequalities shown in Example 6.21.

Based on the hyper-path-as-a-collection-of-paths approach, I can apply a non-probabilistic
abstract domain in the DMKAT framework. Let A = (A, +4, -4, *, 04, 14) be a regular algebra that
represents an abstract domain, and & = (A, [-]¥) be an abstract interpretation with a semantic
function [[-]]”Qf : ActU £ — A that abstracts data actions and logical conditions. Using the same
setup for DMKAT (86.2), to analyze a probabilistic program, I extract a ranked alphabet ¥ to
be the collection of control-flow actions in the program. For a regular hyper-path expression
E € RegExp™ (¥, K), I use the judgment - E : a | y to express that the abstract interpretation of
Eisapairofa € A and y : K — A. The element a is intended to abstract all the rooted paths of
the tree represented by E that do not end with a hole leaf. The map y is then intended to abstract
rooted paths ending with hole symbols, i.e., for O € K, the element y(0O) abstracts all the rooted
paths of E ending with O. Fig. 6.4 presents the syntax-directed rules for deriving F E : a | y. One
interesting rule is the (ITERATION) rule. Consider the closure expression (E1)™® € RegExp™ (¥, K).
The premise Fgy¢ny E1 : a1 | y1 computes an abstraction for E;. Intuitively, the closure expression
represents a loop with O as the self-concatenation point, thus the element a; abstracts all paths
that lead to non-hole leaves, i.e., that exit the loop. Also, the element y,(0O) abstracts all paths
that lead to 0O, i.e., that express the loop body. Therefore, to summarize the loop, I use the closure
operator *4 on the loop body (b = y;(0)) and then extend it with the loop-exit abstraction (a;),
i.e., T use b** -4 a; as the loop summarization.

Example 6.22. Consider the following probabilistic program:

while i > 0 do
if prob(0.5) thenx :=x+1lelsey =y +1fi;
i=1-1

od

A regular hyper-path expression that encodes the program above could be

(cond[i > 0] (prob[0.5] (seq[x = x + 1](O2), seq[y = y + 1](O2)) -, seq[i := i — 1](O7), 1))™".
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(AcTION)
(Skrp) Fe Eyiay |y
b 1:1a | {0 Oatoex ko seqact] (Eq) @ [act]? -4 a1 | {O > [act]” -4 y(O)}oex
(CONDITION)
Fe E1:ar | y1 Fa Eotas | y2

kg cond[@](Eq, E2) : ([[QD]]M ‘A1) +a ([["QD]]M aa) [ {0 ([[CPH‘Q{ 4 y1(0)) +4 ([["CP]]M ‘4 ¥2(0)) }oex

(PROBABILITY)
b Ertar|yr Fx Ex:az |y

Fg prob[p](E1, E2) : a1 +a az | {0+ y1(0) +4 y2(0) }oex

(CONCATENATION)
Feuioy E1tarlyr b=y1(0)  Fx Ex:az |y

Fic E1 g Eo a1 +a (b-aaz) [ {0+ y1(Q") +a (b4 y2(0) }orex

(ITERATION) -
Feuqoy E1:ar | y1 b=yi(0) (HoLE)
b (E1)™° :b™ -pap | {O' > b™ -4 y1(0) }oex Fe O:04 [ {0 14} U{D" - Oatorex\ (o)

Fig. 6.4: The non-probabilistic abstract interpretation of regular hyper-path expressions.

First, for the three assignments, we can interpret them under the transition-formula domain as

Foy,op) Seq[x = x +1](02) : false | {07 - false,0y — (X" =x+1AY =y Al =1)},
Foo,) seqly =y +1](02) : false | {01 > false, 0y — (X' =x Ay =y +1 AT =10)},
Foy seqli = i1—1](01) : false | {O1 = (X' =x Ay =y AT =i-1)}

Let us denote the three assignment statements by S1, Sy, Ss3, respectively. Let Sq4 d:efprob [0.5](Sq, S2).
By the (PROBABILITY) rule, we have

oo Sa @ false | {01 > false, 0 = (X' +y') = (x+y) +1AX <x+1AY <y+1Ai =0)}
Then by the (ConcaTENATION) rule, we can derive
Fogy Sa o, Sz ifalse | {01 = (X +y)=(x+y)+1AxX <x+1Ay <y+1Ai{=i-1)}.
Let Ss & cond[i > 0] (S4 o, S3,1). By the (ConprtioN) rule, we obtain a loop-body summary:
o Ss: ((<SO0AX =xAy =y Al =i)

[{O1> (>0AX+Y)=(x+y)+1AX <x+1AY <y+1Ai=i-1)}

Let F; £ i<O0AX'=xAy =yAi =1i)andF, e (>0AN+y)=(x+y)+1AX <
x+1AY <y+1Ai =1i-1). Finally, by the (ITEratION) rule, we know that the transition formula
for (S5)%™ is F;T -7 F1. Recall the recurrence-based analysis in Example 6.21. In the same way, we
obtain the formula below that approximates the whole program:

(<OAT =iAX' =xAY =y)V(i>0AT=0A(X+y)=(x+y)+iAx <x+iAy < y+i).
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Proving the soundness of the rules in Fig. 6.4 is left for future work.

6.3.2 Probabilistic Abstract Interpretations

One major principle in my thesis is that probabilistic programs are naturally represented by control-
flow hyper-graphs, and this principle indicates that a static analysis of probabilistic programs is
essentially a hyper-path analysis. For static analyses that take probabilities into consideration,
e.g., the expectation-invariant analysis, the method sketched in §6.3.1 does not work, because
in general, it might be intractable to obtain the analysis result of a hyper-path as the join of the
analysis results of the rooted paths on the hyper-path. In this section, I discuss some preliminary
results on probabilistic abstract interpretations for the DMKAT framework.

Recall the definition of Pre-Markov Algebras (PMAs) that I developed in §4.2. I use a variant of
PMAs below, where the nondeterministic operator is removed.

Definition 6.23. A deterministic pre-Markov algebra (DPMA) over a set of logical conditions
L (also called tests) is a 7-tuple M = (M, Ty, ®ur, o PP LM 1y), where (M, Cy) forms a
complete lattice with L), as its least element; (M, ®,, 1)7) forms a monoid (i.e., ®), is an associative
binary operator with 1y, as its identity element); Ry is a binary operator parameterized by a
condition ¢ € £; iz is a binary operator parameterized by p € [0, 1]; and ®, o PO, are
monotone with respect to Cy,.

Definition 6.24. An abstract interpretation is a pair /4 = (M, [[]]/% ), where M is a DPMA for an
abstract domain and [[-]# : Act — M. We call M the semantic algebra of the interpretation and
[-]# the semantic function.

Note that the structure of DPMAs is almost the same as the structure of DMKATSs; the different is
only that I use a different set of axioms for DPMAs. In this way; it is straightforward to develop an
iteration-based analysis framework based on the fixed-point-based interpretation of DMKATSs (§6.2).
However, the whole development around regular hyper-path expressions in this chapter allows
me to apply loop-summarization techniques. To see this, let E € RegExp™(F,K) be a regular
hyper-path expression. I use the judgment y + E : a to express that the abstract interpretation
of E is an abstract element a € M, given that all the hole symbols in K are interpreted with
respect to the map y : K — M. Fig. 6.5 presents the rules of a declarative derivation system
for y +« E : a. Most of the rules are syntax-directed, except (ITERATION) and (RELAX). The
(ITErRATION) rule works very similarly to loop-invariant verification. For an iteration expression
(E1)™" € RegExp™ (¥, K), we know that the hole O is the self-concatenation point in the tree of
E1. We say a € M is an invariant for the iteration expression, if assuming the abstraction for O is a
leads to that the abstraction of the loop body E; is also a. The advantage of such a (ITERATION)
rule is that it allows the analysis developer to implement an algorithm to discover such invariants,
whereas the original PMAF framework always uses an iteration-until-fixed-point algorithm for loops
(see §4.2). The (RELAX) rule can apply to any regular hyper-path expression, and it essentially
strengthens the hole-abstraction map y and weakens the analysis result of the expression E.

I will end this section by two examples showing that different loop-invariant-generation strategies
for the (ITERATION) rule can lead to better analysis results than PMAF. The proof of the soundness
for the rules in Fig. 6.5 and a complete development of an expectation-invariant abstract domain
for DMKAT are left for future work.
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(AcTION) (CONDITION)
(Sk1p) yFi E1:a yrx E1: a1 Yy Fx Extaz
Y 1l:1y y ki seqlact] (E1) : [act]” @y a Y Fx cond[@](E1, Ez) : a1 ,©,, a2
(PROBABILITY) (CONCATENATION)
Y ki E1 1 ag Y b Eg i an y{D g az} Fxu{o} Ei:aq Y ki Eo i an
Y g prob[p](Eq, E2) : a1 @, az Ytk EroExtan
(ITERATION) (RELAX)
y{0 - a} Fguoy E1: a (Horg) Y rx E:d aCya YCm Y
y tx (E1)77 1 a Yy Fe O y(D) yrx E:a

Fig. 6.5: The probabilistic abstract interpretation of regular hyper-path expressions.

Example 6.25. Consider the one-dimensional random-walk program in Fig. 6.1(b), which can be
expressed by the following regular hyper-path expression:

seq[S1]((cond[x < 10](prob[0.75](seq[S2](Dz2), seq[S3](D2)) ‘o, seq[S4](D1), 1))™™),

where the assignment statements are defined as Sp “ (x,x9,xt) == (0,0,0), Sy “ (x, x9, xt) =

(x+1, xo4+2x+1, xt+tick), S3 4 (x, xo, xt) == (x—1,x3—2x+1, xt—tick), and S4 o (tick, ticko, xt) =
(tick + 1, ticky + 2tick + 1, xt + x). Imagine that we have a DPMA that keeps track of expectation
invariants (like the LEIA domain developed in §4.3.3 or the modular expected-value analysis proposed
by Avangzini et al. [4]). Inspired by Optional Stopping Theorems (recall that I used them to prove
soundness of central moment analysis in §5.3.3), we now extract expectation invariants of the form
E[&’] < & for the loop, where & is an arithmetic expression on variables.

For the loop body, we temporarily set the interpretation of O1 (i.e., the self-concatenation point for
the loop) to be the identity element, which should consist of the following invariants:

E[x'] = x A E[x5] = x2 A E[tick’] = tick A E[ticks] = ticka A E[xt'] = xt.
Following the rules in Fig. 6.5, we might derive the following abstraction for the loop body:

(x > 10 A E[x'] = x A E[x}] = x2 A E[tick’] = tick A E[ticks] = ticka A E[xt’] = xt)
V(x <10 AE[x] =x+0.5 AE[x5] =x2+x+1AE[tick’] = tick+1
A E[ticky] = ticky + 2tick + 1 A E[xt’] = xt +x + 0.5 - tick + 0.5).
Intuitively, because we set the interpretation of O to identity, the invariants above should hold for

zero iterations as well as for one iteration. We then extract linear inequalities of the form E[E] < &,
using linearity of expectations:

E[tick” — 2x"] < tick — 2x A E[tick), + 4x) — 4xt’ — 6x"] < ticky + 4xy — 4xt — 6x. (6.1)

To establish that those inequalities in (6.1) are expectation invariants of the entire loop, the imple-
mentation of the (ITERATION) rule should consider the termination behavior of the loop (possibly via



6.3. TOWARDS ABSTRACT INTERPRETATIONS FOR DMKAT 151

Optional Stopping Theorems). In this example, the loop simulates a biased one-dimensional random
walk, which has been shown to have a finite expected termination time. Therefore, the inequalities
in (6.1) hold for the whole loop, and taking the initial value x = 0 and the final value x = 10 into
consideration, we know x’ = 10, x; = 100, xt’ = 10 - tick’, and derive the following expectation
invariants for the whole program:

E[tick’] < 2 - E[x"] + tick — 2x
=2-10+tick—2-0
= tick + 20,
E[tick,] < —4-E[x5] +4 - E[xt'] + 6 - E[x'] + ticka + 4x2 — 4xt — 6x
= —4-100+4-10- E[tick'] +6-10 + ticky +4-0—4-0—6-0
< —400 + 40 - (tick + 20) + 60 + tick;
= ticky + 40 - tick + 460.

Example 6.26. Consider the following probabilistic program:

1 6:=0;

2 1:=0;

3 whilei <ndo

4  tick = tick+0.1-6;

5 % ~ adistribution whose first moment is 0 and second moment is 0.001;
6 0:=0.8-0+g;
7 i=1i+1
8 od

The program is intended to model a simple lane-keeping controller: the cost accumulator keeps track
of the distance between the vehicle and the middle of the lane, and in each iteration (i.e., a time unit),
the vehicle changes its position with respect to an angle 6, and then updates the angle in a stochastic
way. Probabilistic programs have been used to model other cyber-physical systems [17]. The loop can
be expressed by the following regular hyper-path expression:

(cond[i < n](seq[S4](seq[Ss5](seq[Se](seq[S71(T2)))), 01))™ o, 1,

where Sy represents the statement on line € of the program.

Because the termination behavior of the loop is totally deterministic, i.e., the number of loop
iterations before termination does not depend on the probabilistic aspect of the program. Thus, to
analyze expectation invariants of this program, we can try a method that is similar to the non-
probabilistic abstraction domain on transition formulas (see §6.3.1). For example, for the regular
hyper-path expression above, we first set the interpretations of 01 and Oy in the loop body to be
the bottom element and the identity element, respectively. In this way, we can obtain the following
abstraction for one loop iteration:

Fil2i<nAi’=i+1AE[0]=0.8-0AE[0] =0.64-0,+0.001
A E[tick’] = tick + 0.1 - 0 A E[tick,] = ticky + 0.2 - tick - 0 + 0.01 - 05,

where we implicitly instrument the program with 05, tick, tracking the values of nonlinear terms 62,
tick?, respectively. Because of the deterministic termination behavior, it should be sound for us to
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apply the recurrence analysis (similar to Example 6.21), in the sense that we treat a variable E[x’]
exactly the same as x’. Therefore, applying recurrence solving techniques that are capable of deriving
nonlinear solutions (e.g., [90, 91]) can lead to the following loop summarization:

Fik=>3keZ:k20Ai’:i+k/\[E[0’]:(g)k-e/\[E[Q’z]:%+(;—:)k-(92—$)
A E[tick’] = tick + (% - %(g)k) -0
A E[tickl] = ticky + (1 - (g)k) tick - 0 + (% - %(;—g)k) - 05
2 5 16 1
+(§+E(£)k—§(g)k)'92
- L )

+
36000 12960 " 25 12960

We now go back to the original regular hyper-path expression with O; and Oy. We set the
interpretation of O; and Oy in the loop body to be the identity element and the bottom element,
respectively. In this way, we can obtain the following abstraction for the case when the loop terminates:

FoZi>nAi' =i AE[0'] =0 AE[0}] = 05 A E[tick’] = tick A E[tick})] = ticks.

Therefore, the abstraction for the whole program can be obtained by Fy - F7 - F2, where Fq abstracts two
assignment statements before the loop. The whole-program abstraction can then yield the following
expectation invariants:

1 1

16
E[6'] =0 E[0)] = — — — ()"
=0, 192] = 566 ~ 36025

(G - =

1
E[tick’] = tick, E[ticks] = ticks + n+ .
36000 12960 25 12960

6.4 Discussion

In this section, I discuss some related work of the DMKAT framework.

Regular Tree Expressions and Finite Tree Automata Comon et al. [31] compiled a book on
the theory and application of finite tree automata. They presented some fundamental properties
about finite tree automata: (i) a tree language L, i.e., a set of finite trees over a fixed ranked
alphabet, is recognizable by some finite tree automaton if and only if L is a regular tree language,
and (ii) a tree language L is regular if and only if L can be finitely represented by a regular tree
expression. Therefore, a finite tree automaton that recognizes a tree language L can be translated
to a regular tree expression representing L, and vice versa. My development in this chapter follows
a similar methodology; intuitively, a control-flow hyper-graph can be thought as an automaton,
the language it recognizes it the control-flow hyper-path on the graph, and the possibly-infinite
hyper-path can be finitely represented by a regular hyper-path expression. I take inspiration from
regular tree expressions to develop regular hyper-path expressions; in particular, regular tree
expressions can take the iteration form E*2, which means self-substituting E for the hole O for a
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finite number of times. However, my work involves infinite trees, and the iteration operator E*°
denotes infinite self-substitution, thus most results in the book [31] do not necessarily carry over to
my development.

There are multiple future directions for extending the theory of regular hyper-path expressions.
First, I do not consider nondeterminism in this chapter, so each regular hyper-path expression
correspond to exactly one hyper-path. It would be interesting research to add a combination
operator (like the ones in regular expressions and regular tree expressions that denote set union)
to regular hyper-path expressions, and as a result support finite representations of sets of possibly-
infinite hyper-paths. Second, devising a suitable family of automata that recognize regular
hyper-paths and establishing a formal correspondence between automata and regular hyper-path
expressions would also be an interesting direction for theoretical research. Third, similar to Tarjan’s
path-expression algorithm [142] and its application to algebraic static analysis [92], it would be
interesting research to develop an efficient algorithm that constructs regular hyper-path expressions
from control-flow hyper-graphs and apply the algorithm to algebraic static analysis of probabilistic
programs.

w-Regular Expressions and Biichi Automata The theory of regular (word) languages has been
lifted to languages that can contain infinite words and different kinds of automata. (Interested
readers can referred to textbooks, e.g., the book by Pin and Perrin [129], for more details.) Regular
languages for infinite words are called w-regular languages, and their fundamental properties can
be summarized as follows: (i) an w-language L, i.e., a set of infinite words over a fixed alphabet,
is recognizable by some Biichi automaton if and only if L is an w-regular language, and (ii) an
w-language L is regular if and only if L can be finitely represented by an w-regular expression.
In the common formalism, an w-regular expression is of the form ry - s + -+ + 1, - 57, where
ri, si’s are standard regular expressions and each s; denotes a nonempty language. The class of
w-regular expressions can also be defined inductively over standard regular expressions; that is,
every w-regular expression is either E®, E - F, or F1 + F5, where E’s are standard regular expressions
and F’s are w-regular expressions. The capability of describing sets of infinite words makes
w-regular expressions suitable for reasoning about program termination. Zhu and Kincaid [157]
proposed an algebraic termination analysis (for non-probabilistic programs) that uses w-regular
path expressions to represent sets of infinite execution paths in a control-flow graph.

My work in this chapter focuses on hyper-paths, i.e., possibly-infinite trees, which can be seen as
a generalization of infinite words, so I need to develop a more general theory (i.e., §6.1) to handle
infinite objects. On the other hand, for a probabilistic program without nondeterminism, i.e., the
class of the programs considered in this chapter, one can extract an w-regular expression that
encodes all non-terminating execution paths, each of which is annotated with a probability. Such
an approach would be a suitable basis for analyzing the termination probability of a probabilistic
program without nondeterminism; however, static analyses that leverage aggregate information
(e.g., the central-moment analysis developed in Chapter 5) need to consider both the terminating
and non-terminating execution paths in a program. In addition, there seems to be an interesting
connection between regular hyper-paths and w-regular languages: I conjecture that the set of
infinite rooted paths on a regular hyper-path can always be characterized by an w-regular language.
A more thorough and formal investigation is left for future work.
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oco-Regular Expressions and Parity Automata Recently, Loding and Tollkotter [108] proposed
oo-regular expressions, which encode mixed sets of finite and infinite words. Their co-regular
expressions are defined as standard regular expression plus one extra syntactic form E*, which
means iterating E for a possibly infinite number of times. They proved that an co-regular language
can always be separated into a regular language and an w-regular language, and that a language
L of both finite and infinite words can be recognized by a parity automaton if and only if L can be
encoded as an oco-regular expression.

The reason why I need a different theory for hyper-paths is exactly the same as my argument in
the discussion about w-regular expressions. On the other hand, for non-probabilistic programs
(and also probabilistic programs without nondeterminism), it would be interesting future research
to use oo-regular path expressions to represent sets of both finite and infinite execution paths in a
control-flow graph, and develop algebraic static analyses that account for total-correctness properties,
because both the termination and non-termination behavior are captured by the co-regular path
expressions.



Chapter 7

Conclusion

In this chapter, I reiterate the main contributions of the thesis and offer some concluding remarks.

7.1

Contributions

The main contributions of the research covered by this thesis are as follows.

I developed a novel hyper-graph-based program model for low-level probabilistic programs
with unstructured control-flow, general recursion, and nondeterminism. (See §2.2.) Control-
flow hyper-graphs (CFHGs) turn out to be a natural representation of probabilistic programs
with nondeterminism, because CFHGs allow different treatment for indeterminacy caused
by probabilistic-branching (encoded as a hyper-edge with multiple destinations) and that
caused by nondeterministic-branching (encoded as a bunch of hyper-edges starting from one
source). In this sense, CFHGs precisely correspond to the intended meaning of a probabilistic
program as a collection of probability distributions on executions. (See also the discussion at
the beginning of Chapters 3 and 6.)

I developed Markov algebras, which can describe the algebraic structure for control-flow
hyper-graphs of probabilistic programs in a natural and general way. Based on Markov
algebras, I devised an algebraic denotational semantics for low-level probabilistic programs.
One notable advantage of the framework is that it can be instantiated with different models
of nondeterminism. (See §3.3.)

I presented a domain-theoretic development of a new model of nondeterminism for probabilistic
programming, which is called nondeterminism-first and resolves nondeterminacy prior to
program inputs, and thus achieves state-transformer-level nondeterminism, rather than the
standard state-level nondeterminism. A potential application of nondeterminism-first would
be refinement-based reasoning about relational properties. (See §3.2 and §3.4.3.)

Based on the hyper-graph program model and the algebraic denotational semantics, I presented
a new algebraic framework, which I call PMAF, for static analysis of probabilistic programs.
The framework uses a variant of Markov algebras, namely the pre-Markov algebras, as the
interface between the analysis framework and the abstract domains for concrete analyses.
(See 84.1 and 84.2.)
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* I demonstrated that PMAF can be instantiated to perform interprocedural versions of existing

analyses such as Bayesian-inference analysis and expected-reward analysis for MDPs, as well
as perform a novel linear expectation-invariant analysis. (See §4.3 and §4.4.)

I developed the first fully automated analysis for deriving symbolic interval bounds on higher
central moments for cost accumulators (such as running time) in probabilistic programs with
general recursion and continuous distributions. For compositional derivation, I presented a
new family of algebraic structures, namely the moment semirings, and a novel frame rule to
handle procedure calls with moment-polymorphic recursion. (See §5.2.)

I proved the (non-trivial) soundness of the central-moment analysis, incorporating Markov-
chain-based semantics and Optional Stopping Theorems from probability theory. The proof
establishes a general method to apply mathematical results about stochastic processes to
analyses of probabilistic programs. (See §5.3.)

I implemented the central-moment analysis, together with many practical enhancements, as
an open-source tool and evaluated it on a broad suite of benchmark programs. (See §5.5.)

I applied the central-moment analysis to tail-bound analysis via concentration inequalities.
I also performed a case study on using tail bounds on program running time to analyze
timing-leak vulnerabilities. (See §5.4 and §5.6.)

I developed regular hyper-path expressions, which provide a finite representation of the
possibly-infinite hyper-path obtained by composing hyper-edges on a control-flow hyper-
graph for a probabilistic program without nondeterminism. My approach followed the
“Kleene Algebras interpret regular expressions extracted from control-flow graphs” approach
for algebraic static analysis of non-probabilistic programs. Notably, regular hyper-path
expressions allow an iteration operator, which is similar to the Kleene-star. (See §6.1.)

I presented some preliminary results on extending PMAF by using regular hyper-path
expressions as the representation of probabilistic programs. To this end, I devised Deterministic
Markov-Kleene Algebras with Tests (DMKATs) and developed a “DMKATS interpret regular
hyper-path expressions extracted from control-flow hyper-graphs” approach. In this way, the
analysis developer has an opportunity to specify how loops should be summarized via the
iteration operator, rather than uses the built-in iteration algorithm of PMAF. I demonstrated
how a DMKAT-based static-analysis framework would derive invariants on higher moments of
program variables, including the cost accumulators. (See §6.2 and §6.3.)

7.2  Concluding Remarks

In this thesis, I have presented an algebraic approach for static analysis of probabilistic programs.
Probabilistic programs are programs that can draw random samples from probability distributions
and change the control flow at random. Probabilistic programs provide a general and flexible tool to
implement and analyze probabilistic systems, which can be found in various applications including
algorithm design, cryptographic protocols, uncertainty modeling, and statistical inference. The
quantitative nature of probabilistic programs leads to non-trivial challenges to the development of
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formal methods, including static analysis. Algebraic static analysis—the focus of the thesis—helps
people reason about probabilistic programs at compile time in a compositional and versatile way,
via a powerful framework based on the hyper-graph-based program model, the algebraic framework
for denotational semantics and static analysis, as well as other techniques developed in this thesis.

This thesis also leaves and opens many directions for future research on static analysis of
probabilistic programs. Besides those that are already mentioned in the discussion sections, I
would like to emphasize extending the DMKAT framework. Recall that I proposed the DMKAT
framework, mainly because the constraint-based central-moment analysis does not fit into the
iteration-based analysis framework PMAF. I hope that in the future, DMKAT will be extended to
a general, systematic, flexible, efficient, and non-iteration-based algebraic framework for static
analysis of probabilistic programs, just like the algebraic framework for analyzing non-probabilistic
programs developed by Kincaid et al. [92].

As probabilistic programming becomes increasingly popular in recent days, there are many
opportunities to carry out impactful research on static analysis of probabilistic programs. Notably,
probabilistic programs have been used for expressing and performing probabilistic inference, a
method of inferring a statistical model from observed data, which is good at capturing uncertainty
in model parameters and integrating domain knowledge. However, probabilistic inference requires
considerable expertise from the practitioner [62], and it is not uncommon that people incorrectly
program inference in a way that breaks convergence and leads to unsound learned model. Verifying
properties of probabilistic programs that are used for data modeling, especially some statistical
properties (such as convergence), brings new angles and challenges for programming-language
research on static analysis of probabilistic programs. I hope that in the future more static-analysis
techniques (ideally algebraic), which helps people diagnose inference-related bugs or optimize
inference performance, can be developed and integrated in the toolchain of probabilistic inference
to create a more reliable and efficient probabilisitic programming system.
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